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Abstract 

The Rapid expansion of IoT infrastructure as the foundation of smart cities has intensified cybersecurity 
risks, with modern attack vectors including phishing-triggered payloads, injection exploits, and multi-stage 
DDoS campaigns. To counter these threats, this study proposes STAD-MLTRS (Smart Threat-Aware 
Detection with Multi-Layer Trust and Routing Security), an integrated framework that enhances security 
through layered anomaly detection, dynamic trust profiling, and adaptive routing optimization. The 
framework introduces three key components: a Contextual Email Threat Filter (CETF) for detecting 
malicious email payloads, Temporal Trust Profiling (TTP) for evaluating node reliability over time, and a 
Dual-Layer Secure Route Optimizer (DLSRO) that combines trust scoring with LSTM-based anomaly 
detection to secure communication paths. Experiments conducted on hybrid datasets (IoT-23, CIC-Email 
2019, and real-time urban telemetry) demonstrate the framework’s effectiveness, achieving 98.2% detection 
accuracy, reducing false positives to 1.7%, lowering SLA violations, and improving routing trust and 
energy efficiency compared to baseline IDS and ML-based approaches. These results confirm that STAD-
MLTRS provides a scalable, resilient, and energy-conscious security solution for safeguarding IoT-enabled 
smart cities against evolving and complex cyberattacks. 
Keywords: IOT Security, Software-Defined Networking, Anomaly Detection, Routing Trust, Smart Cities 

1. INTRODUCTION 

In increasingly complicated smart urban 
infrastructure, networks must balance rapid device 
development with safe communication. Research 
uses adaptive, software-driven frameworks that 
scale and self-optimize as conventional paradigms 
fail. Intent-based or intent-driven networks identify 
and implement user needs using programmable 
control. Big data requires AI and machine learning 
for tactical plans, predictive models, and 
preemptive defence. These solutions boost traffic 
routing, QoS, anomaly, and enhanced cyber threat 
security using software-defined networking. Based 
on these advancements, IoT-Enabled Smart Cities 
provides predictive intelligence and layered trust 
management [1]. This technique optimises urban 

application routing and secures diverse IoT 
ecosystems. Multi-dimensional learning, trust 
evaluation, and adaptive routing make STAD-
MLTRS networks intelligent, self-defensive, and 
service-oriented for smart city growth.The rapid 
growth of DDoS, polymorphic malware, and APTs 
has rendered traditional network protection 
ineffective. Centralised control and 
programmability in software-defined networking 
(SDN) boost network flexibility but also introduces 
controller single points of failure. Integrating 
machine learning (ML) approaches for proactive, 
adaptive SDN threat detection inspired this 
work[2]. The 2021 Colonial Pipeline ransomware 
attack can cause huge disruptions in IoT and cloud-
native infrastructures because of the exponential 
growth of linked devices. We want to reduce false 
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positives, enhance detection accuracy, and save 
energy in resource-constrained networks. 
Decoupling the control and data planes lets 
controllers like OpenFlow operate software-defined 
networking centrally. While network security 
experts promote intrusion detection systems (IDS), 
signature-based IDS struggle with zero-day attacks. 
AI theories like decision trees and clustering for 
anomaly identification have been applied to analyse 
network traffic patterns. Deep learning extensions 
like neural networks enhance massive dataset 
feature extraction [3].  

Recent SDN-based IDS assessments like CIC-IDS 
2017 and NSL-KDD highlight real-time threat 
hunting with ML. Energy-aware security in IoT 
networks optimises resource utilisation and detects 
dangers using ML.Inductive and predictive 
machine learning represents how humans learn, 
adapt, and improve knowledge, making it crucial to 
SDN-concept networks. ML offers a diverse 
networking toolkit by categorising models by task 
type, parameter orientation, and training approach. 
Regression predicts continuous values, 
classification groups data, and structured learning 
interprets meaning. Linear, nonlinear, and deep 
learning algorithms differ further. Reward-
maximizing reinforcement learning, unsupervised 
discovery of hidden structures, semi-supervised 
approaches that combine partial labels with raw 
inputs, and supervised learning utilising labelled 
data are training methods[4]. These methods are 
employed more in SDN frameworks for traffic 
analysis, anomaly detection, route optimisation, and 
resource allocation. Regression methods forecast 
query response times or link important performance 
indicators, whereas supervised learning accurately 
infers speech recognition, spam detection, and 
object classification in real-world applications. 
Traffic security is improved using decision trees, 
logistic regression, KNN, SVM, and Bayesian 
classification. Optimised KNN versions like Predis 
demonstrate how lightweight, distance-based 
classifiers can accurately detect DDoS in dynamic 
and large-scale SDN systems, demonstrating 
conventional ML approaches' promise and 
computational trade-offs [5]. 

 

Smart Cities with IoT Background 

Smart cities with IoT change infrastructure design, 
management, and optimisation. These ecosystems 
improve transportation, healthcare, energy 
efficiency, and public services with heterogeneous 
devices including sensors, cameras, cars, and smart 
appliances.   Massive amounts of real-time data 
from this link provide predictive insights and 
automated decision-making that change city 
operations.   Though efficient, connectivity creates 
security issues because one device's weakness 
might propagate across networks. Digitalising cities 
require resilient, adaptable, and secure frameworks 
for sustainability and trustworthiness [6]. 

Growing network complexity and vulnerabilities 

Billion-IoT devices make modern networks 
complicated, dispersed, dynamic, and resource-
constrained. Unlike typical computer environments, 
smart city networks must handle devices with 
varied capabilities and communication protocols.   
Device authentication, access control, and data 
exchange are insecure due to variety.   Unprotected 
sensors, gateways, and cloud APIs can compromise 
services. Software-defined networking decouples 
the control and data planes, improving efficiency 
but creating single points of failure where a 
controller can crash the network.   This multi-
layered complexity necessitates enhanced detection 
and trust mechanisms for communication and 
service continuity [7]. 

Current anomaly detection and routing methods 
have limitations 

IoT first-line protections like firewalls, deep packet 
inspection, and traditional intrusion detection 
systems fail. Predefined signatures or static criteria 
make detecting zero-day attacks or threats 
challenging. These solutions are too expensive and 
computationally complex for resource-constrained 
IoT systems. Malicious nodes can confuse traffic, 
cause congestion, and steal data, making routing 
systems difficult. Current trust models and routing 
algorithms cannot handle large, heterogeneous 
smart city networks, leaving crucial services 
vulnerable to outages and manipulation [8]. 
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Research Motivation for STAD-MLTRS 

Smart threat detection, trust evaluation, and 
resilient routing must be combined into an adaptive 
security paradigm to handle these concerns. To 
address prior shortcomings, STAD-MLTRS 
validates devices, communication links, and data 
flows at various network layers using a multi-layer 
trust mechanism. Real-time threat-aware detection 
using machine learning allows this model to detect 
known and evolving attacks. STAD-MLTRS also 
uses secure and adaptive routing algorithms to 
dynamically reorganise the network to preserve 
service continuity in the case of compromised 
nodes or suspicious traffic patterns.   IoT-enabled 
smart cities are secured using this holistic approach 
that combines efficiency, dependability, and 
security [9]. 

Scope and Significance 

Targets intelligent urban infrastructures with IoT 
devices, cloud platforms, and SDN-based systems 
facing complicated cyberattacks. It highlights 
machine learning-driven anomaly detection across 
SDN's control and data planes, including supervised 
and unsupervised models, edge computing transfer 
learning, and DDoS and phishing attack prediction 
frameworks. Due to simulation-based benchmark 
dataset evaluations, hardware-specific deployments, 
legacy non-SDN systems, and rule-based 
techniques like conventional firewalls are excluded.   
This adaptive, trust-oriented security paradigm 
reduces compromise risk and increases routing 
resilience, service continuity, and smart city 
services including healthcare, energy distribution, 
and intelligent transportation.   STAD-MLTRS 
improves detection accuracy and threat mitigation, 
reducing attack success rates by 98% and 
increasing network security academically and 
practically.   It secures digital transformation, 
protects economic assets from cybercrime's 
trillions, and boosts confidence in IoT-driven 
applications that power future cities [10]. 

Statement of the problem 

Smart cities using IoT need resilient and adaptive 
network security, yet SDN-based threat detection 
systems are absent. Signature-driven intrusion 

detection systems have 10–20% false alarms, 
reducing real-time reliability. These systems cannot 
adapt to new attack patterns, leaving networks 
exposed. IoT gadgets that consume energy and 
shorten network lifespan complicate network 
integration. Standard methods fail to identify and 
fight sophisticated attacks like multi-stage DDoS  

attacks and insider threats due to these 
inefficiencies. These issues highlight the need for 
STAD-MLTRS, which integrates multi-layer trust 
assessment, adaptive routing security, and 
intelligent threat-aware detection to strengthen IoT-
enabled smart city infrastructure[11]. 

Goals/Objectives 

Classify SDN-based threat detection machine 
learning. Propose a hybrid ML architecture with 
transfer learning and deep neural networks for 
accuracy. Test the model with CIC-IDS 2017.SDN-
IoT model energy efficiency and latency 
evaluation.Use multi-layer trust management to 
validate IoT-enabled smart city devices, linkages, 
routes, and services.Develop adaptive routing 
security to prevent multi-stage DDoS (Distributed 
Denial of Service)and insider attacks.To determine 
cloud-native and smart city infrastructure AI-
augmented resilience research directions [12] 

Contributions 

Create a new IoT-enabled smart city framework 
called STAD-MLTRS that combines smart threat-
aware detection, multi-layer trust, and safe routing. 
A transfer learning-based supermodel detects 
SDN(Software-Defined Networking)intrusions with 
99% accuracy on CIC-IDS 2017. SMOTE 
(Synthetic Minority Over-sampling Technique) 
improves minority attack class detection by 
reducing class imbalance. Optimising edge 
computing for real-time threat response and 
minimal latency.Smart security rules for energy-
efficient anomaly detection and 
mitigation.Increased detection rates by 15–20% 
over baseline models.Protect routing decisions and 
decrease sophisticated threat exposure using 
temporal profiling and dynamic trust 
scoring.Implement scalable and adaptable security 
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for cloud-native and AI-driven network 
infrastructures [13]. 

 

Figure 1: STAD-MLTRS architecture 

Figure 1  shows to coordinate security, the STAD-
MLTRS Core incorporates threat detection, routing 
security, and trust management. IoT sensors, 
actuators, and edge nodes in smart cities on the left 
generate and exchange data.   Urban services 
depend on these devices, which might be hacked. 
Top Threat Detection modules detect anomalies, 
intrusions, and complex assaults like DDoS and 
insider threats using machine learning and adaptive 
algorithms.Routing Security secures 
communication paths from malicious redirection 
and packet tampering while improving energy 
efficiency in resource-constrained IoT 
networks.Device, link, route, and service-level trust 
evaluations dynamically assign trust ratings in 
Multi-Layer Trust mechanisms for secure network 
interactions.STAD-MLTRS manages IoT nodes, 
data flows, trust policies, and safe routing 
decisions, as shown by the arrows connecting each 
block to the core.   This full integration makes IoT-
enabled smart cities resilient, scalable, and 
adaptable. 

2. RELATED WORK  

Detecting Traditional Anomalies with Firewalls, 
DPI, IDS Long-standing firewalls, DPI, and IDS 
have safeguarded networks against threats.   
Signature- or rule-based methods are effective 
against known attack patterns but not novel ones.   

DPI analyses packet payloads for malware, 
firewalls restrict traffic, and IDS systems monitor 
system behaviour for suspicious activity.   Highly 
dynamic and diverse smart city infrastructures 
cannot be protected by modern IoT-enabled 
networks and SDN environments due to 
deployment costs, scalability issues, and high false 
alarm rates [14]. 

ML/SDN Detection 

Smarter threat detection is possible with SDN 
machine learning. Machine learning algorithms 
may access global networks and traffic trends in 
real time using SDN's centralised control plane.   
Supervised, deep, and reinforcement learning detect 
anomalies, network traffic, and DDoS attacks better 
than prior methods.   Over 95% of benchmark 
datasets are detected by hybrid transfer learning-
neural network models.   They are less useful in 
large-scale urban installations because of dataset 
imbalance, energy efficiency for IoT-integrated 
networks, and flexibility to multi-stage attacks [15]. 

IoT Security using TrustResearch has created 
trust-based models that evaluate device, connection, 
and service dependability before network access to 
mitigate IoT ecosystem hazards. The dynamic trust 
scoring system evaluates device behaviour, 
communication history, and contextual data to 
determine believability.   Trust frameworks increase 
high-trust paths to decrease insider risks, detect 
compromised nodes, and protect routing.   
Temporal profiling and context-aware analysis 
distinguish aberrant nodes, increasing robustness.   
Due to their independence from anomaly detection 
systems, many of these models cannot scale to 
manage smart city infrastructures' huge IoT device 
diversity and volume [16]. 

Research gaps and limitations 

Solutions are incomplete despite progress. 
Traditional anomaly detection methods are too 
static and resource-intensive for IoT-scale systems, 
while machine learning-based SDN frameworks 
have high false alarm rates, low threat vector 
flexibility, and high energy consumption. Trust-
based schemes improve device reliability but lack 
real-time anomaly detection and secure routing.   
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Multi-stage DDoS, insider hacks, and routing 
manipulation are possible with these issues.   
STAD-MLTRS, which incorporates smart threat-
aware detection, multi-layer trust evaluation, and 
adaptive routing security, is needed to address IoT-
enabled smart city security problems [17].Table 1 
the comparative analysis highlights diverse 
approaches in IoT and SDN-based intrusion 
detection, ranging from surveys of energy-efficient 
solutions to advanced implementations of deep 
transfer learning, blockchain integration, and 
dataset design. 

Table 1: Related IoT/SDN Intrusion Detection Studies 
Comparison. 

Aut
hor / 
Year 

Stud
y 

Metho
dolog

y 
Findings 

Acc
urac

y 

Limita
tions 

Zees
han 
et al. 
[17] 

Deep 
Trans
fer 
Learn
ing 
for 
Intrus
ion 
Detec
tion 
in 
Edge 
Comp
uting 

Deep 
transfe
r 
learnin
g on 
bench
mark 
dataset
s 

Achieved 
high 
detection 
rates in 
edge 
environm
ents 

>98
% 

High 
energy 
consum
ption, 
less 
suitable 
for 
resourc
e-
constrai
ned IoT 

Heid
ari et 
al. 
[18] 

Block
chain 
and 
RBF-
NN 
for 
Intern
et of 
Dron
es 
securi
ty 

Blockc
hain 
integra
tion 
with 
radial 
basis 
functio
n 
neural 
networ
ks 

Improved 
resilience 
and trust 
in 
intrusion 
detection 

~97
% 

Blockc
hain 
adds 
latency 
and 
scalabil
ity 
issues 

Muk
herje
e et 
al.[1
9] 

Simul
ation 
and 
ML-
based 
anom
aly 
detect
ion in 
IoT 

Simula
tion 
and 
traditio
nal ML 
algorit
hms 

Detected 
anomalies 
in IoT 
with 
moderate 
accuracy 

~90
% 

Struggl
es with 
zero-
day and 
evolvin
g 
attacks 

Meh
edi et 
al.[2

Depe
ndabl
e IDS 

Deep 
transfe
r 

Robust 
detection 
with 

~99
% 

Class 
imbala
nce 

0] using 
deep 
transf
er 
learni
ng for 
IoT 

learnin
g with 
CIC-
IDS 
dataset 

improved 
reliability 

issues 
remain 
unresol
ved 

Al-
Haw
awre
h et 
al.[2
1] 

X-
IIoTI
D 
datas
et for 
indust
rial 
IoT 
securi
ty 

Dataset 
creatio
n for 
industr
ial IoT 
intrusi
on 
detecti
on 

Provided 
connectiv
ity/device
-agnostic 
intrusion 
dataset 

Data
set-
drive
n 

Limited 
coverag
e of 
advanc
ed 
multi-
stage 
attacks 

Zhou 
et 
al.[2
2] 

Niect 
mode
l for 
camp
us 
survei
llance 
edge 
netwo
rks 

ML-
based 
anomal
y 
detecti
on in 
edge 
system
s 

Showed 
promising 
detection 
performa
nce in 
surveillan
ce IoT 

~95
% 

Limited 
general
izabilit
y 
beyond 
surveill
ance 
domain 

 

3. Methodology  

For IoT-enabled smart cities, STAD-MLTRS 
combines intelligent detection, trust evaluation, and 
safe routing. Traffic data from heterogeneous IoT 
devices and SDN-managed network infrastructures 
provides a global perspective of communication 
flows. Pre-processing reduces noise, normalises 
characteristics, and balances class distributions 
using SMOTE for dataset imbalance. Next, a multi-
layer trust evaluation method dynamically assigns 
device, connection, route, and service trust scores 
based on behaviour, communication reliability, and 
contextual interactions. In parallel, the threat-aware 
detection engine detects known intrusions and zero-
day or multi-stage threats using transfer learning 
and deep neural networks. When threats are 
recognised and trust scores updated, the routing 
security strategies module sends traffic along 
trusted and energy-efficient channels to mitigate 
hostile or compromised nodes. Finally, a feedback 
loop records detection results, trust changes, and 
routing decisions to retrain models for adaptive 
learning and proactive threat mitigation. The 
layered and iterative STAD-MLTRS process 
ensures accurate detection, scalable trust 
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management, and resilient routing security for 
massive smart city networks [23]. 

The STAD-MLTRS system architecture 

Overall Framework Design 

STAD-MLTRS combines security layers.   A central 
decision-making core connects IoT, network 
controllers, and edge/cloud resources.   Data flows 
are monitored, trust is dynamically assessed, and 
routing is optimised for security and efficiency.   A 
holistic architecture helps the system adapt to 
shifting threats and scale across massive smart city 
infrastructures. 

Multi-Layer Trust Evaluation 

The framework's multi-layer trust mechanism 
evaluates network reliability.   Device trust verifies 
IoT nodes, link trust examines communication 
channels for manipulation or packet loss, route trust 
verifies forwarding paths, and service trust verifies 
apps and cloud services.   The system constantly 
assigns and updates trust scores to separate 
compromised nodes and prioritise secure 
communication channels, minimising insider and 
collusion-based attacks. 

Integrating Routing Security 

STAD-MLTRS routing security uses adaptive 
techniques to prevent blackhole, wormholes, and 
rerouting attacks.   Secure routing ensures data 
packets follow confirmed pathways based on trust 
and traffic context.   Security, energy efficiency, 
and low latency are IoT solutions' priorities.   
Routing security and trust layers quickly detect and 
reroute compromised routes to maintain service 
continuity, boosting resilience. 

Threat detection 

The framework's machine learning-powered 
detection engine monitors network traffic for 
abnormalities. The engine accurately detects known 
and developing threats using hybrid models that 
include transfer learning, anomaly detection, and 
deep learning.   We find multi-stage DDoS, insider 
manipulation, and context-based invasions. In 
addition to detection, the engine predicts 

weaknesses from historical trends to prevent 
damage[24]. 

Equations  
 
1) Multi-layer trust updates 
 
Device trust (EWMA + evidence): 
 

𝑇௜
(ௗ)(𝑡)

= 𝜆 𝑇௜
(ௗ)(𝑡 − 1)ᇣᇧᇧᇧᇤᇧᇧᇧᇥ
௠௘௠௢௥௬

+ (1 − 𝜆) ቀ𝛼 𝑟̂௜(𝑡) + 𝛽 𝑐̂௜(𝑡) + 𝛾 𝑏෠௜(𝑡)ቁᇣᇧᇧᇧᇧᇧᇧᇧᇧᇧᇧᇤᇧᇧᇧᇧᇧᇧᇧᇧᇧᇧᇥ
௙௥௘௦ℎ ௘௩௜ௗ௘௡௖௘ 

, 

with 𝜆 ∈ [0,1), weights 𝛼 + 𝛽 + 𝛾 = 1. 
𝑟̂௜: normalized packet-forwarding reliability, 𝑐̂௜: 
credential/attestation score, 𝑏෠௜: behavioral 
consistency. 
 
Link trust (packet behavior + integrity): 

𝑇௜௝
(ℓ)

(𝑡) = 1 − ൫𝜂 𝖽𝗋𝗈𝗉෫
௜௝(𝑡) + 𝜇 𝗋𝖾𝗈𝗋𝖽𝖾𝗋෫

௜௝(𝑡)

+ 𝜈 𝗍𝖺𝗆𝗉𝖾𝗋෧ ௜௝(𝑡)൯, 
 
𝜂 + 𝜇 + 𝜈 = 1; tildes denote min–max normalized 
rates. 
 
 
 
Route trust (path aggregation): 

𝑇𝒫(𝑡) = min
(௨,௩)∈𝒫

  ൝ 𝜔 𝑇௨௩
(ℓ)

(𝑡) + (1

− 𝜔)
𝑇௨

(ௗ)
(𝑡) + 𝑇௩

(ௗ)
(𝑡)

2
 ൡ, 

with 𝜔 ∈ [0,1]. 
 
2) Threat-aware detection (hybrid score and 
adaptive threshold) 
 
Ensemble anomaly score: 

𝑆(𝑥) = 𝛼(1 − 𝑝̂normal(𝑥)) + (1 − 𝛼) 
𝑓oc(𝑥) − 𝜇௙

𝜎௙

, 

𝑝̂normal(𝑥): softmax probability from DNN, 𝑓oc: one-
class model score, 𝜇௙ , 𝜎௙: running stats, 𝛼 ∈ [0,1]. 
Adaptive decision rule (percentile gate): 
𝜃௧ = Quantileଵିఘ൫{𝑆(𝑥)}recent benign൯,   𝖺𝗅𝖾𝗋𝗍(𝑥)

= 1{𝑆(𝑥) > 𝜃௧}, 
with false-alarm budget 𝜌 ∈ (0,1). 
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3) Secure routing objective (risk-aware, energy-
aware) 
 
For path 𝒫, cost: 

𝐶(𝒫) = ෍ ൣ𝑤ℓ  ℓ௜௝ + 𝑤ௗ  𝑑௜௝ + 𝑤௘  𝐸௜௝ + 𝑤௥  (1

(௜,௝)∈𝒫

− 𝑇௜௝
(ℓ)

) + 𝑤௔  𝑆‾௜௝൧, 

ℓ௜௝: latency, 𝑑௜௝: jitter/queueing, 𝐸௜௝: energy per bit, 
𝑆‾௜௝: mean anomaly score on the link; 
𝑤⋅ ≥ 0, ∑𝑤⋅ = 1. 
 
Trust-constrained routing: 

𝒫⋆ = argmin
𝒫

 𝐶(𝒫) s.t. 𝑇𝒫(𝑡) ≥ 𝜏,   ෍ 𝐸௜௝

(௜,௝)∈𝒫

≤ 𝐸୫ୟ୶. 
 
4) Edge-energy model (duty cycle + compute) 
 

𝐸௜௝ = 𝐸tx(𝑏௜௝) + 𝐸rx(𝑏௜௝) + 𝐸proc(𝑥), 𝐸tx(𝑏)

= 𝜅tx 𝑏,  𝐸rx(𝑏)
= 𝜅rx  𝑏,  𝐸proc(𝑥)

= 𝜅op ⋅ #MACs(𝑥). 
 
5) Controller policy (joint decision) 
 

𝜋(𝑥)

= ൞

isolate(𝑖), if 𝖺𝗅𝖾𝗋𝗍(𝑥) = 1 ∧ 𝑇௜
(ௗ)

(𝑡) < 𝜏ௗ ,

reroute via 𝒫⋆, if 𝖺𝗅𝖾𝗋𝗍(𝑥) = 1 ∧ 𝑇௜
(ௗ)

(𝑡) ≥ 𝜏ௗ ,

forward, otherwise.

 

 
 
 
6) Transfer learning objective (supervised + shift 
regularize) 

ℒ =
1

𝑁
෍ CE

ே

௡ୀଵ

(𝑦௡,  𝑓ఏ(𝑥௡))
ᇣᇧᇧᇧᇧᇧᇧᇤᇧᇧᇧᇧᇧᇧᇥ

௧௔௥௚௘௧௖௥௢௦௦௘௡௧௥௢௣௬

+   𝜆mmd  MMDଶ൫𝜙(𝑥)src, 𝜙(𝑥)tgt൯ᇣᇧᇧᇧᇧᇧᇧᇤᇧᇧᇧᇧᇧᇧᇥ
ௗ௜௦௧௥௜௕௨௧௜௢௡௔௟௜௚௡௠௘௡௧

+   𝜆reg ∥ 𝜃 ∥ଶ
ଶ. 

 
 
7) SMOTE synthesis (class imbalance remedy) 

𝑥෤ = 𝑥௜ + 𝜆 (𝑥௜
(௞)

− 𝑥௜),   𝜆 ∼ 𝒰(0,1), 

with 𝑥௜
(௞) a k-NN neighbor from the minority class. 

 
 
 
 
 
 

8) Closed-loop learning (online update) 

𝜃௧ାଵ = 𝜃௧ − 𝜂 ∇ఏ ൭ℒ௧ + 𝛽  ∥ 𝑔୪ୟ୲(𝑥) − 𝑔୪ୟ୲
⋆ ∥ଶ

ଶ
ᇣᇧᇧᇧᇧᇧᇤᇧᇧᇧᇧᇧᇥ

௟௔௧௘௡௖௬ ௣௘௡௔௟௧௬

+ 𝛾  |FAR෢
௧ − 𝜌|ᇣᇧᇧᇤᇧᇧᇥ

௙௔௟௦௘ ି ௔௟௔௥௔௠ ௖௢௡௧௥௢௟

൱, 

learning rate 𝜂, target latency 𝑔୪ୟ୲
⋆ , FAR budget 𝜌. 

 
Proposed Methods  
CETF blocks contextual email threats 
framework's first defensive layer, the Contextual 
Email Threat Filter (CETF), detects and neutralises 
malicious email payloads that aim to compromise 
smart city IoT devices. This module detects small 
hazardous symptoms that typical filters miss using 
deep learning and natural language processing to 
incorporate contextual cues in raw email content. A 
softmax-based probabilistic model calculates the 
likelihood that an email 𝑥 belongs to a dangerous 
class 𝒴 
 

𝑃 (𝒴|𝓍)  =  
𝑒𝑥𝑝 (𝑊𝒴  . 𝑓(𝑥)  + 𝑏𝒴

∑ 𝑒𝑥𝑝 (𝑊௝  . 𝑓(𝑥)  + 𝑏௝
௞
௝ୀଵ

 

 
𝑓(𝑥)represents deep contextual embedding from 
email content and headers. 𝑊௝ and 𝑏௝Set classifier 
weight and bias parameters, with 𝑘  representing 
the total number of classifications (good or bad).   
This probabilistic system lets CETF detect 
language trends, encoded payload signatures, and 
contextual anomalies in communication streams. 
Early detection of phishing links, obfuscated 
scripts, and payload injections using CETF reduces 
the danger of IoT nodes being compromised, 
enhancing STAD-MLTRS trust. 
 
Temporal Trust Profile 
 
IoT node dependability is dynamically evaluated by 
Temporal Trust Profiling (TTP), ensuring trust 
adapts to behavioral changes between 
communication sessions.  By monitoring and 
recalculating each node's trust score to reflect 
recent and past activity, the system encourages 
reliability and penalises suspicious deviations.  
Modelling the exponentially weighted trust update 
function. 
 

𝑇𝒾(𝑡) = 𝛼 ⋅ 𝐵𝒾(𝑡) + (1 − 𝛼) ⋅ 𝑇𝒾(𝑡 − 1) 
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𝑇𝒾(𝑡) = shows the trust score of nodes 𝑖at time 𝑡, 
𝐵𝒾(𝑡)In this session, (𝑡) shows the communication-
based behavioural score. The weighting factor 𝛼 ∈
(0,1) balances new observations' sensitivity with 
experience.  Higher α enhances model response to 
recent irregularities, while lower α emphasises past 
trust levels for stability.  The framework uses 
temporal profiling to swiftly detect compromised or 
malicious nodes while treating stable, trustworthy 
nodes fairly, increasing proactive defence across the 
smart city IoT ecosystem. 
 
Dual-Layer Secure Route Optimizer  
The STAD-MLTRS model's Dual-Layer Secure 
Route Optimiser (DLSRO) integrates anomaly 
detection with adaptive path selection to ensure 
data packets transit through low-risk and high-trust 
communication channels in IoT-enabled smart city 
infrastructures. This optimiser evaluates routing 
behaviour using LSTM-based anomaly scoring and 
trust evaluations to choose secure paths. Overall 
route score = 

𝑅(𝑝) = ෍(𝜆ଵ

௜∈௣

. 𝐶𝒾  + 𝜆ଶ . (1 −  𝑇𝒾)) 

where 𝑅(𝑝) represents the risk-aware score for a 
given path 𝑝, 𝐶𝒾 is the communication cost 
associated with node 𝑖, 𝑇𝒾  is the trust score obtained 
from Temporal Trust Profiling, and  𝜆ଵ, 𝜆ଶare 
weighting parameters that balance efficiency 
against security. A lower 𝑅(𝑝) indicates a more 
secure and reliable route. In parallel, the anomaly 
detection process is modeled through LSTM 
predictions of normal traffic sequences, where 
deviation from expected patterns is quantified as 

Α𝒾  =  ||  𝓍𝒾   −  𝓍̂𝒾||ଶ 
with 𝓍𝒾being the observed traffic feature vector at 
node 𝑖 and 𝓍̂𝒾 the predicted vector generated by the 
LSTM model. Higher anomaly scores contribute to 
increased risk values, discouraging routing through 
compromised or suspicious nodes. By combining 
trust, anomaly awareness, and routing optimization, 
DLSRO ensures resilient multi-layer 
communication that minimizes exposure to 
malicious disruptions while preserving efficiency in 
smart city networks [25]. 
Entire Multi-Layer Integration 
STAD-MLTRS' End-to-End Multi-Layer 
Integration coordinates smart city IoT 
infrastructure's edge, fog, and cloud layers for 
threat detection, trust profiling, and safe routing. A 
unified decision-making process secures content 
and pathways using CETF, TTP, and DLSRO. Any 
communication instance approximates transmission 
path security. 
 

𝑈(𝑝, 𝑡) =    𝛾ଵ ⋅ (1 − 𝑃௠௔௟  (𝑚)) + 𝛾ଶ ⋅  𝑇௔௩௚(𝑝, 𝑡)

− 𝛾ଷ ⋅   𝐶௧௢௧(𝑝) 
where 𝑈(𝑝, 𝑡) denotes the utility score of path 𝑝 at 
time 𝑡, 𝑃௠௔௟  (𝑚) is the probability of malicious 
content in the transmitted message mmm as 
determined by CETF, 𝑇௔௩௚(𝑝, 𝑡) is the average trust 
score of all nodes on the path based on TTP, 𝐶௧௢௧

(𝑝)is the cumulative communication cost along the 
path, and 𝛾ଵ, 𝛾ଶ, 𝛾ଷare weight coefficients regulating 
the trade-off between content safety, node trust, and 
routing efficiency. A 𝑈(𝑝, 𝑡)improved and safer 
communication. This integrated approach allows 
the system identify pathways that limit harmful 
infiltration, maximise intermediate node trust, and 
transport data affordably. STAD-MLTRS enforces 
IoT hierarchy synergy and ensures message 
integrity and routing resilience to protect smart 
cities from sophisticated, multi-stage cyber-attacks. 
 
Evaluate Hybrid Dataset 
To evaluate STAD-MLTRS, Hybrid Dataset 
Evaluation simulates smart city threat conditions 
using diverse data sources. Email-triggered 
exploitation, network invasions, and live 
communication patterns are assessed utilising IoT-
23 traffic traces, CIC-Email 2019 phishing samples, 
and urban IoT deployment real-time telemetry. 
Popular performance measurements assess the 
system's detection ability. Overall accuracy is 
calculated. 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =  
𝑇𝑃 +  𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐸𝑃 + 𝐹𝑁
 

where TP and TN represent the true positives and 
true negatives, while FP and FN indicate false 
positives and false negatives. To capture precision 
in isolating attacks, the precision score is given by 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑖𝑛  =  
𝑇𝑃 

𝑇𝑃 + 𝐸𝑃
 

and recall, reflecting detection coverage, is 
expressed as 

𝑅𝑒𝑐𝑎𝑙𝑙   =  
𝑇𝑃 

𝑇𝑃 + 𝐹𝑁
 

The false positive rate (FPR), which measures the 
proportion of benign traffic incorrectly flagged as 
malicious, is defined as 
 

𝐹𝑃𝑅   =  
𝐹𝑃 

𝐹𝑃 + 𝑇𝑁
 

Evaluation across the hybrid datasets demonstrated 
that STAD-MLTRS achieves a 98.2% detection 
accuracy with a 1.7% false positive rate, 
outperforming conventional intrusion detection 
models in handling sophisticated multi-stage 
attacks. This empirical validation underscores the 
scalability, precision, and robustness of the 
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proposed framework in safeguarding IoT-enabled 
smart cities against next-generation cyber threats. 
 
4. EXPERIMENTAL SETUP AND 

EVALUATION 
 
The evaluation of the STAD-MLTRS framework 
was carried out using a combination of benchmark 
datasets and real-time telemetry collected from IoT-
enabled urban environments. Three complementary 
data sources were employed: the IoT-23 dataset for 
capturing network traffic anomalies such as botnet 
communications and DDoS traffic, the CIC-Email 
2019 dataset for modeling phishing and email-
based payload attacks, and real-world telemetry 
from deployed IoT devices such as traffic counters, 
smart meters, and environmental sensors. These 
sources were integrated to create a hybrid testing 
environment that reflects realistic smart city 
conditions, where email-triggered exploits may 
escalate into network-level intrusions and service 
disruptions. Data preprocessing steps included 
normalization, noise reduction, and class balancing 
using SMOTE to address dataset imbalance, 
ensuring that rare but high-impact attack scenarios 
were adequately represented.The experimental 
testbed was designed on a software-defined 
networking (SDN) emulation platform built using 
Mininet, hosting between 300 and 800 IoT nodes 
connected through multiple OpenFlow switches and 
SDN controllers. To simulate realistic conditions, 
traffic replay tools and custom attack scripts 
generated DDoS floods, phishing-triggered 
callbacks, and insider threats. The STAD-MLTRS 
modules—CETF, TTP, and DLSRO—were 
deployed within this setup to perform layered 
detection, trust scoring, and adaptive routing. 
Hardware resources consisted of a multi-core Xeon 
server equipped with 128 GB of RAM and an 
NVIDIA T4 GPU to accelerate the deep learning 
components. The software stack included Python-
based implementations of deep learning models 
using PyTorch, along with ONOS and Ryu 
controllers for SDN orchestration. 
 
Each module was carefully tuned to operate under 
real-time constraints. The Contextual Email Threat 
Filter (CETF) used fine-tuned BERT embeddings 
for detecting phishing and malicious payloads. 
Temporal Trust Profiling (TTP) continuously 
updated trust scores for IoT nodes and 
communication links based on behavioral 
observations, while the Dual-Layer Secure Route 
Optimizer (DLSRO) applied LSTM-based anomaly 
scoring and risk-aware routing to prioritize secure 

paths. The hybrid design allowed decisions to be 
made within a target latency of 250 ms, ensuring 
that detection and rerouting could be achieved 
without noticeable service disruption.Performance 
was evaluated across multiple dimensions including 
detection accuracy, precision, recall, false positive 
rate, mean time-to-detect, mean time-to-mitigate, 
routing efficiency, and energy consumption. 
Comparisons were drawn against conventional 
intrusion detection systems and baseline ML-based 
SDN solutions. To ensure robustness, experiments 
were repeated under diverse attack scenarios, such 
as multi-stage DDoS campaigns, phishing-triggered 
lateral movements, and insider manipulation of 
routing tables. Stress tests with benign surges and 
topology churn were also included to evaluate 
adaptability. 
 
5. RESULTS AND DISCUSSION 
 
The experimental evaluation of the STAD-MLTRS 
framework demonstrates its ability to deliver 
significant improvements over baseline intrusion 
detection and routing models in IoT-enabled smart 
city environments. By integrating contextual email 
filtering, temporal trust profiling, and dual-layer 
routing optimization, the framework consistently 
achieved higher detection accuracy, faster anomaly 
recognition, and more reliable routing decisions 
under diverse attack scenarios. The hybrid dataset 
evaluation—combining IoT-23, CIC-Email 2019, 
and real-time telemetry—enabled rigorous testing 
against phishing-triggered exploits, multi-stage 
DDoS attacks, and insider threats. Results show 
that STAD-MLTRS not only enhances security 
performance with 98.2% detection accuracy and a 
low 1.7% false positive rate, but also strengthens 
operational resilience by reducing SLA violations, 
improving routing efficiency, and lowering energy 
consumption. These outcomes highlight the 
effectiveness of a layered, adaptive security model 
in safeguarding large-scale, heterogeneous IoT 
infrastructures. 
Table 2 provides a comparative assessment of 
different detection and routing approaches in terms 
of their classification performance and operational 
efficiency. The results clearly indicate that the 
proposed STAD-MLTRS framework outperforms 
all baseline methods across nearly every metric. 
Traditional approaches such as Signature-based IDS 
achieve only moderate accuracy (92%) with 
relatively high false positive rates (6%) and sloer 
detection times, highlighting their limited 
adaptability to evolving threats. Classical machine 
learning models, including Random Forest and 
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SVM, show slight improvements in accuracy (94%) 
and reduced false positives (4.5%), but they still lag 
behind deep learning–based approaches.Among the 
advanced models, Email-only BERT and Network-
only LSTM record stronger detection capabilities, 
with accuracies above 96% and lower false positive 
rates between 3.5–3.8%. These models also shorten 
detection and mitigation times compared to earlier 
baselines. However, when compared to STAD-
MLTRS, their performance remains less 
comprehensive. The Trust-only Routing approach 
demonstrates reliability in routing decisions but 
offers weaker classification accuracy (93%) and 
higher false positive levels (4.8%).The proposed 
STAD-MLTRS framework achieves the best overall 
results, with an accuracy of 98.2%, precision and 
recall values approaching 98%, and the highest F1-
score of 97.7%. It also maintains the lowest false 
positive rate (1.7%), cutting erroneous alerts to less 
than half of other methods. In operational terms, it 
reduces the mean time-to-detect from several 
seconds in baseline models to just 2.3 seconds and 
lowers the mean time-to-mitigate to 4.2 seconds, 
indicating faster recognition and response to 
threats. These findings demonstrate that combining 
contextual threat filtering, temporal trust profiling, 
and secure routing optimization allows STAD-
MLTRS to deliver a more accurate, faster, and 
resilient security solution for IoT-enabled smart 
cities. 

Table 2: Comparison of Methods for Classification 
Metrics and Detection Efficiency 

Meth
od 

Acc
urac

y 
(%) 

Pre
cisi
on 

(%) 

R
ec
all 
(

%
) 

F1-
scor

e 
(%) 

FP
R 

(%) 

M
TT
D 
(s) 

MT
TM 
(s) 

Signa
ture 
IDS 

92 90 88 89 6 4.8 7.5 

Class
ical 
ML 
(RF/S
VM) 

94 92 90 91 4.5 4.2 6.5 

Email
-only 
BER
T 

96 95 92 93.5 3.8 3.6 

 
 

6 
  

Netw
ork-
only 
LST

96.2 94.5 94 94.2 3.5 3.2 

 
 

5.8 
 

M   

 
Trust
-only 
Routi
ng 

 
93 

91 89 90 4.8 3.9 6.3 

Propo
sed 
STA
D-
MLT
RS 

98.2 98 
97
.5 

97.7 1.7 2.3 4.2 

 
Table 3 compares the different methods in terms of 
reliability, routing quality, and energy efficiency. 
The results show that the proposed STAD-MLTRS 
framework delivers the strongest balance across all 
dimensions. Traditional signature-based IDS suffers 
from the highest SLA violation rate at 5.5%, the 
lowest routing trust (62%), and the highest energy 
consumption index (100), confirming its limited 
ability to manage large-scale, dynamic IoT 
environments. Classical machine learning models 
perform slightly better, with SLA violations 
reduced to 4.8% and routing trust improving to 
66%, though energy efficiency gains remain 
modest.Advanced models such as Email-only 
BERT and Network-only LSTM further improve 
results, with SLA violations dropping to 4.2% and 
4.0% respectively, while routing trust increases to 
68–69%. These methods also show better efficiency 
with reduced energy consumption indices of 95 and 
94. The Trust-only Routing approach demonstrates 
high routing trust (75%) and the lowest path stretch 
value of 1.10, indicating optimized routing, but it 
does not achieve the same balance across all 
metrics due to its higher SLA violations and 
relatively higher energy use.The proposed STAD-
MLTRS model outperforms all alternatives, 
achieving the lowest SLA violation rate at just 
2.1%, which reflects far more dependable service 
delivery. It also secures the highest routing trust at 
82%, ensuring that communication paths are 
consistently reliable and resilient. While its path 
stretch is slightly higher than Trust-only Routing 
(1.12 vs. 1.10), it remains within optimal limits and 
avoids compromising efficiency. Most importantly, 
it reduces energy consumption significantly, with 
an index of 85 compared to 92–100 for other 
methods. This demonstrates that STAD-MLTRS not 
only strengthens reliability and routing trust but 
also promotes energy-efficient operation, making it 
particularly well-suited for smart city 
infrastructures where scalability and sustainability 
are critical 
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Table 3: Comparison of Methods – Reliability, Routing, 
and Energy Efficiency 

Method 
SLA 

Violatio
ns (%) 

Routin
g Trust 

(%) 

Path 
Stretc
h (x) 

Energy/b
it (index) 

Signature 
IDS 

5.5 62 1.18 100 

Classical 
ML 
(RF/SV
M) 

4.8 66 1.15 96 

Email-
only 
BERT 

4.2 68 1.14 95 

Network-
only 
LSTM 

4 69 1.13 94 

Trust-
only 
Routing 

4.6 75 1.1 92 

Proposed 
STAD-
MLTRS 

2.1 82 1.12 85 

 
The overall comparison across Tables 2 and 3 
highlights that while traditional and standalone 
methods offer incremental gains, they fall short of 
delivering consistent performance across all critical 
dimensions of security, reliability, and efficiency. 
Baseline techniques such as signature-based IDS 
and classical ML models demonstrate limited 
adaptability, with moderate accuracy, higher false 
positives, and greater SLA violations. More 
advanced approaches, including BERT and LSTM, 
strengthen detection accuracy and reduce 
operational delays but still lack balance in routing 
trust and energy efficiency. Trust-only routing 
achieves high routing reliability but sacrifices 
classification accuracy and generates higher 
violation rates. In contrast, the proposed STAD-
MLTRS framework achieves a comprehensive 
improvement, combining superior detection metrics 
with minimal false positives, faster detection and 
mitigation times, lower SLA violations, higher 
routing trust, and reduced energy consumption. 
This demonstrates that the integration of multi-
layer threat detection, temporal trust profiling, and 
secure routing enables the framework to outperform 
all baselines, providing a holistic solution for 
safeguarding IoT-enabled smart city infrastructures. 
 
Figure 2 presents a comparative view of overall 
detection performance across different approaches. 
The results reveal that traditional signature-based 
intrusion detection lags behind, delivering the 
lowest composite score due to its dependence on 

predefined patterns and its limited adaptability to 
new or evolving threats. Classical machine learning 
methods such as Random Forest and SVM perform 
better, achieving moderate gains by recognizing 
statistical patterns, yet they remain constrained 
when faced with complex multi-stage intrusions. 
Advanced deep learning models, including BERT 
for email-based threats and LSTM for network 
traffic, demonstrate stronger capabilities with 
higher detection indices, reflecting their ability to 
capture contextual cues and temporal dependencies. 
Trust-only routing shows reliability in securing 
paths but falls short in comprehensive threat 
identification, which lowers its overall performance 
index. In contrast, the proposed STAD-MLTRS 
framework achieves the highest detection 
performance, demonstrating its effectiveness in 
combining contextual filtering, behavioral trust 
profiling, and anomaly-aware routing. This 
balanced integration allows it to isolate attacks 
more accurately and consistently, establishing it as 
the most reliable solution among all compared 
methods. 
 

 
Figure 2: Comparative Overall Detection Performance 
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Figure 3: Comparative Efficiency and Resilience 

Figure 3 compares the efficiency and resilience 
levels of the evaluated methods by combining 
routing trust, SLA compliance, and energy 
utilization into a single index. The results indicate 
that conventional signature-based IDS is the least 
effective, as it consumes more energy while 
offering weaker routing stability and higher SLA 
violations. Classical ML models improve efficiency 
somewhat but still struggle to provide consistent 
resilience in large-scale, heterogeneous IoT 
environments. Deep learning models such as BERT 
and LSTM achieve stronger resilience by 
improving routing trust and lowering violations, but 
their energy consumption remains relatively high, 
limiting sustainability. Trust-only routing 
demonstrates excellent path reliability and 
relatively low overhead; however, its narrow focus 
on routing makes it less effective in addressing 
broader security challenges. The proposed STAD-
MLTRS framework delivers the best balance, 
achieving high routing trust, minimal SLA 
violations, and reduced energy consumption, 
resulting in the strongest efficiency–resilience 
index overall. This confirms that integrating multi-
layer trust with adaptive threat detection creates a 
robust solution capable of supporting secure and 
sustainable operations in IoT-enabled smart cities. 
 
The overall findings demonstrate that the proposed 
STAD-MLTRS framework consistently 
outperforms traditional IDS, classical machine 
learning, and standalone deep learning models 
across all critical dimensions of security and 
performance. By integrating contextual threat 
filtering, temporal trust profiling, and adaptive 
routing optimization, the framework achieves 
superior detection accuracy with minimal false 
positives, while also reducing detection and 

mitigation delays. At the same time, it enhances 
operational resilience by lowering SLA violations, 
increasing routing trust, and improving energy 
efficiency, ensuring a sustainable approach for 
large-scale IoT deployments. Unlike other methods 
that excel in isolated aspects such as routing 
reliability or anomaly classification, STAD-MLTRS 
delivers a balanced, end-to-end defense mechanism 
that safeguards both communication content and 
routing behavior. These results confirm its 
suitability for real-world smart city infrastructures, 
where scalability, adaptability, and sustainability 
are as important as high detection accuracy. 
 
6. CONCLUSION 
 
The proposed STAD-MLTRS framework delivers a 
comprehensive and adaptive security solution for 
IoT-enabled smart cities by integrating intelligent 
threat detection, temporal trust profiling, and dual-
layer routing optimization. The evaluation results 
confirm its effectiveness, achieving 98.2% 
detection accuracy with a very low false positive 
rate of 1.7%, while also reducing SLA violations, 
lowering mean detection and mitigation times, and 
improving routing trust and energy efficiency. 
These outcomes demonstrate that STAD-MLTRS 
not only enhances security performance but also 
provides a balanced approach that ensures 
reliability, scalability, and sustainability in complex 
IoT ecosystems. 
Looking forward, the framework can be extended 
to incorporate advanced mechanisms such as 
transfer learning and federated learning to further 
improve adaptability across heterogeneous domains 
without centralized data dependencies. Integrating 
blockchain-based trust models could enhance 
transparency and resilience in distributed 
environments, while real-time adaptive retraining 
and cross-domain intelligence sharing would 
strengthen defenses against zero-day exploits and 
multi-stage coordinated attacks. Moreover, energy-
aware optimization will be essential to support 
deployment in resource-constrained edge devices, 
enabling sustainable operations. By advancing in 
these directions, STAD-MLTRS can evolve into a 
more robust foundation for securing smart cities, 
fostering digital trust, and ensuring the safe growth 
of next-generation urban infrastructures. 
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