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ABSTRACT 
Ensuring robust security in Mobile Ad Hoc Networks (MANETs) remains a significant challenge due to 
their decentralized architecture, dynamic topology, and node mobility. Intrusion Detection Systems (IDS) 
are vital in safeguarding MANETs by identifying unauthorized or malicious activities that compromise 
network integrity. Existing approaches leveraging machine learning and deep learning have shown promise 
but often suffer from high algorithmic complexity, suboptimal network performance, and notable 
misclassification rates. This study introduces a novel IDS framework aimed at strengthening MANET 
security through a deep learning-driven model. The framework follows a structured pipeline involving data 
preprocessing, feature extraction, feature optimization, and attack classification. Two benchmark datasets 
NSL-KDD and CICIDS-2017 are used to evaluate the proposed method. Missing values in the datasets are 
addressed during normalization to minimize classification errors. Principal Component Analysis (PCA) is 
applied to derive informative feature vectors. A hybrid Greedy Improved Firefly Optimization (GIFO) 
algorithm is designed to select the most relevant features, combining the strengths of greedy search and 
firefly optimization for enhanced accuracy. The selected features are then classified using a Probabilistic 
Long Short-Term Memory (PLSTM) model, which effectively detects attack patterns. The system’s 
performance is thoroughly assessed using standard evaluation metrics, demonstrating superior detection 
capability and reduced false classification rates compared to traditional methods.  

Keywords: Mobile Ad Hoc Networks (MANET), Network Security, Intrusion Detection, Attack Detection, 
Principal Component Analysis (PCA), Hybrid Firefly-Greedy Feature Selection (GIFO), 
Probabilistic LSTM (PLSTM) Classifier. 

1. INTRODUCTION  
 

obile Ad-hoc Network (MANET)[1, 2] is a kind 
of self-configuration network, where the 
communicating mobile nodes are interlinked with 
one another through wireless links. Typically, the 
mobile nodes exist in this network are highly 
susceptible due to their features of open medium, 
dynamic nature, scattered organization, and 
constrained capability[3-5]. Here, an end-to-end 
communication is established between the 
communicating nodes through the dynamic paths 

formed by the multi-hop wireless links[6, 7]. Due 
to the disorganized structure of nodes in MANET, 
it is highly difficult to ensure the security and 
establishment of communication among nodes are 
highly depends on the trust value. In order to 
protect the network against the harmful attacks, the 
following requirements must be satisfied that 
includes, authentication, confidentiality, 
availability, integrity, and non-reputation[8]. 
Typically, there are different types of attacks intend 
to interrupt the networking operations, which 
comes under the categories of active and passive 
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attacks[9, 10]. Also, the intruders[11-13] in 
MANET are classified into the types of insider, 
outsider, and clandestine, in which the insider 
intruders aim to abuse the privileges of the 
legitimate nodes. Fig 1 depicts the typical 
framework of IDS used in MANET, where the 
packet classification is performed by analyzing the 
features of training and testing packets.  

 
 

Figure 1: Architecture of IDS in MANET 
Then, the outsider intruders target to access the 
information of valid nodes in an unauthorized way, 
and the clandestine aims to access the supervisory 
control of the network. These types of intruders are 
more harmful and damages the overall 
functionalities of network operations. In order to 
detect these types of intrusions, an Intrusion 
Detection System (IDS)[14-17] is developed for 
ensuring the security of MANET. Moreover, it 
helps to spot the malicious activities for protecting 
both the nodes and network operations. For this 
purpose, there are various data mining[18-21] based 
approaches are used to classify the network packets 
as whether normal or attack. But, the detection of 
intrusions[22] in MANET is one of the complicated 
task due to the following factors: 

The deployment of appropriate feature selection 
mechanisms for improving the performance of 
classifier. 

It is more important to reduce the effect of 
attacking activities by taking the direct decision.  

It is also crucial to achieve a higher attack 
detection rate while minimizing the occurrence of 
false positives. 

 
So, the existing works[23-25]developed the 
different types of intrusion detection and 
classification methodologies for improving the 
security of MANET. But, it limits with the issues of 
increased delay, reduced detection efficiency, high 

false positives, and computational complexity. 
Thus, the proposed work[26] intends to design an 
intelligent security framework for detecting the 
intrusions in MANET with the help of advanced 
optimization and deep learning classification 
techniques. The main objectives behind this work 
are listed as follows: 

 To normalize the input IDS datasets for 
improving the performance classifier, the 
missing data replacement is performed. 

 To extract the most suited features from 
the preprocessed data, the Principal 
Component Analysis (PCA) technique is 
employed.  

 To select the optimal features from the set 
of extracted feature values, an intelligent 
Greedy Integrated Firefly Optimization 
(GIFO) technique is developed.  

 To accurately categorize the misuse 
attacking packets such as DoS, U2R, R2L, 
and Probe, an advanced Probabilistic Long 
Short Term Memory (PLSTM) 
classification technique is designed. 

 To evaluate the level of security of 
proposed GIFO-PLSTM mechanism, there 
are various performance indicators have 
been validated.  
 

The remainder of this paper is organized as follows: 
Section II provides a review of related MANET 
security approaches, highlighting their strengths 
and limitations. Section III details the design of the 
proposed intrusion detection framework, including 
its workflow and algorithmic components. Section 
IV presents and compares the experimental results 
of the proposed and existing methods. Finally, 
Section V concludes the paper, summarizing the 
findings and contributions. 
Problem Statement: 

Mobile Ad-hoc Networks (MANETs) have 
emerged as a critical communication infrastructure 
for disaster recovery, military operations, and 
emergency response scenarios due to their self-
configuring and decentralized nature 1,21,2. 
However, the very characteristics that make 
MANETs attractive dynamic topology, open 
wireless medium, and lack of centralized 
administration render them particularly vulnerable 
to a wide spectrum of security threats 3−53−5. 
Unlike conventional wired networks, MANETs 
lack a clear line of defense, making each node 
susceptible to both passive eavesdropping and 
active malicious attacks 6,76,7. 
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Recent studies by Ahmad et al. (2021) have 
demonstrated that traditional intrusion detection 
mechanisms fail to address the unique challenges 
posed by MANETs, including high node mobility, 
intermittent connectivity, and resource constraints. 
Similarly, the comprehensive survey by Latah and 
Toker (2020) revealed that while numerous IDS 
frameworks have been proposed, the majority 
suffer from high false positive rates and poor 
scalability. More critically, the emergence of 
sophisticated attacks including distributed denial-
of-service (DDoS), routing table poisoning, and 
collaborative blackhole attacks has rendered 
conventional security mechanisms obsolete. 

The fundamental challenge in MANET security lies 
in the inherent trade-off between detection accuracy 
and computational overhead. As highlighted by 
Aljumah and Ahanger (2020), existing approaches 
often sacrifice one for the other, resulting in either 
compromised network performance or inadequate 
threat detection. Furthermore, the dynamic nature 
of MANETs necessitates adaptive security 
mechanisms capable of learning from evolving 
attack patterns without imposing prohibitive 
computational costs. 

To address these challenges, this research proposes 
a novel intelligent intrusion detection framework 
that leverages advanced optimization techniques 
and deep learning to achieve superior detection 
accuracy while maintaining computational 
efficiency. The proposed GIFO-PLSTM framework 
addresses the identified gaps by: (1) employing a 
hybrid greedy-firefly optimization for optimal 
feature selection, (2) utilizing probabilistic LSTM 
for accurate attack classification, and (3) 
maintaining low false positive rates through robust 
preprocessing and feature engineering 

Research Hypothesis 

H1: The application of Principal Component 
Analysis (PCA) for feature extraction from raw 
network datasets significantly reduces data 
dimensionality while preserving attack-relevant 
information, thereby improving classification 
efficiency. 

H2: The hybrid Greedy Improved Firefly 
Optimization (GIFO) algorithm achieves superior 
feature selection performance compared to 
conventional feature selection methods by 
leveraging the complementary strengths of greedy 

search (for local optimization) and firefly 
optimization (for global exploration). 

H3: The probabilistic extension of LSTM with 
optimized dropout mechanisms provides more 
accurate attack classification with reduced 
overfitting compared to standard deep learning 
approaches, as measured by detection rate and false 
positive rate. 

H4: The integration of GIFO feature selection with 
PLSTM classification yields statistically significant 
improvements in detection accuracy, precision, and 
recall compared to existing IDS frameworks, 
including NIS-GA, SVM-Fuzzy, and PSO-NN 
based approaches. 

H5: The proposed GIFO-PLSTM framework 
maintains high detection performance (>99%) 
across varying network conditions (node density, 
attack types) while maintaining acceptable 
computational overhead. 

The experimental design presented in the 
methodology section is structured to systematically 
test each of these hypotheses using quantitative 
evaluation metrics and statistical validation. 

 

 Research Questions 

Based on the identified problem statement and 
literature gaps, this study addresses the following 
research questions: 

RQ1: How can the dimensionality of MANET 
intrusion detection datasets be effectively reduced 
while preserving attack-discriminative information 
to improve classification efficiency? 

This question addresses the dimensionality 
challenge identified in the problem statement and is 
investigated through the application of PCA-based 
feature extraction. 

RQ2: What hybrid optimization mechanism can 
overcome the limitations of existing feature 
selection approaches (premature convergence, poor 
exploration-exploitation balance) to identify 
optimal feature subsets? 
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This question addresses the optimization 
inefficiency issue and is explored through the 
development and evaluation of the GIFO algorithm. 

RQ3: How can LSTM-based deep learning models 
be enhanced to achieve high detection accuracy 
with reduced overfitting and improved handling of 
class imbalance in MANET intrusion detection? 

This question addresses the classification 
limitations identified and is investigated through 
the PLSTM design with probabilistic extensions. 

RQ4: To what extent does the proposed GIFO-
PLSTM framework outperform existing state-of-
the-art approaches across different attack types, 
datasets, and network conditions? 

This question addresses the generalization concern 
and is evaluated through comprehensive 
comparative analysis using multiple benchmarks. 

RQ5: Can the proposed framework achieve 
computationally efficient intrusion detection 
suitable for resource-constrained MANET 
deployments without compromising detection 
accuracy? 

This question addresses the practical deployment 
barriers and is assessed through computational 
efficiency metrics and performance analysis across 
varying node densities. 

 
 

 

2.RELATED WORKS 

 

"Ali Zardari, et al 2727 proposed a Connected 
Dominating Set (CDS) based attack detection 
mechanism for MANETs. While this approach 
demonstrated reduced complexity and improved 
detection efficiency, it suffers from a critical 
limitation: the continuous monitoring of nodes for 
extended periods is impractical given the limited 
battery power of mobile nodes in MANETs. This 
design flaw suggests that energy-aware detection 
mechanisms are necessary, yet the authors failed to 
address this fundamental constraint." 

"Krishnan, et al 2828 developed a Modified Zone 
Based Intrusion Detection System (MZBIDS) that 

aimed to establish secure communication through 
anonymous location-aware routing. However, a 
significant weakness of this approach is its reliance 
on zone-based partitioning, which becomes 
inefficient in highly mobile scenarios where nodes 
frequently cross zone boundaries. The reported 
reduced attack detection rate and increased delay 
are direct consequences of this architectural 
limitation." 

"Singh, et al 3131 implemented a trust management 
system using Elliptic Curve Cryptography (ECC) 
for malicious node detection. While cryptographic 
approaches offer theoretical security guarantees, 
they introduce substantial computational overhead 
that is particularly burdensome for resource-
constrained MANET nodes. The paper's claims of 
improved throughput fail to consider the energy 
consumption implications of continuous 
cryptographic operations, which significantly 
reduces network lifetime in practice." 

"Rajendran, et al 1111 combined grey wolf and 
swarm optimization for intrusion detection. Despite 
the interesting hybridization, the approach only 
addresses blackhole attacks, limiting its practical 
applicability. Additionally, the reliance on trust 
value computation introduces vulnerabilities to 
reputation attacks that the framework does not 
address." 

"A critical observation across the reviewed 
literature is the absence of comprehensive solutions 
that simultaneously address the challenges of high 
dimensionality, computational efficiency, and 
diverse attack detection. Most existing approaches 
focus on optimizing one aspect at the expense of 
others. Furthermore, the majority of studies fail to 
validate their approaches on multiple datasets or 
under varying network conditions, raising questions 
about generalizability." 

"Notably, the application of deep learning to 
MANET intrusion detection remains nascent. 
While Laqtib, et al 3535 investigated the 
performance of various deep learning architectures 
including CNN, RNN, and bidirectional LSTM, 
their study was limited to architectural comparison 
without addressing optimization and feature 
selection critical components for real-world 
deployment. This gap is particularly concerning 
given the computational constraints of MANETs." 

"The review also reveals a lack of consensus on 
appropriate feature selection mechanisms for 
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MANET intrusion detection. While some studies 
employ PCA (Zhang et al., 2018), others rely on 
genetic algorithms or swarm optimization. 
However, each approach has documented 
limitations: PCA may discard subtle but important 
features, genetic algorithms suffer from premature 
convergence, and swarm optimization techniques 
often require extensive parameter tuning." 

"Given these limitations, there is a clear need for an 
integrated approach that: (1) employs robust 
preprocessing to handle data quality issues, (2) 
utilizes efficient feature extraction to reduce 
dimensionality, (3) implements intelligent feature 
selection to identify optimal subsets, and (4) 
leverages advanced classification techniques for 
accurate attack detection. 

Novelty and Differentiation 

This study distinguishes itself from existing 
MANET intrusion detection approaches through 
several key differentiators: 

1.Hybrid Optimization Approach: Unlike 
existing studies that employ either greedy search 
(fast but prone to local optima) or firefly 
optimization (robust but computationally intensive) 
in isolation (Zardari et al., 2019; Rajendran et al., 
2019), this work proposes a synergistic integration 
(GIFO) that leverages greedy search for local 
exploitation and firefly optimization for global 
exploration. This hybrid approach achieves superior 
feature selection compared to both standalone 
methods and other hybridization attempts. 

2. 2. Probabilistic LSTM Extension: While 
Laqtib et al. (2020) explored standard LSTM 
architectures for MANET intrusion detection, they 
did not address the probabilistic extension, dropout 
optimization, or uncertainty quantification that 
form integral components of our PLSTM design. 
The probabilistic extension provides three key 
advantages: (a) improved handling of imbalanced 
datasets, (b) robust uncertainty estimation, and (c) 
enhanced generalization through active dropout 
during inference. 

3. 3. Integrated Preprocessing Pipeline: Unlike 
many studies that treat preprocessing as a 
peripheral concern (Krishnan et al., 2020; Shams 
and Rizaner, 2018), this work systematically 
addresses data quality issues through a 
comprehensive preprocessing pipeline including 
missing value treatment, normalization, and 

validation. The systematic approach to data quality 
contributes to the observed reduction in 
misclassification rates. 

4. 4. Dual-Dataset Validation: While the 
majority of existing studies validate their 
approaches on single datasets (Islabudeen and Devi, 
2020; Veeraiah and Krishna, 2020), this research 
provides comprehensive validation across two 
benchmark datasets (NSL-KDD and CICIDS-
2017), demonstrating generalizability and 
addressing the validation deficit identified in the 
literature. 

5. 5. Network Performance Characterization: 
Unlike studies that focus exclusively on detection 
metrics (Raj and Mozhi, 2021; Angel et al., 2020), 
this work provides a comprehensive 
characterization of both detection performance 
(accuracy, FPR, detection rate) and network 
performance (throughput, PDR, delay), addressing 
the practical deployment concerns identified in the 
problem statement. 

6. 6. Attack-Type Specific Analysis: Where 
many existing studies report aggregate performance 
metrics, this work provides detailed analysis across 
specific attack types (DoS, U2R, R2L, Probe, etc.), 
including the challenging minority classes that are 
often marginalized in evaluation. 

7. 7. Reproducibility Focus: Unlike many 
studies that provide insufficient detail for 
replication, this work includes a comprehensive 
research method protocol with explicit parameter 
specifications, hardware configurations, and 
implementation details, addressing the 
reproducibility concerns prevalent in the literature. 

3. PROPOSED METHODOLOGY 

This section presents the clear illustration about the 
proposed GIFO-PLSTM based IDPS for MANETs. 
The main factor of this paper is to ensure the 
security of network by deploying an enhanced 
optimization and classification techniques. Here, 
the two different types of IDs datasets such as NSL-
KDD and CICID-2017 are taken as the input for 
processing. These datasets are normalized by the 
missing data replacement process, which helps to 
preprocess the data for improving the classifier 
training and testing. Then, the set of feature values 
are extracted from the normalized data by applying 
the PCA method. It estimates the set of eigen 
values and eigen vectors based on the correlation 
matrix, and it extracts the set of feature vectors by 
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using the computed principal components. Then, 
these features are passed to the input of GIFO 
technique for selecting the most optimal features 
used for enhancing the detection accuracy of 
classifier. The main intention of deploying this 
technique to reduce the dimensionality of features 
by computing the optimal fitness functions. 
Moreover, this technique is developed by 
integrating the functionalities of greedy approach 
and firefly optimization technique. Also, the 
optimal features selected dataset are passed to the 
PLSTM classification technique, which accurately 
detects the types of attacks based on its features. It 
is a kind of deep learning model, where the 
optimized dropout factor and forward pass are 
computed for valuing the target error with its loss 
function. Once the maximum epochs reached, The 
approach was designed to identify various threats, 
such as flooding, black hole, and selective packet 
drop attacks, with the goal of boosting network 
performance and reducing communication delays. 
However, it still encountered issues like weakened 
security, higher packet loss, and inefficient routing 
decisions. 
The clear flow illustration of the proposed GIFO-
PLSTM based IDS is presented in Fig 2, which 
comprises the following working stages: 

 Data normalization 
 PCA based feature extraction 
 GIFO based optimization 
 PLSTM based attack 

classification 

Research Method Protocol 

To ensure reproducibility and enable independent 
validation of our results, we provide a detailed 
research method protocol below: 

A. Experimental Setup and Hardware 
Configuration 

All experiments were conducted on a system with 
the following specifications: 

 Processor: Intel Core i7-10750H (2.60 
GHz, 12 MB Cache, 6 cores) 

 RAM: 32 GB DDR4 @ 2666 MHz 
 Storage: 1 TB NVMe SSD 
 GPU: NVIDIA GeForce RTX 2060 (6 GB 

GDDR6) 
 Operating System: Ubuntu 20.04.4 LTS 
 Python Version: 3.8.10 

 Key Libraries: TensorFlow 2.8.0, scikit-
learn 1.0.2, NumPy 1.21.5, Pandas 1.4.2, Matplotlib 
3.5.1 

B. Dataset Preparation Protocol 

1. Data Acquisition: NSL-KDD dataset 
downloaded from 
[ https://www.unb.ca/cic/datasets/nsl.html ] and 
CICIDS-2017 from 
[ https://www.unb.ca/cic/datasets/ids-2017.html ]. 

2. Data Splitting: Training and testing split 
maintained at 85:15 ratio as per original dataset 
specifications. Stratified sampling used to maintain 
class distribution. 

3. Missing Value Treatment: For each feature f ∈ 
F: 

 Identify missing values using 
df.isnull().sum() 

 For numerical features: Replace missing 
values with column median 

 For categorical features: Replace missing 
values with mode 

 Document imputation count for 
transparency 

4. Normalization: Apply min-max normalization 
using: 

x_norm = (x - min)/(max - min) 

where min and max are computed per feature across 
training data only (to prevent data leakage) 

5. Data Validation: Verify: 

 No remaining missing values 
 All features in [0,1] range 
 Class distribution maintained 

C. Feature Extraction Protocol (PCA) 

1. Compute the data matrix X (n_samples × 
n_features) 
2. Center the data: X_centered = X - μ 
3. Compute covariance matrix: C = (1/n) × 
X_centered^T × X_centered 
4. Perform eigen decomposition: [U,E] = eig(C) 
5. Select principal components explaining 95% 
variance 
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6. Transform data: X_pca = X × U_selected 
7. Save components and transformation parameters 
for test data application 

D. Feature Optimization Protocol (GIFO) 

1. Initialization: 

 Population size: 30 fireflies 
 Number of iterations: 100 
 Light absorption coefficient γ: 1.0 
 Attractiveness coefficient β₀: 1.0 
 Randomization parameter α: 0.2 

2. Fitness Function: 

 Objective: Maximize classification 
accuracy with minimum features 

 Fitness = (Accuracy × 0.7) + (1 - 
Features_Selected/Total_Features) × 0.3 

3. Convergence Criteria: 

 Maximum iterations: 100 OR 
 Fitness change < 0.001 for 10 consecutive 

iterations. 

 

4. Optimization Loop: 

 For iteration t = 1 to max_iter: 

o For each firefly i: 

Evaluate fitness of current position 

For each firefly j (j > i): 

If fitness(j) > fitness(i): 

Calculate distance d = ||x_i - x_j|| 

Calculate attractiveness β = β₀ × exp(-γ × d²) 

Update position using equation (9) 

Apply randomization term with α decay: α_t = α₀ × 
0.95^t 

E. Classification Protocol (PLSTM) 

1. Network Architecture: 

 Input Layer: Number of selected features 
(optimized by GIFO) 

 LSTM Layer 1: 128 units, dropout: 0.2, 
recurrent_dropout: 0.2 

 LSTM Layer 2: 64 units, dropout: 0.2, 
recurrent_dropout: 0.2 

 Dense Layer: 32 units, ReLU activation 
 Output Layer: Number of attack classes, 

sigmoid activation 
 Optimizer: Adam (learning_rate: 0.001) 
 Loss Function: Binary Cross-Entropy 
 Metrics: Accuracy, Precision, Recall, F1-

Score 

2. Training Configuration: 

 Batch size: 64 
 Epochs: 100 (with early stopping, 

patience: 10) 
 Validation split: 20% of training data 
 Learning rate schedule: 

ReduceLROnPlateau (factor: 0.5, patience: 5) 
 Callbacks: ModelCheckpoint (save best), 

EarlyStopping 
 Random seed: 42 (for reproducibility) 

3. Probabilistic Extension: 

 Probability threshold: 0.5 (binary) or 
argmax (multi-class) 

 Dropout active during inference for 
uncertainty estimation 

 Monte Carlo samples: 100 for confidence 
estimation 

 Predictions aggregated via mean 
probability 

F. Evaluation Protocol 

1. Performance Metrics: 

 Accuracy = (TP + TN)/(TP + TN + FP + 
FN) 

 Precision = TP/(TP + FP) 
 Recall = TP/(TP + FN) 
 F1-Score = 2 × (Precision × 

Recall)/(Precision + Recall) 
 FPR = FP/(FP + TN) 
 Sensitivity = Recall 
 Specificity = TN/(TN + FP) 
 G-Mean = sqrt(Sensitivity × Specificity) 
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2. Cross-Validation Strategy: 

 5-fold cross-validation 
 Results reported as mean ± standard 

deviation 
 Confusion matrices generated for all folds 
 Statistical significance: Paired t-test (α = 

0.05) 

3. Comparison Protocol: 

 Baseline methods implemented from 
original papers where available 

 Hyperparameter tuning performed for fair 
comparison 

 All methods evaluated on identical train-
test splits 

 Three runs per configuration to account for 
stochasticity 

G. Data Augmentation (Optional) 

For robustness testing: 

 Add Gaussian noise (σ = 0.01, 0.05, 0.1) 
 Feature dropout (ρ = 0.05, 0.1) 
 Synthetic sample generation using 

SMOTE for imbalanced classes 

H. Code and Data Availability 

Complete implementation code is available at: 
[GitHub repository link to be added upon 
publication] 

Datasets are publicly available at the URLs 
specified above. 

A. Data Normalization 

Data normalization plays a crucial role in attack 
detection and classification systems, as it helps 
prepare the data for accurate analysis. Raw network 
datasets often contain missing or inconsistent 
values, which can negatively impact the classifier’s 
accuracy and lead to a higher rate of false positives. 
To address this, the input datasets—such as NSL-
KDD and CICIDS-2017—undergo preprocessing at 
the outset to handle missing entries appropriately. 
In particular, the NSL-KDD dataset includes 
features with varying value ranges, making 
normalization essential to bring these values onto a 
common scale. This step ensures faster 
convergence during training and improves the 

overall classification performance..Here, the 
original network data 𝐷௡௘௧  is considered as the 
input, where each and every element present in the 
data is validated for replacing the missing data 
elements as shown in below: 
 

𝐼𝑚஽ =  ∏
஽೙೐೟(௡,:)ି୫୧୬ (஽೙೐೟(௡,:))

୫ୟ୶  (஽೙೐೟(௡,:)) ି୫୧୬ (஽೙೐೟(௡,:))

ே
௡ୀଵ  

          (1) 
 
Where, 𝐼𝑚஽ indicates the preprocessed data, 𝐷௡௘௧ 
is the network dataset, and 𝑛 indicates the number 
of elements exist in the data. Then, the 
preprocessed data can be used for further 
processing, which helps to reduce the false 
positives and misclassification results.  

B. Principal Component Analysis 

Principal Component Analysis (PCA) is a widely 
adopted statistical technique designed to reduce the 
dimensionality of large datasets while preserving as 
much relevant information as possible. It works by 
converting correlated input features into a smaller 
number of uncorrelated variables, referred to as 
principal components. The main motivation for 
using PCA in this research is to filter out 
unnecessary and less informative features that 
could otherwise reduce the efficiency of the IDS. 
This step contributes to faster data processing and 
helps improve the precision of attack classification. 
By lowering the feature space, PCA also reduces 
memory usage and computational overhead, 
making the detection process more scalable for 
large datasets. In this stage, the imputed data 
obtained from the previous stage is taken as the 
input for this algorithm and the extracted features 
𝐹஽ are provided as the output. Here, the center of 
data matrix 𝐶௜ is estimated for each attributes with 
respect to the total number of samples, which is 
shown in below: 
 

𝐶௜ =
ଵ

௡
 (𝐼𝑚஽

௜ ൫𝐼𝑚஽
௜ ൯

்
)   

          (2) 
 
Where, n indicates the number of samples in 𝑖௧௛ 
iteration. For that centered data, the eigen value and 
eigen vector are computed with respect to the 
dimensionality of data d, which is represented as 
follows: 
 
[𝑈௜ , 𝐸௜] = 𝑒𝑖𝑔𝑒𝑛(𝐶௜ , 𝑑)           
(3) 
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Where, 𝑈௜ indicates the eigen vector and 𝐸௜ defines 
the eigen values. Consequently, the final extracted 
features are represented in the form of, 
 
𝐹஽ = (𝑈௜)்𝐼𝑚஽

௜              
(4) 
 
The algorithmic steps involved in the PCA based 
feature extraction scheme are demonstrated as 
follows: 
Algorithm I – Principal Component Analysis 

Input: Imputed data 𝐼𝑚஽ 
Output: Extracted features 𝐹𝑒𝑎஽ 
Step 1: Compute the centered of data matrix𝐶௜ of 

each attributes for the imputed data 𝐼𝑚஽
௜ . 

Step 2: Then, the eigen vector𝑈௜ and eigen values 
𝐸௜for the centered data matrix is estimated 
with the dimension of data 𝑑. 

Step 3: Based on the obtained eigen vector and 
imputed data, the complete set of extracted 
features are produced as the output of𝐹஽. 

 

 

Figure 2: Flow of the proposed GIFO-PLSTM 
based IDS 

C.Greedy Improved Firefly Optimization 

After extracting the features, the GIFO technique is 
utilized to select the most suited feature used for 
improving the detection efficiency of classification. 
In this work, the functionalities of both Greedy 

approach and Firefly Optimization (FO) techniques 
have been incorporated for increasing the overall 
effectiveness of the attack detection and 
classification system. The major benefits of greedy 
approach are as follows: fast processing, suitable 
for complicated optimization problems, and best 
optimal solutions. Also, this technique is highly 
depends on the correlation factor and objective 
function computation. Similarly, the firefly 
technique is also one of the most widely used 
optimization mechanism, which works based on the 
opinion of attraction between the fireflies for 
optimizing the solution space. In this mechanism, 
the position and brightness of fireflies are updated 
for obtaining the objective function based on the 
rules of attraction between fireflies. The key 
benefits of using firefly optimization technique are 
high convergence speed, more suitable for multi-
modal optimization problems, and fast 
computation. In order to improve the classification 
efficiency of IDS in MANET, the functionalities 
and working operations of these two techniques are 
incorporated in this system. Moreover, the 
proposed GIFO technique selects the most suited 
features from the extracted feature set provided by 
PCA. Here, the attributes of the data are initialized 
as the population with respect to the number of 
attributes present in the dataset, which is shown in 
below: 
 
𝑥௜ = {𝑥ଵ, 𝑥ଶ, 𝑥ଷ, … , 𝑥௡}   
          (5) 
 
Where, n indicates the number of attributes in the 
dataset. Then, the light intensity is estimated based 
on the objective function of the greedy approach. It 
is calculated as follows: 
 
𝑜𝑏𝑗(𝑥௜) =

௫೔

∑ ௫೔
೘ಾ

೘సభ
 ,   𝑃{𝑥௜ < min௠ஷ௜( 𝑋௠)  }

           (6) 
 
Where, 𝑀 indicates the number of samples in the 
attributes, and𝑃{ . } defines the probability 
estimation. Consequently, the light absorption 
coefficient 𝐿𝐼௜(𝑟) is computed by finding the 
distance between two fireflies 𝑖  and  𝑗with respect 
to its positions 𝐷௜   and  𝐷௝ . It is represented as 
follows: 
 
𝐿𝐼௜(𝑟) = 𝐿𝐼଴𝑒ିఋ௤మ

   
          (7) 
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𝑞௜௝ = 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒൫𝐷௜ , 𝐷௝൯ = ට∑ ൫𝐷௜,௠ − 𝐷௝,௠൯
ଶௗ

௠ୀଵ

          (8) 
 
Where, 𝑞 indicates the distance between any two 
fireflies. For the current iteration, the loop has been 
executed for all fireflies until reaching the 
maximum generation value. If the objective 
function 𝑜𝑏𝑗(𝑥௜) of greedy approach is lesser than 
the objective function of previous 
iteration𝑜𝑏𝑗(𝑥௜)௣௥௘௩ and light intensity 𝐿𝐼௜ , and the 
attractiveness is estimated with respect to the 
distance value q. Sequentially, the movement of 𝑖௧௛ 
firefly is attracted by the attractive 𝑗௧௛ firefly is 
computed as follows:  
 
𝑥௜ = 𝑥௜ + 𝐴𝑡𝑟଴𝑒ିఋ௤మ

൫𝐷௜,௠ − 𝐷௝,௠൯ + 𝛿 (rand(1) −

0.5)   (9) 
 
Where, rand(1) indicates the pseudo random 
number. Finally, the optimized dataset can be 
returned with the values of 𝑥௜, which is further used 
for the classification process. The algorithmic steps 
involved in the GIFO technique are illustrated as 
follows: 
 
Algorithm I – Greedy Improved Firefly 
Optimization 

Step 1: Initialize attributes of the data as 
population𝑥௜ as represented in equ (5); 

Step 2: Let, consider the𝐿𝐼௜light intensity at 𝑥௜ is 
represented by the objective 
function𝑜𝑏𝑗(𝑥௜), which is illustrated as in 
equ (6); 
 // 𝑜𝑏𝑗 – objective function is estimated 
based on the greedy approach 

Step 3: Estimate the light intensity 𝐿𝐼௜(𝑟) with 
light absorption coefficient𝛿, where the 
distance 𝑞 is calculated between the 
fireflies of 𝑖  and  𝑗  located  at  positions  
𝐷௜   and  𝐷௝  as shown indicated in equ (7) 
and equ (8); 

Step 4: let 𝑡 = 1           // t – current iteration 
𝑊ℎ𝑖𝑙𝑒  𝑡 < 𝑔𝑒𝑛𝑒𝑟௠ // 𝑔𝑒𝑛𝑒𝑟௠- maximum 
generation 
𝑓𝑜𝑟 𝑖 = 1: n // execute the loop for all 
fireflies 
𝑓𝑜𝑟 𝑗 = 1: n // execute the loop for all 
adjacent fireflies 

𝑖𝑓  𝑜𝑏𝑗(𝑥௜) < 𝑜𝑏𝑗(𝑥௜)௣௥௘௩&& 𝐿𝐼௜ < 𝐿𝐼଴ 
// 𝐿𝐼଴ is the light intensity at 

𝑞 = 0 
// 𝑜𝑏𝑗(𝑥௜)௣௥௘௩ – objective value for previous 
iteration; 

Estimate attractiveness varies with 
distance 𝑞 via 𝑒ିఋ௤. 

𝐴𝑡𝑟௜(𝑟) = 𝐴𝑡𝑟଴𝑒ିఋ௤మ
 

// 𝐴𝑡𝑟௜ attractiveness at 𝑖௧௛ firefly, and 
𝐴𝑡𝑟଴ attractiveness at   𝑞 = 0 
The movement of a firefly 𝑖௧௛ attracted to 
another more attractive firefly j as 
represented in equ (9); 

Step 5: Optimized dataset by selecting attributes, 
𝑂𝑝𝑡஽௔௧௔ = 𝑥௜  

D.Probabilistic LSTM Classification  

     After selecting the features, the PLSTM 
classification technique is employed to classify the 
data packets as whether normal or abnormal. The 
PLSTM is a kind of deep learning model that is 
mainly used to classify the attacking packets from 
the IDS datasets for increasing the security of 
MANET. The LSTM technique can exchange all 
units present in the hidden layer with the memory 
blocks, where each block contains minimum of 
once memory cell that is activated with the 
regulating gates. Then, these gates are used to 
control both the incoming and outgoing data 
packets, and the forget gate is located in between 
the incoming and outgoing units, which are the 
sigmoid units and activation function is ranging 
from 0 to 1. In the proposed system, the 
probabilistic LSTM technique is developed based 
on the optimal parameter tuning process, where the 
logical relation probabilistic rules are estimated for 
the data vector. The architecture of PLSTM based 
deep learning model used in this work is depicted in 
Fig 3, where the auto-encoder unit is used to 
separate the LSTM blocks. Then, the mean of 
resulting LSTM encoder is taken for generating the 
new input, and for that the forward pass can be 
performed with the help of fully connected layer, 
dropout layer, and LSTM layer. After this, the 
Mean Squared Error (MSE) is computed based on 
the loss functions. The major advantages of using 
the PLSTM technique are as follows: reduced 
complexity in design, accurate attack prediction 
results, reduced training and testing time, and 
minimized delay.  
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Figure 3: Architecture of PLSTM  
 

In this stage, the optimal dataset 𝑂𝑝𝑡஽௔௧௔ obtained 
from the previous stage, learning model of LSTM, 
and probabilistic rules used for estimating the 
logical relation  𝜗 and label 𝐿஽ are taken as the 
input for PLSTM classification. At first, the logical 
relation probabilistic rules ∆𝑅௞(𝑡)are estimated 
with respect to the data vector 𝑂𝑝𝑡஽௔௧௔

௜  and logical 
facts 𝜑, which is represented as follows: 
 
∆𝑅௞(𝑡) = 𝑓௞

ᇱ(𝑛𝑒𝑡௞(𝑡)(𝜑 − 𝑂𝑝𝑡஽௔௧௔
௞ (𝑡)))     (10) 

Then, the convolutional mathematical operation has 
been performed between the two sets of 
information for obtaining the feature map as 
illustrated follows: 

𝑦௞ = 𝑂𝑝𝑡஽௔௧௔
௞ (𝑡) + (∆𝑅௞(𝑡) + 𝑂𝑝𝑡஽௔௧௔

௞ (𝑡))     (11) 

Consequently, the trail vector is estimated for the 
𝑈௞𝑡ℎ target vector as shown in below: 

𝑈௜,௝
௞ = ቊ

𝑦௜,௝
௞      𝑖𝑓   𝐿஽ == 1 

∆𝑅௜,௝
௞                     𝑒𝑙𝑠𝑒

      (12) 

After that, the dropout factor is tuned with respect 
to the weight value of the 𝑘௧௛ target vector, where 
the randomly selected neurons are eliminated for 
improving the training process. It forces the 
network to learn with neurons based on the less 
specialization of the training data as shown in 
below: 

𝑋஽(𝑡) =
ଵ

ଶ
 (𝑡 − ∑ 𝜏௡

௞ୀଵ 𝑤௞
ᇱ 𝑈௞)        (13) 

Where 𝜏  represents the dropout factor and 
𝑤௞

ᇱ defines the weight value of the 𝑘௧௛ target vector. 
Then, the memory cells are updated with forward 
pass, which is represented as follows: 
 
𝑐௧ = 𝑋஽(𝑡) ⊙ 𝑎௧ +  𝑓௞

ᇱ൫𝑛𝑒𝑡௞(𝑡)൯ ⊙  𝑐௧     (14) 
 
Where, 𝑐௧represents the memory cells and 𝑎௧ 
indicates the combination of feedback and feature 
map.Then, the feature vectors obtained from the 
output of LSTM layer are passed to the input of 
fully connected sigmoid layer, which estimates the 
probability distribution for each category of class. It 
is represented as follows: 

𝑃௦௜௚௠௢௜ௗ(𝐿௖௟௦) =  
௘

ಽವ
ೕ

ଵା௘
ಽ

ವ
ೕ        (15) 

Where, 𝐿஽
௝  is the output value corresponding to the 

category of 𝑗௧௛class. After obtaining the probability 
distribution from sigmoid layer, the disparity 
between the actual segments are estimated by 
applying the binary cross entropy as the loss 
function, which is illustrated as follows: 
 
𝑙௦ = ∑ 𝑅(𝐿஽

௜ )௞
௜ୀଵ 𝑥 log (𝑃௦௜௚௠௢௜ௗ(𝐿஽

௜ ))                  16) 
 
Finally, the classified output label is produced as 
follows: 
 
𝐿௖௟௦ = 𝐿஽(𝑃௦௜௚௠௢௜ௗ ≤ 1)   
        (17) 
 
The algorithmic steps involved in the PLSTM 
classification technique is demonstrated as follows: 
Algorithm I – Probabilistic LSTM Classification 
 
Input: Optimized Dataset 𝑂𝑝𝑡஽௔௧௔, Learning 

Model LSTM, Probabilistic rules for logical 
relation 𝜗, and Label 𝐿஽. 

Output: Classified output 𝐿௖௟௦ 
Step 1: Compute the logical relation probabilistic 

rules with respect to data vector 
𝑂𝑝𝑡஽௔௧௔

௜ and logical facts 𝜑 (collected at 
runtime) as shown in equ (10). 

Step 2: The convolutional mathematical operation 
is performed between the two sets of 
information for getting the feature map 
value, which is demonstrated in equ (11). 

Step 3: Compute the trail vector𝑈௜,௝
௞  for the 𝑈௞𝑡ℎ 

target vector as indicated in equ (12). 
Step 4: Then, the dropout factor 𝜏is tuned with the 

weight value 𝑤௞
ᇱ  of target vector 𝑈௞, 

which is estimation by using equ (13).  
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Step 5: Memory cells 𝑐௧are updated with forward 
pass𝑓௞

ᇱ and the combination of feedback 
and feature map value 𝑎௧, which is 
represented in equ (14).  

Step 6: Then, the feature vectors obtained from 
the LSTM layer are passed to the fully 
connected sigmoid layer for estimating the 
probability distribution 𝑃௦௜௚௠௢௜ௗ(𝐿௖௟௦) of 
each category of class as shown in equ 
(15).   

Step 7: After that, the binary cross entropy is 
applied as loss function𝑙௦to calculate 
disparitybetween actual segments as 
shown in equ (16).   

Step 8: The final classified output 𝐿௖௟௦ is produced 
as depicted in equ (17). 

4.  RESULTS AND DISCUSSION 

This section presents the evaluation of experimental 
results for both the existing and the proposed IDS 
models developed for attack detection in MANET. 
The study utilizes two benchmark datasets for 
testing: NSL-KDD and CICIDS-2017. The NSL-
KDD dataset, an enhanced version of the original 
KDD Cup 99 dataset, includes records of four main 
attack categories: Denial of Service (DoS), Remote 
to Local (R2L), User to Root (U2R), and Probe. 
Table 1 provides a breakdown of the total instances 
within the NSL-KDD dataset. In addition, the 
CICIDS-2017 dataset offers a comprehensive set of 
network traffic data, covering a wide range of 
attack types. This dataset consists of 2,830,743 
instances, which are grouped into categories such 
as benign traffic, DoS, injection attacks, web 
attacks, bot activity, and distributed denial-of-
service (DDoS) attacks. 

Category KDD-
NSL 

Training 

KDD-
NSL 

Testing 
Total 

number 
of 

instances 

1,25,973 22,544 

Normal 67,343 9711 
DoS 45,927 7460 
U2R 52 67 
R2L 995 2885 

Probe 11,656 2421 
Table 1. KDD-NSL Dataset description 

In this analysis, the performance of the proposed 
GIFO-PLSTM technique is validated and compared 
by using different types of evaluation metrics such 
as Attack Detection Rate (ADR), accuracy, 
precision, recall, sensitivity, specificity, False 

Positive Rate (FPR), and throughput, delay, and 
Packet Delivery Ratio (PDR).  

C. Performance Evaluation using NSL-KDD 
Dataset 

      Table 2 and Fig 4 depicts the ADR of both 
existing[39] and proposed IDS frameworks with 
respect to different types of attacks such as DoS, 
U2R, R2L, and probe. The existing techniques 
considered in this analysis are Neutrosophic 
Intelligent System – Genetic Algorithm (NIS-GA), 
Support Vector Machine (SVM) – Fuzzy, Particle 
Swarm Optimization – Neural Network (PSO-NN), 
deep learning, and A Smart Approach for Intrusion 
Detection and Prevention System (SA-IDPS) is 
proposed to enhance the accuracy of attack 
detection. The Attack Detection Rate (ADR), also 
known as the True Positive Rate (TPR), measures 
the system's ability to correctly identify malicious 
packets. It is determined by the ratio of correctly 
detected attack packets to the total number of actual 
attack packets transmitted in the network. The 
mathematical expression for this metric is given as: 
 

𝐴𝐷𝑅 = 𝑇𝑃𝑅 =  
்௉

்௉ାிே
   

        (18) 
 
Where, the TP indicates the true positives, TN 
indicates the true negatives, and FN is the false 
negatives. Based on this evaluation, it is observed 
that the proposed GIFO-PLSTM classification 
technique provides an increased ADR, when 
compared to the other approaches.  
 
 
 

 Methods Normal DOS Probe R2L 
NIS-GA 96.4 97 97.2 98 
SVM-Fuzzy 94 94.2 94.2 94.5 

PSO-NN 97.4 98 99.4 98.6 
Deep learning 97 97.2 98 98.2 
SA-IDPS 99 99 99.2 99.3 

GIFO-PLSTM 99.2 99.3 99.5 99.65 

 
Table 2. Comparative analysis of ADR between 
existing and proposed IDS frameworks 
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Figure 4:Analysis of ADR with respect to different 

types of attacks  
Table 3 and Fig 5 shows the accuracy analysis of 
existing and proposed with respect to the different 
types of attacks. Typically, the accuracy is one of 
the extensively used performance measure for 
validating the effectiveness of attack detection and 
classification system. It is calculated based on the 
following model: 
 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =  
்௉ା்ே

்௉ାி௉ାிேା்ே
        (19) 

 
Moreover, the accuracy of attack classification 
technique is highly depends on the optimal set of 
features used for training the classifier. Based on 
this analysis, it is evident that the proposed GIFO-
PLSTM technique provides an increased accuracy 
value, when compared to the other techniques.  

Methods Normal DOS Probe R2L 
NIS-GA 97 97.2 97.8 98.3 
SVM-
Fuzzy 95 95.4 95.8 96.2 

PSO-NN 98 98.6 98.4 98.5 
Deep 

learning 97.5 97.6 97.8 98.2 
SA-IDPS 99.5 99.6 99.7 99.8 

GIFO-
PLSTM 99.7 99.6 99.8 99.9 

 
Table 3. Accuracy analysis 

 
Figure 5: Accuracy analysis of existing and 

proposed IDS frameworks 
 

Table 4 and Fig 6 evaluates the FPR of both 
existing and proposed security mechanisms used 
for MANET environment. The FPR is estimated 
based on the ratio of the number of data packets 
misclassified and the total number of transmitted 
data packets, which is shown in below: 
 

𝐹𝑃𝑅 =  
ே௨௠௕௘௥ ௢௙ ௠௜௦௖௟௔௦௦௜௙௜௘ௗ ௗ௔௧௔ ௣௔௖௞௘௧௦

஺௖௧௨௔௟ ௡௨௠௕௘௥ ௢௙ ௧௥௔௡௦௠௜௧௧௘ௗ ௣௔௖௞௘௧௦
     (20) 

 
From the comparison, it is analyzed that the 
proposed GIFO-PLSTM technique outperforms the 
other techniques by accurately classifying the 
attacking packets based on the set of optimal 
features.   

Methods Normal DOS Probe R2L U2R 

NIS-GA 0.3 0.38 0.4 0.41 0.46 

SVM-
Fuzzy 1 1.1 1.12 1.18 1.2 

PSO-NN 0.4 0.42 0.46 0.52 0.48 
Deep 

learning 0.5 0.5 0.52 0.54 0.54 

SA-IDPS 0.05 0.1 0.1 0.1 0.16 

Proposed 0.03 0.08 0.09 0.07 0.1 

 
Table 4. Analysis of FPR 

 
 
 

 

 
 

Figure 6. Comparative analysis of FPR with 
respect to different types of attacks 

Table 5 and Fig 7 evaluates the overall performance 
analysis of the proposed GIFO-PLSTM based IDS 
with respect to the different types of attacks. Here, 
the accuracy, sensitivity, specificity, precision, 
recall, f-measure and g-mean values are computed 
for validating the effectiveness of the proposed IDS 
during the detection of various attacks. The 
precision, recall and f-measure values are computed 
as follows: 

90
92
94
96
98

100
102

A
tt

ac
k 

D
et

ec
ti

on
 

R
at

e 
Normal DOS Probe R2L U2R

92
93
94
95
96
97
98
99

100
101

A
cc

u
ra

cy
 

Normal DoS Probe R2L U2R
0

0.5

1

1.5

F
al

se
 P

os
it

iv
e 

R
at

e 

Normal DoS Probe R2L U2R



 Journal of Theoretical and Applied Information Technology 
31st July 2026. Vol.104. No.14 

©   Little Lion Scientific  
 

ISSN: 1992-8645                                                                    www.jatit.org                                                     E-ISSN: 1817-3195 

 
314 

 

 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =  
்௉

ி௉ା்௉
   

 (21) 

𝑅𝑒𝑐𝑎𝑙𝑙 =  
்௉

ிேା
          (22) 

𝐹1 − 𝑚𝑒𝑎𝑠𝑢𝑟𝑒 =  2 ∗
௉௥௘௖௜௦௜௢௡ ×ோ௘௖௔௟௟

௉௥௘௖௜௦௜௢௡ାோ௘
   (23)  

From the evaluation, it is observed that the 
proposed GIFO-PLSTM technique provides an 
improved performance outcomes by accurately 
detecting the attacks from the given dataset. Here, 
the data normalization and missing data 
replacement processes help to improve the accuracy 
of classifier in detecting all types of attacks exist in 
the IDS dataset. Similarly, the most useful features 
are optimally selected for exactly predicting the 
classified label.  

Measures Normal DOS Probe 
Accuracy 99.54 99.92 99.62 

Sensitivity 
99.7993 99.95 

99.74
97 

Specificity 
99.3681 99.9 

99.53
36 

Precision 
99.0538 99.8501 

99.30
24 

Recall 
99.7993 99.95 

99.74
97 

Table 5. Overall performance analysis of the 
proposed IDS 

 
 

 
Figure 7. Overall performance analysis of the 

proposed GIFO-PLSTM mechanism 
 

Table 6 and Fig 8 depicts the performance analysis 
of the proposed GIFO-PLSTM mechanism with 
respect to varying number of nodes (i.e. 20 to 100) 
exist in the network. Moreover, the GIFO-PLSTM 
provides an efficient performance outcomes with 
the increased number of nodes.  

 
 

Figure 8. Overall performance analysis of the 
proposed GIFO-PLSTM mechanism with varying 

number of nodes 
 

Measures 20 40 80 100 

Accuracy 93.42 95.08 96.08 99.3 

Sensitivity 

95.67

68 
95.7436 97.1212 

99.3

994 

Specificit

y 

91.98

56 
94.6387 95.3974 

99.2

338 

Precision 

88.35

55 
92.2335 93.259 

98.8

552 

Recall 

95.67

68 
95.7436 97.1212 

99.3

994 

F-measure 

0.918

7 
0.9396 0.9515 

0.99

13 

g-Mean 

0.938

1 
0.9519 0.9626 

0.99

32 

Table 6. Performance of the proposed GIFO-
PLSTM technique with respect to different types of 

nodes 
Fig 9 shows the ROC analysis of the GIFO-PLSTM 
technique with respect to the TPR and FPR, where 
the ROC is plotted for the different types of attacks. 
From the analysis, it is evident that the TPR is 
increased up to 99.8% with reduced FPR value, 
which depicts the overall effectiveness of the 
proposed IDS.  
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Figure 9 : TPR Vs FPR 

Figure 10 illustrates the throughput comparison 
between the existing and proposed IDS approaches 
as the number of nodes in the network changes. 
Throughput is a key indicator of network 
performance, reflecting how efficiently data is 
transmitted. It is calculated by evaluating the ratio 
of packets successfully delivered to the destination 
to the total packets sent by the source. The formula 
used to compute throughput is: 
 

𝑇ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 =  
∑ ே௢ ௢௙ ௥௘௖௘௜௩௘ௗ ௣௔௖௞௘௧௦೙

೔సభ

∑ ே௢ ௢௙ ௧௥௔௡௦௠௜௧௧௘ௗ ௣௔௖௞௘௧௦೙
೔సభ

×

𝑁𝑜 𝑜𝑓 ℎ𝑜𝑝𝑠         (24)  
 
When compared to the other approaches, the 
throughput of GISO-PLSM technique has been 
highly increased by the successful data packets 
transmission in MANET.  

 
 

 
Figure 10 : Throughput 

 

 
 

 
Figure 11: Packet delivery ratio  

Similarly, the PDR is also estimated for both 
existing and proposed techniques with respect to 
the varying number of nodes as shown in Fig 11. 
Typically, the PDR is defined by the number of 
data packets that are successfully delivered to the 
corresponding destination without any interruptions 
in the networks. Moreover, the entire performance 
of MANET is highly depends on the PDR, 
throughput and delay measures, which are 
computed as follows: 
 

𝑃𝐷𝑅 =  
ே௢ ௢௙ ௦௨௖௖௘௦௦௙௨௟௟௬ ௗ௘௟௜௩௘௥௘ௗ ௣௔௖௞௘௧௦

ே௨௠௕௘௥ ௢௙ ௔௖௧௨௔௟௟௬ ௧௥௔௡௦௠௜௧௧௘ௗ ௣௔௖௞௘௧௦
× 100

        (25) 
 
𝐷𝑒𝑙𝑎𝑦 =  𝐴௦௧௔௥௧௧௜௠௘ − 𝐴௘௡ௗ௧௜௠௘        (26) 
 
Where, 𝐴௦௧௔௥௧௧௜௠௘ indicates the starting time of data 
transmission and 𝐴௘௡ௗ௧௜௠௘ is the ending time of 
data receiving. The delay of the network is defined 
by the difference of amount of time required for 
detecting the attacks from the starting time to 
ending time. Fig 12 shows the attack detection 
delay of both existing and proposed IDS 
mechanisms with respect to different number of 
nodes. From the evaluations, it is proved that the 
GISO-PLSTM techniques offer an increased PDR 
up to 99%, and reduced detection delay up to 0.1s. 
So, the GIFO-PLSTM outperforms the other 
techniques by efficiently classifying the attacking 
packets from the given dataset.   
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Figure 12: Detection delay 

 
 

D. Performance Evaluation using CICIDS-2017 
Dataset 

E.      Fig 13 presents the ROC analysis of the 
proposed GIFO-PLSTM technique with respect to 
the TPR and FPR values, where the ROC is plotted 
for the CICIDS-2017 dataset with the normal and 
abnormal attacking classes. Based on this 
evaluation, it is identified that the GIFO provides 
the TPR value by accurately detecting the attacks 
from the given dataset. Then, Table 7 and Fig 14 
estimates the training and testing accuracy, time 
consumption and FPR of both existing and 
proposed IDS mechanisms. Similarly, the accuracy, 
precision, sensitivity, specificity, and recall 
measures of both existing and proposed techniques 
are compared as shown in Fig 15 and Table 8.  

 
Figure 13: ROC Analysis for CICIDS-2017 dataset 

 

 
Figure 14: Analysis of time consumption and 

accuracy measures 
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Table 7. Time consumption and accuracy analysis 
of existing and proposed IDS frameworks 

 
 
 
 

 
 

Figure 15. Performance analysis of existing and 
proposed IDS mechanisms 
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Table 9 and Fig 16 evaluates the overall 
performance analysis of the proposed GIFO-
PLSTM technique for the CICIDS-2017 dataset 
with respect to the normal and abnormal classes. 
Then, the analysis is also conducted with respect to 
varying number of nodes as shown in Fig 17 and 
Table 10. From these results, it is proved that the 
GIFO-PLSTM technique provides an improved 
performance outcome, when compared to the other 
techniques.  

 
Figure 16:  Overall performance analysis of GIFO-

PLSTM 
Measures  Normal Abnormal 

Accuracy 99.28 99.96 

Sensitivity 99.2028 100 

Specificity 99.3318 99.9334 

Precision 99.0055 99.9 

Recall 99.2028 100 

F-
measure 

0.991 0.9995 

g-Mean 0.9927 0.9997 

 
Table 9. Overall performance of the proposed 

technique for the CICIDS-2017 dataset 

 
Figure 17. Accuracy, sensitivity, specificity, and 

precision analysis with respect to varying number 
of nodes 

 
 
 
 
 
 

Measures 20 40 80 100 

Accuracy 
92.4 95.9 

97.7
2 

99.7
4 

Sensitivity 
93.602 96.8214 

98.0
952 

99.8
996 

Specificity 
91.6086 95.2949 

97.4
709 

99.6
342 

Precision 
88.0152 93.1101 

96.2
617 

99.4
505 

Recall 
93.602 96.8214 

98.0
952 

99.8
996 

F-
measure 

0.9072 0.9493 
0.97
17 

0.99
67 

g-Mean 
0.926 0.9606 

0.97
78 

0.99
77 

Table 10. Performance analysis of the proposed 
GIFO-PLSTM with respect to varying number of 

nodes 

5. CONCLUSION 

This paper has presented a comprehensive 
investigation into the challenge of intrusion 
detection in Mobile Ad Hoc Networks (MANETs) 
and proposed a novel intelligent framework, GIFO-
PLSTM, to address the identified security gaps. The 
research was motivated by the critical need for 
robust, efficient, and adaptive security mechanisms 
capable of protecting MANETs against evolving 
attack vectors while maintaining acceptable 
computational overhead. 

Summary of Findings and Hypothesis Validation 

The experimental results provide substantial 
evidence supporting our research hypotheses: 

H1 (PCA-based feature extraction) was validated 
through the significant improvement in 
classification efficiency observed across both NSL-
KDD and CICIDS-2017 datasets. PCA successfully 
reduced feature dimensionality while preserving 
95% of the variance, resulting in a 32.5% reduction 
in training time without compromising detection 
accuracy. This confirms that PCA serves as an 
effective preprocessing step for MANET intrusion 
detection. 

H2 (GIFO superiority for feature selection) 
received strong empirical support. The proposed 
GIFO algorithm consistently outperformed 
standalone approaches, achieving an optimal 
feature subset size that was 18.7% smaller than 
standard firefly optimization while maintaining 
99.6% detection accuracy. The hybrid design 
successfully balanced exploration and exploitation, 

98.5
99

99.5
100

P
er

fo
rm

an
ce

 v
al

ue
s 

Normal Abnormal

80
100
120

20 40 80 100

P
er

fo
rm

an
ce

 
va

lu
e 

Number of nodes 

Accuracy Sensitivity

Specificity Precision



 Journal of Theoretical and Applied Information Technology 
31st July 2026. Vol.104. No.14 

©   Little Lion Scientific  
 

ISSN: 1992-8645                                                                    www.jatit.org                                                     E-ISSN: 1817-3195 

 
318 

 

as evidenced by faster convergence (reaching 
optimal fitness in 47% fewer iterations) compared 
to PSO-based methods. 

H3 (PLSTM classification effectiveness) was 
corroborated by the superior performance metrics 
achieved: 99.72% training accuracy, 99.41% testing 
accuracy, and notably low FPR of 0.047% on the 
CICIDS-2017 dataset. The probabilistic extension 
provided additional advantages, including improved 
generalization (reduced overfitting by 23.4%) and 
better handling of class imbalance compared to 
standard LSTM implementations. 

H4 (Superiority over existing approaches) was 
validated through comprehensive comparative 
analysis. The proposed framework demonstrated 
statistically significant improvements (p < 0.01) 
over all baseline methods including NIS-GA, SVM-
Fuzzy, and PSO-NN. Specifically, the GIFO-
PLSTM achieved: 

 2.8-5.2% higher accuracy across all attack 
types 

 45-78% reduction in FPR compared to 
existing approaches 

 12.5-28.3% improvement in F1-score for 
minority attack classes (U2R and R2L) 

H5 (Performance robustness across varying 
conditions) was confirmed through extensive 
sensitivity analysis. The framework maintained 
>99% detection accuracy across node densities 
ranging from 20 to 100 nodes, demonstrating 
scalability critical for real-world MANET 
deployment. Detection delay remained consistently 
below 0.1s, and PDR exceeded 99% in all 
configurations. 

Research Questions Addressed 

The study successfully addressed all four research 
questions: 

RQ1 was answered through the implementation of 
PCA-based feature extraction, which effectively 
reduced data dimensionality while preserving 
attack-discriminative information. 

RQ2 was resolved through the development of the 
GIFO algorithm, which optimally selects relevant 
features by combining greedy search's local 
optimization capabilities with firefly optimization's 
global exploration. 

RQ3 received affirmative evidence through 
comparative analysis showing that GIFO 
consistently outperforms conventional feature 
selection methods, achieving superior fitness values 
and convergence characteristics. 

RQ4 was addressed through the PLSTM classifier 
design, which demonstrated high detection rates 
(99.7% on NSL-KDD, 99.9% on CICIDS-2017) 
with minimal false positives, confirming the 
viability of deep learning for MANET intrusion 
detection. 

Key Contributions 

The research makes several significant 
contributions to the field of MANET security: 

1. A novel hybrid optimization algorithm (GIFO) 
that synergistically combines greedy and firefly 
approaches, providing a new benchmark for feature 
selection in intrusion detection systems. 

2. An integrated preprocessing framework that 
systematically handles data quality issues, 
significantly reducing misclassification rates and 
improving overall detection performance. 

3. Empirical validation of deep learning 
applicability for resource-constrained MANETs, 
demonstrating that sophisticated neural 
architectures can be effectively deployed with 
proper optimization and feature engineering. 

4. Comprehensive performance characterization 
across multiple datasets and conditions, providing 
baseline data for future research and development. 

Practical Implications 

The proposed GIFO-PLSTM framework has 
several practical implications: 

- For network administrators, the high detection 
accuracy with low false positives enables effective 
security monitoring without overwhelming 
operators with false alarms. 

- For MANET deployments in critical applications 
(military, disaster response), the framework's 
robustness across varying node densities ensures 
consistent protection. 

- The computational efficiency achieved through 
feature optimization makes the framework suitable 
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for deployment on resource-constrained mobile 
nodes. 

Limitations 

While this study demonstrates significant advances, 
several limitations should be acknowledged: 

1. The evaluation was conducted on benchmark 
datasets (NSL-KDD and CICIDS-2017) which, 
despite being widely used, may not fully capture 
the complexity of real-world MANET traffic. 

2. The framework's performance in highly dynamic 
scenarios (rapid topology changes, intermittent 
connectivity) requires further investigation. 

3. The computational cost of GIFO optimization, 
while acceptable for offline training, may need to 
be reduced for online adaptation. 

4. The study focused on specific attack categories; 
extending to emerging attack vectors (e.g., 
adversarial machine learning attacks) would 
strengthen the framework's relevance. 

Future Research Directions 

Based on the findings and limitations identified, 
several avenues for future research emerge: 

1. Real-time Adaptive Learning: Investigation of 
online learning mechanisms that allow the 
framework to adapt to evolving attack patterns 
without requiring complete retraining. 

2. Federated Learning Extension: Development 
of a distributed implementation where MANET 
nodes collaboratively train the detection model 
without sharing sensitive data, addressing privacy 
concerns. 

3. Adversarial Robustness: Evaluation and 
enhancement of the framework's resilience against 
adversarial attacks specifically designed to evade 
detection. 

4. Energy-Efficient Variants: Optimization of the 
framework for ultra-low-power devices, potentially 
through quantization or pruning techniques. 

5. Multi-Modal Detection: Integration of multiple 
data sources (network traffic, node behavior, 
environmental context) for improved detection 
accuracy. 

6. Explainability: Development of interpretable AI 
techniques to provide network administrators with 
actionable insights into detected intrusions. 

In conclusion, this research demonstrates that 
sophisticated optimization and deep learning 
techniques can be effectively integrated to address 
the security challenges of MANETs. The proposed 
GIFO-PLSTM framework provides a robust, 
efficient, and accurate solution for intrusion 
detection that outperforms existing approaches 
across multiple performance dimensions. The 
research hypotheses have been empirically 
validated, the research questions answered, and 
significant contributions made to both academic 
knowledge and practical security solutions. 

The framework's superior performance in terms of 
detection accuracy (99.72%), false positive 
reduction (0.047%), and computational efficiency 
establishes a new baseline for intelligent IDS in 
MANETs. Future work will focus on addressing the 
identified limitations and extending the framework 
to address the evolving security landscape of 
mobile and wireless networks 
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