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ABSTRACT 
 

Intrusion Detection Systems (IDS) play a vital role in protecting networks from malicious threats, yet they 
often face challenges such as imbalanced categories of traffic and distributional discrepancies between 
training and testing data. To overcome these limitations, this study introduces an integrated methodology that 
enhances IDS performance and robustness. The framework begins with data preprocessing and systematic 
data splitting through Apache Spark to handle imbalance and ensure efficient processing. For feature learning, 
a Triplet Feature Fusion module is employed, comprising Shallow Early-Stacked Feature Pooling (SESF), 
Deep Learning-based Statistical Features (DLSF), and Dual Statistical Features (DSF) to extract diverse and 
discriminative representations. These fused features are then processed by the Triplet Feature Fusion 
Attention Transformer Network (TFF_ATNet), where the Trans_Attention classifier captures long-range 
dependencies for precise classification. To further fine-tune the classification outcomes, the Self-Adaptive 
Walrus Optimization Algorithm (SA-WaOA) is applied, ensuring optimized detection performance. This 
model is implemented in Python and tested using three major datasets, namely CIC-IDS2017, UNSW-NB15, 
and TON_IoT. The evaluation of performance achieves an accuracy of 0.9993 on CIC-IDS2017 and low 
computation time (98 ms), superior sensitivity (0.9909), and specificity (0.9769), compared to existing 
methods. The proposed approach ensures balanced detection, improved classification efficiency, and 
contributes significantly to the advancement of IDS research in cybersecurity. 

Keywords: Intrusion Detection Systems, Feature Imbalance, Triplet Folded Feature Learning, Attention-
based Transformer Network, Cybersecurity Measures. 

1 INTRODUCTION 
Intrusion detection systems (IDS) are a 

critical aspect of network protection, offering real-
time traffic surveillance to identify unauthorized 
activity and alert administrators of possible breaches 
[1]. Such functionality supports confidentiality, 
information integrity and availability in modern 
digital infrastructure [2]. Because of the rapid growth 
when it comes to the Internet of Things (IoT) and 
overall complexities of contemporary network 
environments, IDS has become a must-have tool 
utilized to protect against digital malicious activity 
changes [3]. Furthermore, Deep learning and 
machine learning (ML) techniques are also 
incorporated successfully in IDS, demonstrating 
their ability to analyze higher-dimensional traffic 

data and identify more complex intrusion patterns 
than classical rule-based systems [4]. 

Despite developments, there are numerous 
challenges to the accuracy and effectiveness of the 
contemporary IDS [5]. A popular challenge in the 
actual deployment of IDS is type imbalance of 
traffic, where uncommon types of attacks are scanty 
and, therefore, detection and false negatives are 
affected [6]. Misclassification also occurs when 
training and test data are of different distributions 
[7]. This distributional change leads to impacts on 
accuracy and model robustness [8]. Some of the 
crucial risk factors are explainability (decisions 
made by complicated models cannot be understood), 
excessive false positives that overwhelm the 
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administrators with too many alerts, and scalability 
and latency constraints that prevent detection in real 
time within the same network, which is extensive in 
size or dynamic [9]. All these challenge areas must 
be addressed for the accomplishment of an IDS that 
can fulfil the current cybersecurity demands [10] 

To get rid of these challenges, several ML 
and deep learning methods have been investigated by 
experts [11]. CNNs, RNNs, and decision trees have 
improved detection rates, privacy, and false alarms 
but are also susceptible to feature imbalance and 
generalization capability [12]. In massive IoT 
scenarios, big data frameworks (like Apache 
Hadoop, Apache Flink, and Apache Luminous) are 
employed more often to deal with vast amounts of 
traffic with minimal latency and fault tolerance [13]. 
Spark, especially, has proven quite promising for 
real-time intrusion detection based on distributed 
analytics, offering classifications for various attack 
types [14]. Along with these methods, transformer 
models based on attention mechanisms have 
appeared for their ability to recognize far 
relationships within a network traffic context, and 
self-adaptive optimization methods (for instance, 
Walrus Optimization Algorithm (WOA)) assist in 
enhanced feature selection, anomaly detection and 
their effectiveness [15]. 

The advent of IoT and formative complex 
networks has placed IDS in the face of asymmetric 
traffic, changes in threat feature distribution, and 
challenges arising from the process of extracting 
fine- and high-level features to analyze network 
behaviour. Inquisitive pre-processing techniques, 
heterogeneous feature extraction, attention-based 
architectures, and self-adaptive optimization can 
potentially enhance detection accuracy, reduce false 
positives, and deliver effective intrusion detection. 
To address these issues, this paper proposes a 
feature-diversity attention classification and adaptive 
optimization model known as the Triplet Folded 
Features Attention Transformer Network 
(TFF_ATNet). The main contributions of this paper 
are as follows: 

 A Triplet Fusion of Features (TFF) module that 
combines SESF, DLSF, and DSF to extract low-
level and high-level representations and form a 
more balanced and discriminative feature space. 

 A Trans Attention classifier utilizing transformer-
based multi-head self-attention to dynamically 
emphasize meaningful features, enhancing 
precision and robustness in intrusion detection. 

 The Self-Adaptive Walrus Optimization 
Algorithm (SA-WaOA) is used to fine-tune 
model hyperparameters, and optimize the 
learning process and improve detection 
performance. 

The organization of this the next is the 
paper: Section 2 discusses relevant research on this 
topic; Section 3 outlines the actual proposed 
example; Section 4 is dedicated to comparisons of 
the outcomes of this model with other methods; 
Section 5 addresses the models' importance, 
implications, and future perspectives; and Section 6 
concludes. this research. 

2 LITERATURE REVIEW 
This section reviews some of the most recent 

research works relating to IDS. 

In recent years, there has been growing 
research interest in enhancing intrusion detection 
systems (IDS) through deep learning and hybrid 
approaches. Xu et. al., suggested a sophisticated IDS 
framework that focused on noise reduction, feature 
extraction, temporal feature mining, and attention 
mechanisms as a way to decrease false positives and 
increase accuracy in comparison to classical models 
in 2023 [16]. Nonetheless, there were challenges 
related to training complexity and interpretability. In 
2022, Imrana et. al., [17] further developed this trend 
by proposing an IDS known as χ² BidLSTM, which 
combined statistical modeling utilizing a long short-
term memory (LSTM) network that is bidirectional 
to enhance classification accuracy; however, this was 
limited by a reliance on simulated datasets, 
computational cost, and a lack of generalization. At 
the same year Mhawi et. al., contributed to this line 
of work by applying ensemble learning with hybrid 
feature selection strategies to reduce dimensionality 
and false alarms in ID systems, but the model still 
experienced redundancy and error rate challenges 
[18]. There is also a growing interest in hybrid and 
scalable approaches. Chliah et. al., [19] developed a 
hybrid ML model for network traffic, which 
combines supervised and unsupervised learning and 
implements a k-means clustering algorithm in 
Apache Spark. Their approach increased 
performance but was limited to a small number of 
data records, and little discussion of scalability. Liu 
et. al., contributed to a scalable approach by 
developing SCADS, which is a distributed IDS for 
system calls stored in Google Cloud that takes 
advantage of Spark. While their approach improves 
computational efficiency in Thomson's Model for 
Longitudinal Group Data by allowing the use of 
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parallel computation, the computations were still 
burdensome when performing a separate analysis 
with a larger data set [20]. Ricky et. al., provide an 
analysis of several traditional statistical feature 
selection methods (gain ratio, chi-square, etc.), 
which all proved to improve model accuracy. A few 
traditional methods reported some strengths in 
handling high-volume, high-dimensional, and 
heterogeneous data, which demanded greater 
flexibility in their application for a modern IDS 
context [21]. 

Recent studies have investigated 
innovations in deep learning and optimization-based 
intrusion detection systems (IDSs). Thakkar et. al., 
[22] proposed a multi-modal dimensionality 
reduction algorithm that utilizes Principal 
Component Analysis (PCA) with autoencoders to 
improve the precision and F1-score of their 
architecture of long short-term memory (LSTM); 
however, they encountered challenges with 
computation and data dependency. In recent 
literature, transformer-based models have emerged 
as a robust option: Manocchio et. al., proposed the 
"flowtransformer," a framework for analyzing 
transformer-based IDS systems; this approach 
successfully looked at long-term dependencies, but 
there was no assessment for real-world applications 
[23]. Additionally, Nguyen et. al., [24] suggested the 
network of transformer attention (TAN) which was 
evaluated regarding attack classification on 
automotive CAN buses using an attention-based 
approach in 2023, with an issue of possible 
degradation on accuracy based on data 
representations of the original self-attention module. 
Along with the classification of assaults. in a network 
IDS setting, Saravanan et. al., [25] suggested the 
Walrus An algorithm for optimization (WOA), as a 
transformer-based optimization algorithm used in 
wireless sensor networks to enhance coverage while 
obtaining positive performance; however, 
constrained implications concerning scalability, 
convergence, and adaptability. 

While current IDS solutions have made 
significant advances in terms of detection accuracy, 
several issues still exist. First, many current deep 
learning-based IDS architectures involve high 
computational costs, hence limiting their usage in 
practical applications due to the inability to operate 
in real time in the IoT scenario. On the other hand, 
while transformer models excel in identifying long-
term dependencies, they come with added 
computational cost, as well as high requirements for 
computing infrastructure during training. Moreover, 

while optimization-based IDS models provide better 
classification accuracy, they lack adaptability in 
heterogeneous network conditions, and their 
convergence cannot be guaranteed. Most existing 
feature extraction techniques focus on single-layer or 
stand-alone approaches, thereby limiting their 
effectiveness in learning low and high-level features 
of traffic simultaneously. There have been several 
challenges identified in some recent research that 
have not been adequately addressed, including the 
problem of traffic imbalance, inconsistencies in the 
distributions of data between training and test sets, 
interpretability, and scalability concerns. Little work 
has focused on developing a distributed processing 
model based on hybrid feature fusion and attention 
mechanism classification. There exists a need for a 
distributed IDS framework involving multi-level 
feature fusion, distributed preprocessing, adaptive 
optimization, and attention mechanism 
classification. 

2.1 Problem Statement 
The main challenges for network-based IDS 

are its complexity in training, data dependency, lack 
of interpretability, and performance trade-offs that 
degrade its effectiveness and efficiency. The problem 
here is the robustness of IDS, which is compromised 
by severe imbalances of categories in network traffic 
and distributional discrepancies between training and 
test sets. In order to overcome these obstacles, the 
suggested model will, hence, optimize the 
performance of IDS based on the introduction of the 
Apache Spark-based distributed system with triplet-
folded feature learning and the implementation of an 
attention-based transformer network. This method 
focuses on reducing dataset complexity, improving 
scalability, enhancing intrusion detection accuracy, 
and overcoming the limitations of existing IDS 
models, such as high computational complexity, poor 
adaptability, limited feature representation, and 
reduced detection capability. 

2.2 Research Objectives 

The primary objective of this research is to 
develop an efficient and scalable intrusion detection 
framework for IoT network environments using 
hybrid feature fusion, transformer-based attention 
learning, distributed preprocessing, and adaptive 
optimization techniques. The specific objectives of 
this study are as follows: 

1. To develop an Apache Spark-based distributed 
preprocessing framework for efficient handling 



 Journal of Theoretical and Applied Information Technology 
30st June 2026. Vol.104. No.12 

©   Little Lion Scientific  
 

ISSN: 1992-8645                                                                    www.jatit.org                                                     E-ISSN: 1817-3195 

 
97 

 

of large-scale and heterogeneous network traffic 
data.  

2. To improve intrusion detection accuracy and 
feature representation using Triplet Feature 
Fusion through SESF, DLSF, and DSF feature 
integration.  

3. To enhance classification performance and 
dependency learning using the Trans_Attention-
based transformer classifier.  

4. To optimize the performance of the intrusion 
detection framework using the SA-WaOA 
algorithm for reduced false alarm rates and 
computation time.  

5. To evaluate the effectiveness and robustness of 
the proposed TFF_ATNet framework using 
benchmark intrusion detection datasets, 
including CIC-IDS2017, UNSW-NB15, and 
TON_IoT. 

3 PROPOSED METHODOLOGY 
The introduced IDS architecture, referred to 

as the Triplet Feature Fusion Attention Transformer 
Network (TFF_ATNet), has three primary phases: 
Data Collection and Preprocessing, Triplet Feature 
Fusion, and Trans_Attention Classifier-based 
Classification. Raw network traffic data is cleaned, 
normalized, and represented in the first phase, with 
positional encoding being added to preserve 
sequential relationships prior to partitioning into test, 
validation, and training sets. The second stage 
utilizes the Triplet Feature Fusion module, where 
Shallow Early-Stacked Feature Pooling (SESF) 
captures low-level patterns, Deep Learning-based 
Statistical Features (DLSF) learn high-level 
representations, and Dual Statistical Features (DSF) 
learned through maximum likelihood estimation 
capture distributional behaviour. These sets of 
features are averaged via Global Average Pooling 
and refined with attention mechanisms to obtain 
maximal discriminative power. The combined 
features are then processed by the TFF_ATNet, 
which integrates transformer encoder-decoder blocks 
with feedforward and multi-head self-attention 
layers through the Trans_Attention Classifier. 
Finally, classification results are produced by a 
softmax activation layer, while the Self-Adaptive 
Walrus Optimization Algorithm (SA-WaOA) 
hyperparameters are tuned to optimize the cross-
entropy loss function, enabling efficient and credible 
IDS performance. Figure 1 displays the architecture 
of the suggested framework. 
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Figure 1: Overall Architecture of The Proposed Model 

3.1 Preprocessing 
Preprocessing is performed using Apache 

Spark and aggressive data partitioning to allow for 
effective handling of massive IDS datasets and 
model training with appropriately balanced models. 
Apache Spark provides a distributed, in-memory 
processing platform that supports parallel processing 
of the data preprocessing steps, such as cleaning, 
normalization, and encoding. Its execution pattern, 
based on DAG and data structure on RDD, increases 
computation by many folds, which enables the 
system to process massive traffic records more 
effectively than the traditional MapReduce methods. 
This supports efficient handling of noise, 
inconsistency, and missing values without reducing 
scalability for big data processing.  

Data sets are subjected to systematic data 
splitting after pre-processing, depending on which 
enhances the ability of the model to generalize is 
enhanced. Datasets are divided into tests, validation, 
and training subsets in such a manner that the attack 
and benign instances are uniformly distributed across 
splits. It removes bias, prevents overfitting, and 
makes estimation of the proposed IDS more accurate. 
The use of Apache Spark-based preprocessing and 
partitioning of structured data allows for neat, 
normalized, and correctly structured input, which is 
used to power the following Triplet Feature Fusion 
step of the model. 
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3.2 Triplet Feature Fusion Attention 
Transformer Network  

The TFF_ATNet extracts and concatenates 
a set of features in order to boost learning capabilities 
in the proposed system for detecting intrusions 
(IDS). First, Dual Data-driven Features (DSF), Deep 
Late-Stacked Features (DLSF), and Shallow Early-
Stacked Features (SESF) are combined using Global 
Average Pooling (GAP) to construct a unified 
representation of the features. Once the features are 
fused, the Trans_Attention classifier is applied, 
consisting of a transformer with scaled dot-product 
attention, using residual connections and layer 
normalization to enable more rapid and reliable 
learning. Finally, fully connected layers apply 
activation functions and softmax for classification to 
facilitate more reliable and robust detection of 
network-based intrusions. 

3.2.1 TFF module 
 The TFF module acts as a central entity in 
the suggested IDS that makes the unification of 
complementary features extracted from separate 
methodologies easier. It combines Shallow Early-
Stacked Feature Pooling (SESF), which captures 
low-level patterns as a consequence of an earlier 
features fusion; Deep Late-Stacked Feature Pooling 
(DLSF), which gets high-level hierarchical features 
from deep convolutional layers; and Dual Statistical 
Features (DSF), to further reinforce representation 
using maximum likelihood estimation and statistics. 
The TFF module blends these three sets of features 
to form a robust and discriminative feature space that 
blends the employment of statistical descriptors and 
deep neural network representations to yield 
improved classification compared to when either 
source was alone in employment at the Trans 
Attention classification phase for efficient and 
accurate classification. 

3.2.1.1  DSF 

These further calm additional extraction of 
applicable information that the input can contribute 
toward the model, and overall improvement takes 
place in its learning attribute and classification 
capabilities. The merging of features on the high-
level as well as low-level attributes, the SESF 
pooling mechanism makes a notable contribution 
towards receiving more precise classification in the 
Trans attention Classifier.  

The maximum Likelihood method 
determines the likelihood of observed data under 

specific model parameters. For a 
sample 𝑝ଵ, 𝑝ଶ, … 𝑝௠, from a probability distribution 
with parameter(s) 𝜙, where 𝑓(𝑝௜;  𝜙) is the 
probability density function, Eqn. (1) defines the 
maximum likelihood function,  

𝐿(𝜙) =  ∏ 𝑓(𝑝௜ ; 𝜙)௠
௜ୀଵ                        (1) 

The chi-square statistic (𝛹௖௦) helps to 
evaluate how the predicted frequency (𝑃௡) for each 
class (𝑛) corresponds to the actual observed 
frequency (𝐷௡), which is important for feature 
selection. The formula for 𝛹௖௦ is shown in the Eqn. 
(2) as, 

𝛹௖௦
ଶ =  ∑

(஽೙ି௉೙)

(௉೙)

௟
௡ୀଵ                  (2) 

Mutual information (𝛹௠௜) indicates the 
amount of information received about one feature 
from another feature, which helps in selecting 
relevant features for classification. Mutual 
information-based feature selection is the selection 
of an 𝑛-feature subset from the original 𝑁-feature 
dataset (𝐷) that maximizes mutual information with 
class labels (𝑄). Let 𝑅 be the final selected feature 
subset, the mutual information can be calculated as 
shown in Eqn. (3), 

𝛹௠௜ =  𝐼(𝑅; 𝑄) =

 ∑ 𝑃(𝐷ଵ , … 𝐷௡ , 𝑄) log
௉(஽భ,… ஽೙,ொ)

௉(஽భ,… ஽೙,ொ)௉(ொ)஽భ,..஽೙,஼            

(3) 

The high score feature vector (φ) is computed using 
the Eqn. (4), 

𝜑 = 𝑎𝑟𝑔𝑚𝑎𝑥(𝛹௖௦ , 𝛹௠௜)                    (4) 

After calculating the high-scoring feature 
vector using DSF, it is combined with other feature 
vectors like DLSF and SESF layer pooling; the DSF 
phase collaborates with DLSF and SESF pooling, 
which refine features using multiple convolution 
layers and pooling methods. This integration ensures 
optimal learning of characteristics at both high and 
low levels, which increases the classification 
accuracy of the model. The inclusion of statistical 
measures improves classification accuracy in the 
DSF Trans_attention Classifier. 

3.2.1.2  DLSF 
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The proposed model of deep late stacked 
feature utilizes the multiple convolution and pooling 
layers to learn their high- and low-level features. 
AlexNet is very crucial in this proposed model, 
especially in terms of TFF learning using DLSF and 
SESF-based pooling. A DLSF that contains three 
cascaded layers as shown in Figure 3 where, (1) 
Level 1, which includes two convolutional layers 
with sizes of 11x11 and 5x5, respectively, followed 
by two max pooling layers of size 3x3. The 
convolution layers pick up the local patterns, 
whereas max pooling reduces the spatial dimension, 
which gives maximum emphasis on the features. (2) 
Level 2 contains five convolutional layers, some of 
which have a filter size of 11x11. Some of them have 
filters of 5x5 and 3x3, while the max pooling sizes 
are 3x3. Additional convolution layers aid the model 
in understanding complexity. (3) Level 3, the main 
difference in this level is a seven convolutional layer 
using filters of size 11x11, 5x5, or 3x3 sizes and three 
max-pooling filters with 3x3 sizes. This level further 
refines the features learned by the previous layers. 
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Figure 2: DLSF block in the Proposed Model 
Figure 2 shows the DLSF block in the 

Proposed Model. Outputs from all the levels are 
combined with GAP before feeding into subsequent 
layers. GAP combines features learned at each level 
into a single feature representation, which aids in 
better integration of high-level as well as low-level 
features. The step retains spatial information while 
reducing the dimensionality. The proposed model is 
a deep-learning version of AlexNet. Because the 
DLSF takes the final stacked fusion, feature 
concatenation is performed from the last layer of 
each level, and thus, the model uses all levels' 
comprehensive feature information. 

DLSF pooling helps to improve 
classification performance by stacking features from 
different levels to capture the intricate patterns in 
data. Deepening traditional AlexNet feature 
extraction capabilities makes it suitable for complex 

models. The overall robustness of the classification 
system is enhanced by this integration. 

3.2.1.3 SESF 

The shallow early-stacked feature pooling 
in this proposed model is characterized by an early 
fusion mechanism. Early integration of features at 
initial processing stages means that SESF pooling 
extracts more data in a more streamlined fashion 
from the input than DLSF pooling. There are three 
levels of the SESF pooling mechanism, each with 
different configurations, as shown in Figure 4. The 
first layer in each level employs three 11x11 
convolutional layers to extract features and then uses 
3x3 maximum pooling to minimize the spatial 
dimensions. Regarding the size of the convolutional 
layers, levels have a 7x7 convolutional layer in the 
first level, a 5x5 layer of convolution in the second 
level, and a 3x3 convolutional layer in the third level. 
These three levels of outputs are then fused using 
Global Average Pooling (GAP) to average the feature 
maps, keeping the most crucial spatial details. Then, 
the architecture contains three more 3x3 
convolutional layers to extract further features. The 
last step of SESF pooling is another 3x3 max 
pooling, refining features to be pooled later during 
the stages of further processing. The early-stage 
mechanism for fusion is the inclusion of fusion at the 
front lines of the processing streams, allowing easy 
extraction of desirable information from the input 
itself. The early fusion mechanism within the SESF 
pooling mechanism differs from DLSF pooling 
because it fuses features at the initial stages of 
processing. These further calm additional extraction 
of applicable information that the input can 
contribute toward the model, and overall 
improvement takes place in its learning attribute and 
classification capabilities. The merging of features 
on the high-level as well as low-level attributes, the 
SESF pooling mechanism makes a notable 
contribution towards receiving more precise 
classification in the Trans attention Classifier.  
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Figure 3: SLSF block in the Proposed model 
 

The DSF computes high scores as features 
required for concatenation. For feature extraction 
and pooling, the DLSF uses a multi-layer 
architecture that is robust to fusion. SESF uses an 
early fusion mechanism with convolutional layers 
and max pooling. In every level, the GAP technique 
will be used to perform feature fusion, reducing 
spatial dimensions but retaining important 
information.  

All these features are concatenated, and 
these final concatenated features act as an input to the 
Trans_attention Classifier module. The attention 
layer in this module, hence enables the proposed 
model to concentrate on pertinent characteristics for 
categorization purposes. The model will boost the 
accuracy of the classifications by combining features 
from many sources and using a very robust feature 
representation, resulting in a comprehensive feature 
vector. 

3.2.2 Trans_attention Classifier module 
The Trans_Attention Classifier outputs the 

combined features of the TFF module. The input 
features are first passed through an embedding layer 
and positional encoding to preserve sequential 
information. They are then passed through 
transformer blocks constituted by MHSA (multi-
head self-attention) and FFN (feed-forward 
networks) in order to detect complex dependencies, 
and scaled dot-product attention helps focus on the 
relevant features. The TFF outputs and the 
transformer blocks' outputs. are merged and input 
into layers that are completely associated with 
SoftMax activation to yield ultimate categorization. 
Self-Adaptive Training is used to train the model. 
Walrus Optimization Algorithm (SA-WaOA) under 
A loss function that is cross-entropy with designs to 
prevent premature convergence and improve training 
stability. 
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Figure 4: Trans-attention Classifier Module in the 
Proposed Model 

3.2.2.1 Transformer Block 

The transformer block in the proposed 
model plays a crucial role in its ability to classify 
input data. It has an encoder-decoder stack. For this 
architecture, there exist six encoders that can be 
further divided into an entity consisting of an MHSA 
network with 1024 neurons and an FFN with 1024 
neurons. Some key elements inside the Transformer 
Block that interact together to boost the functionality 
of the model are as follows: 

Input embedding: The input embedding block in the 
proposed architecture takes raw input data and 
converts it into sequences of vectors to supply to the 
models' subsequent layers. Positional encoding is 
designed to impose an order on the sequence by 
assigning an encoding for each input position, as 
follows: the even positional position encodings are 
calculated using sine functions, while those 
associated with odd positions are calculated via 
cosine functions:  

For even indices,  

𝐸𝐵𝐷௣௢௦(𝑡𝑝, 2𝑛) =  sin(
𝑝𝑜𝑠

1000ଶ௡ ௗ೔೙⁄ൗ )      (5) 

For odd indices,  

𝐸𝐵𝐷௣௢௦(𝑡𝑝, 2𝑛 + 1) =  cos(
𝑝𝑜𝑠

1000ଶ௡ ௗ೔೙⁄ൗ )

 (6) 

where 𝐸𝐵𝐷௣௢௦ is the positional embedding, 
𝑡𝑝 is token position, n is the embedding index, and 
𝑑௜௡ is the embedding dimension. summation of input 
embeddings with positional encodings is passed to 
the focus on oneself layer, enabling the model to 
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learn both content and sequential context, thereby 
assisting the image feature representation and IDS 
performance. 

Encoder and Decoder stacks: The trans-attention 
classifier has six encoders and decoders, each 
comprising an MHSA mechanism and FFN. The 
FFN in the encoder has 1024 neurons, and that in the 
decoder also includes an additional attention layer 
that incorporates the inputs from both the encoder 
and decoder. In both blocks, information flow across 
layers is maintained, using residual connections and 
layer normalization for stability and faster 
convergence. Information leakage has been 
prevented in training using a masked scaled dot-
product attention (MSDPA) decoder. The output 
layers in the final attention layer in the decoder are 
compiled for final classification, which further 
improves the model's performance. 

To process and generate sequential data, 
both Blocks of encoders and decoders are created in 
the suggested model. In each encoder block, the 
MHSA networks and Point-wise FFN with 1024 
neurons can be found. The MHSA features of the 
model allow it to concentrate on various areas 
regarding the input sequence simultaneously. This 
can thus capture intricate relationships between 
elements. The FFN enriches the representation of the 
input data through an application of two linear 
conversions using a ReLU role of activation σ, as 
shown in Eqn. (7).   

𝐹𝐹𝑁(𝑎) =  𝜎(max(0, 𝑎𝑀ଵ + 𝑣ଵ) 𝑀ଶ + 𝑣ଶ)             
(7) 

The parameter ‘𝑎’ represents the input 
vector to the FFN. 𝑀ଵand 𝑀ଶ represents the weight 
matrices for the initial and subsequent linear analyses 
in the FFN. Similarly, 𝑣ଵ and 𝑣ଶ represents the bias 
vectors for the linear transformations that are the first 
and second. Residuals and layer normalization are 
provided to ensure information flow and further 
stability in training. Successive encoders are 
computed by passing the output into the next encoder 
to make progressively refined learned 
representations for the input. 

In the decoder block, the MHSA layers 
attend to different parts of both input and output 
sequences, which helps increase generative 
capabilities. This will avoid overfitting because, with 
the MSDPA mechanism, predictions for any position 
depend only on outputs already known at previous 

positions. The MSDPA can be computed using Eqn. 
(8) as follows, 

𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛 (𝑋, 𝑌, 𝑍) =  𝑠𝑜𝑓𝑡𝑚𝑎𝑥 (𝑊 +  
௑௒೅

ඥ௦೤
)𝑍         

(8) 

The term 𝑋, 𝑌, 𝑍 denotes queries, keys, and 
values in Eqn. (8). The term ඥ𝑠௬  stabilizes gradients 

at the time of training. The matrix 𝑊 ∈  𝑅௞×௞   
ensures that the model does not focus on later 
positions in the sequence; hence, the model 
prediction for the nth position only depends on 
known outputs up to positions less than 𝑛, which 
helps in decreasing overfitting. 

In the self-attention layer, −∞ is added to 
mask the SoftMax feature. The SoftMax role of 
activation normalizes the rows of the matrix such that 
they become a probability distribution. Thus, the 
input is represented in a new form, which is the dot 
product of 𝑍 with the normalized matrix. To enhance 
the self-attention layer, the multi-head mechanism is 
implemented. Each attention head has its 𝑋/𝑌/𝑍 
weight matrix, which it calculates separately. The 
calculation process of each head is the same as that 
of the single head attention as shown in Eqn. (9) and 
(10).  

𝑀𝑢𝑙𝑡𝑖𝐻𝑒𝑎𝑑 (𝑋, 𝑌, 𝑍) = 𝐶𝑜𝑛𝑐𝑎𝑡 (𝐻ଵ, … . 𝐻௛)𝑀ை     
(9) 

𝐻௡ = 𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛(𝑋𝑀௡
௑ , 𝑌𝑀௡

௒, 𝑍𝑀௡
௓) (10) 

The results from each head are joined to 
create the final results. 𝑀ை is the weight matrix, 𝐻௡ 
represents the results of the 𝑛-th attention head, each 
calculated independently. This method enables the 
model to concentrate on various positions and 
provide multiple representative subspaces for the 
attention layer. 

As a final stabilization for training to 
converge, layer normalization ‘𝐿𝑁(𝑣௜)’ applies to 
each input sample 𝑥 ∈  𝑅௦ as in Eqn. (11), 

𝐿𝑁(𝑣௜) =  
௩೔ିఓ

ఋ
. 𝜆 + 𝜔        (11) 

where 𝑣௜ is the input vector, µ and δ are, 
respectively, the input feature's mean and standard 
deviation. On top of that, two trainable affine 
transformation parameters 𝜆 ∈  𝑅௦ and 𝜔 ∈  𝑅௦ are 
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applied to the normalized input. This also ensures 
that the output of every layer becomes zero mean and 
unit variance, which makes training more stable and 
very likely to converge faster. 

Another point-wise FFN is used in a similar 
way as in the encoder to enhance feature 
representations using two linear transformations 
followed by ReLU activation. Residual connections 
and layer normalization are also used to maintain 
effective flow and stability in training. After the 
decoder stacks have learned information, the final 
attention layer combines the information from both 
encoders and decoders to yield a complete output 
result for classification tasks. 

Attention Block: The Attention Block utilizes the 
output of the multi-head self-attention (MHSA) 
mechanism to obtain meaningful features for 
classification. It performs Global Average Pooling 
(GAP) on the attention output, followed by two fully 
connected (FC) layers with ReLU activations to add 
non-linearity to the features. Layer normalization 
assists with the stability of training and improves 
convergence speed. The last classification is done 
with the SoftMax function used, which maps the 
weighted attention feature values to class 
probabilities: 

𝑆𝑜𝑓𝑡𝑀𝑎𝑥(𝑧௜) =
௘೥೔

∑ ௘
೥ೕ಴

ೕసభ

, 𝑖 = 1, 2, … , 𝐶             (12) 

where 𝑧௜ is the SoftMax input value for the 
class 𝑖 and 𝐶 is the quantity of classes. Moreover, 
masking provides a guarantee that predictions are 
based solely on right known outputs, thus achieving 
some constraints of overfitting. The feed-forward 
networks (FFN) within each decoder and encoder 
block support gradient flow when training, and this 
also promotes the ability of the deeper architecture to 
learn. The output of the SoftMax layer gives the final 
intrusion detection by mapping each input sample to 
its predicted class, and the classification task  

3.3 Hyperparameters Tuning using SA-WaOA 
A self-adaptive Walrus optimization 

algorithm is incorporated as an important module 
within the TFF_ATNet model for IDS in the IoT. The 
training models are optimized by improving learning 
features using triplet fusion and attention 
mechanisms. The quality of solutions increases with 
the use of a cross-entropy loss function. The random 
inertia weight strategy is used to prevent premature 

convergence and its corresponding expression is 
shown in Eqn. (13).  

𝐼௪(𝑡) = 0.5 + 
௖

ଶ
                           (13) 

Where 𝑐 ~ 𝑈(0,1) 

𝑃௫,௬
ௌయ =  𝑃௫,௬ + (𝐿௟௕,௬

௧ + (𝐿௨௕,௬
௧ −  𝑟𝑎𝑛𝑑. 𝐿௟௕,௬

௧ ))     
(14) 

𝑃௫,௬
ௌయ = 𝐼௪ . 𝑃௫,௬ + (𝐿௨௕,௬

௧ −  𝐼௪ . 𝐿௨௕,௬
௧ )  (15) 

 Here 𝐼௪ is the weight of inertia. at time step 
𝑡, ‘c’ Is a uniform distribution used to sample the 
random variable? U (0,1). ‘𝑃௫,௬

ௌయ ’ is the position of the 
solution in the dimension ‘x’ with iteration ‘y’ at 
phase 3 of ‘𝑆ଷ’. The local lower bound and upper 
bound are denoted as 𝐿௟௕ and 𝐿௨௕ respectively. 

By replacing the random number with an 
inertia weight, this algorithm helps in achieving 
high-level classification performance. SA-WaoA 
combined with TFF_ATNet improves the accuracy 
of classification within the IDS framework. 
Optimization in an algorithm allows the model to 
generalize better towards unseen data, which is vital 
when working with dynamic IoT systems. The scaled 
dot-product attention mechanism enriches the 
additional information in the embeddings as it 
constructs a more informed input representation that 
aids classifications. This inclusion makes the model 
robust and efficient against all IoT security 
challenges. 

4 RESULTS 
The proposed model, implemented in 

Python, is evaluated using three datasets, specifically 
UNSW-nb15-dataset, TON_IoT datasets, and CIC-
IDS2017 dataset. The proposed model's performance 
is compared with some prevalent techniques, such as 
Transformer, CNN, LSTM, RNN, and ensemble 
learning. The evaluation process focuses mainly on 
some crucial metrics like false positive rate (FPR), 
false negative rate (FNR), sensitivity, specificity, 
accuracy, and computation time. These are the 
metrics used in the evaluation of the performance of 
this model with regard to the capability to 
realistically detect and classify intrusions.  

4.1 Data Collection  
To assess the proposed opportunity 

detection framework, three benchmark data sets were 
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chosen: UNSW-NB15, TON_IoT, and CIC-
IDS2017. UNSW-NB15 was created utilizing IXIA 
PerfectStorm and has 100ௗGB of network traffic that 
is organized into nine attack categories; it contains 
49 features and consists of 175,341 records for the 
training materials and 82,332 records for the test 
collection [27]. TON_IoT provides large-scale, 
heterogeneous IoT/IIoT data across various 
networks, sensors, and logs, making it ideal for AI-
based cybersecurity testing in this space [28]. CIC-
IDS2017 contains real-world network traffic with 
attacking traffic types, including denial of service 
(DoS/DDoS), infiltration (to capture data), and 
botnets on multiple protocols, and in PCAP and CSV 
format [29]. Collectively, these datasets present a 
diverse foundation to evaluate the model in varied 
network environments. 

4.2 Performance evaluation 
The proposed TFF_ATNet framework has 

been tested on benchmark datasets, and its 
effectiveness has been contrasted with standard 
models (i.e., DCNN, ResNet, LSTM, Stacking 
Ensemble, Ensemble CNN-GRU, and Transformer) 
using performance metrics that included F1-score, 
MCC, NPV, FPR, FNR, accuracy, precision, 
sensitivity, and specificity as well as computation 
time. The results highlight that TFF_ATNet with SA-
WaOA consistently outperformed all other models, 
with low false alarm rates, good detection accuracy, 
and fast computation time, proving its suitability for 
the identification of intrusions in real time. 

Table 1 Evaluation of performance compared with proposed and 
existing optimization for Dataset 1 

Metrics 
TFF_AT
Net_PS

O 

TFF_A
TNet_G

A 

TFF_AT
Net_Wao

A 

TFF_ATN
et_SAWao

A 
Accurac

y 
0.895 0.925 0.955 0.9993 

Precision 0.885 0.9 0.93 0.9881 

Sensitivit
y 

0.92 0.915 0.945 0.9909 

Specifici
ty 

0.89 0.935 0.91 0.9769 

F1-Score 0.825 0.9 0.935 0.9882 

MCC 0.855 0.9 0.96 0.98125 

NPV 0.825 0.915 0.945 0.98104 

FPR 0.21 0.11 0.09 0.02148 

FNR 0.195 0.09 0.083 0.02077 

Computa
tion 

Time 
330 140 110 98 

Table 1 shows a comparison of TFF_ATNet 
with various optimization approaches, including 

PSO, GA, WaoA, and SA-WaOA. The SA-WaOA 
algorithm improved performance, resulting in the 
highest performance: a precision of 0.9993, an 
accuracy of 0.9881, a sensitivity of 0.9909, a 
specificity of 0.9769, and an F1-score of 0.9882. The 
SA-WaOA performance measures were also 
significantly higher than the other optimization 
approaches. The MCC and NPV were highest at 
0.98125 and 0.98104, respectively, with the lowest 
rates of false positives and false negatives of 0.02148 
and 0.02077. Finally, SA-WaOA had the fastest 
computation times (98 ms). The results indicate that 
SA-WaOA both improves detection performance and 
task efficiency relative to the other optimization 
approaches. 

Table 2 Evaluation of performance compared with 
proposed and existing optimization for Dataset 2 

Metrics 
TFF_AT
Net_PS

O 

TFF_A
TNet_G

A 

TFF_AT
Net_Wao

A 

TFF_ATN
et_SAWao

A 
Accurac

y 
0.88 0.915 0.95 0.9861 

Precision 0.87 0.9 0.92 0.9794 

Sensitivit
y 

0.92 0.905 0.94 0.9921 

Specifici
ty 

0.87 0.895 0.9 0.9847 

F1-Score 0.81 0.9 0.925 0.97228 

MCC 0.835 0.909 0.955 0.9826 

NPV 0.82 0.92 0.94 0.9774 

FPR 0.195 0.105 0.087 0.0219 

FNR 0.18 0.085 0.092 0.02349 

Computa
tion 

Time 
320 145 125 90 

Table 2 shows how the TFF_ATNet model 
performed using different optimization strategies: 
PSO, GA, WaoA, and SA-WaOA. Overall, 
TFF_ATNet_SAWaoA produced better results across 
the evaluation metrics with precision, accuracy, 
sensitivity, specificity, and F1-score of 0.9861, 
0.9794, 0.9921, 0.9847, and 0.97228, respectively. 
The MCC and NPV of the TFF_ATNet_SAWaoA 
were also the highest at 0.9826 and 0.9774, 
respectively, showing that the classifier was also 
reliable. This variant also recorded the lowest 
percentage of false positives (0.0219) and rate of 
false negatives (0.02349), which demonstrates error 
reduction. Additionally, SA-WaOA also had the least 
computation time of 90 ms, so it is suitable for real-
time intrusion detection. The results exhibited the 
increased detection performance and efficient 
detection performance of TFF_ATNet_SAWaoA 
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compared with the detection performance of 
TFF_ATNet with PSO, GA, and WaoA. 

Table 3 Evaluation Of Performance Compared With 
Proposed And Existing Optimization For Dataset 3 

Metrics 
TFF_AT
Net_PS

O 

TFF_A
TNet_G

A 

TFF_AT
Net_Wao

A 

TFF_ATN
et_SAWao

A 
Accurac

y 
0.9 0.93 0.965 0.987 

Precision 0.89 0.925 0.92 0.9803 

Sensitivit
y 

0.95 0.92 0.935 0.9927 

Specifici
ty 

0.9 0.91 0.925 0.9855 

F1-Score 0.835 0.915 0.92 0.97234 

MCC 0.865 0.915 0.95 0.98283 

NPV 0.83 0.91 0.955 0.97196 

FPR 0.22 0.115 0.087 0.0131 

FNR 0.21 0.095 0.075 0.01362 

Computa
tion 

Time 
340 150 120 78 

Table 3 presents the performance of 
TFF_ATNet with different strategies of optimization, 
such as PSO, GA, WaoA, and SA-WaOA. The 
optimal performance was achieved in the SA-WaOA 
variant with an accuracy of 0.987, precision of 
0.9803, sensitivity of 0.9927, specificity of 0.9855, 
and F1-score of 0.97234, outperforming the other 
options. The MCC and NPV were also higher in SA-
WaOA (at 0.98283 and 0.97196, respectively), which 
are good indicators of reliable performance and 
strong classification. The model boasted the least 
false positive rate (0.0131) and false negative rate 
(0.01362), demonstrating the capability for a reduced 
error rate. Additionally, SA-WaOA provided the least 
computation time at 78 ms, indicating the proposed 
optimization improves the efficiency and accurate 
classification of TFF_ATNet for intrusion detection. 

(a) (b) 

(c) (d) 

 
(e) (f) 

(g) (h) 

 
 

 
Figure 5 (A)-(I): Performance Metrics Analysis Of The 

Proposed Model 
The proposed measures, such as specificity, 

sensitivity, accuracy, and precision, F1-Score, MCC, 
FPR, NPV, FNR, Computation Time, are visually 
depicted in Figures 5 (a) to (i). 

Table 4 Evaluation Of Performance Compared With 
Proposed And Existing Methods For Dataset 1 

Metri
cs 

D
C
N
N 

RE
SN
ET 

LS
T
M 

Stacki
ng 

Ensem
ble 

Ens
emb
le_ 
CN
N_
GR
U 

Tra
nsfo
rme

r 

Pr
op
ose
d 

Accur
acy 

0.
91
24 

0.9
374 

0.
89
56 

0.9159 0.91
83 

0.94
01 

0.9
993 

Precisi
on 

0.
92
76 

0.9
142 

0.
86
97 

0.9364 0.93
88 

0.91
68 

0.9
881 
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Sensiti
vity 

0.
90
68 

0.9
385 

0.
92
67 

0.8762 0.87
89 

0.93
98 

0.9
909 

Specifi
city 

0.
92
61 

0.9
056 

0.
88
31 

0.9202 0.92
21 

0.90
85 

0.9
769 

F1-
Score 

0.
93
55
4 

0.9
276

2 

0.
83
12
6 

0.9324
5 

0.93
47 

0.93
11 

0.9
882 

MCC 0.
93
30
2 

0.9
444

8 

0.
83
89
5 

0.9271
3 

0.92
89 

0.94
56 

0.9
812
5 

NPV 0.
92
88
4 

0.9
380

6 

0.
83
30
7 

0.9336
8 

0.93
45 

0.94
02 

0.9
810
4 

FPR 0.
09
71 

0.1
295 

0.
19
83 

0.0955 0.10
02 

0.13
68 

0.0
214
8 

FNR 0.
09
31
2 

0.1
521 

0.
17
58 

0.1669 0.17
26 

0.15
74 

0.0
207
7 

Comp
utation 
Time 

12
3 

210 32
1 

256 263 205 98 

Table 4 illustrates a comparison between 
TFF_ATNet and the base architectures being tested 
(DCNN, ResNet, LSTM, Stacking Ensemble, 
Ensemble CNN-GRU, and Transformer). The result 
of the proposed model was best among all models 
with the following measures: accuracy 0.9993, 
precision 0.9881, sensitivity 0.9909, specificity 
0.9769, and F1-score 0.9882. The measures MCC 
and NPV were the best at 0.98125 and 0.98104, and 
the false positive and negative rates were the lowest 
(0.02148 and 0.02077). Furthermore, it had the 
fastest computation time of 98 ms, which further 
demonstrates that TFF_ATNet had the best accuracy 
and effectiveness for real-time intrusion detection.  

 

Table 5 Evaluation Of Performance Compared With 
Proposed And Existing Methods For Dataset 2 

Metri
cs 

D
C
N
N 

RE
SN
ET 

LS
T
M 

Stacki
ng 

Ensem
ble 

Ens
emb

le 
CN
N_
GR
U 

Tra
nsfo
rme

r 

Pr
op
ose
d 

Accur
acy 

0.
90
27 

0.9
308 

0.
89
17 

0.9237 
0.89
87 

0.91
43 

0.9
861 

Precisi
on 

0.
93
94 

0.9
451 

0.
78
86 

0.9203 
0.87
52 

0.92
89 

0.9
794 

Sensiti
vity 

0.
87
89 

0.9
198 

0.
91
24 

0.8871 
0.92
85 

0.90
76 

0.9
921 

Specifi
city 

0.
90
87 

0.9
312 

0.
89
38 

0.9265 
0.88
52 

0.92
85 

0.9
847 

F1-
Score 

0.
93
16
5 

0.9
272

3 

0.
82
90
9 

0.9252
1 

0.83
45 

0.93
62 

0.9
722
8 

MCC 

0.
92
02
9 

0.9
428

7 

0.
85
29
8 

0.9380
9 

0.84
08 

0.93
35 

0.9
826 

NPV 

0.
93
44
7 

0.9
277

5 

0.
83
19
9 

0.9290
3 

0.83
52 

0.93
01 

0.9
774 

FPR 

0.
12
54
3 

0.1
415

2 

0.
08
3 

0.185 
0.20
67 

0.09
96 

0.0
219 

FNR 
0.
15
24 

0.1
485

4 

0.
09
53
2 

0.1189 
0.18
21 

0.09
03 

0.0
234
9 

Comp
utation 
Time 

10
9 

187 
14
3 

124 318 126 90 

Table 5 displays a comparison of 
TFF_ATNet to baseline models. The proposed model 
attained the best performance, with the following 
metrics: an accuracy of 0.9861, a precision of 0.9794, 
a sensitivity of 0.9921, a specificity of 0.9847, and 
an F1-score of 0.97228. The MCC and NPV were 
also the highest (0.9826; 0.9774), while the false 
positive and false negative rates were the lowest 
(0.0219; 0.02349). Lastly, the proposed model also 
had the lowest computation time (90 ms), which 
shows that the proposed model outperforms the 
remaining models in accuracy and efficiency when it 
is being considered for intrusion detection. 

Table 6 Evaluation Of Performance Compared With 
Proposed And Existing Methods For Dataset 3 

Metri
cs 

D
C
N
N 

RE
SN
ET 

LS
T
M 

Stacki
ng 

Ensem
ble 

Ens
emb

le 
CN
N_
GR
U 

Tra
nsfo
rme

r 

Pr
op
ose
d 

Accur
acy 

0.
90
4 

0.9
293 

0.
89
3 

0.9241 
0.92
13 

0.94
48 

0.9
87 

Precisi
on 

0.
93
86 

0.9
443 

0.
78
56 

0.919 
0.90
91 

0.91
95 

0.9
803 

Sensiti
vity 

0.
87
77 

0.9
205 

0.
91
46
5 

0.8878 
0.92

1 
0.94
23 

0.9
927 

Specifi
city 

0.
90
98 

0.9
295 

0.
89
45 

0.9248 
0.90
76 

0.91
21 

0.9
855 
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F1-
Score 

0.
93
18
3 

0.9
269

7 

0.
82
93
5 

0.9253
4 

0.91
82 

0.93
54 

0.9
723
4 

MCC 
0.
90
01 

0.9
229

6 

0.
85
25
3 

0.9379
7 

0.91
31 

0.94
78 

0.9
828
3 

NPV 

0.
91
40
9 

0.9
281

5 

0.
83
12
7 

0.9292
1 

0.93
68 

0.94
21 

0.9
719
6 

FPR 

0.
09
50
7 

0.1
134 

0.
10
66 

0.1843 
0.21

5 
0.14
42 

0.0
131 

FNR 
0.
09
55 

0.1
683

9 

0.
15
61 

0.1204 
0.19
02 

0.16
79 

0.0
136
2 

Comp
utation 
Time 

10
9 

210 
18
9 

143 314 200 78 

 Table 6 presents a comparison of 
TFF_ATNet's performance against various baseline 
deep learning models, namely DCNN, ResNet, 
LSTM, Stacking Ensemble, Ensemble CNN-GRU, 
and Transformer. TFF_ATNet boasts the highest 
performance across baseline models while providing 
the following benchmarks; accuracy 0.987, precision 
0.9803, sensitivity 0.9927, specificity 0.9855, and 
F1-score 0.97234. The Matthews correlation 
coefficient and negative predictive value were 
comparatively superior at 0.98283 and 0.97196, 
while false positive and false negative rates were the 
lowest (0.0131 and 0.01362, respectively), indicating 
highly reliable classification. And as with previous 
results, the mentioned performance was achieved in 
the least amount of computation time (78 ms), 
demonstrating high accuracy and efficiency for real-
time intrusion detection. These empirical findings 
support the position that triplet feature fusion, 
attention-based transformer architecture, and the SA-
WaOA approach advances are greatly superior to 
using conventional deep learning approaches. 

 

(a) (b) 

 
 

(c) (d) 

  

(e) (f) 

(g) (h) 

 

(i) 

 
Figure 6 (A)-(I): Comparison Of The Proposed Model 

With Existing Models 
The proposed measures, such as specificity, 

sensitivity, accuracy, and precision, F1-Score, MCC, 
NPV, FPR, FNR, Computation Time, are visually 
depicted in Figures 6 (a) to (i). 

4.3 Tuning result 
Tuning hyperparameters made a notable 

difference in accuracy across the evaluated datasets. 
The optimal accuracy (0.9919) for the CIC-IDS2017 
dataset came at 100 epochs, 64 batch size, and 0.001 
learning rate. The UNSW-NB15 dataset at the 
highest accuracy (0.9828) used the same learning 
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rate and batch size at 40 epochs, while TON_IoT 
achieved (0.9706) using similar settings. Overall, 
tuning the learning rates lower and batch sizes larger 
improved accuracy while demonstrating that the 
model is sensitive to hyperparameter tuning and 
needed the careful consideration of epochs to avoid 
overfitting or underfitting. 

Table 7: Accuracy Analysis of the Proposed Model 

Learning 
Rate 

Batch 
Size 

Epo
chs 

Test Accuracy 

CIC-
IDS2017 

UNS
W-

NB1
5 

TON_
IoT 

0.01 16 20 0.9297 
0.772

7 
0.8072 

0.01 16 60 0.7702 
0.938

9 
0.7525 

0.01 32 20 0.9174 
0.793

1 
0.9021 

0.01 32 60 0.9024 
0.756

1 
0.7635 

0.01 32 80 0.9146 
0.781

4 
0.8892 

0.01 64 40 0.7556 
0.788

5 
0.9245 

0.01 64 80 0.9245 
0.916

3 
0.8574 

0.01 64 100 0.8316 
0.796

9 
0.9033 

0.001 16 20 0.7959 
0.910

4 
0.7819 

0.001 16 40 0.793 
0.939

9 
0.8037 

0.001 16 60 0.9009 
0.767

1 
0.8976 

0.001 16 100 0.8399 
0.792

9 
0.901 

0.001 32 20 0.894 
0.947

8 
0.7789 

0.001 32 80 0.9278 
0.874

1 
0.8301 

0.001 32 100 0.9362 
0.760

2 
0.867 

0.001 64 20 0.785 
0.847

6 
0.9113 

0.001 64 40 0.8673 
0.982

8 
0.787 

0.001 64 100 0.9919 
0.820

9 
0.9706 

 

Table 7 demonstrates that careful tuning of 
batch size, learning rate, and epochs increases the 
performance of the proposed model. Highest 
accuracies were achieved of 0.9919 (CIC-IDS2017), 
0.9828 (UNSW-NB15), and 0.9706 (TON_IoT), all 
of which occurred at learning rates of 0.001 for larger 
batch sizes and extended training period. This 
indicates the robustness and adaptability of the 
model to different datasets. 

4.4 Ablation study 
This section describes an ablation study on 

three standard datasets for intrusion detection, i.e., 
CIC-IDS2017, UNSW-NB15, and TON_IoT, to 
evaluate how different configurations and feature 
selection techniques, together and in combination, 
contribute to the overall effectiveness of the 
TFF_ATNet prototype. The one that experiments 
used combinations of integration of Apache Spark, 
Chi-Square, Mutual Information, Dual Statistical 
Features, Deep Late Stacking, and Shallow Early 
Stacking. The results revealed that including the 
different available techniques greatly improved 
detection accuracy, precision, and overall 
generalization performance, compared to 
configurations alone. The feature selection 
techniques of Chi-Square and Mutual Information 
performed consistently well across datasets. The 
integration of Apache Spark and hybrid stacking 
techniques greatly improved learning efficiency and 
reduced computing. In general, the ablation study 
showed that the proposed enhancements improved 
classification performance and improved robust 
intrusion detection performance in diverse networks 
and environments. 
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Table 8 Ablation Study Of The Proposed Model Using 
CIC-IDS2017 Dataset 

Model Configuration A
cc 

Pr
e 

Se
n 

S
pe 

 

F-
M
e 

TFF_ATNet without 
Apache Spark 

78
.5 

75
.3 

80
.2 

77
.1 

77
.6 

TFF_ATNet with Apache 
Spark 

99
.8 

98
.7 

99 96
.7 

98 

TFF_ATNet without Chi-
Square 

79
.3 

76
.1 

81
.5 

78 78
.8 

TFF_ATNet with Chi-
Square 

99
.8 

98
.7 

99 96
.7 

98 

TFF_ATNet without 
Mutual Information 

81 78
.2 

82
.4 

79
.9 

80
.9 

TFF_ATNet with Mutual 
Information 

99
.8 

98
.7 

99 96
.7 

98 

TFF_ATNet without Dual 
Statistical Feature 

82
.2 

79
.3 

83
.5 

80
.8 

81
.7 

TFF_ATNet with Dual 
Statistical Feature 

99
.8 

98
.7 

99 96
.7 

98 

TFF_ATNet without Deep 
Late Stacking 

84 81
.7 

85
.1 

82
.4 

83
.3 

TFF_ATNet with Deep 
Late Stacking 

99
.8 

98
.7 

99 96
.7 

98 

TFF_ATNet without 
Shallow Early Stacking 

83
.1 

80
.5 

84
.3 

81
.6 

82
.4 

TFF_ATNet with Shallow 
Early Stacking 

99
.8 

98
.7 

99 96
.7 

98 

Table 8 presents the ablation study of 
TFF_ATNet on the CIC-IDS2017 dataset. Without 
enhancements, the model achieves moderate 
performance (accuracy 78.5–84%, precision 75.3–
81.7%, sensitivity 80.2–85.1%, F-measure 77.6–
83.3%). Integrating Apache Spark, Chi-Square, 
Mutual Information, Dual Statistical Features, Deep 
Late Stacking, and Shallow Early Stacking boosts 
performance substantially, achieving 99.8% 
accuracy, 98.7% precision, 99% sensitivity, 96.7% 
specificity, and 98% F-measure. These results 
confirm that distributed preprocessing, statistical 

feature fusion, and hybrid stacking are critical for 
robust and accurate intrusion detection. 

Table 9 Ablation study of the proposed model using 
UNSW-NB15 Dataset 

Model 
Configuratio

n 

Acc 

(%) 

Pre 

(%) 

Sen 

(%) 

Spe 

(%) 

F-Me 

(%) 

TFF_ATNet 
without 

Apache Spark 

76.5 73.4 78 74.1 75.7 

TFF_ATNet 
with Apache 

Spark 

98.61 97.94 99.21 98.46 97.72 

TFF_ATNet 
without Chi-

Square 

77.8 74.6 79.3 75.8 76.2 

TFF_ATNet 
with Chi-

Square 

98.61 97.94 99.21 98.46 97.72 

TFF_ATNet 
without 
Mutual 

Information 

79 75.1 80.1 76.9 77.2 

TFF_ATNet 
with Mutual 
Information 

98.61 97.94 99.21 98.46 97.72 

TFF_ATNet 
without Dual 

Statistical 
Feature 

80.5 76.3 81.2 78 78.1 

TFF_ATNet 
with Dual 
Statistical 
Feature 

98.61 97.94 99.21 98.46 97.72 

TFF_ATNet 
without Deep 
Late Stacking 

82 77.4 82.5 77.9 79.3 

TFF_ATNet 
with Deep 

Late Stacking 

98.61 97.94 99.21 98.46 97.72 

TFF_ATNet 
without 

81.5 76 81.7 77.2 78.8 
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Shallow Early 
Stacking 

TFF_ATNet 
with Shallow 

Early Stacking 

98.61 97.94 99.21 98.46 97.72 

 

Table 9 presents the ablation study of 
TFF_ATNet on the UNSW-NB15 dataset. The 
model, without any enhancements, achieves decent 
performance (accuracy 76.5–82%, precision 73.4–
77.4%, sensitivity 78–82.5%, F-measure 75.7–
79.3%). By integrating Apache Spark, Chi-Square, 
Mutual Information, Dual Statistical Features, Deep 
Late Stacking, and Shallow Early Stacking, the 
performance is dramatically improved to an accuracy 
of 98.61%, precision of 97.94%, sensitivity of 
99.21%, specificity of 98.46%, and F-measure of 
97.72% overall. The outcomes show that high 
detection accuracy and stable classification on the 
UNSW-NB15 dataset are dependent on distributed 
preprocessing (Apache Spark, Chi-Square, Mutual 
Information), statistical features fusion (Dual 
Statistical Features, Deep late stacking), and hybrid 
stacking techniques (Shallow Early Stacking). 

Table 10 Ablation study of the proposed model using 
TON_IoT Dataset 

Model Configuration A
cc 

Pr
e 

Se
n 

Sp
e 

F-
M
e 

TFF_ATNet without 
Apache Spark 

82
.4 

74.
9 

81.
3 

75.
5 

75.
8 

TFF_ATNet with 
Apache Spark 

98
.7 

98.
03 

99.
27 

98.
55 

97.
23 

TFF_ATNet without 
Chi-Square 

80
.7 

72.
4 

79.
5 

74.
8 

74.
1 

TFF_ATNet with Chi-
Square 

98
.7 

98.
03 

99.
27 

98.
55 

97.
23 

TFF_ATNet without 
Mutual Information 

83
.2 

75 82.
1 

76.
4 

75.
6 

TFF_ATNet with Mutual 
Information 

98
.7 

98.
03 

99.
27 

98.
55 

97.
23 

TFF_ATNet without 
Dual Statistical Feature 

84
.1 

76.
2 

83.
4 

78.
6 

76.
9 

TFF_ATNet with Dual 
Statistical Feature 

98
.7 

98.
03 

99.
27 

98.
55 

97.
23 

TFF_ATNet without 
Deep Late Stacking 

85
.3 

77.
5 

84.
8 

79.
9 

78.
1 

TFF_ATNet with Deep 
Late Stacking 

98
.7 

98.
03 

99.
27 

98.
55 

97.
23 

TFF_ATNet without 
Shallow Early Stacking 

86
.4 

78.
1 

85.
6 

80.
7 

78.
9 

TFF_ATNet with 
Shallow Early Stacking 

98
.7 

98.
03 

99.
27 

98.
55 

97.
23 

Table 10 shows an ablation experiment of 
TFF_ATNet on the TON_IoT dataset. In the absence 
of any modifications, the TFF_ATNet model shows 
average performance measures, notably with 
accuracy measuring between 82.4% and 86.4%, 
precision 72.4 to 78.1%, sensitivity 79.5 to 85.6% 
and F-measure 75.8% and 78.9% overall. However, 
through the incorporation of Apache Spark, Chi-
Square, Mutual Information, Dual Statistical 
Features, Deep Late Stacking, and Shallow Early 
Stacking, it shows a significant performance gain 
with overall accuracy of 98.7%, precision of 98.03%, 
sensitivity of 99.27%, specificity of 98.55%, and F-
measure of 97.23%. The outcomes show 
improvements in distributed pre-processing, 
statistical feature fusion, and hybrid stacking, 
considerably increasing the robustness, accuracy, 
and speed of intrusion detection designed with the 
TON_IoT dataset. 

4.5 Discussion 
According to the analysis, 

TFF_ATNet_WaoA is more efficient than the other 
models, TFF_ATNet_PSO and TFF_ATNet_GA. 
TFF_ATNet_SAWaoA is an improvement on 
TFF_ATNet_WaoA with the addition of a self-
adaptive version of WaoA, which allows better 
adaptability to changing situations in the network as 
well as overall increased efficiency. This increases 
the ability of IDS to achieve high specificity, reduce 
FPRs, and minimize computations. It manages to 
solve the problem of imbalance within the network 
traffic, uses Apache Spark technology, and learns the 
relevant features of the data. 

When comparing the proposed framework 
to other techniques described in the IDS literature, it 
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becomes evident that our approach exhibits better 
performance in accuracy, sensitivity, reduced 
computation time, and decreased false alarms. 
Traditional deep learning and transformer-based IDS 
models are usually constrained by their dependence 
on single-level feature extraction, thus resulting in 
increased computational costs and poor scalability. 
By leveraging the combination of SESF, DLSF, and 
DSF through Triplet Feature Fusion in the proposed 
architecture, it is possible to achieve generalized 
feature learning and enhanced robustness during 
classification across different types of datasets. 
Additionally, the use of distributed data 
preprocessing based on Apache Spark enables 
improved scalability and facilitates the analysis of 
big volumes of IoT network traffic data. Finally, by 
utilizing SA-WaOA optimization technique, the 
authors can significantly improve convergence 
stability and adaptive learning capabilities, yielding 
lower rates of false positive and false negative alerts 
than traditional approaches. 

The model is a revolutionary approach 
towards cybersecurity in the field of IoT, as far as 
attack detection and effective classification, 
lowering of operational costs, and the ability to adapt 
to the changing networks are concerned. But, there is 
always scope for improvement as far as this model is 
concerned. The major weaknesses of this particular 
model include the complexity involved in training, 
reliance on large datasets, computation demands, and 
lack of transparency. Future work could be done to 
address all these issues. Other topics of future 
interest include zero-day attack detection and 
federated learning. 
4.6 Difference from Existing Research and 
Research Contribution 
The recent IDS approaches have made substantial 
improvements in classification accuracy through the 
application of deep learning approaches, transformer 
models, and optimization techniques. Nonetheless, 
some IDS approaches still face challenges such as 
scalability issues, high computational complexity, 
inadequate feature representation, and low 
adaptability for dynamic IoT systems. Hence, this 
chapter provides a comparative evaluation of the 
proposed approach with previous IDS approaches to 
demonstrate the significance of the proposed IDS 
over contemporary methods. A comparison table is 
provided 

 

 

 

Table 11 Comparison Of Proposed TFF_Atnet With 
Existing IDS Methods 
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ML-
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featu
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izatio
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Limit
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CNN
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featu
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Limite
d 

attenti
on 
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optim
izatio
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Mod
erate 

Mod
erate 
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form
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sfor
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re 
learn
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Self-
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on 

Limit
ed 

adapti
ve 

optim
izatio
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Rarel
y 

integr
ated 

High 
com
putat
ion 
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head 

Mod
erate 

Prop
osed 
TFF_
ATN

et 

SES
F + 

DLS
F + 
DSF 
hybri

d 
featu

re 
fusio

n 

Trans_
Attenti

on 
multi-
head 

mecha
nism 

SA-
WaO

A 
adapti

ve 
optim
izatio

n 

Apach
e 

Spark
-based 
distrib
uted 

prepro
cessin

g 

High 
with 
low 
com
putat
ion 
time 

Hig
h 

 

The proposed architecture is distinguished 
from previous IDS systems by its use of hybrid 
feature fusion, attention learning through 
transformers, distributed preprocessing, and 
adaptive optimization. In contrast to traditional 
architectures that depend on only one layer for 
feature extraction, the new system utilizes a 
combination of SESF, DLSF, and DSF to effectively 
learn the traffic representation. Moreover, Apache 
Spark offers better scalability while SA-WOAO 
provides greater flexibility and fast convergence. 
The experiments conducted show increased accuracy 
with reduced false alarm, false negative rates, and 
faster computation time than existing IDS systems. 

 
5 CONCLUSION 

This research proposed a novel intrusion 
detection framework, namely TFF_ATNet, to 
address major challenges in IDS, such as feature 
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imbalance, distributional inconsistencies, scalability 
limitations, and high false alarm rates in IoT network 
environments. The objectives of the study were 
successfully achieved through the integration of 
Triplet Feature Fusion using SESF, DLSF, and DSF 
for comprehensive traffic representation learning, 
Trans_Attention-based classification for effective 
dependency learning, SA-WaOA optimization for 
improved convergence and adaptive detection 
capability, and Apache Spark-based distributed 
preprocessing for scalable and efficient data 
handling. The integration of hybrid feature fusion 
significantly improved generalization capability by 
capturing both low-level and high-level traffic 
characteristics, while the SA-WaOA optimization 
enhanced classification stability and reduced 
computational overhead. 

The proposed framework was evaluated 
using benchmark datasets including CIC-IDS2017, 
UNSW-NB15, and TON_IoT, achieving superior 
performance with 0.9993 accuracy, 0.9909 
sensitivity, 0.9769 specificity, and computation time 
below 98 ms. The obtained results demonstrate the 
practical applicability of the proposed framework for 
IoT cybersecurity environments by improving 
detection capability, reducing false positive and false 
negative rates, and enhancing overall robustness 
compared with existing IDS approaches. These 
findings indicate that the combination of distributed 
preprocessing, adaptive optimization, and attention-
driven hybrid feature learning provides an effective 
solution for next-generation intrusion detection 
systems. 

Despite the promising performance, the 
proposed framework still has certain limitations, 
including computational complexity during training, 
dependency on benchmark datasets, limited 
interpretability of deep learning decisions, and 
challenges associated with real-world deployment in 
highly dynamic IoT infrastructures. Therefore, future 
work will focus on developing lightweight and 
explainable IDS models, integrating federated 
learning mechanisms for privacy-preserving 
distributed detection, improving zero-day attack 
detection capability, and enhancing model 
adaptability for large-scale real-world cybersecurity 
applications. 
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ANNEXURE I 

The definition for metrics used in the analysis 
of the proposed model is as follows. 

Accuracy: It specifies the overall correctness 
of the model in terms of network traffic 
classification. High accuracy will reduce false 
positives and false negatives, which is 
important for secure networks. Accuracy is 
the ratio of the number of correct predictions 
(true positives, true negatives) divided by 
total predictions. 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦

=  
𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠 + 𝑇𝑟𝑢𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑠

𝑇𝑜𝑡𝑎𝑙 𝑃𝑟𝑒𝑑𝑖𝑐𝑡𝑖𝑜𝑛𝑠
 

Precision: Measures the model's accuracy in 
identifying positive instances (threats). It's the 
ratio of true positive predictions to total 
positive predictions. High precision ensures 
that security personnel can trust IDS alerts, 
focusing efforts on genuine threats. 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛

=  
𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠

𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠 + 𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠
 

Sensitivity: It is defined as the ability of the 
model to identify real cases correctly. The 
ratio of real positive predictions divided by 
the total number of real positive occurrences 
is sensitivity. High sensitivity ensures real 
threats are highly detected. 

𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦

=  
𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠

𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠 + 𝐹𝑎𝑙𝑠𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑠
 

Specificity: It is a measure of the degree to 
which the model is able to differentiate actual 
negative instances from correct negatives. It 
can thus be defined as the ratio of true 
negative predictions over the total number of 
actual negatives. High specificity would 
ensure differentiation between benign and 
malicious traffic. 

𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐𝑖𝑡𝑦

=  
𝑇𝑟𝑢𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑠

𝑇𝑟𝑢𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑠 + 𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠
 

False Positive Rate (FPR): It refers to the 
measure of how likely a model is to classify 
benign instances wrongly as threats. 
Mathematically, it represents the proportion 
of false positive predictions to the total 
number of actual negative instances in the 
given dataset. The lower the FPR, the more 
reliable the model will be in terms of 
minimizing false alarms. 

𝐹𝑃𝑅

=  
𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠

𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠 + 𝑇𝑟𝑢𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑠
 

False Negative Rate (FNR): It is defined as 
the measure of the tendency of the model to 
classify actual threats as benign. Precisely, it 
will represent the proportion of false negative 
predictions and total actual positive instances 
in the dataset. A lower FNR will denote a 
more effective model in terms of the accurate 
detection of real threats. 

𝐹𝑁𝑅

=  
𝐹𝑎𝑙𝑠𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑠

𝐹𝑎𝑙𝑠𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑠 + 𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠
 

Computation time: It is the amount of time 
a model takes to process data and make 
predictions. It, therefore, quantifies the 
efficiency of such a model when it comes to 
analyzing network traffic and identifying 
threats. It is measured in units of milliseconds 
and represents all stages of the model's 
operation. 

 


