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ABSTRACT 

Intrusion Detection Systems (IDS) are very significant in the protection of network infrastructure systems 
against unauthorized malicious attacks and new threats. In the given work, the Deep Neural Network (DNN)-
based IDS is suggested to be based on Convolutional Neural Networks (CNNs), and this suggestion is tested 
on the NSL- Knowledge Discovery in Databases (KDD) benchmark dataset. The proposed model, in contrast 
to the traditional machine learning techniques using manual feature engineering, provides automatic feature 
extraction of a hierarchical structure which is based on the time-frequency representation of the network 
traffic, facilitating detection. To solve the problem of class imbalance, weighted loss functions are used, and 
categories are represented by categorical encoding, and feature standardization is used to learns the models. 
The model had an outstanding performance of 99.87% accuracy and AUC 0.9265 and which was quite higher 
compared to the baseline 5-layer Auto encoder and other traditional methods. The experimental findings 
indicate the validity of the model because it can differentiate normal and attack traffic with very low false 
positives and false negatives. As a regularization method, a regular way to do early stopping is to avoid 
overfitting and to generalize. Although the proposed system proves to be very effective on benchmark data, 
a few issues are still related to high computational requirements and real-time usability. Future work should 
focus on optimizing the model for deployment, improving zero-day attack resilience and ensuring robust 
testing of the model performance under variable and realistic network conditions. This collection of results 
adds to the combinability of CNN-based models and the most advanced IDS systems for more proactive and 
intelligent cyber security. 
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1. INTRODUCTION 

By 2030 over 500 billion devices will be connected 
to the Internet: a level of digital interconnectivity 
never seen before [1]. However, this hyper-
connectivity holds a phenomenal potential for 
innovation and operational efficiency across 
industries; it unquestionably also increases the 
exposure to cyber threat vectors significantly. The 
frequency and sophistication cyberattacks have 
increased in recent years, highlighting the need for 
more robust and intelligent networks security 
systems [2, 3]. In order to respond to modern 
cybersecurity threats, we need not just knowledge 

of the changing patterns of attack, but also 
innovative and resilient defenses. Recent 
developments in data science and artificial 
intelligence (AI) have provided exciting new 
pathways for addressing very challenging security 
problems [4]. In particular, AI-driven techniques 
have demonstrated high potential to improve 
network anomaly detection and minimize threat 
response times [5].A wide range of AI-based 
intrusion detection techniques have emerged in 
recent years, demonstrating that the integration of 
AI with cybersecurity can substantially strengthen 
network defenses strategies [6]. 
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In order to prevent leakage of confidentiality, 
integrity, and availability of the digital assets, 
organizations normally install various security 
features, including firewalls, antivirus programs, 
anti-malware programs, and encryption guidelines. 
The Intrusion Detection System (IDS) is one of 
such layers of protection, but one of the most 
important ones. An IDS enables the detection of 
malicious activity in the network or system by 
watching the network or system activity and raises 
an alarm to the system administrators in real time, 
either directly or via a Security Information and 
Event Management (SIEM) system [7]. 

IDSs can be broadly divided into network-based 
Intrusion Detection (NIDS) and Host-based 
Intrusion Detection Systems (HIDS) [8]. 
Components on which NIDS use to monitor the 
network include network interface cards and a 
combination of sensors working in promiscuous 
mode to analyze packets on various endpoints [9]. 
In case signatures of suspicious behavior are 
discovered, as they are compared to known 
signatures of threats, the system will trigger an alert. 
Conversely, HIDS run on host machines where they 
monitor the internal processes, system records and 
changes of file probing signs of attacks [10]. 

Intrusion Detection system methods may 
additionally be divided by their detection 
methodology: signature-based (SIDS), anomaly-
based (AIDS), and those that are hybrids of both. 
Signature-based IDS make use of signatures or pre-
determined attack patterns [11]. Such systems are 
very effective in informed attacks; however, they 
are ineffective against new or unknown attacks. 
Anomaly-based IDS, on the other hand, depend on 
statistical modeling or machine learning to detect 
when behavior is out of the ordinary and, therefore, 
is better placed to detect emerging threats [12]. 
They do note, though, that such systems need a lot 
of training on quality data in order to accurately flag 
benign and malicious behavior [13]. 

There is an urgent demand for advanced intrusion 
detection. By the year of 2021, it has been projected 
that the overall cost of cybercrimes will amount to 
6 trillion, which demonstrates the drastic impacts 
that poor cybersecurity can have on economic and 
technological aspects [14]. Though the 
conventional tools like firewalls and antivirus 
programs are critical, they are, in most cases not 
adequate in terms of combating the newer and more 
complicated attacks. IDSs offer important forensics 
data in the middle of an attack and post-attack that 

helps an organization to respond more efficiently 
and build a protective security approach [15]. 

Last but not least, an IDS can just be as good as it is 
to give the algorithms. It is stated that signature-
based systems are accurate when it comes to big 
threats, whereas anomaly-based systems are more 
flexible and could even manage zero-day attacks. 
The appropriate training and application of 
Anomaly-based IDS will help enable organizations 
to anticipate the effect and establish effective 
resistance to the emerging threat to information and 
communications technology (ICT) architecture 
[16]. In order to improve the accuracy and 
performance of detection, various optimization 
algorithms like metaheuristic algorithms have been 
added to IDS frameworks in increasing numbers. 
The use of techniques such as Particle Swarm 
Optimization (PSO) [17, 18], Genetic Algorithms 
(GA) [19], Black Hole Optimization [20], Grey 
Wolf Optimizer [21], Harris Hawks Optimization 
[22], and Sunflower Optimization (SFO) [23] helps 
choose the best features, suitable hyperparameters 
of learning models and enhance the rate of 
convergence. Such algorithms are of paramount 
importance to the optimization of efficient 
operation of IDSs, minimization of false positives, 
and the provision of flexible, scalable defense 
measures that are appropriate in network 
environments that are dynamic and complex [24, 
25]. 

Main Contributions of This Study 

 We propose a CNN-based intrusion 
detection framework for binary 
classification on the NSL-KDD dataset.  

 We combine preprocessing steps such as 
encoding of categorical features and 
standardisation of numerical features & 
training with class weights.  

 We evaluate the model against a 5-layer 
autoencoder baseline using accuracy, 
precision, recall, F1-score, AUC, loss 
curves, and confusion matrices.  

 We discuss practical limitations related to 
computational cost, generalisation, and 
real-world deployment 

 

2. LITERATURE REVIEW 

The complex and increased instructions of cyber-
attacks within the last few years have required the 
creation of more enhanced IDS, particularly in 
dynamic network settings like SDNs. The rule-
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based or statistical-based traditional IDS solutions 
have a hard time keeping both detection accuracy 
and low FP rates as the threats evolve in patterns. 
Therefore, the application of machine learning 
(ML) and deep learning (DL) methods as interesting 
alternatives in intelligent anomaly detection has 
been considered by scientists. These methods will 
help IDS to automatically learn and generalize on 
the network traffic patterns, and this will enhance 
its flexibility and strength. There has been some 
extensive literature devoted to carrying out 
experiments to compare the performance of these 
models based on ML and DL in intrusion detection 
by using popular benchmark datasets, e.g., NSL-
KDD and KDD K99. Such experiments discuss 
various methods, including deep neural networks 
and convolutional neural networks, hybrid and 
ensemble models, and show that their accuracy and 
efficiency of detection are increasing. The 
following papers described below summarizes and 
analyses the prime works in this direction, outlining 
the methods, the data utilized, and the performance 
results of different IDS models suggested in the 
recent literature. 

A study presented in [26] proposed a deep learning-
based intrusion detection model leveraging Deep 
Neural Networks (DNN), which achieved an 
accuracy of 75.75% using only six fundamental 
features: duration, protocol type, Source Bytes, 
Destination Bytes, count, and srv-count extracted 
from the NSL-KDD dataset. The findings 
demonstrated that high detection performance can 
be achieved using a minimal yet strategically 
selected set of features. 

In contrast, the work in [27] and [28] introduced a 
novel technique by converting raw network traffic 
into image representations, which were then 
analyzed using a Convolutional Neural Network 
(CNN). This model outperformed traditional 
machine learning approaches, achieving an 
accuracy of 79.48%, and illustrated the potential of 
image-based feature extraction in intrusion 
detection. 

A more advanced method, the Hierarchical 
Combining of Predictions of a Tree of Classifiers 
(HCPTC-IDS), was introduced in [29]. This 
approach integrated several classifiers, Naive Bayes 
(NB), Fuzzy Logic (FL), RIPPER, Decision Tree 
(DT), Artificial Neural Network (ANN), and 
Support Vector Machine (SVM), to achieve a high 
accuracy of 89.75% while maintaining fast 
processing speeds (373 microseconds per record) 
on the NSL-KDD dataset. 

An ensemble learning model combining Random 
Forest, Decision Tree, and DNN was proposed in 
[30], achieving an overall accuracy of 85.2%. This 
adaptive approach reinforced the value of 
combining diverse models to enhance detection 
performance. 

The study in [31] introduced the Improved 
Conditional Variational Auto-Encoder Deep Neural 
Network (ICVAE-DNN), also using NSL-KDD 
data. This model was benchmarked against six other 
classifiers, KNN, Multinomial Naive Bayes, 
Random Forest, SVM, DNN, and Deep Belief 
Network (DBN), and achieved the highest accuracy 
of 85.97%, demonstrating superior learning of 
latent network traffic patterns. 

In [32], fuzzy logic was employed for anomaly 
detection, resulting in an accuracy of 84.54%. 
Meanwhile, an Artificial Neural Network (ANN) 
model proposed in [33] achieved 81.2% accuracy 
on the same dataset. These results further indicate 
the competitiveness of alternative soft computing 
techniques in intrusion detection. 

Kevric et al. [34] illustrates hybridization as it 
includes combination of Random Tree and NB Tree 
classifies. With this method, an accuracy of 89.24% 
was achieved on the original KDD dataset, which is 
higher than single-tree Models and better illustrates 
the advantages of ensemble learning. The study also 
recognized the potential of autoencoders (AEs) to 
enhance feature representation through data 
compression and noise filtering, as shown in several 
studies such [35, 36, 37, 38]. 

Lastly, Anisa et al. Zaire et al.[39] compared the 
classification performance of SVM and Naive 
Bayes classifiers were in an IDS application. The 
results manifestly illustrated that SVM 
outperformed Naive Bayes with an extensive 
margin, reaching 97% detection rate, and 
consequently validated SVM's resilience in network 
security scenarios. 

3. DATASET 

One of the most popular cyber security research 
datasets, KDD99, was developed in 1999 [40]. 
Redundancy and an excessive quantity of records in 
both the train and test datasets, which make it 
challenging to deal with the complete dataset in 
experiments, are some issues that academics have 
found after years of studying KDD99. In order to 
address the aforementioned drawbacks, a more 
recent version, NSL-KDD, was put out in [41]. For 
cyber security research, NSLKDD has been 
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regarded as the new benchmark dataset since 2009. 
The NSL-KDD dataset comprises 22,544 records 
from KDDTest+ and 125,973 records from KDD-
Train+. A dataset called NSL-KDD has been 
proposed to address a number of intrinsic issues 
[42] with previous iterations (like KDD-Cup99) 
used for network intrusion detection. Due to the 
dearth of publicly available datasets for network-
based intrusion detection systems, the dataset is 
frequently regarded as the most popular recent 
network intrusion datasets that can be used as an 
efficient benchmark to compare various intrusion 
detection techniques, along with UNSW-NB15 and 
CICIDS-2017, even though it may not be an exact 
representation of actual networks. 41 features, 
which fall into four distinct feature categories, basic 
features, time-based traffic features, connection-
based traffic features, and content features, 
represent each record [43]. Each record has 21 
hypothesized label classes, which stand for attack 
and normal records, respectively. Every record 
between two hosts on a network is regarded by the 
cyber security sector as a session, which is a link 
between two pairs. KDDTrain+'s probability 
distribution differs from KDDTest+'s. Some of the 
assaults in the test dataset are not present in the 
training data. In order to evaluate the classifier's 
capacity to identify new assaults, the testing dataset 
includes 14 additional attack types that are not 
included in the training dataset, whereas the training 

dataset has 24 distinct attack types. All things 
considered, NSL-KDD offers a fresh concept that 
enhances KDD99. For instance, NSL-KDD does 
not view probing as an attack unless the number of 
repetitions exceeds a certain threshold, but KDD99 
views it as an assault. Figure 1 gives an elaborate 
scheme of the NSL-KDD dataset, which is a 
publicly used benchmark in network intrusion 
detection studies. The regular bar graph is used to 
show the big difference in the count of records 
between the training and test subsets, which 
amounted to 125.973 and 22.544 instances, 
respectively. It is also noted that the distribution of 
the type of attacks is asymmetric, with the training 
set containing 24 different categories, and the test 
set containing 14 different types, making it an 
important feature to test the capability of a model to 
detect previously unseen intrusions. On its part, the 
inset pie chart supplements this by showing the 
distribution of the 41 features in the dataset in a 
well-structured manner concerning four factors: 
basic, time-based, connection-based, and content 
features. Collectively, these aspects summarize the 
structural and functional aspect of the dataset, 
which further contribute to its strength in being a 
standard and test benchmark in the determination of 
the effectiveness of the network-based intrusion 
detection systems. 

 

 

Figure 1. Overview of the NSL-KDD dataset. 

 

4. PROPOSED METHODOLOGY  

Network intrusion attempts have the potential to 
seriously impair a system's security and 
dependability in an operating setting, making it 
susceptible to cyberattacks. Different forms of 
network intrusions may be identified and classified 
by precise time-frequency analysis of attack 

patterns in network traffic, which have varying 
properties. Both temporal and spectral information 
can be concurrently provided via an appropriate 
Time-Frequency Representation (TFR). Since the 
TFR of network traffic data may be saved as 
pictures, the suggested method for categorizing 
different types of network incursions is based on 
machine learning (ML)-based image classification 
algorithms. In order to train a model to identify 
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certain attack categories based on pixel or vector 
patterns in an image, the intrusion detection job is 
restated as an image classification issue. For 
classification, conventional machine learning 
methods like support vector machines (SVM), 
decision trees, and random forests can be applied. 
However, in order to use these models, the most 
pertinent features from the photos must be manually 
extracted by domain experts. The more infiltration 
categories there are, the more complicated this 
procedure gets. Deep learning algorithms, 
especially Convolutional Neural Networks (CNNs), 
automatically extract the most important and 
instructive characteristics for every class in order to 
overcome these difficulties. CNN-based models 
have shown state-of-the-art performance in 
computer vision applications and have been widely 
employed in picture categorization. CNN is used as 
the main intrusion classification model in this 
investigation. However, noise may mask attack 
characteristics in low-impact or mild incursions, 
making it challenging for ML models to 
successfully identify trends in TFR pictures [44]. 
To get over this restriction, more pertinent 
characteristics are included in the frequency and 
temporal domains to improve classification 
accuracy. The NSL-KDD dataset, a popular 
benchmark for network intrusion detection, is 
utilized in this study to assess the performance of 
the Feature-Aided CNN Classifier [45]. This 
strategy seeks to strengthen cybersecurity defences 
and increase intrusion detection accuracy by 
combining deep learning with sophisticated feature 
extraction techniques. 

CNNs are feed-forward neural networks used for 
classification and picture identification, inspired by 
the visual brain of humans. Their translational 
invariance makes them suitable for face and 
handwritten character recognition [46]. CNNs 
consist of a dense layer connected to at least one 
convolutional layer, which performs convolution to 
the input during the training phase to distinguish 
important characteristics. This reduces the input 
pictures to a smaller feature set, reducing the 
number of weights needed. The max pooling layer, 
often related to the convolutional network, further 
reduces the size of features discovered [47]. The 
CNN architecture is completed by a fully connected 
layer, which functions as a multi-layer perceptron, 
extracting features from the preceding layers as 
input. Regularization techniques are often used to 
prevent overfitting and improve generalization to 
memorize the training set. 

The CNN is a neural network that uses a multi-
channelled picture as input, such as a grayscale 
picture with three channels, rather than a vector 
format. The kernel performs a horizontal and 
vertical scan of the entire image, computes the input 
picture and kernel's dot product, and repeats the 
process until sliding is no longer possible. The dot 
product values represent the result. The basic 
calculations performed at each stage are shown in 
Figure 2, where the light green hue represents the 
22 kernel and the light blue hue represents a portion 
of the same-sized input picture.  

 

 

            Figure 2. Convolutional layer organization. 

 

The result (highlighted in light orange) reflects an 
input value into the output feature map once the 
final product values are added together [48]. A 
stride of one is applied to the kernel, which can be 
different or smaller. The mathematical process of 
the Convolutional Layer is explained in Figure 3. 
CNNs are very successful in a variety of computer 
vision applications, such as object identification, 
picture segmentation, and image classification, due 
to this convolution process. 
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                      Figure 3. Pooling layer structure. 

 

 Pooling Layer: The primary purpose of 
the feature map pooling layer is 
subsampling. These maps are created 
using convolutional approaches. Stated 
differently, this technique divides larger 
feature maps into smaller ones. 
Additionally, throughout the pooling 
process, the majority of the dominant 
information (or qualities) is retained. The 
stride and kernel size are assigned before 
to the pooling process. A range of pooling 
algorithm types can be used by different 
pooling layers. Among them are global 
average pooling (GAP), global max 
pooling, min pooling, max pooling, and 
average pooling. The most often used 
pooling algorithms are the maximum, 
minimum, and GAP approaches [49]. The 
pooling layer down samples features maps 
to improve computational efficiency, 
reduce overfitting, and maintain relevant 
characteristics. There are three operations: 
Max Pooling, Average Pooling, and 
Global Average Pooling (GAP). Max 
pooling highlights high activations, while 
average pooling smooths feature maps. 
Global average pooling is preferred in 
contemporary systems due to its effective 
feature map summarization and model 
parameter reduction. These operations 
help CNNs learn effective representations 
while controlling computations. The 
choice of operation depends on the 
specific needs of the model [50]. 

 Fully Connected layer: This layer is 
typically found at the conclusion of CNN 
topologies. Every cell in this layer is 
connected to every other cell in the layer 
above using the Fully Connected (FC) 

approach. It serves CNN as a classifier. It 
employs the same basic technique as a 
conventional multiple-layer perceptron 
neural network as it is a feed-forward 
ANN. The FC layer takes its input from the 
preceding pooling or convolutional layer. 
The flattened feature maps are used to 
create a vector that represents the shape of 
this input [51]. The output of the FC layer 
represents the final CNN output according 
to Figure 4. 
 

 

                          Figure 4. Fully connected layer. 

 

The fully connected (FC) layer is one of the last 
components of a CNN, as demonstrated in Figure 4. 
It converts the high-level features gathered from the 
previous layers (such the convolutional and pooling 
layers) to a predetermined output size, often for 
classification or regression tasks. In a nutshell, the 
FC layer works similarly to a traditional 
feedforward neural network, where each input 
neuron is coupled to each output neuron that has a 
weight. 

5. EVALUATION METRICS 

In deep learning, evaluation aims to determine how 
well-trained classifiers or learning algorithms 
perform on various data sets, and most metrics 
currently in use concentrate on how well a classifier 
can identify classes. Classifier development must 
be guided by metrics for assessing classification 
performance, and even the most widely used 
approaches, like calculating the accuracy or error 
rate on a test set, have significant limitations. 
Therefore, there is some correlation between 
changes to classification algorithms and optimizing 
criteria. A lot of work has been done to develop 
increasingly complex algorithms to address the 
classification problem, and the assessment metrics 
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phase, which comes first in the learning process, is 
at least as important as the algorithm. Classifier 
performance may be measured in two ways: 
graphical and numerical. In contrast to numerical 
assessments, which provide a classifier's 
performance as a single number, graphical 
approaches display performance on a two- or three-
dimensional plot, which facilitates human 
verification. While cost curves are examples of 
graphical methodologies, numerical performance 
evaluations include accuracy, precision, recall, and 
F1-Score.the “Accuracy” is defined as the 
proportion of accurately categorized records to all 
records [52]. 

𝑎𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
 (1) 

 

Whereas, the Precision is the percentage of 
projected attack incidents that really occur. It may 
be computed by dividing the total number of 
positive predictions by the number of accurate 
positive forecasts. Positive predictive value (PPV) 
is another name for it. One is the best precision [53]. 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 (2) 

The proportion of assault cases that are accurately 
classified is known as recall (sensitivity). The 
number of accurate positive predictions divided by 
the total number of positives is known as recall. 
Another name for it is true positive rate (TPR), one 
is the ideal sensitivity [54]. 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 (3) 

Higher values are preferable for precision and 
recall. The F1-Score metric is designed to integrate 
the advantages of recall and accuracy into a single 
measurement. It is computed as a harmonic mean of 
recall and accuracy [55]. 

𝐹1 − 𝑆𝑐𝑜𝑟𝑒 = 2𝑋 
𝑅𝑒𝑐𝑎𝑙𝑙 𝑋 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛

𝑅𝑒𝑐𝑎𝑙𝑙 + 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛
 (4) 

 

 
 

6. RESULTS AND DISCUSSION 

Effective cybersecurity hinges on accurate network 
intrusion detection. While traditional machine 
learning models have been widely applied to this 
task, they often rely heavily on manual feature 

engineering, which can be complex and labour-
intensive. In this study, we adopted a deep learning 
approach using CNNs and evaluated its 
performance on the NSL-KDD dataset. Some of the 
metrics used to calculate classification 
performances that we compared the performance of 
the proposed CNN-based intrusion detection model 
with a baseline 5-layer Autoencoder (AE) model in 
order to determine its performance are accuracy, 
precision, recall, F1-score, and AUC. Table 1 
reveals that in all the categories, the CNN model 
shows a significant improvement over the AE 
model. Not only do the results in the form of 
precision (98.9%), recall (98.7%), and F1-score 
(98.8%) prove to be more accurate, but the results 
of accuracy (99.87%) are an impressive result by 
themselves, which significantly improves over the 
accuracy of the AE (90.61%). The AUC value of 
the CNN model supports its high discriminative 
ability in as it has a value of 0.9265.  

 

         Table 1.Overall performance metrics. 

 

Model Accur
acy 

Precis
ion 

Rec
all 

F1-
Scor
e 

AU
C 

5-
layer 
AE 

90.61
% 

85.2% 84.7
% 

84.9
5% 

0.86
5 

Propo
sed 
CNN 
Model 

99.87
% 

98.9% 98.7
% 

98.8
% 

0.92
65 

 

According to findings, it is evident that postulating 
a significant increase in the performance of 
intrusion detection under the proposed CNN-based 
model. The model does a very good job at 
identifying normal and attack traffic, and the false 
negatives and false positives have been drastically 
minimized. This is supported by the high accuracy, 
precision, recall, and F1-score values obtained for 
each of the measures were better in comparison to 
those obtained in the baseline model, as shown in 
Figure 5. This performance improvement was a 
result of several significant methodological 
developments: 

 Enhanced Feature Engineering: The 
model can more effectively capture and 
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distinguish the complex patterns of attacks 
by injecting both time-domain features and 
frequency-domain features and thus, 
provides it a more precise picture of the 
input data. Unlike previous studies that 
only employed the use of a single domain, 
this dual domain type restricts the 
discriminatory force. 

 DL-based Feature Extraction: With the 
help of the CNNs, one will be able to 
automatically extract high-level features, 
and they will not be required to select the 
features as a human being will do. This 
enhances the flexibility towards the 
different and evolving types of attacks and 
also reduces the dependency on expertise 
in the respective domain. 

 Dealing with Class Imbalance using 
Weighted Loss Functions: To deal with 
the issue of imbalance in classes, which is 
ever-present in intrusion datasets, the 
model involves the use of weighted loss 
functions to ensure that the minority 
classes are well represented. Due to this, 
all types of attacks are more balanced in 
the number of detections. 

 Regularization by Early Stopping: 
There is regularization by early stopping 
when the validation performance stays at 
its plateau, and training is done through a 
technique to avoid overfitting. The method 
will ensure that the model remains 
generalizable with new data not seen 
before, compared to the conventional 
method of regularization. 

 

 

          Figure 5. Performance metrics comparison. 

 

The findings give a clear indication of the success 
of the suggested CNN in carrying out intrusion 
identification exercises. The CNN-based model has 
shown an improved detection accuracy compared to 
traditional machine learning methods; this aspect is 
explained by the effectiveness of feature extraction 
and identification of deeper patterns used in this 
model. This better performance is also 
demonstrated by the Receiver Operating 
Characteristic (ROC) analysis given in Figure 6, 
which shows that the proposed model has a higher 
Area Under the Curve (AUC), showing a more 
balanced and consistent classification at various 
decision thresholds. Even with such strengths, it has 
various limitations that should be considered. First, 
the cost of computation of CNNs is considerably 
large, as the training and inference of such models 
would need a lot of computational resources to 
process in real-time mode, thereby making 
deploying a CNN in resource-constrained 
environments difficult unless model optimization 
methods, including pruning or quantization, are 
used. Second, although the model achieves good 
results on benchmark datasets, its performance in 
practice (in particular, under zero-day attacks or in 
environments when the threat landscape is 
evolving) has not been proven. What should remain 
on the work for the future is the validation of the 
model on real-time network traffic. Finally, the 
model is not adaptable to a dynamic and noisy 
wireless environment. This indicates the possible 
usefulness of hybrid approaches to feature 
extraction, which have the combination of manually 
engineered features and those features learned 
automatically so that robustness and classification 
accuracy in novel and challenging environments 
may be maximized. 

 

                Figure 6. ROC curve comparison. 
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We monitored both the training loss and validation 
loss through an array of epochs in an attempt to 
assess the learning behavior of the proposed CNN 
model during the training phase. Table 2 presents 
the epoch-wise loss values that indicate their 
gradual and constant decrease in both of them. 
Since the validation loss shows a trend that is very 
similar to the training loss, this is an indication that 
the model is learning using maximally efficient 
procedures and does not indicate that there is 
intense overfitting. Both losses converge at epoch 
10, indicating that the model seems to already have 
optimal generalization at that epoch. These findings 
support the fact that the model is stable in the 
training process and support the application of early 
stopping as a regularization method. The dynamics 
of loss established in Table 2 are further visualized 
in Figure 7, which indicates the efficient nature of 
convergence of the model. 

Table 2. Epoch-Wise Training And Validation 
Loss. 

Epoch Training Loss Validation Loss 

1 0.65 0.68 

2 0.54 0.59 

3 0.45 0.50 

4 0.37 0.41 

5 0.31 0.35 

6 0.27 0.30 

7 0.23 0.28 

8 0.20 0.27 

9 0.18 0.26 

10 0.17 0.26 

 

 

 

                 Figure 7. Training Vs. Validation Loss. 

 

The confusion matrix of the 5-layer Autoencoder 
(AE) and the proposed CNN model is provided in 
Figures 8 and 9, and visibly depicts their 
classification performance in the task of intrusion 
detection. These numbers indicate critical 
disparities in the capability of both models to 
determine the differences between regular and 
malicious network traffic. AE model (Figure 8) also 
shows more false positives and false negatives, 
implying that it is difficult to find the accurate 
patterns of attacks. However, the proposed CNN 
model (Figure 9) shows better and more balanced 
classification, and there are far fewer 
misclassifications. This shows better pattern 
recognition and ability to generalize well, over the 
types of traffic, by the CNN. There is also a high 
level of accuracy that is exhibited, and that is the 
CNN model, which shows 99.87 as opposed to the 
AEs' 90.61. This almost 10% improvement 
accentuates the effect of deep learning-based 
feature extraction and pattern learning in an 
automated way. Furthermore, the decrease in false 
alarms has a more specific benefit, reducing false 
alarms that result in more secure network 
monitoring, which is critical in the deployment of 
real-life cases. Such results contribute to the fact 
that the given approach can be applied in practice 
and emphasize the necessity of additional testing in 
dynamic and real-time contexts to prove its 
resilience to dynamic threats. 
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Figure 8. Confusion Matrix Of 5-Layer AE. 

 

 

Figure 9. Confusion Matrix – Proposed CNN 
Model. 

 

 

In order to situate the proposed model, a 
comparison with other CNN-based intrusion 
detection systems recently published and tested in 
the NSL-KDD dataset is documented in Table 3. 
This new model has a very high accuracy capacity 
and an AUC score of 0.9265, which is higher 
overall than the numerous deep learning methods 
documented in recent publications. The CCNet, in 
the example of Alrayes et al. (2024), attained an 
accuracy rate of 99728 with channel attention CNN, 
whereas the hybrid ensemble deep learning layers 
reported 98point63 accuracy rate by Radhi and 
Mohammed (2022). Interestingly, an XGBoost-
based model proposed by Singh et al. (2023) that 
works with merely four features selected by SHAP 
only showed a result of 98.92, so the use of simpler 
models does not imply non-competitiveness as long 
as they are adequately optimized. However, the 
good performance of the proposed model is 
explained by the fact that it automatically extracts 
time-frequency domain features, can overcome the 
imbalanced class problem, thanks to weighted loss 
functions, and is also not subjected to overfitting, as 
early stopping is implemented. All these 
improvements in the methods lead to the model 
having a high and high power of classification and 
generalization, and thus it would be applicable to be 
used in real life or field implementations of an IDS. 

Table 3. Results Summary And Comparison. 

Model 
(Reference) 

Accurac
y (%) 

AUC 
Key 
Method or 
Features 

CNN + 
Channel 
Attention 
(Alrayes et 
al., 2024) 

99.728 – 

Attention-
enhanced 
CNN on 
NSL-KDD 

Hybrid 
Deep Model 
(CNN + 
DNN + 
RNN + 
LSTM) 
(Radhi & 
Mohammed
, 2022) 

98.63 – 

Ensemble 
of deep 
learning 
layers 
(NIDS-DL) 

SHAP-
Selected 
Features + 
XGBoost 

98.92 – 

Lightweigh
t model 
with 4 
optimal 
features 
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(Singh et 
al., 2023) 

Deep CNN 
(Mishra et 
al., 2023) 

99.3 – 

Basic CNN 
with 
enhanced 
training and 
data 
balance 

Proposed 
CNN (This 
Work) 

99.87 
0.926
5 

Time-
frequency 
features, 
weighted 
loss, early 
stopping 

 

7. CONCLUSION  

This paper presented an intrusion detection model 
using CNN to validate its implementation on the 
NSL-KDD dataset, which proves the applicability 
of deep learning in ensuring network security. 
Using the benefits of time-frequency domain 
characteristics, weight loss functions to reduce class 
imbalance, and early stopping to avoid overfitting, 
the proposed model recorded an incredible 99.87% 
and AUC of 0.9265, among the most traditional 
machine learning solutions and compared to 
baseline models of a five-layer Autoencoder. The 
effectiveness of the model, as asserted by the 
experimental results, is that the model is capable of 
reliably classifying both normal and malicious 
network traffic and with very minimal risk of false 
detection. Automated feature extraction, balanced 
detection of minority attack classes, and strong 
training dynamics drove the improvement of the 
performance. The stated benefits show that CNNs 
can provide a good base of the smart system of 
intrusion defenses significant, survive various 
attacks in cyber. Despite the strong results on 
benchmark data, many limitations need to be 
addressed in future work. The heavy computation 
requirements of CNNs can prevent their real-time 
application when computing resources are limited 
and optimization approaches may include model 
pruning or quantization methods. Moreover, a real 
test should be done to check the robustness of the 
model against zero-day attacks as well as different 
traffic dynamics. Lastly, proposed CNN-based IDS 
is a latest potential in cyber security which have 
well established performance and it has the 
possibility for large as well. As well as hybrid 
feature approaches, adversarial robustness and 
application in real time are the next aspects of 

dealing with hybrid strategies which focus on 
bridging the performance-reliability gap. 
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