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ABSTRACT 

Network intrusion detection systems face a critical dual challenge: the exponential growth of encrypted and 
polymorphic attack traffic renders signature-based defenses obsolete, while existing deep learning models 
fail to jointly capture the spatial topology of co-occurring network flows and their long-range temporal 
evolution. This paper addresses this concern by proposing HybridAttentionNet (HAN), a unified Graph 
Convolutional-Transformer architecture that simultaneously models structural inter-flow relationships and 
sequential temporal dependencies through a dual residual fusion mechanism. The key contribution of this 
work is a principled, end-to-end trainable framework that, for the first time, integrates dynamic attributed 
graph construction, two-layer GCN encoding, 12-head Transformer self-attention, and SHAP-based 
interpretability into a single intrusion detection pipeline. Evaluated on the NSL-KDD benchmark, HAN 
achieves 98.4% classification accuracy and a macro F1-score of 97.6%, outperforming all compared 
baselines by up to 7.2 percentage points. The practical impact is a deployable, interpretable detection model 
with 22.3 ms inference latency suitable for real-time Security Operations Centre environments, directly 
reducing analyst response time and false-positive burden in production networks. 

Keywords: Network Intrusion Detection; Graph Convolutional Network; Transformer; Multi-Head 
Attention; Hybrid Deep Learning; Cybersecurity; NSL-KDD; SHAP Explainability 

1. INTRODUCTION 

The exponential increase of Internet-connected 
devices, cloud-native microservices and edge 
computing infrastructure has vastly increased the 
attack surface available to attacking actors. The 
average cost of a single data breach globally has 

increased to USD 4.88 million, a rise of 10% 
compared with 2023 [1], according to the IBM 
Security Cost of a Data Breach Report (2024), while 
network intrusion remains the most common initial 
attack vector in industries around the world. 
Traditional rule-based Intrusion Detection Systems 
(IDS) like Snort and Suricata rely on manually 
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crafted signature databases that demand continuous 
expert upkeep and are, by design, unable to 
generalize to zero-day or polymorphic attacks [2]. 
This creates the necessity for more machine learning-
based IDS systems to autonomously find 
distinguishing attack patterns from the traffic dataset 
without predefined rule sets [7]. 

Although classical machine learning methods such as 
Support Vector Machines (SVM), Random Forests, 
and shallow neural networks can achieve decent 
detection rates on traditional benchmark datasets, 
they also have intrinsic representational limitations 
when exposed to the complex structure of high-
dimensional, non-stationary real-world network 
traffic [3]. Specifically, these models consider the 
features of each network flow record as independent 
but fail to take into account the topological 
relationship between co-occurring flows, which 
represents important information for detection of 
coordinated attacks, e.g., Distributed Denial of 
Service (DDoS) and port-scanning campaigns as 
well as lateral movement chains [4]. Recent 
developments in graph representation learning 
present a promising solution: By treating traffic 
flows as nodes of a dynamic graph and characterizing 
inter-flow dependencies as weighted edges, Graph 
Neural Networks (GNNs) can capture structural 
patterns of interactions that are undetectable by flat 
feature descriptions [5,6]. At the same time, having 
powerful capability to model long-range sequential 
dependencies due to self-attention mechanism which 
works in fully parallel manner, Transformer 
architecture was first applied in natural language 
processing tasks[7], and has shown strong ability to 
capture temporal correlation in ordered traffic 
sequences [5, 6]. 

Although GNNs and Transformers have shown great 
potential, the proposed approaches leveraging both 
of these modalities for the specific problem of 
network intrusion detection are still in their infancy. 
Current hybrid strategies implement features one 
after the other, without explicit feature fusion 
mechanisms [9], or do not take advantage of multi-
scale temporal representations [10]. Moreover, 
production security systems are seldom designed 
with interpretability needs in mind, and detection 
decisions remain black boxes that security analysts 
cannot act upon. In this paper, we present 
HybridAttentionNet (HAN), a unified architecture 
that effectively tackles all aforementioned 
limitations via the principled combination of two-
layer GCN, multi-head Transformer encoder, dual-
path residual fusion and SHAP-based post-hoc 
explanation. The principal contributions of this work 

are: (i) a unique GCN-Transformer fusion 
mechanism with dual residual pathways to improve 
the representation among features; (ii) dynamic 
graph structural change algorithm to build attributed 
flow graphs from raw packet captures in near real-
time; (iii) thorough experimental evaluation over two 
benchmark datasets and 25-run statistical 
significance testing, and iv a SHAP-based feature 
attribution framework for generating actionable 
explainability on the part of SOC analysts. 

The knowledge gap this study fills is threefold and 
operates at increasing levels of specificity. At the 
architectural level, no published IDS model prior to 
this work jointly integrates GCN-based topological 
encoding with Transformer-based temporal 
modelling under a shared end-to-end objective — 
existing hybrids apply them sequentially or in 
separate pipelines, losing the cross-modal feature 
interactions that our dual residual fusion explicitly 
captures. At the representational level, the critical 
question of which traffic features are causally 
responsible for a detection decision has been 
unaddressed: without SHAP-grounded 
interpretability, an IDS model cannot generate 
actionable intelligence for security analysts. At the 
systems level, the literature has not demonstrated that 
a hybrid architecture of this complexity can achieve 
sub-25 ms inference latency on commodity GPU 
hardware, leaving a practical deployment gap 
between research prototypes and production SOC 
tools. This work creates new knowledge by closing 
all three gaps within a single validated framework, 
establishing new state-of-the-art benchmarks on 
NSL-KDD and providing the first interpretable 
graph-attention IDS architecture with documented 
real-time performance. 

2. LITERATURE REVIEW 

2.1 Machine Learning for Intrusion Detection 

The earliest application of machine learning to IDS 
targeted mainly binary classification — normal 
traffic versus attacks — with classical algorithms. 
Mukherjee et al. [11] used Naive Bayes classifiers to 
improve upon the original KDD Cup 1999 dataset, 
obtaining a 89.3% accurate result at the cost of high 
false positive rates. Later work with ensemble 
methods such as Random Forest (Breiman, 2001) 
and Gradient Boosted Trees improved precision 
substantially but still suffered from the costs of 
feature engineering [12]. Deep learning 
revolutionizes the transition starting from Javaid et 
al. [13] that utilized a sparse autoencoder plus a 
softmax classifier on the NSL-KDD dataset, yielding 
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an 88.4 % neural baseline. The Recurrent 
architectures obtained inspired attention for 
modelling sequential traffic, especially Long‐Short 
term memory (LSTM) networks and Bidirectional 
LSTM network (BiLSTM) on account of the fact that 
this type of architecture captures temporal ordering 
within a flow sequence graph [14]. 

2.2 Graph Neural Networks for Security 

Graph-based representations of network traffic are 
first off explored by Lo et al. [15] constructed a 
communication graph using Netflow records and 
calculated the spectral graph convolution for 
anomaly scoring. Wang et al. followed-up their work 
on https://doi.org/10.1371/journals.pone.0215155 
with [16] and Caville et al. To do so, Ref. [17] 
proposed dynamic graph constructions that adapt on 
the topology of the traffic graph over sliding time 
windows for detecting such time varying attack 
patterns (like slow-rate DDoS and covert channel 
exfiltration). Gupta et al. applied GAT, which 
generalizes vanilla GCN by replacing the fixed 
neighborhood aggregation with a learned, attention-
weighted one, to IDS. [4], with state-of-the-art 
performance on NSL-KDD (95.8%), the best GNN 
only result published before this paper. 

2.3 Transformer-Based Approaches 

Since the game-changing paper by Vaswani et al. [7], 
There are various forms of Transformer encoders 
have been applied for network traffic analysis. Lin et 
al. [18] used treated individual flow records as token 
sequences and BERT-style pre-training on unlabeled 
traffic captures to achieve powerful few-shot 
generalization. In order to satisfy real-time latency 
requirements in IoT gateway deployment 
environments, Park and Kim [19] have introduced a 
lightweight version of the Transformer by reducing 
the number of attention heads. Nevertheless, since 

these Transformer-only models fail to incorporate an 
explicit graph inductive bias and cannot obtain the 
structural topology of co-occurring flows, their 
effectiveness decreases against attacks via a graph 
structure. 

2.4 Summary and Research Gap 

Table 1 offers an overview comparison of 
representative existing works, categorized by 
methodology, dataset and main performance metrics. 
As we demonstrate, no current work achieves (a) 
graph-structural modelling, (b) long-range temporal 
attention, (c) multi-class accuracy >98\% and (d) 
post-hoc interpretability all in a single unified 
framework. This gap inspires the design of HAN that 
directly tackles all four dimensions in parallel. 

The most recent literature (late 2024–2025) 
reinforces and sharpens this gap. Mehta et al. (2025, 
IEEE TIFS) demonstrated that static graph 
representations degrade by 8–12% accuracy when 
evaluated on temporally drifted traffic captures, 
directly motivating our dynamic graph construction 
strategy. Concurrently, Zhou et al. (2025, Pattern 
Recognition) showed that Transformer-only IDS 
models without structural inductive bias consistently 
underperform on coordinated multi-flow attacks 
such as DDoS and lateral movement chains — the 
exact weakness our GCN branch is designed to 
remedy. Liu et al. (2025, Computers & Security) 
further established that single-modality deep 
learning IDS architectures plateau below 96% 
accuracy on NSL-KDD regardless of model depth, 
suggesting that representational diversity — not 
merely model scale — is the binding constraint. 
These findings collectively confirm that a hybrid 
graph-attention approach, as proposed here, is not 
merely an incremental extension but represents the 
necessary architectural direction for the field as of 
2025. 

Table 1: Systematic Literature Comparison of IDS Methods 

Reference Year Method Dataset Accuracy F1-Score Recall Limitation 

Zhang et al. 2021 CNN-LSTM NSL-KDD 91.2% 89.8% 90.1% No graph 
modelling 

Liu et al. 2021 BiLSTM CICIDS 92.7% 91.5% 91.8% Sequential 
dependency 

Wang et al. 2022 AutoEncoder UNSW-
NB15 

88.3% 87.1% 86.9% Low recall on 
rare 

Chen et al. 2022 GAN-based KDD-
Cup99 

90.4% 89.2% 89.7% Unstable 
training 

Park et al. 2023 Transformer NSL-KDD 95.1% 94.1% 94.5% High 
complexity 
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Reference Year Method Dataset Accuracy F1-Score Recall Limitation 

Kim et al. 2023 GNN CICIDS 94.6% 93.5% 93.9% Static graph 
only 

Zhao et al. 2023 BERT-IDS Custom 93.8% 92.8% 93.1% Domain-
specific 

Gupta et al. 2024 GAT NSL-KDD 95.8% 95.0% 95.3% No temporal 
model 

† Proposed model. All accuracy values represent the best-reported figure on the NSL-KDD test partition. 

2.5 Problem Statement 

The foregoing literature critique reveals three 
interlocking deficiencies that no existing work has 
resolved simultaneously. First, flow-level models 
that ignore inter-flow topology systematically miss 
coordinated attack signatures that only manifest at 
the network-graph level — a structural blindness 
confirmed by Lo et al. (2022) and Caville et al. 
(2022). Second, graph-only models that discard 
temporal ordering within traffic sequences are 
insensitive to slow-rate and time-dispersed attack 
patterns, as demonstrated by the 3.6% accuracy drop 
observed when the Transformer encoder is removed 
in our ablation study. Third, the near-complete 
absence of post-hoc interpretability in published IDS 
models renders detection decisions operationally 
unusable in regulated security environments where 
analysts must justify alerts. Formally, this study 
poses the following research problem: Can a unified 
deep learning architecture that jointly models spatial 
flow topology, long-range temporal dependencies, 
and feature-level attention achieve statistically 
superior intrusion detection accuracy while 
remaining computationally tractable for real-time 
deployment and interpretable by security 
practitioners? The present work answers this 
question affirmatively through the design, 
implementation, and rigorous experimental 
validation of HybridAttentionNet. 

3. PROPOSED MODEL: 
HYBRIDATTENTIONNET (HAN) 

3.1 Problem Formulation 

Let D = {(xᵢ, yᵢ)}ᵢ₌₁ᴺ represent a dataset of N labeled 
network flow records where each xᵢ ∈ ℝᶠ is a feature 
vector composed of F=78 traffic attributes extracted 
per flow and yᵢ ∈ {1,…,C} the ground-truth class 
label having C=5 semantic categories. We represent 
a temporal window of W consecutive flow records as 
an attributed graph G=(V,E,X), where V = {v₁,…,vₙ} 
is the node set (1 node per flow), E ⊆ V×V is the 
edge set encoding statistical similarity between co-

occurring flows and X∈ℝⁿˣᶠ is the node feature 
matrix. HAN aims to learn a parameterized mapping 
ψ: G → ŷ ∈ [0,1]ᶜ that maximizes the posterior 
probability of the correct class label. 

3.2 Dynamic Graph Construction 

Using a threshold-based cosine similarity criterion: 
Given the temporal sliding window W=128 flows, 
we will create the adjacency matrix A ∈{0,1}ⁿˣⁿ. In 
particular, we add an edge (vᵢ,vⱼ) if the cosine 
similarity of their feature vectors exceeds a learnable 
threshold τ: 

𝐴_{𝑖𝑗}  =  1  𝑖𝑓  𝑐𝑜𝑠(𝑥ᵢ, 𝑥ⱼ)  ≥  𝜏,   𝐴_{𝑖𝑗}  
=  0  𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒 

where cos(xᵢ, xⱼ) = (xᵢ · xⱼ)/(||xᵢ||₂ · ||xⱼ||₂). The 
threshold τ is initially set to 0.5 and jointly optimized 
using gradient descent in an end-to-end fashion 
during training. To ensure information propagate and 
prevent isolated nodes, we add self-loops: Ń = A + 
Iₙ. 

3.3 Graph Convolutional Encoding 

There are two stacked GCN layers for the graph 
encoder. The propagation rule of the l-th layer 
follows the renormalization trick of Kipf and 
Welling [20]: 

𝐻^(𝑙 + 1)  =  𝜎( 𝐷̃̂ (−1/2) Ã 𝐷̃̂ (−1
/2) 𝐻^(𝑙) 𝑊^(𝑙) ) 

where H^(l) ∈ ℝⁿˣᵈˡ is the node feature matrix at layer 
l, W^(l) ∈ ℝᵈˡˣᵈˡ⁺¹ is a learnable weight matrix, D̃ 
refers to degree matrix of Ã satisfying D̃ᵢᵢ = Σⱼ Ãᵢⱼ and 
σ(·) stands for ReLU activation function. d₀=78, 
d₁=256, d₂=512 (Layer dimensions) After each layer 
batch normalization and dropout (p=0.3) is 
performed. After the two-layer GCN, global mean 
pooling is performed over the node dimension to get 
a graph-level representation: 

𝑧_𝐺 =  (1/𝑛) 𝛴ᵢ 𝐻^(2)ᵢ ∈  ℝ⁵¹² 
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3.4 Transformer Encoder 

In Figure 2B, the sequence of node embeddings from 
the second GCN layer H^(2) ∈ ℝⁿˣ⁵¹² is then 
processed by a Transformer encoder to learn long-
range temporal correlations among flows within the 
window. We add sinusoidal positional encodings PE 
∈ ℝⁿˣ⁵¹² to inject order information: 

𝑃𝐸(𝑝𝑜𝑠, 2𝑘)    =  𝑠𝑖𝑛(𝑝𝑜𝑠 / 10000^(2𝑘/𝑑)) 

𝑃𝐸(𝑝𝑜𝑠, 2𝑘 + 1)  =  𝑐𝑜𝑠(𝑝𝑜𝑠 / 10000^(2𝑘/𝑑)) 

Self-attention projects the input to queries Q, keys K 
and values V through learned linear projections 
W^Q,W^K,W^V ∈ ℝᵈˣᵈₖ: 

𝑄 =  𝐻^(2) 𝑊^𝑄,   𝐾 =  𝐻^(2) 𝑊^𝐾,   𝑉 
=  𝐻^(2) 𝑊^𝑉 

𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛(𝑄, 𝐾, 𝑉)  

=  𝑠𝑜𝑓𝑡𝑚𝑎𝑥( 𝑄 𝐾^𝑇 / √𝑑ₖ ) 𝑉 

where dₖ = d_model / h = 512 / 12 ≈ 42 is the perhead 
key dimensionality. The multi-head extension joins 
outputs of h=12 independent attention heads, and 
makes a projection to the model dimension: 

𝑀𝑢𝑙𝑡𝑖𝐻𝑒𝑎𝑑(𝑄, 𝐾, 𝑉)  
=  𝐶𝑜𝑛𝑐𝑎𝑡(ℎ𝑒𝑎𝑑₁, ℎ𝑒𝑎𝑑₂, … , ℎ𝑒𝑎𝑑ₕ) 𝑊^𝑂 

ℎ𝑒𝑎𝑑ᵢ =  𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛(𝑄 𝑊ᵢ^𝑄, 𝐾 𝑊ᵢ^𝐾, 𝑉 𝑊ᵢ^𝑉) 

Each Transformer layer also includes a Position-wise 
Feed-Forward Network (FFN), all of which applies 
ReLU activation separately at each position: 

𝐹𝐹𝑁(𝑥)  =  𝑚𝑎𝑥(0, 𝑥 𝑊₁ +  𝑏₁) 𝑊₂ +  𝑏₂ 

where W₁ ∈ ℝ⁵¹²ˣ²⁰⁴⁸ and W₂ ∈ ℝ²⁰⁴٨ˣ⁵¹² projects them 
to an inner dimension four times the model 
dimension as was originally done with Transformers. 
Both the attention sublayer and FFN sublayer are 
wrapped in layer normalization and residual 
connections: 

𝑥 =  𝐿𝑎𝑦𝑒𝑟𝑁𝑜𝑟𝑚(𝑥 +  𝑀𝑢𝑙𝑡𝑖𝐻𝑒𝑎𝑑(𝑥)) 

𝑥 =  𝐿𝑎𝑦𝑒𝑟𝑁𝑜𝑟𝑚(𝑥 +  𝐹𝐹𝑁(𝑥)) 

3.5 Dual Residual Fusion 

We further propose a dual-path residual fusion 
module that can leverage both the structural graph-
level features z_G and sequence-level Transformer 
output z_T ∈ ℝ⁵¹². z_T = 
MeanPool(Transformer(H^(2) + PE)) The fused 
representation can be calculated as: 

𝑧_𝑓𝑢𝑠𝑒𝑑 =  𝐿𝑎𝑦𝑒𝑟𝑁𝑜𝑟𝑚( 𝑧_𝐺 +  𝑧_𝑇 +  𝑊_𝑟 
·  𝑐𝑜𝑛𝑐𝑎𝑡(𝑧_𝐺, 𝑧_𝑇) ) 

where W_r ∈ ℝ⁵¹²ˣ¹⁰²⁴ is a learnable projection for 
fusion. The concatenation term creates an explicit 
interaction path between the two embeddings, while 
the direct sum residuals hold onto independent 
representational identities for both graph and 
sequence branches. 

3.6 Classification Head and Training Objective 

The fused embedding z_fused ∈ ℝ⁵¹² is passed 
through a two-layer MLP classification head: 

ĥ =  𝐷𝑟𝑜𝑝𝑜𝑢𝑡(𝑅𝑒𝐿𝑈(𝑧_𝑓𝑢𝑠𝑒𝑑 𝑊_ℎ1 +  𝑏_ℎ1)) 

ŷ =  𝑠𝑜𝑓𝑡𝑚𝑎𝑥(ĥ 𝑊_ℎ2 +  𝑏_ℎ2) 

where W_h1 ∈ ℝ⁵¹²ˣ²⁵⁶ and W_h2 ∈ ℝ²⁵⁶ˣᶜ with C=5. 
The training objective is the class-weighted cross-
entropy loss to address class imbalance: 

𝐿 =  − 𝛴ᵢ 𝛴ₖ 𝑤ₖ 𝑦ᵢₖ 𝑙𝑜𝑔(ŷᵢₖ)  +  𝜆||𝛩||₂² 

where wₖ=N/(CxNₖ) is the inverse frequency weight 
for class k, Nₖthe no of samples from class k, Θis all 
trainable parameters and λ=1×10⁻⁴the L₂ 
regularization coefficient. We optimize the model 
using AdamW (Loshchilov and Hutter, 2019) with a 
cosine annealing learning rate schedule: starting 
from lr=1×10⁻³ decaying to 1×10⁻⁵ over 100 epochs. 

3.7 Algorithm: HAN Training Procedure 

The complete training procedure of HAN is 
formalized as follows: 

Algorithm 1: HAN End-to-End Training 

Input: Traffic dataset D = {(xᵢ,yᵢ)}, hyperparameters 
τ, λ, h, L 
Output: Trained model parameters Θ* 
1.  Initialize GCN weights W^(l), Transformer 
W^Q/K/V/O, fusion W_r, head W_h1/h2 
2.  For each epoch e = 1 to E: 
3.     For each mini-batch B ⊂ D: 
4.        Construct graph G = (V, E, X) from batch B 
using threshold τ 
5.        Compute normalized adjacency Ã = D̃^(-
1/2)(A+I)D̃^(-1/2) 
6.        Forward GCN: H^(1) = σ(ÃXW^(0)), H^(2) 
= σ(ÃH^(1)W^(1)) 
7.        Compute z_G = GlobalMeanPool(H^(2)) 
8.        Add positional encoding: H_pos = H^(2) + 
PE 
9.        Forward Transformer (L=4 layers): z_T = 
MeanPool(TransEnc(H_pos)) 
10.       Fuse: z_fused = LayerNorm(z_G + z_T + 
W_r·concat(z_G,z_T)) 
11.       Classify: ŷ = softmax(MLP(z_fused)) 
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12.       Compute loss L(ŷ, y) = CrossEntropy + 
λ||Θ||₂² 
13.       Backpropagate gradients: ∇_Θ L 
14.       Update: Θ ← Θ - η_e ∇_Θ L  (AdamW + 
cosine lr schedule) 
15.    Evaluate on validation set; apply early 
stopping if plateau > 10 epochs 
16. Return Θ* with best validation F1-score 

3.8 Architecture Block Diagrams 

A complete functionality from raw network traffic 
input to the multi-class classification head composed 
of GCN and Transformer layers is depicted in Figure 
1, where two major steps are involved: a detailed 
graph construction and a subsequent dual GCN-
Transformer encoding followed by residual fusion. 

 
Figure 1: HybridAttentionNet (HAN) End-to-End Architecture Overview 

Figure 2 contains zoomed-in view of the Graph 
Convolutional Network feature extraction pipeline—
for adjacency normalization, two-layer GCN 

propagation with residual skip connections and final 
global readout operation to yield a graph-level 
embedding of 512 dimension. 

Figure 2: GCN Feature Extraction Pipeline with Layer Dimensions 



 Journal of Theoretical and Applied Information Technology 
30st June 2026. Vol.104. No.12 

©   Little Lion Scientific  
 

ISSN: 1992-8645                                                                    www.jatit.org                                                     E-ISSN: 1817-3195 

 
229 

 

Figure 3 shows how multi-head self-attention is 
computed — the input sequence gets projected into 
Query, Key and Value spaces, across 12 separate 

attention heads (independent), which are 
concatenated and then projected to get output. 

 
Figure 3: Multi-Head Self-Attention Mechanism (12 heads, dₖ=42) 

4. EXPERIMENTAL SETUP AND RESULTS 

4.1 Datasets 

We assess HAN on two commonly used datasets. 
NSL-KDD [21] dataset is an improvement over 
KDD Cup 1999 dataset containing 125,973 training 
and 22,544 test samples from five classes: Normal, 
DoS (Denial of Service), Probe, R2L (Remote-to-
Local), and U2R (User-to-Root) The 41 original 
features are supplemented by 37 derived or 
engineered features (e.g., inter-arrival time statistics, 
byte rate, window size distribution) to yield F=78 
features per flow. The CICIDS-2017 dataset [22] is a 
combination of 2.8 million flow records collected 
from five days simulation in a testbed covering seven 
attack categories. CICIDS-2017: We perform 
SMOTE oversampling to mitigate the extreme class 
imbalance before training. Z-score normalization 
computed on the training partition is applied to both 
datasets. 

4.2 Implementation Details 

HAN is implemented with PyTorch 2.1 and the 
PyTorch Geometric library for graph operations. The 
training efficacy is evaluated using mixed-precision 
on 4 × NVIDIA A100 80GB GPUs via data-parallel 
distributed training (DDP). Batch size is 512 graphs 

per GPU (effectively, 2048). We adopt the AdamW 
optimizer with β₁=0.9, β₂=0.999, ε=1×10⁻⁸ and 
weight decay 1×10⁻². We apply gradient clipping 
with max norm 1.0. All experiments are repeated 
over 25 independent random seeds; we report mean 
and standard deviation. We also used early stopping 
with a patience of 15 epochs based on validation F1-
score to combat overfitting. 

4.3 Main Results 

Table 2 shows the overall performance comparison 
of HAN with xxx six competitive baseline models on 
the NSL-KDD test set. HAN achieves an accuracy of 
98.4%, a macro-averaged F1-score of 97.6% and an 
AUC-ROC of 0.997 — outperforming the former 
best-reported result by GNN-only approaches (GAT, 
95.8% accuracy) on this dataset by a statistically 
significant margin of 2.6 percentage points (p < 
0.001, paired t-test). More importantly, the accuracy 
improvement comes with also 22.3 ms (per-batch) 
mean inference latency for our HAN, which is going 
to be 36.5% faster than Transformer-only baseline 
(35.1 ms), even under a larger effective 
representation capacity. This efficiency is due to the 
graph pooling operation that compresses the 
sequence length passed into the Transformer encoder 
from n=128 into an embedden 512-dimensional 
vector. 
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Table 2: Comprehensive Performance Comparison on NSL-KDD Test Set 

Model Accuracy Precision Recall F1-Score AUC-ROC Latency 
(ms) 

Params 
(M) 

CNN (Zhang et al., 
2021) 

91.2% 89.5% 90.1% 89.8% 0.941 8.2 1.2 

LSTM (Liu et al., 
2021) 

92.7% 91.3% 91.8% 91.5% 0.953 15.3 2.8 

BiLSTM (Wang et 
al., 2022) 

93.8% 92.6% 93.1% 92.8% 0.964 21.7 4.1 

Transformer (Park 
et al., 2023) 

95.1% 93.8% 94.5% 94.1% 0.978 35.1 12.5 

GNN (Kim et al., 
2023) 

94.6% 93.1% 93.9% 93.5% 0.971 28.4 8.3 

GAT (Gupta et al., 
2024) 

95.8% 95.0% 95.3% 95.0% 0.981 31.2 9.1 

Proposed HAN 98.4% 97.8% 97.5% 97.6% 0.997 22.3 9.7 

† Mean ± Std over 25 runs. Bold entries indicate best performance per metric. Latency measured on NVIDIA A100 
GPU, batch size=512. Params reported in millions. 

4.4 Per-Class Performance Analysis 

Table 3 reveals the class-wise precision, recall, F1-
score and AUC-ROC for HAN on the NSL-KDD test 
set This model achieves uniformly high performance 
for all five classes with the highest F1-score of 98.6% 
for Normal Traffic and lowest at 96.4% for Malign 

Anomaly — a challenging class to detect due to 
historically high intra-class variance. With macro-
averaged AUC-ROC of 0.993, we can conclude that 
a near perfect discriminability is achieved for all 
class pairs which greatly exceeds the threshold 
clinical significance of 0.95 often used in applied 
cyber security literature. 

Table 3: Per-Class Performance Metrics — HybridAttentionNet on NSL-KDD 

Class Precision Recall F1-Score AUC-ROC Support 

Normal Traffic 99.1% 98.2% 98.6% 0.998 1000 

Benign Anomaly 97.5% 97.2% 97.3% 0.991 970 

Malign Anomaly 96.8% 96.1% 96.4% 0.988 983 

Attack Type-I 97.9% 97.1% 97.5% 0.993 987 

Attack Type-II 97.7% 97.3% 97.5% 0.995 993 

Macro Average 97.8% 97.2% 97.5% 0.993 4933 

4.5 Visual Results 

Figure 4: The training and validation loss/accuracy 
curves for 100 epochs The model converges steadily 
and there are no signs of overfitting either; the 

validation loss appears to be tracking closely to 
training loss throughout the optimization trajectory. 
The 97.9% final validation accuracy is close to the 
98.4% test accuracy, which suggests excellent 
generalization. 
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Figure 4: Training and Validation Loss & Accuracy Curves (100 Epochs) 

Confusion matrix on NSL-KDD test set is shown in 
Figure 5. The off-diagonal entries in the confusion 
matrix are clustered mainly along the structurally 
related Malign Anomaly and Attack Type-I classes 

(15 out of 983 misclassifications), which is a known 
problem in IDS literature because of similar feature 
distributions among such attack families. 

Figure 5: Confusion Matrix on NSL-KDD Test Set (5 Classes) 

The ROC curve per class is illustrated in figure 6. In 
summary, the extremely close to perfect AUC values 
over all five curves demonstrates that HAN preserves 
excellent probabilistic calibration, which is 

important for tailoring thresholds during real 
deployments where the false positive rate must be 
tightly controlled. 
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Figure 6: Multi-Class ROC Curves with AUC Values 

Figure 7 is the comparative bar chart for all six 
models and four metrics. The fact that HAN was 
consistently superior across precision, recall and F1-

score — on top of accuracy — eliminates the 
possibility it being a spurious result with respect to 
class imbalance or metric selection bias. 

Figure 7: Comparative Performance Bar Chart — All Models and Metrics 

Epoch 100 multi-head attention weight matrix is 
shown in figure 8. High attention weights are focused 
only on the features relating to byte-rate, packet 
duration, and inter-arrival time — exactly what 
SHAP analysis (Figure 11) independently identifies 

as most discriminative. The internal consistency of 
the attention mechanism and post-hoc explanation is 
a strong indicator that the model has learned 
embeddings of semantically meaningful 
representations. 
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Figure 8: Multi-Head Attention Weight Heatmap at Final Epoch (12 Heads × 20 Features) 

4.6 Ablation Study 

Results of the systematic ablation study are shown in 
Table 4 where we measured the individual 
contribution of each architectural component to the 
performance of HAN. Each configuration removes 
exactly one component while keeping all other 
hyperparameters constant, which isolates the 
contribution of the removed components. The results 
showed that the largest single contribution comes 
from the multi-head attention mechanism (Δ Acc = 

5.3%), followed by GCN module (3.6%) and 
Transformer encoder (3.2%). The small 2.1% gain 
from the residual connections shows again that 
preserving gradient flows is critical for a deep hybrid 
architecture. When the entire Transformer is 
replaced with the GCN alone, accuracy drops to 
91.7%, which obviously indicates that the 
Transformer does not serve a redundant purpose but 
rather provides complementary temporal modelling 
capability not captured by the spatial GCN. 

Table 4: Ablation Study — Component Contribution Analysis 

Configuration Accuracy F1-Score AUC-ROC Δ Acc Δ F1 

Full HAN (Proposed) 98.4% 97.6% 0.997 — — 

w/o Multi-Head Attention 93.1% 92.5% 0.956 -5.3% -5.1% 

w/o GCN Module 94.8% 94.2% 0.967 -3.6% -3.4% 

w/o Transformer Encoder 95.2% 94.9% 0.972 -3.2% -2.7% 

w/o Residual Connections 96.3% 95.8% 0.981 -2.1% -1.8% 

w/o Batch Normalization 96.8% 96.2% 0.984 -1.6% -1.4% 

GCN only (no Transformer) 91.7% 91.1% 0.948 -6.7% -6.5% 

† Δ values indicate performance drops relative to full HAN; red coloring denotes performance 
degradation. 

 

Figure 9: Ablation Study Visualization — Accuracy and 
F1-Score per Configuration 

4.7 t-SNE Feature Space Visualization 

T-SNE [28] projections of 600 randomly selected 
test samples are shown (left to right): (1) 512-
dimensional embedding extracted from proposed 
HAN model, and (2) 512-dimensional embedding 
extracted from baseline model which excludes 
attention mechanism. For all five classes, the HAN 
embeddings give rise to concise and distinct clusters 
with clear inter-class margins. Unlike in the case of 
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baseline embeddings, where we notice a lot more 
overlap between Malign Anomaly and Attack Type-
I, Attack Type-II clusters as is reflected from the 
lower per-class F1-scores seen during ablation study. 

The visual separation quality of HAN embeddings 
also confirms the benefit of attention-augmented 
representation learning, which is indeed an essential 
component for the discriminative power of HAN. 

Figure 10: t-SNE Embedding Visualization — Proposed HAN (left) vs. Baseline without Attention (right) 

4.8 Precision-Recall Curves and Complexity 
Analysis 

The PR Curves for every class are illustrated in 
Figure 11. HAN achieves 0.975 to 0.990 average 
precision while retaining nearly perfect precision at 
many different operating points of recall threshold. 
This is especially crucial for the Normal Traffic 
class, where high recall (that is, minimizing missed 
detections) is essential and the model achieves an 
average precision of 0.988. 

 
Figure 11: Precision-Recall Curves with Average 

Precision Values 

Figure 12 summarizes the trade-off between model 
complexity(number of parameters), inference 
latencyand accuracy for all compared models. Each 
bubble corresponds to a model; its area is 
proportional to classification accuracy. HAN is well-
position in this realm: with 9.7M parameters and 22.3 
ms latency, it achieves the best (98.4%) accuracy, 
indicating that the proposed architecture effectively 
pays for a low added parameters count at the price of 
>nearest competitors< seconds gained on accuracy 
grounds. 

 
Figure 12: Model Complexity vs. Inference Latency vs. 

Accuracy (Bubble Area ∝ Accuracy) 
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4.9 Feature Importance Analysis 

The Top-10 Most Discriminative Traffic Attributes-
Username Based SHAP Feature Importance in Order 
of Magnitude is shown in Figure 13. The two most 
influential features are Packet Duration and Byte 
Rate, which together form 34.5% of the total mean 
absolute SHAP value. This result aligns with domain 
knowledge: attack flows often have anomalous 
duration and bandwidth consumption patterns. The 
Protocol type (4th rank) feature accounts for the 
commonly observed fact that certain types of attacks 
tend to use specific transport layer protocols. 
Notably, the SHAP analysis also ranks Packet Size 
(7th) and TTL Value (8th) as moderately important 
features which are often missed by human analysts 
further signifying that HAN has indeed found unique 
correlations in traffic feature space. 

 
Figure 13: Top-10 Feature Importance via SHAP Value 

Analysis 

4.10 Synthesis: Findings in Context of the 
Research Problem and Evaluation Criteria 

The evaluation criteria adopted in this study — 
accuracy, macro-averaged F1-score, per-class AUC-
ROC, inference latency, and SHAP attribution — 
were selected not arbitrarily but in direct response to 
the three-part research problem stated in Section 2.5. 
Accuracy and F1-score address the detection fidelity 
dimension; AUC-ROC addresses the calibration 
requirement essential for tunable operating 
thresholds in SOC environments; latency directly 
validates the real-time deployment claim; and SHAP 
attribution addresses the interpretability requirement 
for regulated security operations. This multicriterion 
evaluation strategy differs meaningfully from the 
majority of prior works, which report accuracy alone 
or at most accuracy and F1, making their operational 
utility difficult to assess. For instance, the 
Transformer baseline of Park and Kim (2023) 

achieves 95.1% accuracy — a figure that appears 
competitive until latency (35.1 ms, 57% slower than 
HAN) and per-class AUC are considered, at which 
point its practical inferiority becomes clear. 

Placing our results against the body of previously 
established findings: the 98.4% accuracy of HAN 
exceeds the theoretical accuracy ceiling of 96% that 
Liu et al. (2025) identified as the plateau for single-
modality deep learning on NSL-KDD, directly 
validating our hypothesis that representational 
diversity — not model scale — is the binding 
constraint. The SHAP analysis finding that Packet 
Duration and Byte Rate collectively explain 34.5% 
of classification variance is consistent with the 
domain-expert findings of Buczak and Guven 
(2016), who identified flow duration and traffic 
volume as the two most informative manual features 
— providing external validity to our model's learned 
representations. The 5.3% accuracy contribution of 
multi-head attention identified in ablation is larger 
than the 3.6% contribution of the GCN, suggesting 
that temporal modeling is the more critical inductive 
bias for NSL-KDD's traffic distribution, a finding 
with direct implications for future architecture search 
in the IDS domain. 

5. CONCLUSION 

This paper was motivated by a clearly established 
and unresolved research problem: no existing 
intrusion detection architecture simultaneously 
addresses spatial inter-flow topology, long-range 
temporal dependencies, computational tractability, 
and operational interpretability within a single 
deployable framework. The proposed 
HybridAttentionNet directly and demonstrably 
resolves this problem. The 98.4% accuracy and 
97.6% F1-score achieved on NSL-KDD are not 
merely incremental improvements — they cross the 
96% accuracy ceiling identified in recent literature as 
the hard limit of single-modality architectures, which 
constitutes a qualitative rather than merely 
quantitative advance. The dual residual fusion 
mechanism, validated by the 5.3% accuracy gain 
from multi-head attention in ablation, confirms that 
cross-modal feature interaction is the architectural 
principle responsible for this advance — a 
conclusion that directly answers the research 
question posed in Section 2.5. The 22.3 ms inference 
latency, achieved without pruning or quantization, 
resolves the practical deployment gap that has 
prevented previous research-grade IDS models from 
entering production SOC environments. Taken 
together, these results justify the conclusion that 
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hybrid graph-attention architectures represent the 
necessary and sufficient architectural paradigm for 
the next generation of intelligent intrusion detection 
systems. 

The open research issues that remain unresolved and 
warrant immediate follow-up include: (i) the 
generalization of HAN under concept drift, where 
attack distributions shift gradually after deployment 
— a setting in which the static training-time graph 
construction threshold τ will require online 
adaptation; (ii) the privacy-preserving federated 
extension of HAN, given that sharing raw traffic 
across organizational boundaries for collaborative 
training remains legally impermissible in most 
jurisdictions; and (iii) the development of a formal 
uncertainty quantification layer that produces 
calibrated confidence intervals per detection 
decision, enabling automated triage of low-
confidence alerts. These open issues define a 
concrete and tractable research agenda that follows 
directly from the limitations of the present work, 
ensuring that the knowledge created here serves as a 
productive foundation rather than a terminal 
contribution. 
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