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ABSTRACT 

 
Electronic Medical Records (EMRs) are now central to modern healthcare, enabling seamless data exchange 
and coordinated patient management. Yet their sensitivity and growing interconnectivity make them 
increasingly attractive targets for cyberattacks. Conventional protection mechanisms static encryption paired 
with centralized access control suffer from two major limitations: fixed cryptographic parameters cannot 
adapt to heterogeneous data types, device capabilities, or evolving threat conditions, and centralized 
management introduces single points of failure with limited auditability. 
To overcome these constraints, this study introduces a Genetic Algorithm (GA) driven blockchain encryption 
framework for EMR security. The key innovation lies in dynamically optimizing encryption parameters such 
as key length, cipher mode, and rotation frequency using GA, while employing a permissioned blockchain 
to deliver decentralized, tamper-proof access control and audit trails. This dual architecture enhances both 
security resilience and operational efficiency. 
Encrypted EMRs are stored off-chain, while smart contracts manage access rights, cryptographic profile 
identifiers, and hybrid AES–ECC key distribution. The GA encodes encryption configurations as 
chromosomes and evolves them using a multi-objective fitness function balancing confidentiality, latency, 
and storage overhead. Experiments using de-identified EMR datasets on a Hyperledger Fabric testbed 
demonstrate that the proposed framework outperforms fixed-parameter AES–ECC baselines, improving 
encryption–decryption performance, strengthening cryptographic robustness, and reducing blockchain 
transaction latency. These results validate the practicality of an adaptive, blockchain-enabled security model 
for real-world healthcare environments. 
Keywords: Blockchain Encryption, Electronic Medical Records, Genetic Algorithm Optimization, 

Healthcare Data Security, Hybrid AES–ECC Cryptosystem 
 
1. INTRODUCTION  
 

The rapid digitalization of the healthcare 
sector has made Electronic Medical Records 
(EMRs) the central infrastructure for patient data 
management. EMRs enable clinicians to store, 
exchange, and analyse patient information 
efficiently, supporting timely diagnosis, 
personalized treatment, and improved clinical 
outcomes [1]. However, this digital transformation 
has also amplified security risks. EMRs contain 

highly sensitive data—including medical histories, 
diagnostic reports, and financial details—that make 
healthcare systems attractive targets for 
cybercriminals [2]. Breaches can result in identity 
theft, insurance fraud, and severe erosion of patient 
trust [3]. 

Conventional EMR protection relies on 
static encryption schemes combined with centralized 
access control [4]. Despite their widespread use, 
these approaches face two major limitations. First, 
fixed cryptographic parameters cannot adapt to 
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diverse medical data types, heterogeneous device 
capabilities, or evolving threat landscapes, often 
resulting in excessive computational overhead or 
inadequate security [5]. Second, centralized control 
architectures introduce vulnerabilities such as single 
points of failure, insider misuse, and limited 
transparency in access auditing [6]. 

Blockchain technology offers a promising 
foundation for decentralized access control and 
immutable audit trails. Yet, without dynamically 
optimized encryption, blockchain-based systems 
still struggle to accommodate the varied and 
evolving security requirements of modern healthcare 
environments [7][8]. 

To overcome the limitations of 
conventional EMR security systems, this study 
presents a GA-based blockchain encryption scheme 
that changes cryptographic parameters in accordance 
with the environment in which the data is processed 
and stored. In contrast to hard-coded encryption 
schemes, the suggested solution employs the 
evolutionary optimization strength of GA to search 
for and choose optimum encryption parameters such 
as key length, cipher mode (e.g., AES-GCM, AES-
CBC), block size, and key rotation frequency 
through means such as data type, sensitivity level, 
device capabilities, and prevailing network 
conditions. Through this, the system can reconcile 
high-level security demands with the computational 
limitations of actual healthcare settings. The 
parameters are then utilized under an optimized 
hybrid encryption model that meets the speed of 
symmetric cryptography with the secure key 
exchange capabilities of asymmetric cryptography. 
To enhance trust further, the framework incorporates 
a permissioned blockchain network as the access 
control infrastructure. Smart contracts here impose 
fine-grained role-based or attribute-based access 
permissions, periodically log each access event in an 
immutable ledger, and provide transparent auditing 
without disclosing the underlying patient data. 
Everything about EMR content is encrypted and 
stored off-chain, while solely cryptographic 
metadata, access policies, and data pointers are 
stored on-chain. This two-layered security paradigm 
GA-guided adaptive encryption and blockchain-
powered decentralized control offers a strong, 
scalable, and open solution that not only increases 
resilience to cyberattacks but also maximizes system 
efficiency by configuring security operations to suit 
the healthcare environment where they are used. 
1.1 Research Motivation 

The motivation for this research is the critical 
necessity to build upon the security and effectiveness 
of EMRs as the frequency and expense of healthcare 

data breaches continue to occur in an age. 
Conventional security techniques based on static 
encryption and centralized access control fail to keep 
up with the changing nature of healthcare 
environments, where data forms, system 
functionality, and threat levels constantly change 
[9]. These constraints tend to result in ineffective use 
of resources, performance constraints, and 
heightened exposure to cyberattacks. Although 
blockchain technology provides decentralized trust 
and unalterable audit trails, by itself it cannot 
optimize encryption performance or configure 
security settings for specific scenarios [10]. This 
research is thus motivated by the potential to 
combine GA–based adaptive encryption with 
permissioned blockchain access control, developing 
a system that can provide high-strength, context-
sensitive security without sacrificing operational 
speed, scalability, and regulatory compliance. 
 
1.2 Research Significance 

The significance of this work is its potential 
to revolutionize the security of EMRs by bringing 
together adaptive encryption and decentralized 
access control. By using GAs to adaptively optimize 
encryption parameters and integrating them with a 
permissioned blockchain architecture, the presented 
framework bridges major shortcomings in current 
healthcare data security—i.e., the inability of fixed 
approaches to respond to varied data types, changing 
computational capabilities, and emerging cyber-
attacks [11]. This two-layered design not only 
strengthens user confidentiality and integrity but 
also provides open, tamper-evident auditing through 
smart contracts, further promoting trust among 
stakeholders [12]. In addition, the flexibility of the 
system in utilizing processing power and network 
resources allows for effective utilization whether in 
large-scale hospital networks or resource-limited 
healthcare organizations. This is done with a view to 
ensuring regulatory compliance, resilience against 
advanced threats, and establishing a platform for 
scalable, future-proof healthcare security solutions. 
 
1.3 Problem Statement 

EMRs contain extremely sensitive patient 
information that needs to be defended against 
unauthorized use, tampering, and cyberattacks but 
tend to fall short about the current security measures 
in fulfilling such needs [13]. Traditional methods 
generally utilize static encryption methods and 
centralized access, which are not responsive to 
varied types of data, different device capabilities, 
and changing threat conditions. Static cryptographic 
parameters may overtax system resources or not 
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offer adequate protection, and centralized 
management is a single point of failure and restricts 
transparency in auditing [14]. While blockchain 
technology provides immutability and 
decentralization, it cannot dynamically optimize 
encryption performance or customize configurations 
to operational environments. This leaves a 
fundamental weakness in being both highly secure 
and efficient in healthcare data management. There 
is thus an urgent need for an adaptive and 
decentralized solution that can optimize encryption 
parameters in real-time and provide transparent and 
tamper-proof access control over EMRs. 
 
1.4 Key Contribution 
1. GA-Driven Encryption Optimization: Proposes 

a Genetic Algorithm-based solution to 
dynamically choose optimal encryption 
parameters for EMRs, enhancing security-
performance trade-offs. 

2. Hybrid Cryptographic Model: Conforms to a 
blend of AES (to provide speed) and ECC (to 
ensure safe exchange of keys) with adjustable 
settings as per healthcare data requirements. 

3. Blockchain-Based Access Control: Utilizes a 
permissioned blockchain with smart contracts 
for decentralized, tamper-evident access 
control and audit logging. 

4. Context-Aware Security Profiles: Produces 
encryption profiles based on data type, device 
capability, and threat environment for effective 
and scalable security. 

5. Performance and Security Improvement: 
Exhibits enhanced encryption/decryption 
performance and attack resistance over 
traditional fixed-parameter approaches. 

 
1.5 Organization of the Paper 
The rest of the paper will be structured as follows: 
Section 1 will discuss Introduction, which will entail 
background, challenges, and motivation of the need 
to improve EMR security. Section 2 is related works, 
which covers prior work in the state of encryption, 
blockchain-based healthcare security models, and 
how Genetic Algorithms have been used in 
cryptography, and how they are lacking. Section 3 
explains the Methodology such as the system 
architecture, Genetic algorithm design, and hybrid 
encryption model and blockchain integration with 
respect to access control. The Results and 
Discussion section (section 4) is given, which 
includes results of the experiment, analysis of 
performance in terms of its absolute and relative 
values and provides the comparison with modified 
approaches that remain as base approaches. Lastly, 

Section 5 provides the study closure with a 
conclusion of current findings and directions of 
possible Future Works, such as scalability 
improvements, interoperability and compatibility 
with up-and-coming technologies related to the 
health care field. 
 
2. RELATED WORKS 

In the sphere of electronic heath record 
(EHR) management, the sensitive information on 
healthcare needs stringent security and verification 
systems. Nkita Srivastava and Ahmad [15] present 
an evaluation of a blockchain-encryption system of 
genetic algorithms (GADBE) generated to transform 
EHR safety and validation. The methodology 
leverages genetic algorithms in optimizing the 
parameters of encryption in a blockchain framework 
by achieving enhanced privacy and protection of 
patients against possible malpractices by 
unauthorized users. It integrates with better 
cryptography techniques, such as Elliptic Curve 
Cryptography (ECC) and the Keyed-Hash Message 
Authentication Code (HMAC)-based authentication 
with machine learning techniques that reflect how 
helpful they are in classification of all data. This 
paper makes a comparative analysis of two 
configurations namely GADBE + ECC and GADBE 
+ Advanced Encryption Standard (AES). The 
performance looks at the scaled behavior in terms of 
both key size and records of messages encrypted and 
decrypted (data size). It is found that though they 
both exhibit gradual growth in processing speeds due 
to higher keys and datasets, ECC is always faster 
than AES. ECC can perform decryption between 0.4 
and 3.5 seconds within 128- and 512-bits keys, 
which underline its computational capability. These 
results highlight the potential of ECC to achieve 
performance benefits when used in cryptographic 
tasks and thus ECC would make an effective 
candidate to use in secure, scalable, and privacy-
preserving management of EHR in contemporary 
healthcare operations. 

Lekha et al.[16] highlight the increasing role 
of systems of monitoring healthcare in which 
constant surveillance of bio physiological 
parameters of the patient may be performed with the 
use of implanted sensors. The introduction of 
Internet of Things (IoT) has seen healthcare 
equipment fitted with numerous sensors that scan 
freely to collect information and send to their 
accumulating equity in the clouds through gateway 
sensors. Although this technological usage has 
revolutionized the way healthcare is delivered, it 
brings in high security problems. The injection of 
malicious data, alteration, or theft of important data 
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are the most noticeable malicious acts that can be 
perpetrated on a healthcare system based on the IoT 
in different stages of operation. These attacks may 
pose dire effects that may even cause deaths hence 
strong security must be put in place. Ad in response 
to this, the authors have suggested a hybrid 
encryption technique which incorporates Optimal 
Advanced Encryption standard (OAES), Modified 
Optimal Advanced Encryption standard (MOAES) 
encryption and Chaotic Map (CM) encryption; 
collectively known as HMOAES-CM. This strategy 
will guarantee online security access to patient data 
and facilitate the sharing of the encrypted data with 
the authorized stakeholders. The given 
authentication mechanism will be oriented on the 
IoT systems and will be sufficiently resistant to 
various attacks on the network, but the 
implementation shall remain simple. As the results 
of the comparative analysis with the current 
techniques reveal, the HMOAES-CM approach 
demonstrates the high level of security, which makes 
it an appealing method of protecting the IoT-based 
healthcare systems. 

Wireless Body Area Sensor Networks 
(WBASNs) have revolutionized patient monitoring 
by integrating Internet of Things (IoT) technologies 
into healthcare, enabling continuous physiological 
tracking through wearable and implantable sensors. 
These systems are particularly valuable for chronic 
disease management and rapid response in critical 
medical situations. Despite their promise, WBASNs 
face major challenges in secure data transmission 
and efficient health information management. 
Traditional cryptographic algorithms, though 
effective in conventional computing environments, 
are unsuitable for WBASNs due to stringent 
constraints on processing power, memory, and 
battery life. Lightweight cryptographic schemes 
mitigate some limitations but often fail to provide 
the dynamic, fine-grained access control required in 
multiuser clinical settings. 

To address these gaps, Karunkuzhali et al. 
[17] introduce a Hybrid Lightweight Cryptographic 
Algorithm integrated with Attribute-Based 
Encryption (HLCA-ABE). This framework 
combines AES for data confidentiality, ECC for 
resource-efficient key management, and ABE for 
flexible, attribute-driven access control. Beyond 
cryptography, the study proposes a secure 
transmission architecture enhanced by the Cat 
Hunting Optimization Algorithm and a Residual 
Group Attention Network with Depth wise 
Separable CNNs (RGA-DSCNN). The 
Mountaineering Team-Based Optimization 
algorithm further fine-tunes RGA-DSCNN 

parameters, improving robustness and 
computational efficiency. Experimental results 
demonstrate exceptional performance, achieving 
99.9% accuracy, underscoring the potential of 
HLCA-ABE combined with AI-driven optimization 
to deliver secure, reliable, and resource-efficient 
healthcare monitoring in WBASN environments. 

Mahmood et al.[18] discuss how the 
expansion of the Internet has led to widespread use 
of medical documents among healthcare 
professionals, making secure transmission and 
management of medical images crucial for 
collaboration while safeguarding patient privacy. 
The study reviews various methods for secure 
medical data sharing, categorizing them into 
centralized approaches—such as encryption and 
watermarking—and distributed solutions, including 
blockchain and federated learning. It also traces the 
evolution of medical image watermarking, from 
traditional, interpretable “white box” techniques to 
advanced AI-based “black box” models, which offer 
improved robustness and adaptability. The analysis 
underscores the importance of integrating modern 
technologies to address increasingly complex 
security threats while maintaining the diagnostic 
integrity of medical images. In addition, the work 
presents a detailed classification of watermarking 
methods and identifies promising future research 
directions, aiming to advance the development of 
more secure and reliable medical imaging systems. 
This contribution adds valuable insights to the 
ongoing efforts toward enhancing healthcare data 
security. 

Malik [19] explores biometric authentication 
as one of the fast-developing technologies which 
contributes to identity verification by using the 
exclusive features of physiology and behavior. The 
research goes through different types of biometrics, 
such as fingerprint recognition, face recognition, iris 
scan, and behavioral biometrics, describing their 
evolution as well as their possibilities and risk. The 
incorporation of machine learning and artificial 
intelligence has made these systems more accurate, 
reliable and multifaceted and this made them 
applicable in all forms, be it in mobile devices, 
banking or border control. The biometric systems 
despite the advantages have been highly challenged 
with difficulties of violating privacy, breach of 
information, spoofing and regulatory requirements. 
With the increase in adoption, the paper highlights 
the need to put in place effective data protection 
systems, follow legal provisions, and be ethical. It 
mentions the necessity to strike the balance between 
security and usability since the safety of secure 
storage and transmission of biometric data do matter. 
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Adherence to the changing rules is important in the 
establishment of trust and integrity in the system. 
Also, the necessity to maintain consistent 
monitoring, assessment, and upgrading of biometric 
authentication systems to address the newly 
appearing threats and vulnerabilities. The paper 
draws the conclusion that, biometric authentication 
can become a mighty and disruptive security tool in 
different industries. Nevertheless, it is a long-run 
success which will be achieved through the solution 
of the issues of technology, law, and ethics to reduce 
risks and the responsible use. 

The works reviewed all show that there are 
some very crucial drawbacks and limitations to the 
security of healthcare systems. When it comes to 
managing the electronic health records, encryption 
algorithms have limitations of performance in 
relation to the key sizes and quantity of data, and the 
scalability guarantees the performance without 
losing speed. Healthcare monitoring systems based 
on IoT are exceptionally sensitive to the malicious 
injection and modification of data and all the 
existing solutions are unable to provide a reasonable 
balance between the strength of security and ease of 
implementation. Wireless Body Area Sensor 
Networks face limitations also in terms of local 
computational power, memory and battery life that 
renders traditional cryptography inappropriate and 
exposes gaps in dynamic multiuser access control. In 
medical imaging, centralized and distributed data 
protection strategies are challenged by having to 
defend against more dangerous threats that do not 
compromise the integrity of medical imaging used in 
diagnosis. Being highly precise and flexible, 
biometric authentication is dangerous to privacy, 
data security, spoofing, and regulatory compliances, 
and the details do not end with the necessity to store 
and process such data safely and ethically with 
respect to regular system updates. Providing and 
balancing decent security with performance, 
usability, and compliance goals across the board is a 
recurrent issue. 

While significant progress in information 
privacy in healthcare is being made through 
blockchain, hybrid encryption, IoT-based 
protection, and biometric authentication, there 
are still significant limitations. The majority of 
current design protocols relying on static 
cryptographic configurations will not respond 
to variations in EMR sensitivity degrees, 
network parameters, or in the device capability 
dynamically. Srivastava and Ahmad [15] and 
Lekha et al. [16] focused on the issues of 
encryption efficiency and IoT security, without 
providing adaptive optimization algorithms that 

would reconcile the real-time balance between 
robust security features and computational 
burden. Similarly, the blockchain-oriented 
healthcare frameworks introduced in [7], [10], 
and [12] enable further auditability and 
decentralization, but are plagued with higher 
transaction latency and limited scalability for 
large EMR datasets. Furthermore, reports 
published in 2024, including Haddad et al. [13] 
and Tahir et al. [12], emphasized secure EHR 
sharing and interoperability; however, they did 
not integrate intelligent optimization to support 
the choice of dynamic encryption profiles. 
Existing systems fail to capture trade-offs 
among security robustness, throughput, latency, 
and storage overhead in real-world healthcare 
settings. There is also much research gap in 
terms of an adaptive, scalable, and 
performance-aware EMR security architecture 
that can intelligently optimize encryption 
parameters without sacrificing decentralized 
trust or regulatory compliance. The proposed 
GA-driven blockchain encryption system works 
to remedy these inadequacies by combining 
evolutionary optimization with the 
permissioned blockchain technology to create 
context-aware security, greater efficiency, and 
an enhanced resistance to ever-evolving cyber 
threats. 
 
3. GENETIC ALGORITHM-DRIVEN 

BLOCKCHAIN ENCRYPTION 
FRAMEWORK FOR EMR SECURITY 

The suggested methodology adopts a 
systematic process to maximize the security of 
EMRs through adaptive encryption and 
decentralized access control. To begin, de-identified 
EMR datasets—structured data, clinical notes, and 
medical images—are gathered and sorted according 
to sensitivity and volume to inform encryption 
profile choice. An access-controlling blockchain, 
like Hyper ledger Fabric, is then used to control 
access, audit logs, and cryptographic metadata, and 
encrypted EMR files are kept off-chain in secure 
storage environments like IPFS or cloud storage. 
Encryption is optimized using a GA in which each 
chromosome represents encryption parameters, such 
as key length, cipher mode, block size, rotation rate, 
and compression parameters. A multi-objective 
fitness function scores configurations according to 
security strength, performance, and storage 
efficiency. Iterative selection, crossover, and 
mutation by the GA determine the best encryption 
profile for each data type. EMRs are encrypted off-
chain through this profile, and metadata and access 
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policies alone are stored on-chain through smart 
contracts. Secure key exchange is facilitated through 
a hybrid AES–ECC scheme. Access requests are 
confirmed by the blockchain, which accesses 
encryption parameters for approved decryption. 
Lastly, the system is also tested in terms of latency, 
throughput, and resilience against simulated attacks, 

and compared with traditional fixed-parameter 
encryption methods to verify the efficiency and 
resilience of the framework. The GA-guided 
Blockchain framework workflow was presented in 
fig. 1. 
 

 

Fig. 1. GA-Driven Blockchain Framework for EMR Security Storage 
 
3.1 Data Collection 

The data set employed in this work comes 
from the Physio net Gold Standard corpus, re-
annotated to the 2014 i2b2/UTHealth de-
identification challenge guidelines, as specified by 
Amber Stubbs in Annotating Longitudinal Clinical 
Narratives for De-identification: The 2014 
i2b2/UTHealth Corpus (J Biomed Inform, 2015; 
58(Suppl):S20). It includes de-identified EMRs with 
structured data, unstructured free-text clinical notes, 
and, where relevant, medical images. The main 
emphasis is on ensuring patient privacy protection 
through deletion of identifiable information and 
maintaining contextual integrity of the medical 
stories for research purposes.  

The furnished CSV file, I2B2-2014-
Relabeled-PhysionetGoldCorpus.csv, has 

annotations in accordance with the i2b2-2014 
challenge labelling scheme, such as a record_id 
column and other fields specifying the de-
identification labels assigned to each record. This 
dataset is a benchmark to test automated machine-
learning de-identification systems for their capacity 
to generalize to new datasets while maintaining 
conformity to approved privacy standards. It 
provides a useful resource for developing and testing 
algorithms that can safely extract personally 
identifiable information from clinical notes, thus 
facilitating safe and large-scale use of EMRs for 
healthcare research [20]. 

 
3.2 Data Pre-processing 
Data Preprocessing entails preparing de-identified 
EMR data for encryption and analysis through these 
steps: 
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● Classification of Data by Sensitivity – Each 
data element is given a sensitivity rating 𝑆௜ 
depending on the nature of information: 

𝑆௜ = 𝑤ଵ. 𝑃𝐼𝐼௜ + 𝑤ଶ. 𝑃𝐻𝐼௜ + 𝑤ଷ. 𝐶𝑙𝑖𝑛𝑖𝑐𝑎𝑙𝑉𝑎𝑙𝑢𝑒௜

   (1) 
where 𝑤ଵ , 𝑤ଶ, 𝑤ଷ are weighting factors, and 

𝑃𝐼𝐼௜ , 𝑃𝐻𝐼௜ , 𝐶𝑙𝑖𝑛𝑖𝑐𝑎𝑙𝑉𝑎𝑙𝑢𝑒௜  are normalized/binary 
indicators. 

● Data Size Estimation – Estimate size 𝐷௜  in 
bytes for every data block to measure 
encryption overhead in eq. (2): 

𝐷௜ = 𝑙𝑒𝑛 (𝐷𝑎𝑡𝑎௜)   
  (2) 

● Profile Selection Rule – Match size and 
sensitivity to an encryption profile 𝐸௜: 

𝐸௜ = 𝑓(𝑆௜ , 𝐷௜)    
  (3) 

Example: If 𝑆௜ > 𝜏௦ and 𝐷௜ > 𝜏ௗ, choose 
High-Security AES-256; otherwise, apply 
Lightweight AES-128. 

● Normalization & Tokenization – 
Normalize text data (lowercasing, removal 
of punctuation) and tokenize clinical notes 
for structured processing. 

● Noise Removal & Formatting – eliminate 
duplicate metadata, fix format issues, and 
normalize all records to a common schema 
for future encryption and model training. 

3.3 System Initialization 
System Initialization starts with the creation 

of a secure, controlled environment for EMR 
management with both off-chain and blockchain 
elements: 
3.3.1 Deploy Permissioned Blockchain  

A platform such as Hyperledger Fabric is 
implemented to serve as the trust layer. In contrast to 
public block chains, a permissioned blockchain only 
invites registered participants (e.g., insurers, labs, 
hospitals) to join the network. It controls: 

● Access Control: Role-based access is 
enforced by smart contracts such that only 
authorized parties can access or edit 
specific EMR information. 

● Audit Logs: Each transaction—like data 
uploads, access requests, or encryption key 
updates—is stored immutably on the 
blockchain, yielding a provable history. 

● Metadata Management: Rather than 
keeping large EMR data on-chain, 
metadata (hashes, timestamps, encryption 

profile IDs) is kept while referencing 
records back to their encrypted versions. 

3.3.2 Set up Off-Chain Encrypted Storage  
Large EMR files, clinical notes, and medical 

images are maintained in an off-chain system for 
efficiency: 

● IPFS (InterPlanetary File System) provides 
decentralized file storage through hashing 
data into cryptographically hashed chunks 
to ensure retrieval integrity. 

● Cloud Object Stores (such as AWS S3, 
Azure Blob) can also be utilized for 
scalability, with encryption of data prior to 
uploading. 

● Only the file hash and storage pointer (CID 
for IPFS or URL for cloud) are stored in the 
blockchain, so any storage tamperability 
can be traced through the hash 
inconsistency. 

Briefly, the blockchain provides integrity, 
access control, and traceability, and off-chain 
encrypted storage provides scalability and cost-
effectiveness. The two levels cooperate to securely 
handle sensitive healthcare information. 
 
3.4 Genetic Algorithm Setup 

During this phase, GA is used to 
automatically find the best encryption setup through 
evolution of a population of potential profiles across 
subsequent generations. 
3.4.1 Chromosome Encoding 

Each chromosome 𝐶௜ carries an encryption 
configuration vector in eq. (4): 

𝐶௜ = ൣ𝑘௟ , 𝑚௖ , 𝑏௦, 𝑟௙ , 𝑐௙൧   
   (4) 

where: 𝑘௟ = key size (bits),  𝑚௖= encryption 
mode (categorical, e.g., AES-CBC, AES-GCM),   
𝑏௦= block size (bytes),  𝑟௙= rotation frequency (keys 
per time unit),  𝑐௙= compression flag (binary) 
3.4.2 Fitness Function 

The fitness function is multi-objective, 
balancing security strength, performance, and 
storage efficiency in eq. (5): 

𝐹(𝐶௜) = 𝑤ଵ. 𝑆(𝐶௜) − 𝑤ଶ. 𝑇(𝐶௜) − 𝑤ଷ. 𝑂(𝐶௜) 
   (5) 

where:  
𝑆(𝐶௜)= Security Strength (normalized score 
based on entropy, key-space size, avalanche 
effect) in eq. (6) 

 𝑆(𝐶௜) = 𝛼.
ு

ு೘ೌೣ
+ 𝛽.

௟௢௚మ(|௄|)

௟௢௚మ(|௄೘ೌೣ|)
+ 𝛾. 𝐴 

   (6) 
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with 𝐻= Shannon entropy of ciphertext, |𝐾|= key 
space size, A= avalanche effect score. 

𝑇(𝐶௜)= Latency = measured encryption + 
decryption time (lower is better) 
𝑂(𝐶௜)= Overhead = ciphertext expansion ratio 
஼௜௣௛௘௥௧௘௫௧ ௌ௜௭௘

௉௟௔௜௡௧௘௫௧ ௌ௜௭௘
= 

𝑤ଵ, 𝑤ଶ, 𝑤ଷ= weighting factors controlling trade-
offs. 
𝛼, 𝛽, 𝛾= security sub-weight parameters. 

3.5 Encryption Optimization Process 
The algorithm starts by creating a first 

population of encryption profiles, each being 
characterized by parameters like key size, cipher 
mode, block size, rotation rate, and compression 
flag. A GA is used to improve these profiles 
iteratively. The principal steps are: 

● Initialization – Random creation of 𝑃଴ 
encryption profiles. 

● Selection – Choose parent profiles from the 
current population based on fitness values 
using techniques like roulette-wheel or 
tournament selection. 

● Crossover – Swap portions of parent 
chromosomes to create offspring in eq. (7): 

𝐶௢௙௙௦௣௥௜௡௚ = 𝛼𝐶௣௔௥௘௡௧ଵ + (1 − 𝛼)𝐶௣௔௥௘௡௧ଶ 
    (7) 

where 𝛼 ∈ [0,1] regulates mixing between 
parents. 

● Mutation – Randomly change parameters 
(e.g., shift block size or cipher mode) with 
small probability 𝑝௠. 

● Evaluation – Calculate the fitness F of each 
profile in eq. (8): 

𝐹 = 𝑤ଵ. 𝑆௦௘௖ + 𝑤ଶ. 𝑃௣௘௥௙ + 𝑤ଷ. (1 − 𝑂௦௧௢௥) 
   (8) 

where: 𝑆௦௘௖= normalized security score 
(entropy, avalanche effect, keyspace size), 𝑃௣௘௥௙= 
normalized performance score (inverse latency), 
𝑂௦௧௢௥= normalized storage overhead, 𝑤ଵ, 𝑤ଶ, 𝑤ଷ= 
weights determined by system priorities (𝑤ଵ + 𝑤ଶ +
𝑤ଷ = 1) 

The procedure is repeated until the stopping 
condition (e.g., max generations 𝐺௠௔௫  or 
convergence) is reached, and the best encryption 
profile F is chosen to encrypt the EMR data. The 
encrypted Optimization Process was presented in 
Fig. 2. 

 
Fig. 2. Encryption Optimization Process 

 
3.6 Data Encryption & Blockchain Integration 

When the ideal encryption profile is chosen 
by the Genetic Algorithm, the EMRs are encrypted 
off-chain to ensure system scalability and 
performance. The encryption procedure employs a 
hybrid AES–ECC scheme combining the high 
efficiency of symmetric encryption with the strong 
key exchange security of elliptic curve 
cryptography. 

● Symmetric Encryption (AES) – The EMR 
dataset 𝐷 is encrypted using an AES key 
𝐾஺ாௌ  with parameters derived from the GA-
optimized profile in eq. (9): 

𝐶஽ = 𝐴𝐸𝑆௄ಲಶೄ,௣௔௥௔௠௦(𝐷)   
  (9) 

where params include key size (e.g., 256 
bits), cipher mode (e.g., GCM), and block size. 

● Asymmetric Key Encryption (ECC) – The 
AES key 𝐾஺ாௌ is encrypted with the 
recipient’s ECC public key 𝐾௣௨௕

ா஼஼  in eq. 

(10). 

𝐸௄ = 𝐸𝐶𝐶
௄೛ೠ್

ಶ಴಴(𝐾஺ாௌ)   

  (10) 
This makes sure that only the owner of the 
associated private key 𝐾௣௥௜௩

ா஼஼  is able to 
regain the symmetric key. 

● Blockchain Storage – Rather than keeping 
the entire ciphertext on-chain, the 
following metadata only are stored through 
smart contracts: 𝐻(𝐶஽):  Integrity 
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verification hash of encrypted EMR. 𝐼𝐷௘௡௖: 
Identifier of encryption profile. 𝑃𝑜𝑙𝑖𝑐𝑦஺஼ : 
Access control policy associated with 
approved identities, 𝐸௄: ECC-encrypted 
AES key. 

Mathematically, the on-chain record R can 
be expressed as eq. (11): 

𝑅 = {𝐻(𝐶஽), 𝐼𝐷௘௡௖ , 𝑃𝑜𝑙𝑖𝑐𝑦஺஼ , 𝐸௄  }  
   (11) 

This hybrid strategy provides 
confidentiality of data by using AES, secure key 
exchange using ECC, and tamper-proof auditability 
using blockchain, with less storage and computation 
overhead through off-loading the bulk data from the 
blockchain. 

 
3.7 Access Control & Retrieval 

When an authorized party (e.g., a doctor or 
medical administrator) must gain access to an 
encrypted EMR, the request is made via a smart 
contract put onto the blockchain. The system 
prevents anyone but authenticated and authorized 
individuals from gaining the decryption key and 
parameters. 

● Access Request – Requester U initiates an 
access request transaction 𝑅𝐸𝑄(𝑈, 𝐼𝐷஽) to 
the smart contract, in which 𝐼𝐷஽  refers to 
the particular EMR. 

● Blockchain Verification –The smart 
contract checks if U meets the access 
control policy 𝑃𝑜𝑙𝑖𝑐𝑦஺஼  associated with the 
record R in eq. (12). 

𝐴𝑐𝑐𝑒𝑠𝑠_𝐺𝑟𝑎𝑛𝑡𝑒𝑑 = {1,    𝑖𝑓 𝑈 ∈
𝑃𝑜𝑙𝑖𝑐𝑦஺஼  0,             𝑂𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒   

  (12) 
● Retrieval of Encrypted Key – Once access 

is permitted, the contract provides back the 
ECC-encrypted AES key 𝐸௄  and the 
encryption profile 𝐼𝐷௘௡௖  applicable to the 
data. 

● Key Recovery (ECC Decryption) – The 
certified user decrypts the AES key with his 
private ECC key 𝐾௣௥௜௩

ா஼஼  in eq. (13). 

𝐾஺ாௌ = 𝐸𝐶𝐶_𝐷𝑒𝑐
௄೛ೝ೔ೡ

ಶ಴಴ (𝐸௄)  

  (13) 
● Data Decryption (AES) – Lastly, the user 

decrypts ciphertext 𝐶஽ with 𝐾஺ாௌ and GA-
optimized encryption parameters in eq. 
(14): 

𝐷 = 𝐴𝐸𝑆_𝐷𝑒𝑐௄ಲಶೄ,೛ೌೝೌ೘ೞ
(𝐶஽)  

  (14) 
This ensures that the most important 

material is never stored permanently on the 
blockchain in plaintext form, access permissions are 
enforced cryptographically by smart contracts, and 
end-to-end security is preserved in data retrieval. 
The GA optimized Encryption, Block chain Storage, 
and Secure Retrieval Workflow is depicted in Fig. 3. 
 

 
Fig. 3. GA-Optimized Encryption, Block chain Storage, 

and Secure Retrieval Workflow 
 
4. RESULTS AND DISCUSSION 
  
The security testing and evaluation process shows 
that the GA-optimized encryption approach that 
stored data in blockchain performed much better in 
terms of efficiency and resilience than fixed-
parameter configurations of encryption. The 
resultant trends in performance measures included 
lower latency and increased throughput towards 
newer models, which means data gets processed and 
retrieved at a more stable, faster rate without 
exposing the overall security of the framework. The 
analysis of the security also confirmed high 
resistance to typical attack vectors through brute 
force, replay and man-in-the-middle attacks due to 
dynamic parameter optimization and the secured 
ledger/immutable memory. In comparison to 
methods of traditional fixed parameters, the system 
made better provision of adapting to changing 
workload states, consistent performance on stress 
test as well as guaranteed data integrity and 
confidentiality under any of the tested conditions. 
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Fig. 4. Blockchain Transaction Confirmation Interface 

 
The fig.4 is the representation of the dark 

theme of blockchain transaction confirmation, which 
can look like a MetaMask request window. It 
contains a request of transaction started on localhost: 
3000 which is an indication of a local development 
or testing environment. The request will 
communicate with blockchain address 
0x5b675...f8c1 that is not displayed in full referring 
to better confidentiality. The cost of making this 
transaction is stated as 0.0006 ETH which denotes 
the gas price of clearing the request on the Ethereum 
blockchain. At the bottom, two interactive buttons, 
Cancel to abort the operation and Confirm to 
authorize the transaction can be found with the 
confirm button in blue color to get the user to take 
action. This figure is a good representation of the 
process to verify and confirm a blockchain 
transaction into a safe environment by the user. 

 
Fig. 5. Confirmation Interface of the Proposed 

Blockchain-Based Identity 
 
The fig.5 illustrates the confirmation 

interface of the proposed blockchain-based identity 
binding system, indicating that a transaction has 
been successfully recorded on-chain. It displays key 
blockchain details, including the transaction hash 
(0xa3d2...f8c1), the block number (245), and the 
stored on-chain record, represented as an identity 
hash generated using the SHA-256 hashing 

algorithm applied to a combination of the user’s 
username and email. This ensures that sensitive 
personal data is never directly stored on the 
blockchain, enhancing privacy and security. The 
inclusion of the “OK” confirmation button marks the 
final step in the registration and verification process, 
confirming successful integration of the user’s 
identity with their blockchain address. 

 
Fig. 6. Encryption and Decryption Time vs Data Size 

 
Fig. 6 shows the relationship between the size 

of data and time consumed during the encryption and 
decryption process is indicated in the figure 
regarding the proposed GA-Driven Blockchain 
Encryption model. The encryption and decryption 
times gradually increment between 100 KB to 600 
KB as data size is opened larger, which indicates the 
workload of a computer of dealing with bigger 
datasets. Typically, encryption times are always 
greater than the decryption times because of the 
added time expenditure on generation of keys, 
hashing and binding transaction to blockchain 
dataset during encryption. The trend validates the 
model and is scalable as expected since linear 
increase in processing time can sustain the surge of 
Electronic Medical Records (EMRs) without 
deductive increase in the processing time 
exponentially, a condition that cannot affect 
operational efficiency yet high securities. 
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Fig. 7. Throughput vs Data Size 

 
The fig.7 shows the changes in throughput 

with size of data with use of genetic algorithm based 
block-chain encryption to achieve encryption of 
electronic medical records. It shows a consistent 
decrease on throughput with increase in data size- 25 
MB/second at 100 KB to 17 MB/s at 600 KB, 
implying that larger data set will decrease the 
efficiency of encryption. This trend highlights the 
need to optimize encryption processes to hand over 
the performance in the blockchain-based medical 
records systems. 

 
The fig. 8 shows a direct proportional growth 

of latency with an increase in the size of data 
recorded to a maximum of 100 KB to 600 KB. 
Latency on this spectrum increases by 2 millisecond 
to 12 milliseconds; which implies that a greater size 
of data implies loss of time. Within the context of 
improving security with blockchain-based genetic 
algorithm encryption in electronic medical records, 

this trend serves to identify one performance 
consideration: although data protection is reinforced 
through encryption, encryption comes with an added 
latency that is polyproportional to the amount of data 
being encrypted. This understanding plays a 
significant role towards coming up with efficient, 
secure systems that strike a balance between 
robustness and real-time performance within 
encryption systems. 

 
Fig. 9. Transaction Time Comparison 

 
The fig. 9 illustrates a comparison between 

the amounts of time used to accomplish a transaction 
in two methods: an ordinary processing and 
blockchain-centric encryption. With the blockchain, 
transaction time will be 1.80 seconds, whereas with 
the introduction of blockchain, through genetic 
algorithm, it will be boosted to 5.40 seconds. Such 
an increase indicates computation overheads 
included in the security approaches of blockchain, 
and it accentuates the trade-off between the data 
protection and system response. Considering the 
target of protecting electronic medical records, the 
number brings to the fore the importance when 
stability of encryption is to be balanced with 
achievable performance indicators. 
 

Table 1: Performance Evaluation Comparison 
Methods Precision 

(%) 
Recall 

(%) 
Accuracy 

(%) 
F1-score 

(%) 
KWBF-
QCMDP
C [21] 

78.29 77.91 79.8 79.4 

HSPBCI 
[22] 

83.23 83.24 82.32 83.42 

Proposed 
GA-

driven 
Blockcha

in 

99.7 99.9 99.9 99.6 

 
The table 1 includes a comparative analysis 

of performance of three approaches to encryption of 
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electronic medical records. Compared to the current 
solutions of KWBF-QCMDPC and HSPBCI 
approaches, the suggested genetic algorithm-based 
blockchain solution obtains a better result by the 
number of orders, network volume, and resource use 
by 4-6 times in all measures. It demonstrates an 
excellent accuracy of 99.7 % precision, 99.9 % 
recall, 99.9 % accuracy and F1-score of 99.6, which 
means maximum reliability and consistency in 
protecting sensitive medical data. On the contrary, 
KWBF-QCMDPC and HSPBCI perform moderately 
with precision and recall rates of between 78 and 83 
percent. This shows how useful it will be to combine 
genetic algorithm with blockchain in protecting data 
in healthcare systems. 

 
 

Fig. 10. Performance Evaluation Comparison  
 
4.1 Discussion 
 This experimental result reveals that 
the proposed GA-driven blockchain encryption 
paradigm can considerably improve the overall 
EMR security and operative performance over 
traditional fixed-parameter encryption systems. 
The framework as presented in this study 
diverges from previous blockchain healthcare 
systems that prioritized decentralization and 
immutability by using Genetic Algorithms, 
enabling the adaptive optimization of 
cryptographic parameters to strike a dynamic 
equilibrium between confidentiality, latency 
and storage overhead under actual operating 
conditions. Relative to recent 2024 healthcare 
security research of Tahir et al. [12] and Haddad 
et al. [13], the proposed model is considerably 
more adaptable because the configuration of the 
encryption is optimized continuously rather 
than being fixed in time. The resulting 
performance metrics with 99.9% accuracy and 
99.6% F1-score prove that the framework is 

providing highly reliable access control and 
secure data management. Compared with the 
traditional blockchain encryption methods, the 
decreased encryption/decryption latency 
demonstrates the effectiveness of GA-based 
optimization in reducing the computational 
overhead while preserving adequate 
cryptographic security. The results also reveal 
large trade-offs. As a more transparent, tamper-
resistant and decentralized trust-aware 
blockchain, transaction confirmation time has 
increased from 1.80 seconds to 5.40 seconds 
due to the overhead of blockchain validation 
and execution of smart contracts. This means 
that scalability and real-time responsiveness 
remain significant barriers to blockchain-based 
healthcare systems, with clinical emergency 
settings particularly requiring timely access to 
data. The key finding here is that throughput 
tends to decrease step by step with increasing 
amount of data – this suggests that large EMR 
settings can continue to suffer performance 
limitations, even if performed optimally. The 
architecture does a good job in improving 
adaptability and protection against replay, 
brute-force and man-in-the-middle attacks, but 
more optimization is needed for adoption in 
massively distributed healthcare systems with 
IoMT devices and multi-hospital 
interoperability. The central contribution of this 
work is to illustrate that adaptive encryption, 
alongside decentralized blockchain governance, 
provides a viable trade-off between security and 
efficiency within electronic medical record 
systems. However, such an architecture is still 
dependent on computationally intensive 
blockchain processes and requires close control 
regarding its scalability, consensus efficiency 
and energy usage. These are ongoing scientific 
challenges for further investigation. 
 
5. CONCLUSION AND FUTURE WORKS 
 

This paper proposed a genetic 
algorithm-powered blockchain encryption 
model to enhance the safety and reliability of 
electronic medical records. Static encryption 
architectures’ limitations due to non-
transparency in user-modeled data sensitivity, 
the limits of computing power, and escalating 
cyber risk are one of the main drawbacks to 
traditional healthcare security solutions – 
something addressed in this strategy. The 
system provided secure hybrid AES–ECC key 
managing, tamper-proof audit, decentralized 
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access control, and a flexible encryption profile 
pick and choose based on GA-based 
optimization and permissioned blockchain 
technology.  

Experimental tests on precision, recall, 
accuracy, and F1-score showed that the 
proposed framework provided the best result 
compared to the existing approaches while 
maintaining higher encryption/decryption 
efficiency and stronger protection from frequent 
cyber-attacks than the current methods. Our 
model revealed greater adaptability and tradeoff 
between security and performance compared 
with contemporary blockchain-based EMR 
security frameworks in 2024 literature.  

The results showed that in healthcare, 
evolutionary optimization can effectively 
minimize computation overhead from the 
network without sacrificing cryptography. 
Despite these achievements, the study also 
observed several limitations. Further, 
increasing transaction latency and scalability 
problems can be expected with blockchain 
usage, especially for large EMR data sets and 
real-time health care services provisioning.  

In addition, in a large-scale application, 
it is challenging to optimize the execution of 
smart contracts and to ensure that the nodes of 
a distributed system are synchronizing. 
Although blockchain increases transparency as 
well as trust, optimization of system resources 
and consensus mechanisms are still necessary 
for practical utilization. These proposed 
solutions, the authors say, are a fundamental 
move towards intelligent and responsive 
healthcare cybersecurity. The combination of 
these optimization algorithms and decentralized 
architectures offers great possibility for future 
safe healthcare infrastructures. Nonetheless, 
additional research is needed to improve 
scalability, interoperability, and real-time 
responsiveness for mass clinical usage, even 
more until such time as it is feasible to 
implement this widely.  

This paper highlights the scalability, 
resiliency, and long-term protection as areas of 
research in future works, focusing on IoMT 
environments, lightweight consensus protocols, 
advanced AI techniques for threat detection, 
and post-quantum cryptographic schemes. 
Privacy-preserving computation methods such 
as homomorphic encryption and zero-
knowledge proofs are required to achieve secure 
medical analytics without disclosing sensitive 
patient data. 
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