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ABSTRACT 

Cyber-Physical Systems (CPS) have emerged as an indispensable part of intelligent infrastructures today, 
which allows close interaction between computation and communication and physical processes. 
Nonetheless, rising complexity in the system, dynamic operating conditions and uncertainty are some of the 
challenges associated with some traditional control strategies which in most cases depend on fixed 
parameter and precision system models. To overcome such limitations, the current paper suggests an 
Artificial Intelligence-powered adaptive control model of Cyber-Physical Systems that will help to improve 
their adaptability, resilience, and real-time decision-making in the context of uncertain and nonlinear 
conditions. The approach suggested incorporates learning-based control especially reinforcement learning 
into a model-driven CPS platform to allow the control actions to be continuously adjusted in response to 
feedback of the system. The experimental setting is created using simulation and is used to assess the 
effectiveness of the AI-driven controller and compare it with the conventional PID and model-oriented 
control measures. The key metrics used to evaluate the performance are tracking accuracy, convergence 
speed, stability margin, energy consumption, disturbance recovery capability, and scalability as system 
complexity increases. Experimental data prove that the AI-based controller is always superior to the 
traditional ones with lower tracking error, convergent faster, stronger in stochastic disturbances, lower 
control energy, and high scalability. The results prove the fact that the introduction of artificial intelligence 
into CPS control loops can greatly increase the resilience and the efficiency of the systems. All in all, this 
paper reveals AI-based control as a scalable and viable answer to next-generation adaptive Cyber-Physical 
Systems in fields like intelligent manufacturing, smart infrastructure, and automation of industry. 
Keywords: Artificial Intelligence, Cyber-Physical Systems, Adaptive Control, Reinforcement Learning, 

Intelligent Systems. 

1. INTRODUCTION  
 
Cyber-Physical Systems (CPS) have evolved 

very fast making them very instrumental in 
changing the modern-day technological 

environment through closer integration of 
computational intelligence, communication 
network, and physical processes [1]. CPS are 
important in a variety of fields of application, 
including smart grids, autonomous vehicles, 
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industrial automation, healthcare monitoring, 
intelligent transportation systems, and smart cities 
[2]. CPS allow extremely responsive and effective 
operation of the system, which is achieved through 
real-time sensing and data processing, and 
actuation. But the growing size, heterogeneity and 
real-time demands of these systems bring 
significant challenges to the system control, 
coordination and reliability [3]. 

Conventional methods of control in CPS such 
as rule based, model based and centralized control 
methods tend to have some difficulty in managing 
dynamic environments, unpredictability in the 
behavior of systems, as well as nonlinear 
interactions between cyber and physical systems 
[4]. These traditional tools are very dependent on 
precise mathematical modelling and centralized 
decision-making, potentially causing limited 
adaptability, higher latency, inability to scale, and 
susceptibility to disruption or component failure 
[5]. With the increased distributions, complexity of 
CPS, adaptive, resilient and intelligent control has 
become a major research issue [6]. 

Artificial Intelligence (AI) has provided the 
solution to these limitations, providing the 
opportunity to learn and use data-driven and 
autonomous control strategies [7]. AI-based control 
enables CPS to respond dynamically to variations 
in the operating conditions and provides system 
predictions as well as optimization control [8]. 
Through the introduction of intelligence into the 
control loop, AI methods can be used to increase 
system robustness, efficiency and accuracy of 
decision making without the need to explicitly 
model a system. This revolution has made AI one 
of the enablers of next-generation adaptive CPS. 

The Study is devoted to the creation of the 
Artificial Intelligence-Based Control Strategy and 
Adaptive Cyber-Physical Systems [9]. It will aim at 
developing smart control systems that improve 
adaptability and resilience as well as performance 
in CPS in response to the constraints of 
conventional control methods [10]. The proposed 
framework presents a beneficial solution in real-
time adaptive control of the complex and dynamic 
CPS settings by employing the machine learning, 
deep learning, and reinforcement learning methods. 

 
1.1 Emergence of Cyber-Physical Systems and 

Associated Control Challenges 
Embedded sensors, actuators, edge computing 

devices and high-speed communication networks 
have brought changes in Cyber-Physical Systems at 
a rapid pace. CPS now can scale to massively large 
and complicated levels, as seen in wearable health 

tracking devices and autonomous drones, in smart 
manufacturing systems and intelligent energy grids 
[11]. Such a large-scale implementation has 
facilitated the constant monitoring, automated 
decision-making, and accurate controlling 
physically processes within important 
infrastructures. 

In spite of these advantages, the fast 
development of CPS has brought about serious 
problems of control. CPS systems are highly 
dynamic and uncertain, where the parameters of the 
system often alter with changes in the environment, 
workload, ageing of components, and other 
unforeseen disruptive events [12]. Furthermore, in 
many instances, CPS are spread on heterogeneous 
platforms with substantially different computational 
power, communication latencies and power limits, 
and thus, centralized control strategies prove 
ineffective and unreliable. 

The variability of working conditions and 
patterns of interaction also makes the design of 
control even more complex [13]. CPS has to deal 
with nonlinear system dynamics, partial 
observability, time critical decision demands and be 
stable and safe. Conventional controllers are 
normally not able to adapt to such variations 
resulting into performance degradation, slow 
response or even system instability. Also, 
centralized control architectures create single points 
of failure and do not scale effectively as CPS 
components are added to the system. 

These issues illustrate the pressing urgency in 
the adaptive and intelligent control methods that 
can learn about data, react to uncertainties, and 
function in practice in real-time distributed CPS 
settings [14-15]. 

 
1.2 Role of Artificial Intelligence in Enhancing 

Adaptive CPS Control 
Artificial Intelligence offers a revolutionary 

way in CPS control through making systems to 
learn, reason, and change autonomously [16] the 
control strategies based on the use of AI do not use 
the static control laws but use the data-driven 
models, which can continuously enhance 
performance based on experience. Rather than 
using pre-defined system models, AI-based 
controllers work out system behavior based on 
sensor data and interaction feedback. 

System identification, state estimation and 
anomaly detection are facilitated by machine 
learning and complex pattern recognition in high 
dimensional CPS data by using deep learning [17-
18]. Specifically, reinforcement learning (RL) is 
important in adaptive control, as it enables CPS 



 Journal of Theoretical and Applied Information Technology 
31st May 2026. Vol.104. No.10 

©   Little Lion Scientific  
 

ISSN: 1992-8645                                                                    www.jatit.org                                                     E-ISSN: 1817-3195 

 
13 

 

agents to acquire optimal control policies by 
interacting with the environment. The RL-based 
controllers are able to vary the control actions 
dynamically to changing conditions of a system by 
maximizing long-term performance goals. 

 
Key Benefits of AI-Driven Control in Cyber-
Physical Systems 
 Improved Adaptability: AI-controlled 

controllers will have the ability to adjust and 
adapt to control strategies in real time and 
allow CPS to be effective under dynamic and 
uncertain conditions [19]. 

 Better System Resilience: Learning-based 
control allows CPS to survive faults, 
perturbations and component failures through 
control policies that are adjusted automatically. 

 Less Dependence on Accurate Models: AI-
based methods decrease the dependence on 
accurate mathematical models, which are 
applicable to complicated and nonlinear CPS 

 Adaptable to Distributed and Resource-
Constrained Environments Lightweight AI 
models are deployable at the edge, where they 
can be used to support decentralized control of 
large-scale CPS. 

 Predictive and Proactive Control: AI allows 
making predictions that determine the system 
behavior and predicts disturbances before the 
process of performance degradation happens. 

 Real-Time Autonomous Optimization: While 
using the continuous learning, CPS is able to 
optimize performance goals like energy 
efficiency, response time, and system stability. 
Artificial Intelligence therefore offers a 

scalable, adaptable and intelligent control paradigm 
that has the ability to respond to the increasing 
complexity of Cyber-Physical Systems today. 
1.3 Research Objectives 

The primary objectives of this study are as 
follows: 

 To formulate and develop AI-based adaptive 
control systems that are appropriate to dynamic and 
heterogeneous Cyber-Physical Systems. 

 To assess the process of enhancing the system 
adaptability, stability, and performance using AI-
based control mechanisms in uncertain operating 
conditions. 

 To compare AI-based control strategies and 
conventional control strategies based on 
responsiveness, scalability, robustness, and real-
time-based decision accuracy. 
 
 

2. REVIEW OF LITERATURE 
Munshi (2025) [20] studied adaptive control of 

intelligent manufacturing system and assessed how 
the learning-based control strategies would enhance 
the performance of the system in dynamic 
production conditions. The research established that 
adaptive controllers especially the reinforcement 
learning approaches were found to be more 
accurate in tracking, faster convergence and energy 
efficient in comparison to traditional control 
methods. The author came to the conclusion that 
adaptive control induced by AI is the key to 
manufacturing Cyber-Physical Systems (CPS) of 
the next generation when flexibility, scalability, and 
real-time decision-making were taken into 
consideration as essential needs. 

Oliveira et al. (2021)[21] conducted a literature 
review of the application of artificial intelligence to 
Cyber-Physical Systems in the chemical industry 
and identified the future avenue of research. Their 
contribution pointed to the fact that AI methods 
considerably enhanced monitoring of processes, 
predictive control, and optimization of systems in 
sophisticated chemical CPS settings. The paper has 
highlighted that AI-based CPS enhanced 
operational efficiency and flexibility and has also 
pointed out the issues regarding safety assurance, 
explainability, and real-time implementation in 
industrial contexts. 

Radanliev et al. (2021)[22] examined the 
application of artificial intelligence in Cyber-
Physical Systems both technically and socio-
technically. Their research explored the impact of 
AI-enabled CPS on the increase in autonomy, 
adapatability, and resilience in the key 
infrastructures. The authors emphasized that AI-
controlled responsiveness of the system was 
increased, but the issues of governance, 
transparency, and trust, as well as the human 
control, had not been eliminated. The paper has 
highlighted the importance of organised and 
dependable AI-based control systems in CPS 
applications. 

Rai and Sahu (2020) [23] carried out is 
targeted at Cyber-Physical Systems. Their 
experiment established that, physics-based models 
used together with data-driven learning enhanced 
robustness, generalization, and interpretability in 
CPS applications. The authors came to the 
conclusion that only data-driven methods are not so 
reliable in unseen circumstances, and hybrid 
methods are more stable at the price of more 
complex models and computational cost. 

Song et al. (2022)[24] implemented artificial 
intelligence methods on Cyber-Physical Systems on 



 Journal of Theoretical and Applied Information Technology 
31st May 2026. Vol.104. No.10 

©   Little Lion Scientific  
 

ISSN: 1992-8645                                                                    www.jatit.org                                                     E-ISSN: 1817-3195 

 
14 

 

the basis of the standardized benchmarks. Their 
experiment has compared various AI models and 
found that there is a variation in performance 
depending on CPS situations. The authors 
highlighted the significance of systematic 
evaluation models in measuring scalability, 
robustness, and adaptability of AI-enabled CPS. 
They also suggested guidelines toward enhancing 
the AI-CPS combination by the systematized 
benchmarking and performance verification. 

Tang et al. (2025) [25] have given a detailed 
analysis of the synchronization, optimization, and 
adaptation of machine learning methods of 
computer vision to Cyber-Physical Systems. Their 
research revealed that the adaptive and 
synchronized learning models were very useful in 
improving the real-time perception and decision 
making in CPS environments. The authors have 
found that adaptive AI-based mechanisms played a 
pivotal role in ensuring robustness and scalability in 
CPS applications that demanded real-time 
intelligence. 

Generally, the literature reviewed has shown 
that artificial intelligence has been extensively 
implemented to improve adaptability, strength, and 
efficiency of Cyber-Physical Systems in various 
areas. Nevertheless, the majority of the articles 
were domain specific or concentrated on specific 
domains like perception, security, or optimization. 
The combination of CPS modeling, AI-adaptive 
control, and systematic performance assessment 
into a single methodological model was restricted. 
The gap inspired the current research, which 
attempted to create and test an AI-powered adaptive 
control system of Cyber-Physical Systems with 
dynamic and uncertain operating environments. 

 
Table 1: Comparative Summary of AI-Driven Control 
and Learning Approaches in Cyber-Physical Systems 

Author 
(Year) 

Method / 
Approach 

Applicatio
n Domain 

Key 
Contributi

ons 

Major 
Limitation

s 

Munsh
i 

(2025) 
[20] 

Reinforcem
ent 

learning–
based 

adaptive 
control 

Intelligent 
manufactu
ring CPS 

Improved 
tracking 

accuracy, 
faster 

convergen
ce, 

enhanced 
energy 

efficiency 
 

Limited 
validation 

beyond 
manufactu

ring 
environme

nts 

Oliveir
a et al. 
(2021) 

AI-enabled 
CPS 

control and 

Chemical 
industry 

Enhanced 
monitorin

g, 

Safety 
assurance 
and real-

[21] optimizatio
n 

CPS predictive 
control, 

and 
process 

optimizati
on 

time 
deployme

nt 
challenges 

Radanl
iev et 

al. 
(2021) 

[22] 

AI-driven 
autonomou

s CPS 
framework

s 

Critical 
infrastruct
ure CPS 

Improved 
adaptabilit

y, 
autonomy, 

and 
resilience 

Governan
ce, 

transparen
cy, and 

trust 
concerns 

Rai & 
Sahu 

(2020) 
[23] 

Hybrid 
physics-
guided 

machine 
learning 

General 
CPS 

Improved 
robustness 

and 
generaliza

tion 

Increased 
model 

complexit
y and 

computati
onal cost 

Song 
et al. 

(2022) 
[24] 

Benchmark
-based 

evaluation 
of AI-CPS 

models 

Software-
intensive 

CPS 

Systemati
c 

performan
ce 

assessmen
t and 

benchmar
king 

Limited 
focus on 
adaptive 
control 

integration 

Tang 
et al. 

(2025) 
[25] 

Adaptive 
ML 

synchroniz
ation and 

optimizatio
n 

Vision-
based CPS 

Enhanced 
real-time 

perception 
and 

adaptabilit
y 

Domain-
specific 
focus on 
computer 

vision 

Propos
ed 

Work 

AI-driven 
adaptive 
control 

framework 

General 
adaptive 

CPS 

Balanced 
adaptabilit

y, 
robustness

, 
scalability

, and 
energy 

efficiency 

Slight 
computati

onal 
overhead 

during 
learning 

As it can be seen based on the comparison 
provided in Table I, current AI-based control 
strategies have been able to enhance adaptability, 
resilience, and smart decision-making in different 
domains of Cyber-Physical System (CPS). 
Learning-based and AI-enabled control strategies 
were found in the studies by Munshi (2025) and 
Oliveira et al. (2021) to achieve improved control 
performance and operational efficiency. On the 
same note, Radanliev et al. (2021) and Rai and 
Sahu (2020) were keen to emphasize the relevance 
of adaptive and hybrid methods of learning in 
enhancing CPS resilience and robustness. 
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Nevertheless, the comparison shows that the 
existing predominant methods are also domain-
specific and have the problem of scalability, and 
generalization across heterogeneous CPS 
architectures, as well as implementation in real-
time. The suggested AI-based adaptive control 
framework can help overcome these shortcomings 
by offering a generalized and scalable framework 
that can balance adaptability, robustness, and 
energy consumption and address these research 
gaps that have been outlined in previous works. 

 
3. RESEARCH METHODOLOGY 

This study will use a systematic, model-based, 
and learning-based approach to design, implement, 
and assess Artificial Intelligence-based [26] control 
systems to adaptive Cyber-Physical Systems (CPS). 
The control theory and principles of artificial 
intelligence are the basis of the methodology and 
confirmed by experimentation on simulations. The 
main aim is to explore ways in which AI-enabled 
controllers can make CPS under dynamic and 
uncertain conditions more adaptable, robust, and 
capable of making real-time decisions. 

The methodological design [27] makes sure the 
suggested control system can be scaled and 
reproduced and can be used in heterogeneous CPS 
settings, such as industrial automation systems, 
smart infrastructure, and intelligent transportation 
systems. 

 
3.1 Overall Methodological Framework 

The methodology adopted in the research is an 
organized and chronological process that involves 
CPS modeling [28], the formulation of AI-based 
controllers, simulation-based experimentation, and 
evaluation of the quantitative performance. The 
stages are well-constructed to create a continuation 
of the one that has been done before in order to 
offer coherence and analytical rigor. 

The flowchart of the proposed Artificial 
Intelligence-based control methodology of adaptive 
Cyber-Physical Systems [29] is shown in Figure I. 
The flowchart gives the general picture of the 
methodological framework in the sequential stages 
of CPS modeling, AI-based control design, 
interaction in a system under disturbances, 
performance assessment, and comparative analysis. 
This graphical illustration is a summary of the 
general flow of the proposed method and is the 
conceptual guide to the specific methodological 
steps that will be presented in the following parts. 

 

Figure I: Flowchart of the Proposed AI-Driven Control 
Methodology for Adaptive Cyber-Physical Systems 

CPS is designed as a feedback, closed-loop 
system, and physical processes and cyber 
intelligence are interacting continuously [30]. The 
AI controller monitors state of a system by use of 
sensors, computes information computationally, 
and produces adaptive control actions by use of 
actuators. 

 
Table 2: Stages of the Proposed Research Methodology 

Stage Description Purpose 

System 
Modeling 

Mathematical 
abstraction of CPS 

dynamics 

Represent cyber–
physical interaction 

AI Controller 
Design 

Learning-based 
control formulation 

Enable adaptive 
decision-making 

Simulation 
Setup 

Controlled CPS 
environment 

Performance 
validation 

Performance Quantitative metrics Effectiveness 
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Evaluation analysis assessment 

This systematic design provides an opportunity 
to achieve methodological consistency and to 
conduct a systematic assessment of strategies of AI-
based control [31] in similar experimental 
conditions. 
3.2 3.2 Cyber-Physical System Modeling 

The Cyber-Physical System is represented by a 
nonlinear dynamic system with the discrete-time 
scale to describe the complexity, uncertainty and 
time variation of real-world CPS [32]. The model is 
an abstracted form of the physical process, but with 
enough dynamic behavior, so that learning based 
control strategies can be applied without having to 
have exact analytical models. 
The state evolution of the CPS is expressed as: 

𝑥௧ାଵ = 𝑓(𝑥௧ , 𝑢௧ , 𝑑௧) 
where 𝑥௧denotes the system state vector, 
𝑢௧represents the control action generated by the AI 
controller, and 𝑑௧captures external disturbances and 
modeling uncertainties. 
The system output is defined as: 

𝑦௧ = ℎ(𝑥௧) 
which is sensor measurements to be used in 
feedback and learning. This is a formulation that 
allows partial observability and noisy 
measurements [33], both typical features of real-
world CPS. 
 

Table 3: Components of the Cyber-Physical System 
Model 

CPS 
Component 

Description Role in Control 

Physical 
Process 

Sensors, actuators, 
environment 

Generates system 
states 

Cyber Layer 
Computation and 
communication 

Processes 
information 

Control Layer AI-based controller 
Determines 

actions 

Feedback 
Loop 

State and output 
feedback 

Enables 
adaptation 

This is a flexible modular modeling 
methodology that enables the inclusion of various 
AI algorithms, and scalability across distributed 
CPS architectures. 
3.3 AI-Driven Control Strategy Design 

The AI-based control strategy is a substitute to 
the control laws that are fixed, in favor of a 

learning-based policy, which can adapt to new 
system dynamics [34]. The main control paradigm 
that is embraced is the reinforcement learning (RL) 
because it is capable of learning optimal control 
policies with interaction with the environment. 
The control policy is represented as: 

𝑢௧ = 𝜋ఏ(𝑥௧) 
where 𝜋ఏis a parameterized policy with learnable 
parameters 𝜃. The objective of the controller is to 
minimize a cumulative cost function that reflects 
control accuracy, energy efficiency, and system 
stability: 

𝐽 = 𝔼 ൥෍ 𝛾௧

்

௧ୀ଴

𝐶(𝑥௧ , 𝑢௧)൩ 

The policy parameters are updated iteratively using 
gradient-based optimization: 

𝜃௞ାଵ = 𝜃௞ − 𝛼∇ఏ𝐽(𝜃௞) 
The current learning process makes it possible to 
continuously improve control performance because 
the CPS is in operation [35]. The AI controller is 
able to adjust itself to disturbances, uncertainties 
and changes in the environment without the need to 
be tuned and reconfigured. 

Table 4: AI Techniques Used for CPS Control 

AI Technique Function Contribution 

Supervised 
Learning 

State estimation 
Improves prediction 

accuracy 

Deep Learning 
Feature 

extraction 
Handles high-

dimensional data 

Reinforcement 
Learning 

Policy 
optimization 

Enables adaptability 

Online Learning 
Continuous 

updates 
Real-time adaptation 

The integration of these techniques ensures 
robust learning, accurate perception, and adaptive 
decision-making within the CPS control loop. 

Algorithm 1: AI-Driven Adaptive Control for 
CPS (Condensed) 

The summary of the implementation of the 
adaptive control strategy by AI on Cyber-Physical 
Systems can be described as Algorithm 1 below. 
The algorithm explains the process of the iterative 
learning and control, under which the AI controller 
interacts with the CPS dynamics, changes the 
control actions, considering the observed system 
states [36], and optimizes the control policy based 
on learning with a gradient. 

Input: 
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    Initial state x0, learning rate α, discount factor γ, 
    control horizon T, disturbance d_t ~ N(0, σ²) 
 
Output: 
    Optimized policy πθ* and performance metrics 
 
Begin 
 
1. Initialize CPS model f(·), observation function 
h(·), 
   and policy parameters θ 
 
2. For each episode do: 
       x ← x0 
       For t = 0 to T do: 
u_t ← πθ(x_t) 
           x_(t+1) ← f(x_t, u_t, d_t) 
           Compute cost C(x_t, u_t) 
x_t ← x_(t+1) 
       End For 
       θ ← θ − α ∇θ J(θ) 
   End For 
 
3. Evaluate tracking error, stability, energy, and 
adaptation time 
4. Compare results with PID and model-based 
controllers 
 
Return πθ* and evaluation results 
 
End 
 

In effect, algorithm 1 shows that the AI-based 
controller continuously adapts the control 
capabilities by learning through feedback of the 
system in stochastic disturbances. With the help of 
iterative policy changes [36], the controller 
enhances accuracy of tracking, stability and energy-
efficiency without compromising resilience to 
uncertainty. This operation process directly applies 
the control framework mentioned in the 
methodology and is the foundation of the 
simulation and comparative assessment offered in 
the results section. 
3.4 Simulation Environment and Experimental 

Setup 
The proposed AI-driven control framework is 

tested in the environment of a simulation to control 
under real though controlled conditions. The 
simulation is a model of CPS dynamics with 
nonlinear behaviour, random disturbances and 
variable operating conditions [37]. 
External disturbances are modeled as bounded 
stochastic noise: 

𝑑௧ ∼ 𝒩(0, 𝜎ଶ) 

This enables the evaluation of uncertainty-tolerance 
and strength of the controller. Parameters of the 
simulation are chosen to be realistic CPS 
parameters and to be computationally feasible. 

Table 5: Simulation and Experimental Parameters 

Parameter Value Description 

Simulation Type Discrete-time CPS evolution 

Control Horizon 
1000 time 

steps 
Evaluation period 

Learning Rate (𝛼) 0.01 Policy update speed 

Discount Factor 
(𝛾) 

0.95 Long-term optimization 

Disturbance 
Model 

Gaussian 
noise 

Environmental 
uncertainty 

The simulation environment allows fair 
comparison between AI-driven controllers and 
traditional control strategies under identical 
conditions. 
3.5 Performance Evaluation Metrics 

The performance of the suggested AI-based 
control strategy is measured with the help of 
various performance metrics that reflect accuracy, 
stability, efficiency, and adaptability. 

Tracking error is computed as: 
𝑒௧ =∥ 𝑥௧ − 𝑥௧

௥௘௙
∥ 

System stability is assessed by ensuring bounded 
state convergence: 

lim 
௧→ஶ

∥ 𝑥௧ ∥< 𝜖 

Control energy consumption is evaluated as: 

𝐸 = ෍ ∥

்

௧ୀ଴

𝑢௧ ∥ଶ 

The Adaptation time is the time number of steps 
taken by the system before it is stable again 
following disturbances. All of these metrics give a 
detailed assessment of CPS control performance. 
3.6 Comparative Analysis Approach 

In order to show the advantages of AI-based 
control, the proposed plan is contrasted with 
traditional controllers like PID and model-based 
control plans. Tests of all controllers are carried out 
in the same CPS setups, disturbance levels, and 
operating conditions. 

The comparison is based on flexibility, 
strength, control power and scalability. This will 
prove a fair and objective estimation of the benefits 
of AI-based control strategies in adaptable CPS 
settings. 
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The discussed methodology has been 
elaborated to offer a theoretically-founded and 
empirically-proven system of introducing Artificial 
Intelligence-Driven Control Strategies in Cyber-
Physical Systems. The methodology provides a 
powerful platform of adaptive, resilient, and 
intelligent CPS control by incorporating CPS 
modeling, formulation of learning-based control, 
simulation-based validation, and rigorous 
performance evaluation. 

 
4. RESULTS AND DISCUSSION 

The following section introduces and discusses 
the results of the simulation conducted by assessing 
the Artificial Intelligence-Driven control strategy of 
adaptive Cyber-Physical Systems (CPS). The 
developed AI-based controller is evaluated through 
the performance metrics provided in the 
methodology and compared to the traditional 
control strategies with the same operating 
conditions. The findings reveal that the AI-
motivated control enables increased adaptability, 
stability, robustness, and system performance as a 
whole. 
4.1 System Response under Nominal Operating 

Conditions 
TableVIprovides quantitative performance 

comparison of tracking errors in a PID controller, 
model-based controller, and the proposed AI-driven 
controller at nominal working conditions, in which 
case there are no severe external disturbances. The 
analysis is done using three main statistical 
indicators such as mean tracking error, maximum 
tracking error and standard deviation to determine 
baseline control accuracy, peak deviation and 
reliability of response. Such measurements will be 
used to have an objective comparison of the 
inherent tracking ability and stability of each 
control strategy in the steady operating conditions. 

 
Table 6: Tracking Error Comparison under Nominal 

Conditions 

Controller 
Type 

Mean 
Tracking 

Error 

Maximum 
Error 

Standard 
Deviation 

PID Controller 0.084 0.142 0.031 

Model-Based 
Controller 

0.061 0.118 0.026 

AI-Driven 
Controller 

0.028 0.067 0.012 

Table VI demonstrates that the AI-driven 
controller is superior to the PID and model-based 

controllers in terms of all the metrics considered. It 
attains the lowest mean tracking error (0.028) 
which implies that it is more accurate in tracking 
the reference trajectory when in the nominal mode 
of operation. The reduced maximum error greatly 
shows that the controller can minimize maximum 
deviations and the minimum standard deviation 
indicates that the behavior of the control is stable 
and constant with time. Conversely the PID 
controller has the largest error values since it has a 
fixed gain structure and the model-based controller 
has an intermediate improvement though still 
vulnerable to modeling errors. The findings prove 
that the AI-based control mechanism offers better 
baseline performance and stability even in unforced 
operating conditions. 

FigureIIdisplays the change in tracking error 
over time of the PID controller, model-based 
controller, and the proposed AI-based controller in 
the case of nominal operating conditions. The 
figure also brings out the convergence properties 
and steady state behavior of each control strategy, 
and the tracking accuracy and dynamic response of 
the control strategies is graphically compared 
across time. 

 

Figure 2: Tracking Error over Time for Different 
Controllers 

As seen in Figure IIthe AI-based controller is 
much faster to converge and has a smaller steady-
state tracking error than both the PID controller and 
the model-based controller. The fixed-gain 
structure in the PID controller leads to slower error 
decay and increased residual error and the model-
based controller converges better but is constrained 
by model inaccuracies. By contrast, the AI-based 
controller can quickly change its control policy, and 
tracks error efficiently and reduces it to a constant 
level over the simulation horizon. This action 
proves the high learning ability and flexibility of 
the AI-driven control strategy to follow reference 
paths following nominal conditions. 
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4.2 Stability and Convergence Analysis 
Table VIIprovides an overview of the PID, 

model-based and AI-driven controllers in terms of 
their stability and convergence when subjected to 
longer simulation runs. The analysis is based on the 
convergence time, margin of stability, and 
oscillatory behaviour to determine how each 
controller is able to attain and stabilize the system 
operation. All these metrics represent the dynamic 
quality of response and long-term stability 
performance of the control strategies in the case of 
the Cyber-Physical System. 

 
Table 7: Stability Performance Metrics 

Controller 
Convergence 
Time (steps) 

Stability 
Margin 

Oscillation 
Presence 

PID 210 Low Moderate 

Model-
Based 

165 Medium Low 

AI-Driven 95 High Negligible 

As indicated in TableVII, the AI-based 
controller has the quickest convergence rate where 
it becomes stabilized after only 95-time steps, a 
considerably lesser number compared to the 
convergence rates of the PID and model-based 
controllers. The stability margin is large and 
oscillatory behavior is insignificant, which means 
that the response is strong and damped. Compared 
to the other two, however, the PID controller is a 
slow converging unstable oscillating controller with 
a fixed parameter structure and the model-based 
controller is a smoother stabilizing controller but 
subject to modeling assumptions. These findings 
validate that the policy based on learning used by 
the AI-based controller can dynamically change the 
control actions and lead to the improvement of the 
stability and increase the rate of convergence in the 
long run operating conditions. 
4.3 Performance under Stochastic Disturbances 

Table VIII shows a comparative analysis 
between the disturbance recovery and adaptation 
ability of the PID, model-based and AI-driven 
controllers in the stochastic operating conditions. 
The Cyber-Physical System was disturbed with 
Gaussian noise to evaluate the controller robustness 
with performance being in terms of adaptation time, 
maximum deviation during disturbance, and 
recovery accuracy. All these metrics measure the 
capacity of every controller to achieve stability and 
to recover the nominal state operation in the face of 
uncertainty. 

 
 

Table 8: Disturbance Recovery and Adaptation 
Performance 

Controller 
Adaptation 
Time (steps) 

Peak 
Deviation 

Recovery 
Accuracy 

PID 180 High Moderate 

Model-
Based 

140 Medium Good 

AI-Driven 70 Low Excellent 

As Table VIII indicates, the AI-based 
controller is more robust to stochastic disturbances 
with the shortest adaptation time of 70 time steps 
and the lowest maximum variation when events of 
disturbances occur. It has good recovery accuracy 
which means that it has good suppressing power 
against disturbance induced oscillations and quick 
recovery of stable system behavior. By comparison, 
the PID controller exhibits long adaptation time and 
large values of peak deviation which is low 
disturbance rejection characteristics. The model-
based controller is characterized by moderate 
improvement but has its limitation in fixed model 
assumptions. These findings affirm that the 
adaptation scheme of the AI-driven controller 
through learning enables the operation of the 
Cyber-Physical System under more resilient and 
reliable conditions in the uncertain environment. 
4.4 Control Energy Consumption Analysis 

Table IXdraws parallels in terms of the total 
control energy consumption of the PID, model-
based, and AI-driven controllers across the period 
of the entire simulation. The squared norm of the 
control input is used to define energy consumption 
and is a quantitative measure of control effort and 
efficiency. This comparison shows how the various 
control measures affect the use of energy, which is 
also important to Cyber-Physical Systems that have 
a limited number of resources including power 
supply and wear of actuators. 

 
Table 9: Control Energy Consumption Comparison 

Controller Total Energy 
Consumption 

Energy 
Efficiency 

PID 512.4 Low 

Model-
Based 

438.7 Medium 

AI-Driven 321.6 High 

As it can be seen in TableIXthe AI-based 
controller has the least total energy consumption, 
which suggests that the control inputs are more 
efficiently used during the system operation. 
Through optimal control policy learning, the AI-
based methodology eliminates the possibility of 
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unnecessary or excessive actuation which leads to a 
much lower control effort than standard controllers. 
Conversely, the PID controller has the worst energy 
consumption because it takes constant corrective 
measures whereas the model-based controller has 
moderate improvement but is limited to the model 
assumptions. These findings affirm that AI-based 
control is more than just better performance and 
adaptability, but also more economical in terms of 
energy, and is therefore well-suited to resource-
constrained Cyber-Physical System control. 
4.5 Scalability Evaluation with Increasing 

System Complexity 
Scalability is considered by raising the 

dimensional and complexity of CPS model without 
altering the control framework. Table Xshows a 
comparative analysis of the tracking error 
performance with the increase in the dimensionality 
and complexity of the Cyber-Physical System. To 
achieve the same level of control framework in all 
the controllers, the evaluation is based on three 
system scales, low, medium, and high system scales 
corresponding to an increasing number of system 
states. This test is supposed to measure the scaling 
capability of each control strategy and how it can 
sustain its performance with the increase of the 
system complexity. 

 
Table 10: Scalability Performance with Increasing 

System Size 

Syst
em Dimension 

ID 
Error 

Mo
del-Based 

Error 

A
I-Driven 

Error 

Low (5 states) 0.072 0.051 0.024 

Medium (10 
states) 

0.098 0.074 0.031 

High (20 states) 0.134 0.109 0.043 

 

As Table X indicates, the tracking error of all 
the controllers rises with the complexity of the 
system; the degradation rate is also significantly 
different when comparing the control strategies. 
The AI-based controller achieves the least tracking 
error in every dimension of the system, with an 
extremely slow growth in error with increase in 
complexity. Conversely, the PID and model-based 
controllers have a more pronounced performance 
degradation, which indicates their low adaptability 
to high-dimensional CPS dynamics. These results 
prove the scalability of the AI-based control 
approach superiority and applicability to large-scale 
and challenging Cyber-Physical Systems. 

FigureIIIshows the plot of the system 
complexity against average tracking error of PID, 
model-based, and AI-driven controllers. Scaling of 
system states or devices but keeping the control 
structure constant adds complexity to the system. 
The figure gives a visual representation of the 
performance of tracking where the system 
dimensionality increases and results in a degraded 
tracking performance. 

 

Figure 3: Scalability vs Tracking Error 

 
Figure III above shows that tracking error is 

more strongly the property of a complex system 
with all control strategies; yet the degradation rate 
also differs strongly among controllers. The PID 
and model-based controllers demonstrate a sharp 
increase of tracking error with the increase in 
system states, which implies that they do not scale 
to high-dimensional CPS settings. Conversely, the 
AI-based controller exhibits a much slower rate of 
tracking error, and its performance is relatively 
stable at more complex levels, too. The given 
behavior proves high scalability of the AI-based 
control strategy and underlines its usefulness in 
dealing with large-scale and complicated Cyber-
Physical Systems in which traditional controllers 
fail to adapt. 

 
4.6 Comparative Summary of Control 

Performance 
An integrated comparison of all of the 

considered metrics is made to point to the overall 
excellence of the AI-driven one. Table XI is a 
summary of the comparison of the PID, model-
based and AI-driven control strategies in all the key 
performance dimensions considered in this study. 
The comparison combines the tracking accuracy 
and stability, adaptability and energy efficiency, 
robustness and scalability analyses results to 
provide a comprehensive evaluation of the 
effectiveness of control. The following summary 
table is supposed to reflect the general weaknesses 
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and limitations of each of the control methods used 
in case of the adaptive Cyber-Physical Systems. 

 
Table 11: Overall Performance Comparison 

Metric PID Model-Based AI-Driven 

Tracking Accuracy Low Medium High 

Stability Moderate Good Excellent 

Adaptability Poor Moderate High 

Energy Efficiency Low Medium High 

Robustness Low Medium High 

Scalability Limited Moderate Strong 

The AI-based control strategy, as summarized 
in Table XI, has the best performances compared to 
the PID and the model-based controllers in all the 
performance measures considered. Although the 
conventional PID control performance is 
characterized by poor adaptability and scalability 
with fixed control parameters and the model-based 
control has only moderate performance with 
limitations in the modeling assumptions, the AI-
driven control has a high performance as a result of 
learning and adapting control policies based on 
real-time. The fact that it has a high tracking 
precision, good stability, high robustness, and 
enhanced energy efficiency illustrates its 
applicability in complex and dynamic CPS settings. 
The overall excellence of the AI-based control 
strategy is evidently proven by these consolidated 
results and supports the perspectives of the AI-
based control strategy as a scalable and robust 
solution to next-generation Cyber-Physical 
Systems. 

The findings confirm the usefulness of 
Artificial Intelligence-based control schemes of 
adaptive Cyber-Physical Systems. The AI-based 
controller has a greater tracking error, quicker 
convergence, and stochastic disturbances are more 
robust. The AI-based approach is able to deal with 
nonlinearities and uncertainties in a better way 
when compared to the traditional controllers that 
use fixed control laws or accurate system models 
because the former continuously learns and adapts 
rather than depending on a system model. 

The lower energy consumption of control also 
lends to the appropriateness of AI-based control of 
resource-constrained CPS environment. Scalability 
analysis proves that the proposed framework is 
useful when there is an increase in the complexity 
of the system, and it can therefore be utilized in 
large-scale CPS implementations, including smart 
grids and automation systems. 

By and large, the results indicate that the 
presence of AI as a component of CPS control 
loops contributes greatly to the adaptability, 
resilience, and operational efficiency, which is in 
line with the research methodology objectives. 

 
5. CONCLUSION AND 

RECOMMENDATIONS 
 
This paper has shown that Artificial 

Intelligence-Based control measures can be 
effectively utilized in improving adaptability, 
robustness and operational efficiency of Cyber-
Physical Systems (CPS) in dynamic and uncertain 
environments. Combining the learning-based 
control into a model-driven CPS model, the 
proposed methodology has overcome the critical 
constraints of traditional controllers, such as low 
adaptability and ability to maintain disturbance 
sensitivity. The results of simulation showed that 
the AI-driven controller was always more accurate 
in tracking, more stable, offers a faster approach in 
convergence, more energy-efficient than the PID 
and model-based controllers, and is also resistant to 
stochastic disturbances and scaling. 

The results demonstrated that the learning-
based controller had real-time dynamically adjusted 
control actions that allowed faster convergence, 
reduced steady-state error and enhanced 
disturbance rejection despite an increase in system 
complexity. Scalability analysis also confirmed that 
the suggested framework will be suitable in the 
case of the implementation of large-scale CPS 
applications like intelligent manufacturing, smart 
infrastructure, and industrial automation. All in all, 
the findings confirmed the efficacy of AI-based 
control, which can be a scale-able and resilient 
solution to next-generation adaptive Cyber-Physical 
Systems. 

Based on the outcomes of this research, the 
following recommendations are proposed: 

Implement safety-conscious and constraint-
handling functionality to enable implementation in 
safety-critical CPS systems. 

Reduce model complexity and compute 
efficiency so as to execute them on resource-
constrained CPS workstations. 

Generalize it to distributed CPS environments 
and multi-agent CPS environments to coordinate 
control. 

Test practical applicability through the testbeds 
of real-world CPS to validate performance. 

Discuss the hybrid physics-informed and edge-
assisted learning methods to enhance robustness 
and scalability. 
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Such suggestions provide guidance to future 
studies to come up with dependable, smart and 
scalable AI-based control systems of Cyber-
Physical Systems. 
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