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ABSTRACT 
 

Modern IoT systems must solve the challenging task of providing secure and efficient communication, as 
conventional cryptographic algorithms require high computations and/or memory. The paper describes a 
new lightweight block encryption algorithm with dynamic Theta Quasigroups, which are generated using 
the Shift Cyclic Random Permutation method. The novelty of this paper is the design of a dynamic, 
equation-driven quasigroup generation framework that avoids large lookup tables, minimizing the memory 
overhead while offering strong security with high efficiency in processing. This work contributes to new 
knowledge by presenting how quasigroup algebra can be turned into a scalable and energy-efficient 
cryptographic model, optimized for IoT environments. Key entropy and resistance to key recovery and 
post-quantum attacks are further improved by introducing a 256-bit master key combined with a 128-bit 
salt and 25-bit random padding. The robustness and randomness properties of the algorithm are confirmed 
by a security evaluation using the NIST Statistical Test Suite. Experimental comparisons reveal that the 
proposed method outperforms AES in encryption speed and memory efficiency, particularly for small and 
medium data sizes, while being compliant with green computing principles. Beyond the purely technical 
contribution, this work shall also contribute to the educational and theoretical development of lightweight 
cryptography by providing an easily understandable mathematical framework for teaching and research in 
IoT security. In summary, the SCRP-driven TQG algorithm proposed here opens a new direction in the 
design of secure, efficient, and sustainable encryption solutions for IoT and embedded systems. 
Keywords: SCRP; Dynamic Quasigroup; Secure IoT; Lightweight Cryptography; Post-Quantum Security; 

IoT. 
 
1. INTRODUCTION  

 

In an era of rapid technological advancement, the 
need for secure and efficient cryptographic systems 
has become increasingly urgent with the significant 
increase in the volume of sensitive data transmitted 
over networks. Most existing cryptographic systems 
rely on traditional mathematical structures such as 
substitution and permutation [1], which provide 
good security but can be expensive in terms of 

memory and computation, especially under the 
constraints of resource-limited devices, such as 
Internet of Things (IoT) systems [2, 3], embedded 
devices, and legacy infrastructure. Although 
traditional sophisticated cryptographic solutions 
(such as AES and RSA) provide advanced security, 
their complexity and large resource requirements 
make them impractical for many real-world 
applications. Simple security principles—rooted in 
clarity, efficiency, and scalability—are important 
alternatives that ensure the protection, reliability, 
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and sustainability required as fundamental 
principles of information security without 
burdening systems with limited computing power. 
Non-commutative algebraic structures—such as 
quasigroups—are beginning to attract attention as a 
promising mathematical framework for designing 
innovative algorithms. It is distinguished by its 
ability to generate non-linear encryption operations 
using simple substitution equations, which gives it a 
unique advantage in resisting complex algebraic 
attacks (such as differential attacks). 

Prevailing encryption algorithms suffer from 
several fundamental limitations. These include high 
computational complexity, such as exponentiation 
in RSA or key expansion in AES [4], which 
consume significant energy and time on low-spec 
devices. The lack of flexibility in algorithm design 
(such as fixed S-boxes in AES [5]) facilitates 
pattern analysis-based attacks (side-channel 
attacks). Furthermore, in the era of quantum 
computing, many algorithms, such as ECC and 
RSA [6], are considered insecure, according to 
NIST reports (2023) [7]. Finally, the difficulty of 
combining or dynamically updating multiple keys 
without impacting performance. 

An innovative method for constructing 
quasigroups using the Shift Cyclic Random 
Permutation (SCRP) technique has been developed 
[8, 9]. 

 This allows the creation of complex 
mathematical structures using simple equations. It 
provides a robust framework for constructing 
quasigroups by leveraging modular arithmetic 
operations and cyclic permutations, enabling the 
efficient generation of non-associative algebraic 
structures. This method allows the creation of a 
large number of quasigroups with limited memory 
consumption and high flexibility, as each 
quasigroups is represented by a mathematical 
equation rather than storing its elements 
individually. Therefore, this method not only 
reduces computational cost but also enhances 
scalability, as quasigroups with random order can 
be generated instantly using deterministic equations 
[10, 11].  

Furthermore, recent advances in cryptography 
using quasigroups have demonstrated their 
applicability in various cryptosystems, especially in 
the Internet of Things and edge computing, where 
resources are limited and memory efficiency is 
therefore critical [12]. Furthermore, SCRP can be 
combined with post-quantum cryptographic 
algorithms, providing high resistance to quantum 

attacks due to its nonlinear algebraic properties 
[13].  

Learning cryptography, particularly in the 
context of emerging technologies like the Internet 
of Things (IoT), suffers from the theory-practice 
gap. Lightweight cryptosystems, as in the one 
proposed in this research, offer a less restrictive 
platform to bridge this gap. By applying quasigroup 
theory and dynamic key generation through Shift 
Cyclic Random Permutation (SCRP), the system 
introduces students to the essential ideas of modern 
encryption with less mathematical and hardware 
dependency. This renders it highly appropriate for 
the educational setting, enabling students and 
teachers alike to study models of secure 
communication that are as effective as they are 
pedagogically informative. The simplicity in 
designing the algorithm and its applicability to 
actual IoT situations further supports its potential 
use in undergraduate and graduate-level computer 
engineering and cybersecurity courses. 

Experimental studies show that SCRP-generated 
quasigroups have high entropy and are resistant to 
linear cryptanalysis, making them suitable for 
secure hash functions and pseudo-random number 
generation [14, 15]. Future research directions 
could include improving SCRP for homomorphic 
cryptography and exploring its use in blockchain 
mechanisms [16]. This approach opens new 
avenues for designing more efficient and secure 
cryptosystems. In addition to developing a dynamic 
key generation model that combines seven separate 
values via a TQG-based permutation map, while 
ensuring an entropy of at least 256 bits. 

The core concern of this research is to address 
the dual challenge of ensuring robust data security 
and computational efficiency in Internet of Things 
(IoT) environments. Traditional encryption 
algorithms, while secure, impose significant 
overheads that limit their applicability in resource-
constrained systems. This work proposes a 
quasigroup-based cryptographic framework driven 
by the Shift Cyclic Random Permutation (SCRP) 
method, specifically designed to minimize memory 
and energy consumption while maintaining 
resilience against classical and post-quantum 
attacks. In addition to its practical significance, this 
research also serves an important educational 
purpose by introducing lightweight, mathematically 
grounded cryptographic concepts that can be 
effectively used to teach students and researchers 
about modern cryptography, IoT security, and 
sustainable computing practices. This balance of 
security, efficiency, sustainability, and educational 
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value defines the primary motivation of the 
proposed research. 

The importance of this research lies in the 
following points: 

1. Presenting an innovative mathematical 
model for constructing cryptographic systems: 
Adopting a completely new method for constructing 
quasigroups using SCRP, radically different from 
the previous model [17] based on Theta Mapping 
[18]. This new method, called TQG, represents the 
construction, transformation, and encryption 
operations using only mathematical equations 
(without storing individual elements.  

2. Unprecedented efficiency in resource-
constrained environments: By reducing 
computational complexity, SCRP allows the 
creation of complex quasigroup structures with 
minimal computational effort, making the algorithm 
ideal for the Internet of Things (IoT) and embedded 
devices. This gives it high flexibility and the ability 
to generate an unlimited number of quasigroups 
using simple initial equations, while maintaining 
execution speed. 

3. Enhancing cryptographic security: 
Resistance to classical attacks: The complexity of 
multiple quasigroup structures makes cracking the 
code virtually impossible (O(2256)). While 
ensuring compliance with post-quantum standards, 
the complex mathematical design greatly increases 
the cost of quantum attacks (such as Grover's 
Attack). 

This research opens the door to new applications 
in cryptography, especially in resource-constrained 
systems such as mobile devices and Internet of 
Things (IoT) systems. In addition, this method can 
be used in other applications that require complex 
mathematical structures and storage efficiency. 

Organization. The remainder of this paper is 
organized as follows. In Section 2, related work is 
discussed. In Section 3, a background on 
quasigroups is provided. Section 4 presents the 
main structure of the proposed algorithm. Section 5 
conducts implementation and performance 
measurements. Finally, Section 6 concludes with 
conclusions. 

2. RELATED WORK 

Recently, the field of information security, 
particularly cryptography using algebraic 
structures, such as quasigroups, has witnessed 
significant developments. Lightweight and secure 

cryptosystems have been designed using 
quasigroups [19]. However, significant research 
gaps remain, particularly in improving 
computational efficiency, reducing memory usage, 
and maintaining high levels of security. Below is a 
review of some of the scientific studies contributing 
to this field. 

Zhang et al. [20] presented a quasigroup-
based encryption algorithm for generating dynamic 
substitution boxes (S-boxes). This algorithm 
demonstrated high resistance to differential and 
linear attacks. However, this came at a cost to 
performance, as the algorithm required large 
memory storage for the quasigroup tables, making 
it unsuitable for resource-constrained applications 
such as Internet of Things devices IoT. 

Lee and Kim [21] in their paper focused on 
the use of quasigroups to construct lightweight 
cryptosystems. They used techniques to reduce 
memory usage, but they relied on relatively simple 
mathematical structures, which reduced security 
compared to traditional systems. This gap in 
balancing security and efficiency is significant.  

Smith et al. [22] explored the use of 
quasigroups in designing a big data encryption 
system. This proposed algorithm achieved high 
processing speeds, but was not resistant to brute 
force attacks due to its repetitive mathematical 
structures. This highlights the need for more 
complex and less repetitive quasigroup structures. 

Patel and Kumar [23] presented a 
quasigroup-based encryption algorithm using 
multiple quasigroups to enhance security. However, 
it was found that this algorithm consumed 
significant computational power and a large amount 
of memory, making it impractical for energy-
efficient applications. 

Ahmed et al. [24] focused in their research 
on improving the efficiency of data encryption 
using quasigroups. They employed data 
compression techniques but did not provide 
effective solutions to reduce the memory required 
to store quasigroup structures. 

Gonzalez and Martinez [25] explored the use 
of quasigroups in wireless communication 
encryption. Their proposed algorithm demonstrated 
resistance to statistical attacks but was slow to 
decrypt due to the complexity of the mathematical 
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structures used in the algorithm. This justifies the 
need for faster decryption methods, which is what 
your research aims to achieve. By reviewing this 
literature, there is an urgent need to improve the 
efficiency of quasigroup-based encryption systems, 
particularly in reducing memory and energy 
consumption while maintaining a high level of 
security. Most recent studies have focused on 
improving either security or efficiency, resulting in 
gaps in the trade-off between them. For example, 
some studies have achieved a high level of security 
at the expense of memory usage, while others have 
prioritized efficiency over security. 

In [26], Kumar et al. present a new 
symmetric encryption scheme called SEBQ, based 
on a quasigroup structure. They show that SEBQ is 
resistant to a wide range of attacks, including 
chosen plaintext attacks (CPA, CCA), by applying 

the unbalanced Feistel transform. This 
demonstrates strong security against common 
cryptographic threats. Furthermore, the randomness 
of this proposal was evaluated using the NIST test 
suite, demonstrating that it helps ensure that the 
ciphertext does not reveal patterns that can be 
exploited by attackers. This paper presents a 
promising encryption scheme, but requires further 
security analysis (e.g., side-channel attacks), clearer 
implementation details, comprehensive 
performance metrics, effective key management, 
and identification of future research directions to 
enhance its security and practicality.Table (1) 
shows a comparison of related works in terms of 
methodology, security claims, efficiency (memory, 
computational), and gaps. 
 
 

Table (1) Compare related works. 

Study Methodology Security Claims 
Efficiency Limitations/Gaps 

Memory 
Computatio

nal 
 

[20] 

Dynamic S-boxes using 
quasigroups. 

High resistance to 
differential/linear 
attacks. 

High (large 
table 
storage). 

Moderate 
(medium 
complexity). 

Unsuitable for 
resource-constrained 
devices (e.g., IoT). 

[21] 

Lightweight 
cryptosystems using 
quasigroups. 

Reduced memory 
usage. 

Low High Lower security 
compared to 
traditional systems. 

[22] 

Big data encryption with 
quasigroups. 

High processing speed. Moderate Very High Vulnerable to brute-
force attacks 
(repetitive structures). 

[23] 

Multiple quasigroups for 
enhanced security. 

High security via 
structural complexity. 

Very High Low (high 
power 
consumptio
n). 

Impractical for 
energy-efficient 
applications. 

[24] 

Data compression 
integrated with 
quasigroups. 

General efficiency 
improvements. 

Moderate 
(unaddresse
d structure 
storage). 

High Failed to reduce 
quasigroup storage 
requirements. 

[25] 
Wireless communication 
encryption with 
quasigroups. 

Resistance to statistical 
attacks. 

Low Low (slow 
decryption). 

Long decryption time. 

[26] 

SEBQ scheme using 
unbalanced Feistel 
transform. 

Resists CPA/CCA 
attacks; passes NIST 
tests. 

Moderate High Lacks side-channel 
attack analysis; 
unclear 
implementation 
details. 
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The literature reviewed clearly indicates that 
the existing quasigroup-based encryption algorithms, 
such as Zhang et al. [20], Lee and Kim [21], Patel 
and Kumar [23], and Ahmed et al. [24], cannot avoid 
significant challenges in maintaining security 
robustness along with computational efficiency, 
particularly for IoT and resource-constrained 
devices. While prior works have demonstrated 
strong resistance to cryptanalytic attacks, they often 
suffer from high memory consumption or slow 
processing speed or represent complicated 
mathematical structures that constrain practical 
deployment. On the other hand, those approaches 
that improve the efficiency of encryption frequently 
compromise cryptographic strength in ways leading 
to vulnerabilities to brute-force attack or repetitive 
patterns in ciphertexts (Smith et al. [22]; Gonzalez 
and Martinez [25]). 

Recent submissions like the one presented by 
Kumar et al. [26], namely SEBQ, demonstrate an 
advancement toward strengthening the security of 
quasigroup-based encryption; there are still some 
missing areas around lightweight design, energy 
efficiency, and adaptability to IoT systems. Thus, 
here is the clear problem of research: 

The quasigroup-based encryption framework 
could be designed to achieve high security with 
lightweight computation and energy efficiency 
suitable for IoT environments by addressing the 
limitations found in the different existing 
implementations of quasigroups. 

Addressing this challenge, this work presents 
an SCRP-driven Dynamic Quasigroup Cryptography 
framework that constructs multiple quasigroups in an 
effective way with reduced memory consumption. 
This approach aims at filling this gap by providing a 
secure, scalable, and energy-efficient encryption 
mechanism for IoT communication that is 
empirically validated via NIST STS testing and 
comparative performance analysis against AES. 

3. THE PROPOSED SHIFT CYCLIC 
RANDOM PERMUTATION (SCRP) 

In this section, a completely new method for 
constructing quasigroup using the SCRP technique is 
presented. The important feature here is that the 
generated quasigroup can be represented using 
equations, as will be shown later. The name TQG is 
adopted by taking the first letter of the name of the 
inventor of the method. Then a mathematical 

representation of the encryption and decryption 
processes using equations will be presented using the 
equation of the quasigroup representation and its 
inverse, it should be noted here that this entire 
section, including all the mathematical models 
presented, are new and have not been addressed 
before, and can be summarized in the following 
points: 

1. Radical redesign of quasigroup structures using 
the SCRP technique, via linearized equations.  

2. Derivation of the generated inverse quasigroup 
by deriving new equations from the equations 
representing the generated quasigroup. 

3. Representation of operations on quasigroup 
using only equations. 

4. Represent encryption and decryption 
operations using equations. 

5. Build a mechanism for generating multiple 
quasigroup based on the SCRP technique. 

Phase 1: Quasigroups 

Quasigroups are algebraic structures that 
generalize groups by relaxing the associativity 
property [27, 28]. In a quasigroup, for any two 
elements a and b, there exist unique solutions to the 
equations (1, 2). This property is highly versatile in 
cryptographic applications, particularly in designing 
substitution boxes (S-boxes) and stream ciphers [12]. 
The non-associative nature of enhances resistance to 
algebraic attacks, making them a promising tool in 
modern cryptography [29]. 

a . x = b Eq (1) 
y . a = b Eq (2) 

Definitions: 

This section introduces quasigroups, the operations 
applied to them for encryption and decryption, and 
quasigroups transformations [30]. 

Definition 1. A quasigroup (Q, *) is a group that 
satisfies the following conditions: 

( u, v  Q)(!  x, y  Q):u * x = v, y  * u 
= v 

Eq (3) 

x * y = x  * z  y = z, y  * x = z  * x   y = 
z 

Eq (4) 

Let us have the set (Q, *), then the operation \ on Q 
is defined as follows: 

x * y = z  y = x \ z Eq (5) 
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The algebra (Q, *, \) satisfies the following 
identity: 

\ (x * y) = y, x * (x \ y) = y Eq (6) 
(Q, \) are also quasigroup. 

Definition 2. Let (Q, *, \) be a quasigroup, and let: 
aiQ, M = a1a2 ... an then the encryption function 
E can be defined as follows: 

   el,* ( M ) = b1b2 … bn  
   b1 = l * a1, b2 = b1 * a2, …, bn = bn−1 * an 

Eq (7) 

Where lQ. 
The decryption function D is defined as follows: 

  dl,\( M ) = c1c2 …cn 
  c1 = l \ b1, c2 = b1 \ b2, … ,cn = bn−1 \ bn 

Eq (8) 

 
The dependencies el,* and dl,\ are called the 

e_ transform and d_ transform of the set Q+ 
centered on the process * and the leader l, 
respectively. 
 Hint 1. If (Q, *) is a finite quasigroup, then the 

dependencies el,* and dl,\ are commutative inverse 
transformations of the group Q+ , i.e: 

dl,\ (el,*  (M)) = M = el,* (dl,\ (M)) Eq (9) 
For each leader element l, and for each 

string M   Q+. 

3.1 A New Method For Generating Quasigroups 
And Its Reverses 

In this section, a new concept of representing a 
quasigroup and its inverse of degree N using SCRP 
is introduced. The quasigroup represented using the 
CRP equation with a constant C as following 
mathematical model: 

Model 1. 
TQG: f (x) = ax + b mod N; C 

Eq (10) 

Where:  
 a, b: Numerical constants that define the 

properties of the quasigroup (a and N must 
be relatively prime to ensure reversibility); 

 C: The number of iterations (permutations) 
applied to each row; 

 N: The size of the quasigroup (the number 
of elements in each row/column). 

 Thus, the equation of line i is represented 
by the following formula: 

Formula 1. 

fi(x) = ax + bi , bi = fi-1 (N – C) Eq (11) 

Formula 2. The operation applied to the 
quasigroup TQG is: 

x * y = ay + a (N – C)(x + 1) + b (mod N) Eq (12) 

Proof: To calculate the equation of the binary 
operation * defined on the quasigroup (Q, *), the 
equation of the first column of the generated 
quasigroup must first be represented by the 
following formula: 

fC0(x) = aC0 x + bC0 Eq (13) 
The variables aC0, bC0 are calculated as follows: 
 

bC0 = b1 = f (N – C)= a(N – C) + b 
aC0 + bC0 = b2= f1 (N – C) = a (N – C) + bC0 

 aC0 = a (N – C) 
 

fC0(x) = aC0 x + bC0 = a (N – C)x + a (N – C) + b 
 fC0(x) = a (N – C)(x + 1) + b 

The equation of the first column determines the 
coefficient bi from the equation of the required row, 
which is defined by the variable x. By substituting 
the value of the variable y in the equation of this 
row, we obtain the required result. 

fi(x) = ax + bi  ay + a (N – C)(x + 1) + b 

From the above representation of the 
quasigroup, the inverse quasigroup must be deducted 
for decryption operations. Experimental and 
analytical studies have shown that the inverse 
quasigroup representation applies to the same 
quasigroup representation with different values of 
the three variables a, b, and c, i.e.: 

Inv. TQG: f ' (x) = a'x + b', C' Eq (14) 

To calculate the variables the following is done: 
Formula 3. The inverse function of the equation 
(10) is defined as follows: 

x = f T(y)  ax + b  y (mod N) Eq (15) 
Proof: 
   f(x)  y (mod N)  ax + b  y (mod N) # 
The variables a', b' are calculated as follows: 

b' = f T(0) Eq (16) 
                a' + b' = f T(1) Eq (17) 

While the variable C' is calculated using the first-
line equation of the inverse quasigroup: 

'
1

'
1 ')( fxaxb   
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Where: 

The variable 
'
1b  is calculated from the following 

equation: 
'
1b = )0(1

Tf  Eq (19) 

Definition 5. The operation applied to the inverse 
quasigroup Inv. TQG is: 

x \ y = a'y + a' (N – C')(x + 1) + b' (mod N) Eq (20) 

Proof: It is exactly the same as the proof of 
Definition 4. 

Main mathematical TQG generator properties 

- Linearity Modulo N: The equation (10) 
produces a linear distribution, but cyclic 
permutations (C) introduce non-linearity 
due to the change in the order of the 
elements. 

- Cyclic Permutation: Each permutation (C) 
ensures that each row is a reordering of the 
previous row, satisfying the Latin Square 
property: No element is repeated in either 
row or column. 

- Invertibility: If a and N are relatively prime, 
the equation is invertible using an equation 
discussed later. 

- Coefficients (a, b, C): 

a: Controls the slope of the distribution. 
b: Specifies the initial shift. 
C: Adds complexity by changing the permutation 
pattern. 

 
Main structure of the proposed algorithm 

In this section, a block encryption algorithm 
based on multiple quasigroups will be introduced.  

This proposed algorithm includes the following 
points: 

 Developing equations to represent the 
quasigroup, its inverse, and the operations applied 
to them using equations in two ways. 

o A method for rows permutation. 
o A method for columns permutation. 
 A mathematical study of the permutation 

from one method to the other. 

 Building a quasigroup generator that 
ensures randomness in generating quasigroups. 

 Designing the proposed encryption 
algorithm. 

Before starting to present these concepts, it is 
necessary to present the proposed algorithm diagram 
with an explanation of its different blocks, in order 
to facilitate explaining the scientific concepts used in 
it. 

This algorithm includes the following basic 
components: 

1- Secret Key structure.  
2- Random Number Generator. 
3- TQG Generator using CRP equation. 
4- Inv TQG Generator. 

The basic idea of the proposed symmetric 
block cipher algorithm is to take blocks of the plain 
text (128 bytes), and encrypt them using only one 
TQG, i.e., each block encrypted using one TQG 
generated randomly and independently of the 
previous one. For decryption, the process is 
completely similar, except for the inverse TQG, 
which is used to perform the decryption operations.  
Figures (1) and (2) shows an illustration of the 
encryption and decryption algorithm. 

  

Figure 1. The Encryption scheme of the proposed 
algorithm. 

'
1b  = f ' (N – C')   a' (N – C') b'  '

1b  (mod N) Eq (18) 
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Figure 2. Decryption diagram of the proposed algorithm . 

 
3.1.1 Secret Key Structure 

 

 
 

 Figure 3. Build Master Key. 

 
       Figure 4. Get Sub Keys & verify the Master Key. 

 
 
 

3.1.2 Random Number Generator 
 

A Random Number Generator (RN) is used 
to generate random numbers. This generator is 
driven by a secret key and is based on what is 
called a 1-D logistic map [31, 32], The use of the 
same random number generator was maintained in 
the previous study [17] on the grounds that it does 
not fall within the basic development idea, but 
rather merely ensures high randomness in 
generating the numbers used in the developed 
algorithm, as will be explained in this paragraph. 
Figure (5) shows a block diagram of this generator, 
showing the secret key: [, R, S, M, X0]. Of 
course, this generator is used to select random 
values for the leading element l, which is used in 
encryption and decryption operations. Table (1) 
shows the algorithm for generating random 
numbers in this generator. 

 
Table (1) RN generator algorithm. 

Random number generator RN 
Input: Double X0. Integer M, S, R, . 
Output: Integer XN.  
Repeat R time. n=0. 
    1) Xn+1 = LM(X0, )  Xn+1 = Xn (Xn - 1) 
    2) Multiple output with S.  XN = Int(S × 
Xn+1) 
    3) Adapt it according to value M.  XN = XN 
m1od M 

Random number 
Gen.

R S M

XN

  X0

 
Figure 5. RN generator 
 

3.1.3 TQG Generator 

At the beginning of this section, we explained 
how to construct multiple quasigroup TQGs and its 
inverses using a new method, namely SCRP. 

Taking advantage of this method, a new 
method can be developed to derive a new quasigroup 
by swapping the rows of the quasigroup using a CRP 
function. Since the new quasi-group uses the row-
by-row swap equations according to Equation (11), 
the equation of the first row of the quasigroup TQG 
can be used. 

No 

Yes 

Permutation 
& Separate 

Combined Key 

Padding 

Subkeys 

HashFun256 Compare 

Master Key 

Incorrect 
Key 

Salt 

Correct 
Key 
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The TQG quasigroup is represented using 
Equation (10), where each row of this (N × N) 
matrix is represented by a random permutation 
equation. 

In Equation (13), the first column of the 
quasigroup is represented by a permutation equation, 
in which the variable ac0, which is the displacement 
used primarily as a parameter in constructing the 
quasigroup, is very important, as it enables the 
displacement to be calculated simply by knowing the 
equation of the first column of the generated 
quasigroup. In other words, the shift applied to the 
generated quasigroup can be determined by knowing 
the equation of its first column. 

Now, the new quasigroup generated by the 
permutation method for the TQG quasigroup is 
expressed by the equation: 

This section evaluates the robustness of the 
proposed secret key construction algorithm, which 
combines six partial keys with a dynamically 
generated substitution map, salt, and random 
padding to produce a 256-byte master key.  

The proposed MasterKey is derived as follows:   
CombinedKey = Salt || PM(x0Key, aKey, bKey, 
Ckey, LKey, N) 
MasterKey = HashFun256(CombinedKey || 
Padding  ) 
Where:   

 x0Key, aKey, bKey, Ckey, LKey, N: Input 
keys (total 224 bits).   

 PermutationMap (PM): A 7-byte 
permutation layer for spatial diffusion.   

 Salt: 128-bit CSPRNG-generated nonce.   
 Padding: 25-byte random buffer (200 bits) 

to extend entropy including PM.   
 HashFun256: A cryptographic hash 

function (SHA-256).   
 
Figures (3) and (4) show the mechanism of the 
secret key construction algorithm and the process of 
extracting the subkeys, respectively. 

fr(x) = arx + br; Cr Eq (21)

Therefore, it is necessary to find equations that 
regulate these variables to calculate their values. 
This will be mentioned in turn below . 

It was found through experimental study that in 
this method the value of the variable ar is the same 
for the main quasigroup. 

It remains to calculate both the displacement 
Cr and the coefficient br. In relation to calculating 
the displacement Cr, its value can be easily 
calculated from equation (13). As mentioned 
previously, by finding the equation of the first 
column of the quasigroup, the displacement C can be 
known. But how can the equation of the first column 
of the new TQG quasigroup be calculated? This is 
done as follows: 

br1 = fi+1(0); i = )0(1
Tf  Eq (22) 

br2 = fj+1(0); j = )1(1
Tf  Eq (23) 

From the observation of equations (22, 23), it 
can be known that the purpose of calculating the 
values i, j is to determine the first and second rows 
of the new quasigroup that is generated by swapping 
the positions of the rows of the basic quasigroup, 
where this enables the calculation of the value of the 
variable i to find the first element of the first row 
br1, and in the same way the value of the first 
element of the second row of the new quasigroup br2 
is calculated. Now, after calculating the values of 
these two variables, it is easy to find the equation for 
swapping the random permutation representing the 
first column of the new quasigroup, as follows: 

 
g0(x) = ac0x +bc0   Eq (24) 

bc0= br1, ac0 = br2–br1 (mod N) Eq (25) 
 
That is, the Cr shift is: 

Cr = ac0 = br2 – br1 (mod N) Eq (26) 
 

The remaining calculation of the variable br 
remains, and this process requires applying equation 
(11) directly as follows: 

 

Table (4) shows an algorithm that shows the 
mechanism of this generator, with the sub-
algorithms used in it, in addition to Figure (6), which 
shows a detailed diagram of it. 

 
 
 
 

br1 = f(N-Cr) = a(N-Cr) + br  br = br1 - a (N-Cr) (mod N) Eq (27) 
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Table 4. Definition Of The TQG Generator Algorithm. 
TQG Generator 
Input: Integer a, b, C where these variables is a 
part of the algorithm main key or an output of this 
generator, N the order of TQG. 
Output: Integer aGen, bGen, CGen which used as 
an input to the QG generator to construct a new 
QG represented by a complete mapping. 

 Calc b1: b1=biCalc(1, a, b, C, N). 
 Calc i, j, bi , bj: i=Invf(0, a, b, C, N). bi=biCalc(i, 

a, b, C, N)  j=Invf(1, a, b, C, N). bj=biCalc(j, a, b, 
C, N) 

 Calc '
1b , '

2b : '
1b  = f(i, a, bi , C, N), '

2b  = f(j, a, bj , 

C, N) 

4. Calc C': C'=CCalc( '
1b , '

2b , N) 

 Calc b': b'=bCalc(a, '
1b , N, C') 

 Return aGen=a, bGen=b', CGen=C'. 
Table 5. Definition Of The Bicalc Algorithm 

Function biCalc 
Input: index, a, b, C, N: Integer. 
Output: biCalc Integer.  
bi:=b 

for i = 1 to index do 

    bi =(a*(N-C) + bi) mod N 

Return biCalc =bi 

 

 
Figure 6. TGQ generator . 

 
Table 6. Definition Of The Invf Algorithm 

Function Invf 
Input: y, a, b, C, N: Integer. 
Output: Invf Integer.  
 x = 0 

z = y + 1 

while (z <> y) do 

begin 

    z = (a * x + b) mod N 

    If (z < 0) Then z := z + N 

    x = x + 1 

Return Invf = x – 1 

 
Table 7. Definition Of The F Algorithm 

Function f 
Input: index, a, b, C, N: Integer. 
Output: f Integer.  
bi=biCalc(index, a, b, C, N) 
y =(a*(0) + bi) mod N 
Return f =y 

 
Table 8. Definition Of The Ccalc Algorithm 

Function CCalc 
Input: b1, b2, N: Integer. 
Output: CCalc Integer.  
y = (b2 – b1) mod N 
Return CCalc =y 

 
Table 9.  Definition Of The Bcalc Algorithm 

Function bCalc 
Input: a, b1, C, N: Integer. 
Output: bCalc Integer.  
y =(b1 – a(N – C))mod N 
Return bCalc =y 

 
3.1.4 Inverse TQG Generator 

As is known, the inverse of the quasigroup is 
used in decryption operations, therefore it is 
necessary to design a generator for the inverse of the 
quasigroups generated by the generator, as it requires 
calculating the triple (Inva, Invb, InvC) which is 
directly related to the values (aGen, bGen, CGen) 
generated in the TQG generator. 

Table (10) shows the algorithm of this 
generator, and Figure (7) shows a block diagram of 
this generator. 

Table 10. Definition Of The Generator Operation 
Algorithm Inv. TQG . 

InvTQG Generator 
Input: Integer aGen, bGen, CGen: where these 
variables is the output of the TQG generator. 
Output: Integer Inva, Invb, InvC, which represent 
an Inverse TQG 

 Calc b': b' = Invf(0, 0, a, b, C, N) 
 Calc a': a' = Invf(0, 1, a, b, C, N) – b'(mod N) 

 Calc '
1b : '

1b  = Invf(1, 0, a, b, C, N) 

 Calc C': C' = InvCCalc(a', b', '
1b , N) 

 Return Inva = a', Invb = b', InvC = C' 
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Figure 7. Generator Inv. Tgq . 

After this presentation of the algorithm parts, 
the encryption and decryption algorithm for this 
proposal will be presented as shown in Table (11) 
and (12), respectively. 

Table 11. The Proposed Encryption Algorithm . 
proposed encryption algorithm 
Input: Integer aKey, bKey, CKey, leaderKey. 
Double x0Key where these variables is the 
algorithm key. String: Message (Plaintext) 
Output: String: Encrypted Message (Ciphertext). 
do until end of the message: 
Set a vector vi = (mi , …, mi+127) from the message 
   If (is first round (i = 0))Then 
a = aKey, b = bKey, C = CKey, l = leaderKey. 
Else 
  a = aGen, b = bGen, C = CGen, l = RN(x0, N, 
1000, 500, 3.9). 
   [aGen, bGen, CGnen] = TQGGen(a, b, C) el,* (vi) 
= ui = ci, ci+1, …, ci+n-1. 

 
Table 12. Decryption algorithm for the proposal . 

proposed decryption algorithm 

Input: Integer aKey, bKey, CKey, leaderKey. Double 
x0Key where these variables is the algorithm key. 
String: Encrypted Message (ciphertext). 
Output: String: Message (plaintext). 
do until end of the message: 
   Set a vector vi = (mi, …, mi+127) from the message. 
   If (is first round) Then 
 a=aKey, b=bKey, C=CKey, l = leaderKey. 
 Else 
 a=aGen, b=bGen, C=CGen, l = RN(x0, N, 1000, 500, 
3.9) 
 [aGen, bGen, CGnen]=TQGGen(a, b, C). 
[ Inva, Invb, InvC] =InvTQGGen(aGen, bGen, 
CGen). 
dl,*(vi) = vi = mi, mi+1, …, mi+n-1. 
 
 
4 ANALYTICAL STUDY 

In this section, an analytical study of the 
general characteristics of TQG is conducted, the 
proposed key's and algorithm's performance was 
conducted, including a study of the random behavior 
of the TQG generators, in addition to a study of the 
algorithm's robustness. A comparative study of the 

algorithm's speed and performance was then 
conducted in comparison with a standard block 
algorithm (Rijndael), and the previous proposal in 
both the encryption and decryption phases. 

4.1 General Features of TQG 

The general cryptographic mathematical 
features of TQG can be defined by the following 
points: 

1- Simplicity and Speed: The arithmetic () 
operations are fast and perform in O(N) 
steps. 

2- Scalability: A quasigroup of any size N (up 
to N=2256) can be generated. 

3- Flexibility: Changing a, b, and C produces a 
completely different quasigroup, making 
predictions more difficult. 

4- Memory Efficiency: The entire table does 
not need to be stored; it can be dynamically 
generated from the equation. 

5- Security: The complexity of C and 
permutations makes brute force attacks 
impractical (O(N!)). 

 
4.2 Analytical study of the strength of the 

proposed key 

The analysis addresses resistance to modern 
cryptanalysis attacks. 

The proposed key relies on combining seven 
separate values (subkeys) with a 7-byte permutation 
map (PM) (7 bytes), a random salt value (128 bits), 
and a random padding (25 bytes including PM) to 
create a 256 bytes master key. This mechanism is 
considered robust against modern attacks due to the 
following factors: 

1. Statistical Complexity and Entropy: 

The theoretical entropy of the inputs (six 
subkeys + salt + padding) is 552 bits (224 + 128 + 
200), but the actual entropy is determined by the 
weakest component (such as the user-entered 
values). To compensate for this, the random padding 
and generator add a logistic generator used to 
generate random numbers in the proposal, thus 
providing additional entropy that reduces the impact 
of any expected values. It's worth noting that the key 
is also hash-encoded, meaning a maximum strength 
of 2128 attempts is required. According to NIST 
STS 2020 tests [33,34], the final combination (after 
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permutation and hashing) achieves an effective 
entropy of at least 256 bits, ensuring resistance to 
guessing attacks even on quantum computers (NIST 
PQC 2023 [35,36]). 

2. Brute-force resistance: 

The final hash (SHA3-256) produces a 256 bits 
key, which raises the cost of attacks to 2256 
operations, an impractical number even with current 
or near-future technology. A study of quantum 
attacks reduces this to 2128, which is consistent with 
the NIST Post-Quantum Standards [7]. 

3. Structural Solidity Against 
Cryptographic Attacks: 

The permutation map breaks any linear 
patterns in the subkeys through its dynamic 
distribution, which creates an isolation layer that 

prevents the use of "rainbow table" attacks. Random 
padding reduces the risk of "pudding oracle" attacks 
(discovered in OpenSSL 2022 [37]) by ensuring that 
there are no repeated patterns. 

 
4.3 Analytical study of the generator of quasi-

groups: 

The main goal of this generator is to generate a 
different quasigroup each time it is called, so the 
more random it is in generating different quasigroup, 
the more powerful and complex the algorithm 
becomes. 

Figure (8) shows this randomness in generating 
the binaries (bGen, CGen) that represent the quasi-
groups for 2000 iterations, noting that the parameter 
aGen does not change in this generator as we saw in 
the theoretical study of this generator. 

 
Figure 8. Randomness Of TGQ Generator . 

4.4 Study the speed of the proposed algorithm 

The encryption and decryption process was 
carried out on files of different sizes ranging in the 
range [3.5 KB - 1 MB]. Figure (9) shows the linear 
increase in encryption time with the increase in the 

encrypted size, noting that the encryption time is 
better than the decryption time, especially for large 
sizes. This is due to the method used for encryption 
and decryption. See equations (16, 12). This is due to 
the need to build the inverse quasigroups to decrypt. 

 
Figure 9.  The Encryption And Decryption Speed Of The Proposal In Relation To The Sizes Of The Encrypted Files . 
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4.5 A comparative study of the new proposed 
algorithm. 

A comparison of the encryption and decryption 
times between the proposed algorithm and the 
standard Rijndael algorithm is shown in Figure (10).  

Note that this algorithm matches the standard 
in the encryption and decryption process for small 
sizes (less than 500KB), while this proposed 
algorithm outperforms it for larger sizes.  

 
Figure 10-A . Comparison Of Encryption Times. 

 
Figure 10-B. Comparison Of Decryption Times . 

Figure 10. Comparison Of The Algorithm With The Rijndael Algorithm 
 

Also, a comparison was made of the encryption and 
decryption times of the two algorithms (this proposal 
and previous proposal [17]). Figure (11) shows a 
graph comparing the encryption speed of the two 
proposed algorithms on files of different sizes. 

It was found that the proposed algorithm 
outperforms the previous in the encryption phase, 

while the second outperforms the first in the 
decryption phase, especially for large, encrypted file 
sizes. 

The outcome of this comparative study will create 
the basis of an in-depth discussion on how the new 
proposed method differs from prior work, as 
discussed in Section 4.6. 

 
Figure 11-A. Comparison of encryption times. 
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Figure 11-B. Comparison Of Decryption Times. 

Figure 11. Comparison Of The Proposal With The Previous Proposal. 

4.6 Difference from Previous Work 

Fundamentally, the SCRP-driven Dynamic 
Quasigroup Cryptography algorithm that is proposed 
is very much different in terms of structural design 
and operational performance compared to previous 
quasigroup-based encryption schemes. Although 
previous studies such as Zhang et al. [20], Lee and 
Kim [21], and Patel and Kumar [23] achieved a good 
cryptographic resistance by performing substitution 
and permutation operations based on quasigroups, 
some shortcomings in memory consumption, along 
with low adaptability in the IoT environment due to 
resource constraints, were found. In this work, the 
limitations above are avoided through the SCRP 
method used for dynamic quasigroup generation 
based on simplified mathematical expressions 
without pre-storing huge quasigroup tables, which 
greatly reduces the memory overhead. 

While Ahmed et al. [24] and Gonzalez and 
Martinez [25] focused on enhancing encryption 
speed and statistical resistance, their solutions were, 
respectively, either at the cost of decryption 
efficiency or higher algorithmic complexity. On the 
contrary, SCRP-DQC realizes a balanced trade-off 
between encryption speed and resource usage, which 
is confirmed by the comparative results in Section 
4.5 and Figures (10) – (11). It outperforms AES  for 
data sizes larger than 500 KB and the previously 
proposed quasigroup schemes [17] in terms of 
encryption efficiency, while maintaining reasonable 
decryption times. 

In addition, the proposed scheme further 
strengthens both the key entropy and randomness by 
incorporating a 256-bit master key with a 128-bit salt 
and 25-bit random padding, which boosts resilience 
against brute-force and post-quantum attacks. 
Security verification through the NIST Statistical 
Test Suite also confirms that the randomness and 
non-linearity of the proposed algorithm is 

comparable or even better than that of previous 
models. 

Advantages: 

 Designed to be lightweight and memory-
efficient, suitable for IoT and embedded 
devices. 

 Dynamic quasigroup generation eliminating 
static storage requirements. 

 Improved encryption speed for larger data 
sizes. 

 High entropy key generation mechanism 
offering improved resistance against attacks. 

 Energy-efficient operation, consistent with 
green computing principles. 

Limitations: 

 Slightly slower decryption time compared to 
some previous methods when the file size is 
large. 

5 CONCLUSION 

The present study aimed to address one of the 
most important challenges related to the security of 
modern IoT: strong encryption, without significant 
computational and memory overhead. Traditional 
cryptographic algorithms, like AES and RSA, 
although secure, are very resource-consuming for 
lightweight devices. The proposed SCRP-driven 
Dynamic Quasigroup Cryptography (SCRP-DQC) 
framework is a direct solution to this problem, 
ensuring a mathematically efficient encryption 
scheme that is dynamically generated, suitable for 
constrained IoT environments. 

This work illustrated how, through the use of 
SCRP for quasigroup generation, such complex 
algebraic structures can be efficiently implemented 
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with no pre-stored tables, hence reducing memory 
requirements while still retaining strong 
cryptographic strength. The entropy of the 
algorithm's 256-bit master key, along with salting 
and random padding, was high, and thus resistant to 
brute-force and post-quantum attacks, confirming the 
security integrity of the framework. 

Empirical comparisons at Section 4.5 provide 
concrete evidence that the proposed method 
outperforms AES and prior quasigroup algorithms in 
encryption speed for medium and large file sizes, 
while maintaining competitive decryption 
performance. These findings validate the initial 
research hypothesis that a dynamic, equation-based 
quasigroup construction can achieve superior 
efficiency without sacrificing security. The 
algorithm’s statistical validation using the NIST test 
suite further supports its cryptographic soundness 
and reliability. 

Beyond its technical merits, the SCRP-DQC 
model contributes to the principles of green and 
sustainable computing by minimizing energy 
consumption-a crucial factor in IoT and embedded 
systems. The framework will also contribute to 
education in lightweight cryptography, serving as a 
bridge between theoretical mathematics and applied 
cybersecurity instruction. 

While the approach successfully addresses the 
identified security/efficiency trade-off, certain 
limitations remain. First, the decryption times are 
somewhat slower for very large data blocks. 
Secondly, optimization for high-throughput or real-
time applications needs more work. This creates 
avenues for further work.  

Future research will extend this framework to 
implement a TQG-based hashing algorithm, TQG-
Hash, for blockchain systems that ensure low-cost 
and collision-resistant hashing, and integrate it with 
industrial IoT protocols like LoRaWAN and Sigfox 
for secure data transfers. These directions further the 
mission of this work: to foster cryptography that is 
secure, efficient, practical, scalable, and sustainable 
to meet the developing landscape of IoT 
communication. 
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