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ABSTRACT 
5G networks provides a lot of connectivity and are very advanced but also brings a lot of security challenges. 
These challenges include managing keys that can resist quantum attacks, making sure users are secure and 
detecting unwanted access in real time. Traditional security methods and machine learning tools are not safe 
against both regular and quantum-based attacks. This work introduces QSA-IDF (Quantum-Assisted Secure 
Authentication and Intrusion Detection Framework), a BB84-based Quantum Key Distribution hybrid 
security framework for quantum-driven secure authentication and Variational Quantum Classifier (VQC) for 
quantum-driven intrusion detection. The framework is simulated using IBM Qiskit and implemented on 
MEC-edge layers using NS-3 and Mininet, simulating actual 5G slices. Experimental findings on CICIDS 
2018 dataset show 99% detection accuracy, 98% F1-score, and higher quantum fidelity scores than classical 
baselines. Comparison with SVM, RF, and CNN models indicates the scalability and robustness of the 
quantum system. The contribution of the paper lies in offering a fully integrated, end-to-end quantum-secure 
security framework solving key limitations of existing 5G security architectures and providing scalable 
efforts towards 6G-ready quantum-secure communications. 
Keywords: 5G, Network Security, Quantum, Machine Learning, QKD, QML, Alice, Bob, Eavesdropping, 

Intrusion Detection. 
 
1. INTRODUCTION 
 
The deployment of 5G networks has ushered in an era 
of ultra-high speed, low latency, and vast 
interconnectivity, fueling innovation in smart cities, 
autonomous cars, industrial automation, and new IoT 
ecosystems. But the same record growth has also put 
5G networks in the center of new-age cyber attacks, 
prompting the advent of strong security frameworks. 
Legacy authentication protocols, key management 
systems, and intrusion detection systems (IDS) 
cannot cope with escalating sophistication in cyber 
attacks, especially distributed and multi-tenant 5G 
networks. Current security solutions rely too heavily 
on legacy cryptographic algorithms such as RSA, 
Elliptic Curve Cryptography (ECC), and AES that are 
secure against conventional attacks but at risk of 
being superseded by quantum computing. With 
quantum computing, algorithms like Shor's 
Algorithm and comparable algorithms can 
effortlessly decrypt RSA and ECC encryption,  

 
 
 
rendering most of the implemented security protocols 
redundant. This new threat necessitates a quantum-
resistant approach towards security that will yield 
enduring security against both classical as well as 
quantum-motivated cyber attacks. Quantum machine 
learning (QML) security solutions ensure exponential 
speedup of cryptography computations, secure 
authentication, and intrusion detection through 
quantum feature selection, kernel-based learning, and 
quantum neural networks. 
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Figure 1: Quantum Computing Architecture 

Quantum architecture for wireless systems can 
manage the increased demand for fast and efficient 
communications. Quantum computing has a vast 
capability to enhance wireless communications 
networks because it has the ability to perform 
elaborate calculations and simulations much faster 
compared to regular computers [1]. Multi-state, 
multi-dimensionality of the network status requiring 
real-time awareness can be thought of as an 
uncertainty issue in quantum terms. By this, 
paradigms of emerging from machine learning (ML), 
quantum computing (QC), and quantum ML (QML) 
and their convergence with communication networks 
can be deemed to be 6G enablers [2]. In addition, new 
developments in Quantum Key Distribution (QKD) 
and Quantum Machine Learning (QML) offer 
suitable solutions for eliminating such security 
loopholes. BB84 and E91 QKD protocols leverage 
the principles of quantum mechanics to offer proof-
of-security key exchange resistant to eavesdropping 
and cryptography attacks. With QKD being used in 
5G networks, we can have an un- hackable encryption 
backhaul future-proofing key management and 
authentication systems while Quantum Machine 
Learning (QML) will be effective at detecting 
advanced cyberattacks. Unlike traditional AI 
classifiers that are unable to handle complex data 
patterns because of computational limitations, 
quantum classifiers work efficiently and accurately in 
handling high-dimensional security data. Quantum 
Support Vector Machines (QSVM), Variational 
Quantum Classifiers (VQC), and Quantum Neural 
Networks (QNN) are efficient new anomaly detection 
methods for network traffic and are applicable for 
intrusion detection in 5G networks. 

 

Quantum computing is an extremely sophisticated 
form of computing, which uses the principles of 
quantum mechanics, i.e., superposition, 
entanglement, and quantum interference to perform 
very complex calculations much faster than 
traditional computers. In contrast to traditional bits, 
which are either 0 or 1, quantum bits (qubits) can be in 
many states at the same time, enabling quantum 
computers to process enormous amounts of 
information simultaneously. This ability renders 
quantum computing very effective in cracking 
cryptographic, optimization, and artificial 
intelligence problems that would require years for a 
standard computer to crack. 
 
Figure 1 shows the important constituents of a 
quantum computing system and how it coexists with 
traditional computing. It is based on the Quantum 
Hardware Layer of quantum processors (QPU) 
consisting of qubits, the quantum information units. 
The 8-12 qubits in this paper, implemented by 
superconducting circuits, trapped ions or photonic 
platforms are interlinked by quantum gates, which 
perform operations. Since quantum systems are very 
susceptible to noise and errors, the protocols for 
quantum error correction are used for reliability and 
better computation. The Quantum Software Layer 
incorporates quantum programming languages like 
Qiskit, Cirq, and PennyLane, where the developers 
code and execute quantum algorithms. 
 
They are accompanied by quantum compilers that 
translate high-level quantum programs and execute 
them as machine code executed by quantum 
processors. On the application side, Quantum 
Algorithms & Applications are being applied in 
several applications including quantum cryptography 
(QKD) for secure communications, quantum 
optimization for supply chain and AI, and Quantum 
Machine Learning (QML) for security like intrusion 
detection for 5G networks. Since the current quantum 
computers (NISQ devices) are not yet that powerful, 
they coexist alongside the classical computers in a 
Hybrid Quantum-Classical Integration paradigm. 
This arrangement supports classical processors in 
preprocessing and result analysis while preserving 
computationally demanding operations for quantum 
systems. Technologies like Quantum Cloud 
Computing - IBM Quantum, Google Quantum AI, and 
Microsoft Azure Quantum enable researchers to open 
up remote access to quantum computation 
capabilities, promoting speeding up the advancement 
of quantum algorithms in the field of cryptography, 
AI, and cybersecurity. This system acknowledges 
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increasing demand for quantum computation for 
computations optimization and future network 
security. 

In quantum computing, network security is both a 
solution and a threat. Traditional encryption methods 
such as RSA and ECC rely on the difficulty of 
factoring large numbers, but quantum algorithms 
such as Shor's algorithm can break these encryptions 
in seconds. To mitigate this, quantum cryptography 
and post-quantum encryption are being studied. 
Quantum Key Distribution (QKD), utilizing quantum 
entanglement and Heisenberg's uncertainty principle, 
enables ultra-secure communication through real-
time eavesdropper detection. Moreover, machine 
learning enhanced by quantum can enhance threat 
detection through real-time inspection of enormous 
network traffic patterns and improve intrusion 
detection systems (IDS) and fraud detection 
mechanisms in 5G and beyond. 
 
In the subsequent sections, we discuss the technical 
and architectural overlap of 5G security 
infrastructures and quantum computing. Section 2 
discusses the literature survey and in Section 3 the 
proposed methodology is discussed. In Section 4, the 
simulation setup is discussed and the Results and 
discussion is given in Section 5. Finally, the 
conclusion in section 6 is given followed by the future 
work. This thorough analysis is hoped to help 
researchers and industry players design quantum-
enabled solutions for the next-generation wireless 
secure communication. 
 

2. RELATED WORKS 
 
Mangla, Cherry, et al. (2023) studied that as the 
world deploys 5G, the research focus has now been 
targeted on creating 6G networks. Though 5G 
provides low latency, high speeds, and broad 
connectivity, it is highly vulnerable to security 
threats. As data sharing increases, conventional 
cryptography methods might not be enough. The 
introduction of quantum computing threatens the 
classical encryption mechanisms, rendering them 
useless. Hence, the upcoming 6G networks require a 
change in security approaches. Latest research has 
investigated quantum-based solutions to mitigate the 
current 5G security threats. These solutions propose 
designing a quantum- resilient framework for 
securing 6G communication in the future quantum 
world [3]. 

6G Smart Networks and Services will be expected to 
redesign digital transformation in a way that will 

make the physical and virtual worlds merge by the 
2030s. Their deployment will also introduce new 
security threats, to which future-proof, scalable, and 
smart defense technologies will respond. Liyanage, 
Madhusanka, et al. (2024) introduced a multi-
dimension security architecture based on such 
essential dimensions as distributed trusted AI/ML, 
zero-touch E2E security, energy-efficient privacy 
enablers, and real-time resilience for timing-critical 
applications. It also explores quantum-resistant 
communication protocols as the foundation of 6G 
infrastructure security. The paper carries out a critical 
examination of the convergence of the technologies 
and talks about potential methods to counter 
emerging security and privacy challenges in the 6G 
ecosystem [4]. 
 
Since 5G has already been rolled out in many 
countries, the focus worldwide has moved to building 
future- generation 6G networks. Although 5G has 
given ubiquitous connectivity, high data rates, and 
low latency, it also poses several unsolved security 
issues. These security issues are hindering the secure 
building of future networks. With the development of 
quantum computing, the conventional cryptographic 
practices are no longer highly appropriate. Quantum 
mechanics have the capability to destroy the 
conventional encryption practices, and quantum-
resistant security mechanisms need to be 
implemented. Mangla, Cherry, et al. (2022) studied 
and reviewed with respect to the current quantum-
based solutions suggested to close existing 5G 
security vulnerabilities. It emphasizes how the 
solutions can be designed so as to protect the future 
6G networks under a quantum-enabled environment 
[5]. 
 
Machine learning and quantum computing have 
advanced in a major way to lay the foundation for the 
next generation's developments in computational 
intelligence. This research discusses various schemes 
of data encoding in Quantum Machine Learning 
(QML) with special focus given to their uses in 
classical data mapping to quantum states. It illustrates 
in detail the definition of basis, amplitude, angle, and 
other higher-level encoding schemes and their role in 
keeping quantum algorithms efficient. Ranga, 
Deepak, et al. (2024) also investigated and compared 
the most significant quantum encoding limitations, 
including scalability, noise, and computational 
complexity. The article illustrates the limitations 
within the context of current quantum technologies. 
Secondly, the review suggests research directions that 
can enhance encoding in QML. This is to better 
understand the encoding configuration among 
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researchers and transcend current limitations. In 
general, it encourages the development of improved 
and more effective QML systems [6]. 
 
Rollout of 5G networks has been a watershed in 
wireless technology, and it led to investigation of 
sixth-generation (6G) wireless systems. The present 
study goes into the conceptual nature of 6G, and it is 
seen as an evolutionary leap from its predecessors 
with revolutionary personality. Artificial Intelligence 
(AI) is the key driver pushing the structure and 
forging the 6G architecture, specifically in facilitating 
new exciting mobile edge computing applications. 
Panwar, Anchal, et al. (2025) researched and 
emphasized AI and Machine Learning (ML) 
techniques in designing adaptive, intelligent 6G 
infrastructure from ground zero. They go on to further 
elaborate their investigation on incorporation of AI-
enabled techniques into 6G network architecture with 
emphasis on future wireless generation cooperation 
and smart edge decision-making. With the provision 
of integral analysis of 6G physical parameters, 
technological attributes, and future 6G applications, 
the paper places it at the forefront of wireless 
communications revolution and acts as its role as a 
cornerstone of future intelligent ecosystems of 
intelligent communications [7]. 
 

The convergence of the Internet of Things (IoT) and 
5G provides fast connectivity to support billions of 
devices with automation in industries like smart 
cities, healthcare, and Industry 5.0. Open Web 
Security and Mutual Authentication remain the 
biggest challenges. Automation depends on classic 
cryptographic primitives IoT security, which is 
susceptible to quantum attacks. Chawla, D., & 
Mehra, P. S. (2023) overviewed the quantum- 
resistant solutions with focus on the transition to 
quantum-secure communication. The authors also 
discussed about Post-Quantum Cryptography (PQC), 
Quantum Cryptography (QC), and Quantum Key 
Distribution (QKD) as future securities. Comparative 
analysis of quantum and classical schemes on the 
basis of key size, data size, and complexity is 
presented. The paper also discusses existing 
limitations of quantum-secure systems and 
proposes the way ahead for future work. This paper 
provides a roadmap towards end-to-end quantum 
security in 5G-enabled IoT ecosystems [8]. 

5G, the next generation of cellular communications, 
supports faster data transfer, allowing next-
generation technologies such as autonomous vehicles 
and smart infrastructure. With 6G in the pipeline, the 
intersection of quantum computing and networking is 

set to revolutionize communication and security. 
Quantum Information Technologies will likely drive 
next-generation 6G systems with faster computation 
and ultra-high-security communications. Quantum 
networks with single-photon transmissions provide 
improved energy efficiency and confidentiality of 
information. These capabilities can begin to be part 
of more advanced 5G systems and become central to 
6G designs. Muheidat, F., Dajani, K., & Lo'ai, A. T. 
(2022) aimed at addressing new 5G security issues 
emerging and how quantum-enhanced techniques can 
help. Special highlight is being given to Quantum 
Key Distribution (QKD) as a key method to 6G future 
security. Their study also aimed to explore quantum-
empowered solutions to protect next-generation 
wireless networks [9]. 
 
Wright, Paul, et al. (2021) discussed the extension of 
5G network slicing to ensure very high data security 
requirements through the use of quantum-resistant 
encryption methods. Two distinct slice configurations 
are used: enterprise and content delivery, which have 
unique encryption requirements. A custom made 
Software-Defined Networking (SDN) orchestrator 
assigns these slices dynamically based on pre-
configure encryption requirements. Supported 
encryption protocols include classical Diffie–
Hellman, quantum key distribution (QKD) and 
quantum- resistant algorithms. Orchestration allows 
for auto-deployment and auto-assignment of right 
encrypted links. Their model suggested reduces setup 
and teardown slice time to 1–2 minutes. A reduction 
in provisioning time by a factor of ten compared to 
traditional manual installation. The practice is 
concerned with the in-practice usefulness of using 
quantum-resistant cryptography for future-proofing 
next-generation 5G infrastructure [10]. 
 
Adnan, M. H., Ahmad Zukarnain et al. (2022) 
investigated and studied at combining Quantum 
Cryptography with emerging 5G technology to fulfill 
increasing security demands. The authors discussed 
some of the applications of Quantum Cryptography, 
such as key protocols, mechanism, and some real-
world implementations in the past. This study 
explores the capacity of quantum-based security 
mechanisms for improving confidentiality within 
cellular communications. It also highlights the 
explosive adoption of smartphones and apps in the 5G 
environment. The main research areas of gaps are 
identified, particularly regarding scalability and the 
quantum- secure communication efficiency. This 
study also includes the need for optimized quantum 
key distribution (QKD) methods and advocates for 
the application of quantum-enhanced encryption 
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models to prepare 5G networks for future estimates. 
The findings guide future work in closing theoretical 
protocols with real-world 5G rollouts [11]. 
 
Atutxa, Asier, et al. (2024) provided a solution to the 
security issues in the SBA of the 5G network through 
Quantum Key Distribution (QKD) integration. 
Although 5G supports distributed NFs to enhance 
service, it makes networks susceptible to enhanced 
cyberattacks. Standard TLS and OAuth2.0 processes 
are typically skipped for complexity and performance 
overhead. The authors also suggested a quantum-
resistant TLS authentication mechanism with 
supplementary entanglement-based QKD. A new 
QKD key repository in the NRF is proposed to 
achieve efficient and secure key exchange among 
NFs. The solution minimizes service request latency 
by 85% and data transmission by almost 30%. 
Hardware emulation in real hardware confirms the 
feasibility and efficiency of the solution. This shows 
the usability of quantum-secured security in real 5G 
deployment [12]. 
 
Network slicing is a key building block of 5G 
technology to support customized services such as 
additional broadband and ultra-reliable low-latency 
communications for the Mobile IoT. 5G brings 
enhanced authentication and identity protection but 
also new security challenges, especially to industrial 
companies. GSMA highlights increasing significance 
of quality IoT security as a by-product of explosive 
growth in IoT-connected devices. Standard IoT 
architectures are vulnerable to attacks through 
applications, remote access, cloud, and wireless 
interfaces. IoT devices can also be used to execute 
DDoS attacks. Blockchain is one of the key 
facilitators of 5G and cellular IoT security. Post-
quantum signature schemes using hashing are tested 
in the study of Mirtskhulava, Lela, et al. (2021) to 
enhance blockchain integrity. The strategy seeks to 
counteract prospective quantum attacks on IoT and 
healthcare data sharing [13]. 
 

The transition from 5G to 6G is motivated by the 
need for increased intelligence and more 
incorporation of IoT. Although communication has 
improved in 5G, it does not support end-to-end 
intelligent, secure connectivity in difficult and 
extreme scenarios. To counteract these drawbacks, 
Li, S. (2025) proposed a new fronthaul architecture 
with Quantum Key Distribution (QKD) in the 5G 
ecosystem. The architecture saves costs by putting 
costly Alice units at the AAU and inexpensive Bob 
units at the DU. The system is confirmed to be viable 
by secure key rate analysis. Comparative analysis 

highlighted its benefits over previous methods. 
Technology like this is designed to provide 5G and 
future 6G network security. The study offers a 
strategic basis for constructing robust, quantum-
proof communication infrastructures [14]. 

With 5G powering the exponential growth of IoT 
devices, classical cryptographic infrastructures are 
threatened with obsolescence by quantum attacks 
such as Shor's algorithm. Kaushik, Ajay, et al. (2023) 
responds to the pressing demand for quantum-safe 
cryptography in 5G-powered IoT systems. It 
introduces new encryption algorithms intended to be 
secure against a range of attack channels such as 
quantum attacks, eavesdropping, and chosen 
plaintext/ciphertext attacks. The algorithms 
demonstrate satisfactory comparison with NIST-
validated PQ cryptographic standards such as LWE, 
LIZARD, and NTRU. Performance outcome 
demonstrates that the symmetric algorithm is 70 times 
and asymmetric algorithm 10 times more efficient 
compared to already prevailing standards. Both 
algorithms also reduce memory usage by 6000 times. 
These improvements bring in very efficient and 
secure systems. This research makes worthy 
contributions towards IoT security in 5G future-
oriented networks [15]. 
 
The expansion of cellular networks has also 
encouraged the evolution of next-generation 
technologies after 5G to satisfy the needs of the 
expanding Internet of Everything. The existing 4G 
and 5G networks do not have the capacity to satisfy 
the needs of scalability, latency, and connectivity of 
devices. Prateek, Kumar, et al. (2023) envisioned 
developing the 6G as the answer, wherein it explains 
its ability to provide intelligent, secure, and high- 
performing networks. As data turns into a significant 
asset, 6G focuses on securing effective transmission, 
storage, and processing. This study also highlighted 
the potential threat quantum computing poses to 
existing public-key cryptography. To mitigate this, 
the authors suggest a quantum-secured 6G 
communication framework. Case studies in Internet-
of-Vehicles and IoT applications are taken into 
account. These show that secure communication can 
be achieved in future 6G-integrated smart 
environments [16]. 
 
  <TABLE 1 GOES HERE> 
 
Table 1 provides an at-a-glance summary of existing 
research in quantum- and AI-based security 
mechanisms for forthcoming networks. All entries 
outline the major findings and related limitations or 
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research gaps. The table presents a wide range of 
focus areas in theoretical foundations, without real-
time implementation, integration, and empirical 
validation. It calls for scalable, power-efficient, and 
backward-compatible quantum-secure designs for 5G 
and emerging 6G environments. 
The existing works on quantum safe 5G systems and 
6G systems is fragmented, mostly theoretical, and 
insufficiently validated for human deployment. 
Although some studies acknowledge the threat that 
quantum attacks pose to classical cryptographic 
schemes, they are generally theoretical and do not 
proceed to practical or validated authentication 
frameworks on a testbed. The proposed 6G security 
architecture based on AI/ML and quantum-resistant 
techniques is still at a high level, without a 
comprehensive QKD implementation, real-time 
performance evaluation, or integration with intrusion 
detection mechanisms. Research on quantum data 
encryption and quantum machine learning provides 
an important theoretical foundation, but it does not 
address critical practical issues such as addressing 
noise, scalability, and handling high-dimensional 
network traffic. Classical AI-driven wireless 
frameworks disregard complex quantum resistance 
mechanisms and leave them vulnerable to emerging 
quantum conflicts. Existing studies on PQC, QKD, 
blockchain, and IoT treat cryptography as a separate 
concept rather than building upstream pipelines of 
security solutions. QKD-based attacks for 5G 
network slicing only require layer-by-layer 
communication, which can lead to layer-by-layer 
vulnerabilities and timing anomaly detection. 
Quantum secure 6G communication standards remain 
theoretical, lacking empirical validation using 
databases such as CICIDS 2018 or real-world 5G 
simulation environments.  
 
To overcome these limitations, our proposed method 
introduces the following: 
 
 No end-to-end quantum-secure framework: 
The proposed Quantum-Assisted Secure 
Authentication and Intrusion Detection Framework 
(QSA-IDF) integrates both QKD-based secure 
authentication and QML- based intrusion detection, 
offering an end-to-end 5G security solution. 
 
 Quantum data encoding inefficiencies:  
Operated on a simulation testbed on NS-3, Mininet, 
and IBM Qiskit, and show the performance in 
measures such as accuracy (99%), precision, F1-
score, ROC- AUC, and Quantum Fidelity, proving 
real-time feasibility. 
 

This work addresses some of the issues with which 5G 
quantum security is presently struggling and offers an 
end- to-end solution in the form of the QSA-IDF 
framework, which combines QKD-based 
authentication synergistically with QML-based 
intrusion detection to offer end-to-end security. 
Through hybrid quantum- classical models and edge-
layer integration (MEC), it provides real-time, 
scalable deployment with backwards compatibility 
with legacy infrastructure. 
 
3. METHODOLOGY 
 
The Quantum Assisted Secure Authentication and 
Intrusion Detection Framework (QSA-IDF) 
integrates Quantum Key Distribution (QKD) and 
Quantum Machine Learning (QML) to secure 5G 
networks. The framework employs quantum-secure 
authentication via the BB84 QKD protocol, which 
provides unbreakable encryption along with 
eavesdropping detection during key sharing. Once 
authenticated, they are granted network access, 
following which an Intrusion Detection System (IDS) 
using a Variational Quantum Classifier (VQC) keeps 
looking for malicious activity in traffic continuously. 
The QML-IDS detects real-time 5G network traffic, 
quantum incrementing sophisticated cyberattacks 
with quantum amplified anomaly detection. Designed 
to repel classical and quantum assisted attacks, the 
whole system protects against future 5G- and beyond-
designed attacks in a futureproof security solution. 
Modelled using IBM Qiskit, the model exhibits high 
accuracy, reduced detection latency and enhanced 
resiliency against conventional security models. 
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Figure 2: Quantum-Assisted Secure Authentication and 

Intrusion Detection Framework (QSA-IDF) 
 
The architecture of Quantum Assisted Secure 
Authentication and Intrusion Detection Framework 
(QSA-IDF) presented in the figure 2 that integrates 
Quantum Key Distribution (QKD) for secure 
authentication and Quantum Machine Learning 
(QML)-based Intrusion Detection System (IDS) to 
enhance the security of 5G networks. The framework 
has two principal components i.e. QKD-based 
authentication and QML-based Intrusion Detection 
System (QML-IDS). 
 
As shown in figure 2, the QKD-based authentication 
system guarantees that users who access the 5G 
network go through a very secure authentication 
process. The BB84 QKD protocol is used to securely 
generate and distribute cryptographic keys in such a 
way that there is no unauthorized access or 
eavesdropping based on quantum mechanics 
principles. After authentication, the user gains access 
to the network. 
 
On the diagram's right-hand side, QML-based 
Intrusion Detection System (QML-IDS) is always 
looking for malicious activity within network traffic. 
Network traffic information is inspected through a 
Variational Quantum Classifier (VQC), which is 
effective in identifying cyber threats by looking for 

suspicious patterns in high- dimensional information. 
Upon detection of an intrusion or suspicious activity, 
the system issues a security alert, blocking the threat 
and securing the network against potential breaches. 
In the upcoming sections we will discuss the complete 
architecture in detail. 
 
3.1 Quantum Key Distribution (QKD) for Secure 
Authentication 
To ensure secure authentication and prevent 
unauthorized access using quantum-generated 
encryption keys that are resistant to classical and 
quantum-based attacks. When a base station or device 
tries to access the 5G network, authentication is 
initiated at Quantum Key Distribution (QKD). With 
the BB84 QKD protocol, the network creates an 
encrypted key for safe encryption by exchanging 
polarized photons between the base station and the 
user device via a quantum channel. In BB84, quantum 
nits(qubits) are transmitted using two bases namely 
Rectilinear Basis (Standard Basis): {|0⟩, |1⟩} and the 
other is Diagonal Basis: {|+⟩, | −⟩}. 
 
Step 1: Random Bit Generation 
Alice (the sender) generates a random sequence of 
bits: 
 

𝑏 = (𝑏1, 𝑏2, …, 𝑏𝑛), 𝑏𝑖 ∈ {0,1}  (1) 

Also Randomly selects bases: 
 

𝐵 = (𝐵1, 𝐵2, …, 𝐵𝑛), 𝐵𝑖 ∈ {+, 𝑋} (2) 
 
 
 
Step 2: Qubit Encoding 
If basis = +, then 
 

|0⟩ → |0⟩, |1⟩ → |1⟩  (3) 
 
If basis = X (diagonal basis), then 
 

|0⟩ → |+⟩ =  
|଴⟩ା|ଵ⟩

√ଶ
  , |1⟩ → |−⟩ =

|଴⟩ା|ଵ⟩

√ଶ
  (4) 

 
Step 3: Measurement and Key Agreement 
Bob (receiver) selects a random basis 𝐵′ for 
measurement. If 𝐵𝑖 = 𝐵௜

ᇱ, the measurement correct 
, Otherwise, the bit is discarded. 
 
The probability that Bob correctly measured a bit is: 
 

𝑃௖௢௥௥௘௖௧ = 
ଵ

ଶ
    (5) 
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(Since randomly chooses between two bases). 
The final shared key is a subset of bits where 
𝐵𝑖=𝐵௜

ᇱ.  The key rate is: 
 

𝐾 = 𝑛 𝑋 
ଵ

ଶ
   ( 6 )  

When a malicious attacker attempts to intercept the 
transmission, the quantum state of the photons is 
tampered with, which causes the system to an 
instantaneous suspected security attack. In such a 
situation, the key exchange is cancelled, and the 
connection request is refused. Otherwise, if there is 
no eavesdropping detected, the system continues with 
quantum-key-based mutual authentication, where the 
network server and the user both authenticate each 
other based on the quantum-generated key. If an 
attacker (Eve) tries to intercept and measure the 
qubits, quantum mechanism ensures that 
measurement disturbs their state. The probability of 
an incorrect measurement by attacker due to basis 
mismatch is: 
 

𝑃௘௥௥௢௥ = 
ଵ

ସ
   (7) 

 
This introduces an error rate (Quantum Bit Error 
Rate, QBER) is the final key. 
 
The QBER is calculated as: 
 

𝑄𝐵𝐸𝑅 =  
ே೐ೝೝ೚ೝ

ே೟೚೟ೌ೗
 𝑋 100%      ( 8 )  

 
Where; 
 𝑁௘௥௥௢௥ =  No.of erroneoud bits due to 
eve’s interference. 
 𝑁௧௢௧௔௟ =  total bits exchanges. 
 
 If QBER exceeds a threshold (11%), the 
session is aborted as it indicated eavesdropping. 
 

Once authentication is efficiently completed, the user 
is granted access to the network and a quantum-
secure session key is established for encrypting future 
communications. After a successful QKD process, 
both alice and bob share a common key 𝐾. This key 
is used for mutual authentication using a 
cryptographic challenge response mechanism. 

 
1. Hash Function for key verification 
 

𝐻(𝐾) = 𝐻(𝐾𝑏𝑜𝑏)  (9) 
 

Where 𝐻 is the cryptographic hash function. If 
the hashes match, Authentication is successful. 

2. Session key Generation Using XOR 
Encryption 

 
3. A session key 𝐾𝑠 is derived by encrypting a 
random nonce 𝑁 using the shared quantum key 𝐾. 
 

𝐾𝑠 = 𝐾 ⨁ 𝐻 (𝑁)  (10) 
 
This ensures that even if a session key is 
compromised, it does not affect the quantum secure 
key 𝐾. 

The session key is continuously updated to ensure 
maximum security, with quantum and classical cyber 
attack resistance and provision of a secure and robust 
5G network authentication framework. 
 

<ALGORITHM 1 GOES HERE> 
 
3.2 Quantum Machine Learning-based 

Intrusion Detection System (QML-IDS) 
 
The Quantum Machine Learning-Based Intrusion 
Detection System (QML-IDS) exploits the 
computational power of quantum computers to boost 
5G network security. Legacy Intrusion Detection 
Systems (IDS) cannot keep up with vast amounts of 
real-time traffic and sophisticated cyber attacks. 
QML-IDS solves these issues by employing Quantum 
Feature Encoding to convert network traffic 
information to quantum states and a Variational 
Quantum Classifier (VQC) to detect anomalies. This 
solution allows for accelerated and more efficient 
classification by the network traffic as malicious or 
benign, greatly enhancing detection accuracy. With 
the use of quantum computing and intrusion 
detection, QML-IDS is a high-performance, scalable 
security solution for next-generation 5G network 
protection. 
 
 
3.2.1 Dataset Collection Context 

For data Collection we used the CICIDS 2018 dataset 
for identifying cyber attacks in 5G networks. The data 
collection and preprocessing of the dataset where raw 
network traffic data is collected from 5G base stations, 
core network entities, and IoT devices. As shown in 
table2, the traffic includes both malicious and 
harmless traffic, like attack types being DDoS, 
botnets, brute force, web attacks, and data exfiltration, 



 Journal of Theoretical and Applied Information Technology 
15th January 2026. Vol.104. No.1 

©   Little Lion Scientific  
 

ISSN: 1992-8645                                                                    www.jatit.org                                                     E-ISSN: 1817-3195 

 

 
463 

 

thus making it highly suitable for training intrusion 
detection models. The captured traffic data is cleaned, 
normalized, and feature extracted to prepare it for 
quantum-based processing. 
 

<TABLE 2 GOES HERE> 

The CICIDS 2018 dataset can have missing values, 
duplicate records, and inconsistent records due to 
packet capture limitations. For high quality input 
data, we first eliminated redundancy by deleting 
duplicate records. Secondly, numerical feature 
missing values are addressed by interpolation, which 
fills missing values with estimates based on nearby 
data points, making data completion smooth and 
accurate. This makes the dataset inconsistency-free 
and ready for further processing. 

 
Then, to preprocess the quantum feature encoding of 
the dataset, all numeric features need to be 
normalized to a range of constants (0 to 1). It is 
achieved by Min-Max Normalization, scaling 
features. 
 

𝑋ᇱ =  
௑ି ௑೘೔೙

௑೘ೌೣି ௑೘೔೙
   (11) 

 
Where 𝑋ᇱ the normalised value, and Xmin and Xmax are 
the minimum and maximum values of the feature. 
This ensures that all input values are evenly 
distributed, improving quantum model performance 
and stability. 
 
Next, To improve the accuracy of intrusion detection, 
only the most applicable network traffic features are 
chosen with the Mutual Information (MI) Feature 
Selection method. MI computes statistical 
dependence between each feature and attack labels, 
and features are ranked according to their 
contribution to classification accuracy. Features with 
higher 𝑀𝐼 (𝑋, 𝑌) values are more relevant for 
classification since they share a strong statistical 
relationship with the target variable. The top-ranked 
features based on MI are selected to reduce 
dimensionality and improve classifier performance. 
MI quantifies the dependency between a feature 𝑋 
and a target variable 𝑌. 
 

𝑀𝐼(𝑋, 𝑌) =  ∑ ∑ 𝑃(𝑥, 𝑦) log
௉(௫,௬)

௉(௫)௉(௬)௬∈௒௫∈௑      (12) 

 
Where; 
 𝑃 (𝑥, 𝑦) is the joint probability distribution 
of 𝑋 𝑎𝑛𝑑 𝑌. 
 𝑃(𝑥) and 𝑃(𝑦)are the marginal probability 

distributions of 𝑋 and 𝑌, respectively. 

The highest ranked features are used to decrease 
dimensionality and improve the efficiency of the 
Variational Quantum Classifier (VQC). It also 
removes irrelevant data so the model is able to 
concentrate on the most significant patterns required 
for identifying malicious behavior. After extracting 
the most important network traffic features, they must 
be encoded in a quantum computation handy form. 
This is done through Amplitude Encoding, which 
efficiently maps classical data to quantum states. 

 

The Extracted network traffic features 𝑋 = (𝑥1, 𝑥2…., 
𝑥𝑛) are mapped into a quantum state using Amplitude 
Encoding 

|𝜓⟩ =  ∑ 𝑋௜  |𝑖⟩௡
௜ୀଵ    (13) 

Where; 

  𝜓⟩ is the quantum state representing the 
encoded features. 
 𝑥𝑖 are the normalized feature values from 
the dataset. 
 𝑖⟩  represents the computational basis 
states 

Amplitude encoding allows multiple features to be 
stored in a single quantum state, leveraging quantum 
parallelism. This encodes numerical feature values as 
probability amplitudes of a quantum state, thus 
enabling more than one feature to be encoded in a 
small quantum register. This is also required to 
leverage quantum parallelism, with the capacity to 
process enormous amounts of network traffic data 
effectively. Once encoded, the Variational Quantum 
Classifier (VQC) is applied to detect intrusions. The 
VQC consists of rotation gates (𝑅(𝜃)) and 
entanglement operations, parameterized by 𝜃, which 
need to be optimized. 
 
 
𝑈(𝜃)|𝜓⟩ = ∏ 𝑈௞(𝜃௞)|𝜓⟩ௗ

௞ୀଵ   (14) 
 
Where; 
 𝑈(𝜃) is the unitary transformation applied 
to the quantum state. 
 𝑈𝑘(𝜃𝑘) represents individual quantum gates 
parameterized by 𝜃𝑘 
 
 𝑑 is the depth of the quantum circuit. 
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𝑘 

These tunable parameters 𝜃𝑘 are optimized during 
training to minimize classification errors. 

VQC is a quantum machine learning classifier that 
learns network traffic patterns through a 
Parameterized Quantum Circuit (PQC). Quantum 
gradient descent (QGD) is used in training phase of 
the variational quantum Classifier (VQC) to optimize 
the parameters of the parameterized quantum Circuit 
(PQC). The PQC consists of rotational gates (𝑅(𝜃)) 
and the entanglement operations, where each gate has 
tunable parameters 𝜃𝑘 that need to be adjusted to 
minimize classification errors. 

 
During training, the model learns from the labeled 
CICIDS 2018 dataset, which contains both benign 
and malicious network traffic. The QCD algorithm 
updates the quantum circuit parameters 𝜃𝑘 iteratively, 
refining the classifier to improve its accuracy in 
distinguishing between normal and attack. The PQC 
is made up of quantum gates whose parameters are 
adjustable (rotation and entanglement gates) and 
which are optimized during training. The classifier 
tells benign from malicious traffic through trained 
quantum representations. 
 
After applying the quantum circuit, the final 
state is measured in the computational basis: 
 

𝑃(𝑦 = 1|𝑋) = |⟨1|𝑈(𝜃)|𝜓⟩|ଶ                 (15) 
 
𝑃 (𝑦 = 1|𝑋) is the probability of the traffic sample 
being classified as malicious. 
 
|⟨1|𝑈(𝜃)|𝜓⟩ represents the inner product of the final 
state with the malicious traffic state. 
 
The final classification is determined based on a 
threshold probability. 
 
The Quantum circuit parameters are updated using 
the Quantum Gradient Descent (QGD) method, 
which follows: 
 

𝜃௞
(௧ାଵ)

−  𝜃௞
(௧) - 𝜂

డ௅

డఏೖ
           (16) 

 
Where; 

 𝜃(𝑡) is the parameter at iteration 𝑡 
 𝜂 is the learning rate 
 𝐿 is the loss function measuring 
classification error 
 

 డ௅

డఏೖ
      Is the gradient of the loss 

function with respect to the quantum 
parameters. 
 
This iterative process continues until the model 
reaches optimal accuracy. 
 

<ALGORITHM 2 GOES HERE> 
 
4. SIMULATION TESTBED 
 
To substantiate the performance improvement and 
security augmentation of the suggested Quantum-
Assisted Secure Authentication and Intrusion 
Detection Framework in a 5G context, an end-to-end 
simulation test bed was implemented. The test 
platform was simulated to mimic actual 5G network 
traces by employing the NS-3 network simulator 
coupled with Mininet for SDN management. 5G 
network slicing was simulated by virtualizing gNBs 
and core functions, and MEC layers were 
implemented to simulate edge-based data processing 
and quick threat detection. Quantum Key Distribution 
(QKD) modules were implemented using the Qiskit 
Aer Simulator, which allowed quantum key 
generation and secure exchange for securing 
authentication layers. 
 

The simulations were run on a high-performance 
system powered by an Intel® Core™ i9-13900K 
processor (24 cores, 32 threads), 64 GB DDR5 
memory, and an NVIDIA RTX 4090 GPU to allow 
for fast training of machine learning models and 
Python 3.10 as the programming language. Qiskit 
was used for simulation and building of quantum 
circuits, while Scikit-learn and TensorFlow were 
used in the implementation and benchmarking of the 
classical ML models SVM and Random Forest. 
Network traffic and threat detection processes were 
investigated using Wireshark, and performance 
metrics were plotted in real-time using Prometheus 
and Grafana. The platform allowed both quantum-
classical hybrid testing and normal cryptographic 
comparisons, delivering a robust backdrop for 
assessing the framework's quantum robustness and 
performance in real-world operation within a 
simulated 5G environment. 
 
5. PERFORMANCE METRICS 
 
The model classifies the network traffic as good or 
malicious, and predictions are logged to be verified. 
The Quantum Circuit Convergence Plot represents 
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the loss function over training iterations. The general 
form of the loss function in quantum machine 
learning is typically based on an optimization 
criterion such as Mean Squared Error (MSE), Cross-
Entropy Loss, or Fidelity Loss, depending on the 
application. 
 
𝐿(𝜃) = 1 − ⟨𝜓(𝜃)|𝑈|𝜓(𝜃)⟩  (17) 
 
Where; 
 𝐿(𝜃) is the loss function dependent on 
quantum circuit parameters 𝜃. 
 |𝜓(𝜃)⟩ is the quantum state parameterized 
by 𝜃 
 𝑈 represents the unitary transformation 
(target state). 
 The inner product computes quantum 
fidelity, which measures how close the trained 
quantum state is to the ideal state. 
 

If the model follows classical optimization, Mean 
Squared Error (MSE) Loss can be used: 
 

𝐿 =  
ଵ

௡
 ∑ (𝑦௜ −  𝑦௧ෝ )ଶ௡

௜ୀଵ   (18) 

 
Where; 
 
 𝑦௜  is the actual value 
 𝑦௧  is the predicted value 
 𝑛 is the total no. of samples 
 
 

Figure 3: Quantum circuit convergence 
 
The Figure 3 shows the loss decrease against training 
steps for the quantum assisted model. The steep slope 
initially indicates quick learning, then decreases 

gradually with the model stabilizing and converging. 
The convergence-to-zero of the final loss indicates 
good optimization of quantum parameters. This is 
evidence of stability and efficiency in the quantum-
enhanced intrusion detection system. 
 

 
Figure 4: Quantum Fidelity 

The Quantum Fidelity Score plot in figure 4 
demonstrates the performance of three models β-
QuAFIDA, Quantum VQE-only, and Classical 
Federated Learning on subsequent rounds of training. 
The β-QuAFIDA model occupies the top spot 
persistently in fidelity, which presents its higher 
learning accuracy and reliability in quantum- 
supported federated setups. The Quantum VQE-only 
model depicts high performance in the initial phases 
but no constant improvement. The Classical Federated 
Learning model rises gradually but does so too soon, 
which shows its inability to adjust to highly secure, 
real-time healthcare scenarios. The comparison 
validates the superiority of β-QuAFIDA in providing 
safe, precise, and effective intelligent healthcare 
solutions through 5G networks. 
 

 

Figure 5: Convergence 
 
Figure 5 demonstrates convergence behavior of 
variation parameters in the process of optimization. 
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Each curve in the figure represents the movement of a 
certain parameter (such as rotation of a quantum gate), 
and the abscissa typically represents iterations or 
steps of optimization, with the ordinate being the 
value of the parameter. 

 
Figure 6: Kernel Alignment 

 

The figure 6 shows alignment score vs. training 
rounds in a quantum kernel learning process. The 
alignment score, represented by a purple dashed 
square line, increases overall with an increase in 
training rounds. From the initial value of 
approximately 0.68, the score starts slowly but 
continues to increase consistently to a value of 
approximately 1.0 following ten training rounds. This 
is a sign that the more training is conducted, the 
greater the kernel alignment, in turn showing 
improved feature representation and learning 
performance. 
 

<TABLE 3 GOES HERE> 
 

<FIGURE 7 GOES HERE> 
 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =  
்௉ା்ே

்௉ା்ேାி௉ାிே
 (19) 

 
Where; 
 𝑇𝑃 is the true positives 
 𝑇𝑁 is the true negatives 
 𝐹𝑃 is the false positives 
 𝐹𝑁 is the false negatives 
 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =  
்௉

்௉ାி௉
  (20) 

 
Measures how many predicted positives are actually 

correct. 

𝐹1 𝑠𝑐𝑜𝑟𝑒 = 2 𝑋 
௣௥௘௖௜௦௜௢௡ ௑ ௥௘௖௔௟௟

௣௥௘௖௜௦௜௢௡ା௥௘௖௔௟௟
  (21) 

Harmonic mean of precision and recall, balancing 
both. 

As shown in figure 7 and table 3, the evaluation 
parameters of the Quantum Assisted Intrusion 
Detection System. The model is 99% accurate, with 
precision of 97%, recall of 97.8%, and an F1-score of 
98%. These indicate a highly effective detection 
system with high predictive powers. The balanced 
precision and recall guarantee low false positives and 
negatives to provide good security performance. 
 

 
Figure 8: Inference time vs Model 

 
Figure 8 indicates the time taken for inference per 
sample for various models. QSA-IDF is the fastest, 
followed by SVM and Random Forest. CNN is the 
slowest in terms of inference time, with Federated 
Learning taking more time than CNN but less than 
CNN. This depicts the trade-off between model 
complexity and efficiency. 
 
 
 

Figure 9: ROC 

Figure 9 provides the curve illustrates how five 
models rank against each other in terms of 
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discriminative power in distinguishing between two 
classes. QSA-IDF has the best classification ability 
with the best AUC value of 0.995, followed by 
Federated Learning (0.961) and CNN (0.953). 
Random guessing is depicted as a diagonal reference 
line. Curves that get close to the top-left are indicative 
of good performance, and it can clearly be seen that 
QSA-IDF performs well in true positive rate for all 
false positive thresholds. 
 

Figure 8 shows the between recall and precision of 
the Quantum Assisted Intrusion Detection System. 
The graph fluctuates around 1.0, which is an indicator 
that the model maintains precision high as well as is 
effective in detecting malicious traffic. The point of 
minimum decline at higher recall values indicates very 
few false negatives and false positives. This reflects 
high system reliability regarding intrusion detection 
based on accuracy. 
 

<FIGURE 10 GOES HERE> 

Confusion matrix as shown in figure 10, shows the 
QSA-IDF model's accuracy in classification. The 
model accurately predicted 48 positive and 45 
negative samples among 50. 2 were false negatives 
and 5 were false positives with high recall and 
precision, which is consistent with the model's ROC 
and AUC values as well. 
 
5.1 Ablation Study 
This study measures the effect of every module 
within QSA-IDF model. Removal of features such as 
IDF weighting or quantum encoding caused 
significant accuracy and AUC drops. The complete 
QSA-IDF architecture obtained best accuracy 
(96.8%) and AUC (0.995) that verifies the synergy 
between quantum state encoding and term-weighted 
filtering. Simplified classical baselines were much 
lower, validating the need for hybrid quantum- 
classical architecture. 
 

<TABLE 4 GOES HERE> 
 

Table 4 shows that how many of the quantum and 
classical text classification models vary in accuracy, 
AUC, and inference time. QSA-IDF best preserves 
the highest accuracy (96.8%) and AUC (0.995) along 
with the smallest inference time (1.2 ms/sample), 
indicating the strength of quantum encoding coupled 
with IDF weighting. The models that don't use IDF 
or use classical encoding both lose accuracy and 
AUC with the worst result by the classical baseline. 
 

 
 
 

 

Figure 11: Comparison of Accuracy and AUC Across 
Quantum and Classical Classification Models 

 
The five models have been plotted versus AUC and 
Accuracy (%) in the above figure. QSA-IDF (Full) is 
the best on both measures, then QSA without IDF and 
Classical + IDF. The performance drops gradually for 
types, with worst performing on accuracy and AUC 
being baseline TF-IDF + SVM. This indicates the 
strength of quantum- based models, particularly when 
used with IDF weighting. 
 
5.2 Contributions In The Context Of Prior 

Work 
Considering the recent research on quantum-safe 
5G/6G security, the proposed QSA-IDF framework 
offers several new contributions. Previous research 
focused on (i) theoretical analysis of quantum threats 
to conventional cryptography, (ii) conceptual 6G 
security architecture, (iii) standalone QKD 
integration, or (iv) isolated application of quantum 
machine learning (QML) without practical 
implementation. In fact, QSA-IDF combines these 
fragmented approaches to provide a single, 
experimentally validated end-to-end security solution 
for 5G networks. 
 
Unlike previous QKD-based solutions that only 
address core network encryption or slice-level 
security, our framework integrates QKD-derived 
authentication directly into the access and MEC 
layers, providing quantum access. While existing 
QML studies deal with coding methods and change 
models theoretically, QSA-IDF is among the first to 
apply a Variational Quantum Classifier (VQC) to 
detect intrusions using CICIDS dataset 2018, 
showing improvements in fidelity, inference time and 
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accuracy. Furthermore, unlike PQC- or blockchain-
based approaches that only protect cryptographic 
primitives, our model combines authentication and 
intrusion detection as a sustainable hybrid quantum-
classical security path. The previous works lack NS-
3/Mininet simulations or MEC layers, QSA-IDF 
provides fault-based validation, bridging the gap 
between theoretical proposals and practical 5G 
architectures. Our framework advances the state-of-
the-art by providing a scalable, low-latency, and 
highly secure mechanism for quantization that 
addresses immediate 5G threats and emerging 
cyberattacks of the quantum era. 
 
5.3 Difference from Prior Research 
The proposed method provides a unified, end to end 
quantum secured architecture that integrates QKD 
based authentication along with QML based intrusion 
detection and validates the entire system. This work 
also provides hybrid quantum classical optimization, 
MEC edge deployment and security across the edge 
and core layers. This integrated approach provides a 
significant improvement over the tradition methods 
and the state of the art lies in the quantum resilient 5G 
security. 

6. CONCLUSION 
The main objective of this work is to design and 
validate an end to end quantum secured architecture 
for 5G network with the integration of QKD and 
QML. By blending Quantum Key Distribution 
(QKD) and Post-Quantum Cryptography (PQC), we 
propose a long-term security layer capable of 
deflecting quantum attacks such as those on Shor's 
algorithm. Moreover, our system optimizes 5G 
authentication protocols with Quantum Variational 
Optimization with minimal computational expense 
ensuring maximum security. The quantum-based 
intrusion detection mechanism (QIDS) presented 
employs quantum kernel mechanisms for anomaly 
identification and provides increased accuracy and 
resistance to attacks. The quantum simulations rely 
on the noisy intermediate scale quantum (NISQ) 
devices and the real hardware constraints may 
influence the performance. The dataset has been 
widely used but still may not capture all the attack 
patterns. The testbed also may not fully replicate the 
large scale network environments and the latency 
measurements can vary in real world traffic loads. 
Beyond these limitations, this study provides a better 
foundation for integrating the quantum technologies 
on 5G security. Performance measures as Quantum 
Fidelity Scores, Quantum Kernel Alignment, and 
Variational Parameter Optimization are suggested to 
confirm the efficacy of the framework in 5G network 

security with optimal performance. Compared to 
existing studies, this work shows higher detection 
accuracy, lower false positives, real-time scalability, 
and seamless integration with 5G edge and IoT 
environments. By combining quantum key 
distribution with multi-layered anomaly detection, 
this overcomes many limitations of conventional 
ML-based IDS approaches, providing enhanced 
security to modern network architectures. The 
framework has trade-offs, such as specialized 
hardware requirements, increased system 
complexity, reliance on benchmark datasets, limited 
generalization beyond 5G, and potential energy 
overheads. These challenges highlight directions for 
future research, including optimizing quantum-
assisted algorithms, validating with larger real-world 
datasets, and improving adaptability across diverse 
networks. 
 
7. FUTURE WORK 
 
As per the QSA-IDF Framework, future works will 
include the scaling of the system for real-world 
implementation in massive-scale, real-time 6G 
environments. They include the integration of 
Quantum Federated Learning (QFL) into the system 
to facilitate collective model learning across 5G 
decentralized nodes without compromising user 
privacy. Hybrid quantum-classical deep learning 
models can also enhance detection speed and accuracy 
by expanding on the current Variational Quantum 
Classifier (VQC). One other field that can be 
researched includes researching Photonic Quantum 
Processors and NISQ computers in an attempt to run 
low-latency, high-fidelity quantum algorithms on 
edge computing platforms. Future work can also 
include the integration of post-quantum cryptographic 
fallback mechanisms for redundancy and adversarial 
testing on the premise of making the system a 
quantum-smart threats-resistant. All these will further 
protect 5G and future networks against emerging 
cyber-physical and quantum-enabled attack 
mechanisms.  
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ANNEXURES 
 

Table 1: Summary Of Key Literature On Quantum And AI-Driven Security For 5G/6G Networks 
Authors Key Findings Identified Gaps / Limitations 

 
[4][6] 

Quantum computing endangers classical 
encryption; need quantum-resilient 6G 
security. 

Lacks real-time integration 
strategy;  limited  empirical 
validation of quantum-secure 
frameworks. 

[5] 
Proposed multi-dimensional 6G security 
with AI/ML and quantum- resistant 
protocols. 

High-level framework without specific 
implementation paths or system 
validation. 

[7] 
Reviewed quantum data encoding 
methods and their limitations in QML. 

No solution proposed to overcome 
encoding inefficiencies like noise, 
scaling. 

[8] 
AI/ML vital to building adaptive 6G 
infrastructure; focus on smart edge 
computing. 

Missing in-depth security integration 
with quantum AI models. 

[9] 
Comparative analysis of PQC, QC, and 
QKD for 5G-IoT. 

Theoretical; lacks  applied 
implementation  or real-device 
integration. 

[10] 
Quantum-enhanced methods like QKD 
can secure 6G. 

More focused on concepts; no layered 
architecture for implementation. 

[11] 
SDN-based slice orchestration using 
quantum-safe encryption cuts 
provisioning time. 

Limited to enterprise/content 
delivery slice types. 

[12] Explores applications of Quantum 
Cryptography in 5G. 

Focuses on theoretical aspects, lacks 
scalability discussion. 

[14] 
Post-quantum blockchain 
signature schemes improve IoT security. 

No integration with active 
communication layers. 

[15] 
Fronthaul QKD architecture with cost-
efficiency (Alice at AAU, Bob at DU). 

Hardware-heavy; not energy- 
efficient for edge cases. 

[16] New quantum-safe algorithms 
outperform standards in 5G-IoT. 

No analysis of backward 
compatibility or energy trade-offs. 

[17] 
Proposed quantum-secured 6G 
framework for IoV and smart 
environments. 

Limited to theoretical validation; lacks 
empirical data. 
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Algorithm 1 

 
Algorithm: 1 Quantum_Key_Distribution_QKD 
Input: 
AAA: Alice (Sender) BBB: Bob 
(Receiver) 
QChQChQCh: Quantum Channel CChCChCCh: 
Classical Channel τ\tauτ: Error Threshold 
(QBER_limit) 
Output: 
KsharedK_{shared}Kshared: Secure Shared Key or Abort if 
eavesdropping is detected 
 
Begin 
 
// Step 1: Quantum Key Transmission 
1.1 A generates random bits: B_A ← Rand(0,1)^n 
1.2 A selects random bases: Φ_A ← Rand({+, ×})^n 
1.3 A encodes qubits: Q ← Encode(B_A, Φ_A) 
1.4 A sends Q over QCh to B 
1.5 B selects random bases: Φ_B ← Rand({+, ×})^n 
1.6 B measures Q using Φ_B: B_B ← Measure(Q, Φ_B) 
 
// Step 2: Basis Reconciliation 
2.1 A and B communicate Φ_A and Φ_B over CCh 
2.2 Matching positions: I ← { i | Φ_A[i] = Φ_B[i] } 
2.3 Sifted keys: K_A ← B_A[I], K_B ← B_B[I] 

// Step 3: Eavesdropping Check (QBER) 
3.1 Select subset S ⊂ K_A, K_B for testing 
3.2 Publicly compare bits in S: QBER ← ErrorRate(S) 
3.3 If QBER > τ: 
Abort protocol Else: 
Proceed to error correction 
 
// Step 4: Error Correction (Reconciliation) 
4.1 Apply Cascade/Winnow: K_B' ← Correct(K_B, CCh) 
 
// Step 5: Privacy Amplification 
5.1 Apply hash function H(): K_shared ← H(K_A) 
(Assume K_A ≈ K_B' after correction) 
 
// Step 6: Secure Communication 
6.1 A and B use K_shared for encryption/authentication 
 
End 
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Table 2 
Table 2: Distribution of Attack Categories in the CICIDS 2018 Dataset 
Attack Category Specific Attack Types Count Percentage (%) 
Brute Force SSH, FTP 6,560 3.4% 

DDoS DDoS LOIC, HOIC, 
UDP, HTTP, SYN floods 

275,405 42.6% 

Botnet Ares, Zeus 14,343 2.2% 

Web Attacks SQL Injection, XSS, 
Command Injection 

4,200 0.6% 

Infiltration Data Exfiltration, Shell via 
TOR 

3,100 0.5% 

DoS DoS GoldenEye, Hulk, 
Slowloris 

77,274 11.9% 

Benign Traffic Normal User Behavior 265,275 39.0% 
Total 646,157 100% 

 
TABLE 3 

Table 3: Performance analysis of the proposed system 

Model Accuracy (%) Precision (%) Recall (%) F1-Score (%) 
Inference Time 
(ms/sample) 

QSA-IDF 
(Proposed) 

99.0 97.0 97.8 98.0 1.2 

SVM 91.5 89.3 87.6 88.4 4.1 
Random Forest 94.2 92.0 91.0 91.5 3.5 
CNN 95.3 93.5 92.8 93.1 8.2 

Federated 
Learning (FL) 

96.1 94.8 93.2 94.0 6.8 
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Algorithm 2 
 
Algorithm: 2 Quantum_ML_IDS 
Input: 
Network_Traffic_Data   ← Raw traffic captured from 5G network 
Preprocessing_Methods   ← {Normalization, Feature Selection} 
Quantum_Model   ← Variational Quantum Classifier (VQC) 
Training_Data  ← Labeled dataset (e.g., CICIDS 2018) 
QGD ← Quantum Gradient Descent Optimizer 
 
Output: 
Predicted_Labels  ← {Benign, Malicious} 
Intrusion_Report ← Anomaly detection output 

Begin 
// Step 1: Data Collection & Preprocessing 
Raw_Traffic ← Capture_Network_Data() 
Cleaned_Data ← Remove_Noise_And_Duplicates(Raw_Traffic) 
Normalized_Data ← Normalize_Features(Cleaned_Data) Selected_Features ← 
Mutual_Information_Selection(Normalized_Data) Quantum_Features ← 
Amplitude_Encode(Selected_Features) 

// Step 2: Quantum Model Training 
Initialize Quantum_Model with parameterized quantum circuit (PQC) Repeat 
for each epoch: 
Compute loss on Training_Data 
Update Quantum_Model parameters using QGD to minimize loss Until 
convergence 

// Step 3: Intrusion Detection (Inference) 
RealTime_Traffic ← Capture_Network_Data() RealTime_Quantum_Features 
← Amplitude_Encode(RealTime_Traffic) Predicted_Labels ← 
Quantum_Model.Predict(RealTime_Quantum_Features) 
 
// Step 4: Decision and Response 
If Predicted_Labels = Malicious then 
Intrusion_Report ← Generate_Report(Predicted_Labels) 
Trigger_Security_Alert(Intrusion_Report) Else 
Allow_Traffic(RealTime_Traffic) EndIf 

// Step 5: Continuous Learning 
If new labeled data is available then Update 
Quantum_Model with new data 
EndIf 
End 
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Figure 7: Evaluation Metrics of the QSA-IDF 
 
 

Figure 10: Confusion Matrix 
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Table 4 
 

Table 4: Evaluation of Quantum and Classical Variants for Classification 

Variant Description Accuracy (%) AUC Inference Time 
(ms/sample) 

QSA-IDF (Full 
Model) 

Quantum State 
Averaging + IDF 
Weighting 

96.8 0.995 1.2 

QSA w/o IDF Removed term 
weighting (IDF) 

91.2 0.963 1.2 

Classical + IDF Classical vector 
encoding with IDF 

89.4 0.942 1.1 

Quantum Only 
Quantum encoding 
without term 
filtering 

86.7 0.918 1.1 

Classical Baseline 
(TF-IDF + SVM) 

Standard TF-IDF + 
SVM Classifier 

83.1 0.912 4.1 

 
  
 


