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ABSTRACT 

 
With the growing volume of health information it has become common practice to protect the patient identity 
while maintaining convenient access to the data. Due to varying flow of cyber security threats, traditional 
solutions never manage to get flexible access to data without compromising with overflow of data. To 
overcome these challenges focusing on patient data protection, in this paper, we propose a new Hybrid 
Integrated Hashing approach entitled "Dynamic Adaptive Hash-Block Access Control (DAHBAC) 
framework" using blockchain based advanced data access control mechanism. The dynamic multi factor 
hashing scheme can change in response to the current Vulnerability of data and access patterns, whereas data 
access control refers to leverage blockchain's immutability and decentralized structure that helps protecting 
patient privacy while allowing authorized persons to read. The dynamic hashing method prevents intruder 
attempts by making hash and easy to calculate but requiring real-time modification of the hash for access 
protection. This is made possible by harnessing the application of zero-knowledge proofs (ZKP) within the 
frame of blockchain to enable verification of information when there is no disclosure of the data. Compared 
with the conventional methods, testing of prototype in a health care organization resulted in 92% on attempts 
by unauthorized workers to enter the system and 7% increasing data retrieval rate. These findings shows that 
the proposed model is a perfect patient data protection pattern in ehealth systems, because it is not only 
secures patients data but also enhances the accessibility and scalability to handle more clients. It is enabled 
by the use of zero-knowledge proofs (ZKP) in combination with blockchain technology to verify information, 
while keeping the information secret.  
Keywords: Decentralized, Block, Security, Access control, Attacks, Cybercriminals, ZKP, Multifactor 
 
1. INTRODUCTION  
 

In the current world, the security of the 
patient’s data is very crucial as it touches on the 
patient’s health records, especially with the rise of 
cybercriminals [1]. When discussing healthcare 
systems, they create rapidly large amounts of data, 
thus turning them into high-appeal targets for 
hackers. Recent developments show the need to 
enhance the security of information inputs while 
providing the capability to address this increase in 
the amount of information gathered from patients. 
Blockchain technology [2] has received much 
attention in this regard due to its decentralized and 
Unalterable technique, which is very effective for 
the provision of data security solutions. Moreover, 
other techniques that are still under development 
today and can be implemented in the system include 
dynamic multi-factor hashing and Zero-Knowledge 
Proofs (ZKP) [3]. However, most of the current 
systems are not well equipped to meet the flexibility 

of accessing the information while at the same time 
providing strict measures on the security of the 
patient’s data, leading to major gaps. In [4], a 
comprehensive discussion is provided on the 
mechanisms and methods employed to ensure data 
security in edge computing. 

While blockchain and more advanced 
cryptographic solutions do seem to offer an apparent 
solution to the issue, conventional methods of 
securing healthcare data may prove ineffective in 
many respects. Firstly, those traditional hashing 
algorithms [5] are not algorithmic and are lack of 
dynamics even though level of data sensitivity or 
access pattern has gradually changed so that it is 
liable to suffer from complex attacks. In addition, 
glow technology the traditional access control 
system is also central authority, it is easier to be 
attacked. The lack of Normalization between 
dynamic security solutions and self-organized 
systems also is usually an issue, leading to insecurity 
and low effectiveness. Such voids set a high 
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benchmark for a flexible yet rigid data protection 
framework that is capable of addressing the twin 
demons of availability and confidentiality in hard 
time, in the backdrop of ever arising threat 
improvement. The absence of working solution, 
which would combine the maintenances with 
adaptive hashing and ZKP is indeed worth of further 
work. 

 
In response for the aforementioned issues, 

we present in this paper the dynamic adaptive hash-
block access control (DAHBAC) framework. To 
achieve the efficient data access control, blockchain 
is combined with DMFH and ZKPs by DAHDAC. 
Multi-password hashing is employed in the 
DAHBAC devices to derive some data-hash value 
that is new in the sense that it continuously changes 
as a function of the sensitivity and access pattern 
calculated at access time. This complicates 
attempted intruder access. The exposed transparent, 
unchangeable cure and decentralized space 
environment designed to prevent corruption of 
patient data. With the help of ZKP, access rights can 
be verified without revealing any underlying 
information, thus providing privacy-preserving for 
privileged parties to get the information needed. 
Therefore, by providing unified solution to enhance 
data security and using that is still a challenging 
aspect, especially in the government sensitive 
healthcare industry (in which privacy of data is 
crucial), our work proposed fills such gaps. The 
DAHBAC model's scalability enables it to be able to 
handle all previous and future data, without 
compromising privacy at the same time even as more 
diverse healthcare data sources become available. 

 
1.1 Significance of the Research Study 

Since it addresses two of the major 
challenges data accessibility and security ,the 
DAHBAC model is a significant advancement in 
securing healthcare technologies. The deployed 
blockchain, dynamic hashing and ZKP by 
DAHGAC could offer and can enhance system 
operation besides data security. It is the flexibility in 
adapting online to current characteristics of data and 
access that makes it easier to trust the security that 
has been built up as a barrier to new threats. This 
research is included to help existing affordable 
solution in health care facilities that frequently get 
attacked since they work with many high-valued 
confidential matter. 

 

1.2 Motivation and Scope 

The concern for the present study arises 
from understanding the need for enhanced and 
stronger means of protecting data in healthcare 
organizations. Due to the rise in the use of 
technology in record keeping and ransomware 
attacks on health organizations, conventional 
security approaches are inadequate. The paradigms 
of this study go further than just obtaining data; the 
goal is to develop an environment that is sustainable, 
can handle vast amounts of data and still maintain 
maximum security at the same time. Below is a brief 
description about the wheel: The DAHBAC 
framework is a generic concept which can be 
implemented in different level of healthcare such as 
in large hospitals, clinics etc., where it can easily 
adapt to the existing system without much difficulty. 
The research aim is to overcome existing and 
potential security issues by designing a system that 
would not only be able to meet the increasing 
demands but also exceed them with regard to 
security and access to data. 
 
1.3 Contribution  

The DAHBAC framework is valuable to 
the stream of healthcare security due to its 
application-level approaches that improve data 
security and access on a similar level. The 
combination of dynamic multi-factor hashing with 
blockchain has made it possible to design a secure 
model for handling patients records. By integrating 
ZKP, the framework guarantees that patients records 
remain private even during the verification process 
of user access, hence making healthcare systems 
highly secure. The research is aimed at assisting in 
the creation of the next-generation data protection 
model that may easily blend into the existing 
healthcare systems to enhance the general security 
situation. There are a number of implications of this 
study, which are as follows: First, healthcare 
institutions can now implement a secure and 
efficient means of protecting patients’ information 
while enabling only the appropriate and authorize d 
personnel to gain access to the necessary 
information. 
 
2. RELATED STUDIES 

Vanin et al. [6] proposed a solution to 
address the issue of Personal Health Records (PHR) 
protection by adopting blockchain along with Fully 
Homomorphic Encryption (FHE) for data encryption 
and InterPlanetary File System (IPFS) for data 
storage. The model guarantees safe and encrypted 
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data processing.At the same time, the application of 
the model might be compromised by the large spaces 
it occupies, as well as the emergence of new roles 
such as data stewards. Nevertheless, all these factors 
point to the feasibility of the model in handling big 
data since it is practically applicable. 

 
Pawar et al. [7] introduced eHealthChain as 

a blockchain-driven Personal Health Information 
Management System (PHIMS) that utilizes the 
Hyperledger Fabric type of blockchain to 
consolidate data retrieved from medical Internet of 
Things (IoT) devices. The mechanism provides safe 
and privacy-conscious treatment and exchange of 
PHI. However, its implementation is not without 
concern for instance issues to data sharing and 
integration of many IoT devices. Nevertheless, 
eHealthChain offers a solution for personal health 
data management, which is flexible and can be easily 
extended and focuses on user control and security 
concerns. 

 
Azbeg et al. [8] presented a healthcare 

system to manage chronic disease data by using IoT, 
Blockchain, and IPFS, which is known as 
BlockMedCare with special emphasis on diabetes 
care. The proposed methodology employs Proof of 
Authority (PoA), which works for scalability, while 
proxy re-encryption is used for security. Privacy and 
data integrity are well managed in the system, while 
some drawbacks of the system are caused by the 
complexity of integrating such technologies, 
problems of processing time, and practical 
implementation. However, these are the limitations 
of the solution, and it shows a considerable 
advancement in the security of healthcare data and 
monitoring of patients. 

Narasimarao&Chinnaiyan[9] proposed the 
Blockchain-based Patient-Centric Access Control 
system (BPCACS), based on Multi Input Data 
Concatenation Advanced Encryption Standard 
(MIDC AES-256) Encryption. It is patient self-
determination and a new, secure way for patients to 
control which provider can access their health 
information with blockchain and encryption 
technology. The results indicate that the proposed 
system has faster encryption/decryption rates and 
lower memory usage than the other methods which 
have been in practice. Nevertheless, it is limited in 
scalability and only tested simulated applications on 
students’ laptops. However, the strategy is an 
excellent method to enhance the extent of data 
security and patient participation at healthcare 
establishments to a significant extent. 

 

Reegu et al. [10] introduced Blockchain 
Interoperable Framework for electronic health 
records (BCIF-EHR), a blockchain-based 
interoperable EHR system that integrates the Health 
Insurance Portability and Accountability Act 
(HIPAA) and Health Level-Seven (HL7) standard to 
securely transferring the EHR among the healthcare 
providers. The objective of the proposed 
methodology is to enhance the communication 
between a given EHR system and a different one, 
while utilising blockchain technology as a base to 
ensure secure interoperability and patient 
empowerment for data concerning health exchange. 
It’s a framework and I’m just suggesting how better 
health care data can be organized, but many things 
about practical use (other than the goal of “record 
keeping” some may take issue with in the idealistic 
world’s view) does have limitations in scale and 
duplication that still arise, not to mention complexity 
on how blockchain could reasonably interact with 
existing health care systems. 

 
Lee et al. [11] developed the SEMRES 

(Secured Encrypted Medical Record Exchange 
Structure), which is a blockchain triple encryption 
system for medical record exchange. The method 
incorporates a Combined Encryption and Decryption 
Architecture (CEDA) with AES and RSA 
encryption, decentralized EMR archive, and 
blockchain authentication. On the advantages of 
adopting SEMRES, it has the capability of 
maintaining the security of data and the integrity of 
data as well as having several weaknesses, including 
the fact that the model not be easily scalable for use 
by a very large number of users as well as there being 
a real possibility of delays when encrypting data due 
to the complex processes it has to go through. 
Nevertheless, the system provides a strong and clear 
cut to enable secured and verifiable medical records 
transfer from one institution to another. 

Yuan et al. [12] proposed a Blockchain-
based Medical Health Record Access Control 
(BMHRAC) Scheme using an improved proxy re-
encryption approach to increase the patients’ control 
and security. The suggested approach involves 
storing encrypted medical records on a cloud server 
that can only be accessed by authorized parties via a 
smart contract built on the Blockchain.  The 
procedure lowers the cost of calculation while 
preserving defense against man-in-the-middle (MM) 
assaults.  However, given the device's modular 
design and compatibility with existing healthcare 
systems, possible obstacles could postpone its 
universal adoption.  Although the suggested plan has 
many drawbacks, all things considered, it is a 
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proposal that makes a substantial contribution to data 
security and patient "ownership" of their records. 

 
Abdelgalil & Mejri [13] presented 

HealthBlock, a blockchain-based EHR sharing 
paradigm that uses the Internet Protocol File System, 
Fabric, and Hyperledger Indy technologies.  The 
proposed strategy focuses on improving the privacy, 
quality, and transparency of health data while 
allowing individuals to own the full electronic health 
record.  Nevertheless, despite all of the benefits the 
framework offers as a starting point, scalability 
problems may arise because to the complexity of 
financial systems that need IBC services built on top 
of many blockchain technologies and the IPFS data 
storage system.  Nonetheless, HealthBlock is a 
significant advancement in terms of allowing people 
more control over their records and disclosing who 
is sharing their EHR. 

 
In order to retrieve patient history in trailer 

mode, Chamola et al. [14] created an AI-blockchain 
based EMR management system that integrates 
blockchain with OCR and ML.  To increase data 
security and availability, the design also makes use 
of IPFS and the Ethereum blockchain for 
decentralized data storage.  Although the purchases 
are intended to provide more effective ways to 
manage the flow of medical records, some of them 
require a lot of time to process huge sets and 
combine various technologies. However, the 
architecture has several features to facilitate secure 
and efficient management of EMRs. 

 
Abutaleb et al. [15] provided an IPPHRAS 

Framework of patient-centric health record access 
control based on blockchain architecture and 
implemented on the Hyperledger Fabric. The modus 
operandi incorporates blockchain alongside the 
Usage Control (UCON) model to enable the patient 
to create a dynamic control system where the patient 
determines who has access to records and in what 
capacity. Compared to the traditional hub-and-spoke 
model, this framework provides far greater patient 
control and protection of their data while still 
allowing for dynamic control of access, but it might 
not scale well when used with existing real-time 
access control schemes and frameworks of modern 
healthcare systems. However, the presented 
framework presents a strong approach to safe and 
customized PHR management, enriched with the 
excepted challenges. 

 
Praveena et al [16], A unique approach is 

being introduced to establish a data-sharing 

framework that incorporates a blockchain-based 
access control mechanism for IoT devices. They are 
developed three distinct smart contracts to facilitate 
effective access control management: one for access 
control, one for authentication, and one for 
adjudication. The efficacy of the suggested method 
is evaluated in relation to the resource expenditure of 
smart contracts and cryptographic functions. The 
cost utilization comparison is conducted against 
specific present methodologies, and the results 
unequivocally indicate that the proposed method is 
cost-effective.  

Deepalakshmi et al [17] and Ganesan et al 
[18], They examined various access constraints in 
the approval procedure for EHR security 
advertisements. Access control offers precise access 
to services for authorized users while protecting 
valuable assets from unlawful access. During the 
conversion process, the privacy and security of 
patient healthcare information must be preserved. 
Chinnasamy and Deepalakshmi [19], presented a 
novel way to address access control issues through 
the implementation of a scalable multilabel-based 
access control service for the cloud. 
 
3. METHODOLOGY 

3.1 Dataset 

For the experimental study, data from the 
Indwelling Arterial Catheter Clinical (IACC) [23] 
dataset, which consists of clinical data of 1,776 
patients and originates from the MIMIC-II clinical 
database, was used. This dataset was good enough to 
analyze the effectiveness of the DAHBAC 
framework in protecting sensitive patient data and, 
at the same time, being accessible in real-life 
situations in the healthcare field. 
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Figure 1. Overview of Proposed DAHBAC Framework 

 
Figure 1 illustrates the overall framework 

procedures of DAHBAC. The DAHBAC 
architecture is specifically designed to protect the 
patient’s data and uses Dynamic Multi-Factor 
Hashing (DMFH), Blockchain, and Zero-
Knowledge Proofs (ZKP). The DMFH algorithm 
dynamically adjusts the hash values depending on 
the level of sensitivity of the data and the existing 
patterns of access to that data to make security ever 
changing. This hashed data is then stored in a 
blockchain whereby the properties fundamental to 
the blockchain, such as decentralization and non-
alterability, are utilized in managing access control 
via smart contracts. These smart contracts determine 
who should be allowed to view the data, and every 
request to view such data is checked with the use of 
nodes in this network. To increase security 
measures, ZKPs are implemented to check access 
rights similar to documents without actually 
disclosing the documents to anybody who is not 
authorized to view them. The three components, 
taken together, form a highly secure yet extensible 
system which is also easily accessible.  

 
3.2 DMFH Algorithm 

The Dynamic Multi-Factor Hashing 
(DMFH) algorithm improves the security of data by 
changing the prominent values of hash depending on 
the input data, which includes the sensitivity, 
frequency, and other characteristics of the data. It 
quantifies a sensitivity level for each dataset with the 
use of weighted factors and modifies the hash 
function with the use of an adaptable variable that 
reacts to the total sensitivity and the number of data 
accesses. These changes can be seen in the hash 

values, which are subsequently modified in order to 
ensure that it becomes immensely difficult for you to 
enter into the system illegally. This adaptive 
management mechanism further ensures that 
regardless of the shape and appearance of data or 
patterns toward attempting to tap into networks, 
security will be established such that it can never 
happen. 

A. Data sensitive analysis (DSA) 

In DAHBAC, DSA is the process of 
assessing the utility and privacy of various patient 
data types in order to tailoring necessary security 
controls. All collected data is sensitive-leveled based 
on the common needs such as data type (medical 
records, identification, etc.) as well as the extent of 
impact if information leaks. This score is calculated 
using a weighted formula where one can adjust 
various factors to assist in making a decision on how 
critical the data being used is. The sensitivity value 
has defensive effects only at the DMFH algorithm 
equation against a secure hash function on storage of 
sensitive data. This dynamic mechanism allows the 
protection level of most sensitive data to be 
optimized, taking the dynamics in importance of 
amounts and varying permissions over time into 
account. The main work of this process is shown by 
the following calculations. 

We consider the use of patient data to be the 
main ‘source’ of information in this study. We 
therefore denote 𝕗 as the data set including patient 
data. The sensitivity function can be defined as such 
to associate a sensitivity score Ȿ(𝕕) of the type of 
knowledge regarding personal details of an 
individual, like personal data, medical history etc, 
and can be introduced. 

Ȿ(𝕕) = ∑ [ʂ௜(𝕕) × 𝑊௜]ே
௜ୀଵ   (1) 

Expressed in (1) 𝑊௜indicates associated weight of 
each i(data type). 

B. Dynamic hash function 
In this setup, DHF dynamically modifies 

the hash value based on such runtime parameters as 
access frequency and data sensitivity. The DHF has 
the added benefit of constantly changing the hash 
values by including that variable aspect in with what 
we know. Since it is flexible, even if unauthorised 
people can view the hash which is unable to try to 
guess or reproduce the original data which created 
that hash. The technical concept SHA-256 is adopted 
in this paper to characterize cryptographic hash 
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function [20]. Further, the dynamic hash can be 
described as follows which includes a dynamic value 
φ that depends on an access rate and security level of 
data: 

իఝ(𝕕) = ի[𝜑 ⊕ 𝕕]   (2) 
From (2), φ comprises the united function 

of sensitive score Ȿ(𝕕) and access pattern Ǻ(𝕕) 

as,𝜑 → 𝑓 ቄ൫Ȿ(𝕕)൯, ቀǺ(𝕕)ቁቅ. 

C. Dynamic input adjustment 
Hash values may be updated on-the-fly 

using new sensitivity score inputs, or the data is 
utilized. Note that the time of hashing is denoted by 
t, i.e., when the hash changes t would be written as, 

ի஦౪
(𝕕) = ի[φ୲ ⊕ 𝕕],        where φ୲ →

f ቄ൫Ȿ(𝕕୲)൯, ቀǺ(𝕕୲)ቁቅ  (2) 

3.3 Block chain-based Data Access Directive 
(BDAD) Module 

The BDAD module is aimed at solving the 
problem of data access within a framework. Our 
recommended strategy is based on the observation 
that blockchain data, apart from being distributed is 
also immutable. The access controls are maintained 
as smart contracts which define who is allowed to 
retrieve data. All access requests are verified by a 
consensus procedure among several nodes in the 
blockchain and consequently make the right 
decisions, thus guaranteeing system security against 
tampering. Another advantage of blockchain is to 
record access transactions, meaning that a specific 
data being accessed by a specific user, it would not 
be traceable or transparent and increase the level of 
security. 

A. Block structure design (BSD) 
The block format is intended to store the 

hashed patient’s data and metadata about the 
patient’s access control.Each block  (b)  in the chain 
contains block(ի௕),prev hash block(ի௕) transaction 
(Ʈ௕) data and access control metadata (ặ௠) for 
details.Hence, finally, the block hash is obtained as, 

ի௕ = ի{ի௕ିଵ ⊕ ի(Ʈ௕) ⊕ ի(ặ௠)} (3) 

B. Access control smart contracts (ACSC) 
The smart contract, illustrated as an 

algorithm that is designed to govern the access 
control of patient data in a decentralized healthcare 
environment, referred in the study. There is an 
administrator(usually the healthcare provider)that 
has control on personnel access, meaning this 
administrator can allow or disallow. It follows 

authorised users and helps the owner to control 
access to certain data; it means, for example, that the 
hash of some data can be only available to some 
people.The contract incorporates functions for the 
granting or the withdrawal of access privileges, and 
the above holds true for personnel and data access 
rights. For any user who seeks to gain access to the 
data, the contract confirms the user’s permission to 
do so and records the timestamp of their action in 
order to avoid, resist or prevent unauthorized access. 
In addition, all additions of access rights are event-
triggered which makes it easier to track 
modifications and more secure. By having the design 
to be simple, while at the same time preserve 
blockchain's fundamental qualities such as 
immutability and decentralization, allows it to be 
used together with existing medical systems and due 
to that keep patient data safe. 

Algorithm 

1.  Initialization 

    procedure INIT_CONTRACT(): 

        admin ← transaction.sender        // contract 
deployer becomes admin 

2.  Grant personnel access 

    procedure PERMIT_ACCESS(personnel): 

        require(sender == admin) 

permittedPersonnel[personnel] ← TRUE 

        emit PermissionGranted(personnel) 

3.  Revoke personnel access 

    procedure REMOVE_ACCESS(personnel): 

        require(sender == admin) 

permittedPersonnel[personnel] ← FALSE 

        emit PermissionRevoked(personnel) 

4.  Grant data-hash permission 
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    procedure 
GRANT_DATA_PERMISSION(dataHash): 

        require(sender == admin) 

permittedDataHashes[dataHash] ← TRUE 

5.  Revoke data-hash permission 

    procedure 
REVOKE_DATA_PERMISSION(dataHash): 

        require(sender == admin) 

permittedDataHashes[dataHash] ← FALSE 

6.  Retrieve data (access request) 

    procedure RETRIEVE_DATA(dataHash): 

        require(permittedPersonnel[sender] == 
TRUE) 

        require(permittedDataHashes[dataHash] 
== TRUE) 

        emit DataAccessLogged(sender, dataHash, 
current_block.timestamp) 

        // Off-chain application fetches actual data 
using dataHash pointer 

7.  View checks (read-only) 

    function HAS_PERMISSION(personnel) → 
Boolean: 

        return permittedPersonnel[personnel] 

    function IS_DATA_PERMITTED(dataHash) 
→ Boolean: 

        return permittedDataHashes[dataHash] 
 

Hence, the access control policy is 
implemented in the blockchain Smart Contract [21] 
so that the intended users can access the data. In 
terms of modeling, access control can be expressed 
as, 

ặ௠(𝜌, 𝕕) → ൜
𝑔𝑟𝑎𝑛𝑡𝑎𝑐𝑐𝑒𝑠𝑠, 𝑖𝑓𝜌 ∈ Ɀ(𝕕)

𝑑𝑒𝑛𝑦𝑎𝑐𝑐𝑒𝑠𝑠, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
 (4) 

From (4), Ɀ(𝕕) denotes the set of 
authorized personnel to access 𝕕, while ρ denotes the 
privacy/personnel significance. 

C. Decentralized validation 
It makes sure that instead of relying on an 

individual entity’s decision, the access control 
decisions are also endorsed by other nodes in a 
blockchain network. This process requires the 
employment of a consensus mechanism, including 
the popular PoS (Proof of Stake), whereby most of 
the members of the network can validate the 
authenticity of an access request. Such validation 
status are computed as, 

ϒ(𝜌, 𝕕) = 1
Nൗ ∑ [ϒ௜(𝜌, 𝕕)]ே

௜ୀଵ  (5) 
It also strengthens security as it makes it 

very difficult for anyone or a group of a person to 
compromise the access control system with the 
intention of getting information about a certain 
patient, as many layers of security are involved. 

  
3.4 Zero-Knowledge Proofs (ZKP) 

ZKP enables one of the communicating 
parties to provide information (e.g., access 
permissions) to another party without disclosing the 
original data. In the case of the DAHBAC 
framework, ZKP is vital as it facilitates the 
validation of access rights to the patient’s data 
without impeaching the privacy of the data at hand. 
This increases the security aspect by allowing only 
the personnel with permission to access the data, and 
at the same time, the data is not revealed. ZKP’s 
operational procedures are separated into two 
phases, namely ZKP Protocol Setup and Interactive 
Proof System. 

The ZKP protocol is set up in order to 
provide evidence for the correctness of the statement 
(for example, permissions to access certain sensitive 
information), though the actual information is not 
disclosed. For each 𝕕, ꝥ(𝕕) represents the access 
proof of any individual/personnel without disclosing 
the 𝕕. Thus, the organized as, 

ꝥ(𝕕) → ൜
𝑎𝑐𝑐𝑒𝑠𝑠𝑝𝑟𝑜𝑣𝑒𝑛,        𝑖𝑓ի(𝕕) = ի௦௧௢௥௘ௗ

𝑎𝑐𝑐𝑒𝑠𝑠𝑐𝑜𝑛𝑓𝑢𝑡𝑒𝑑,           𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
(6) 

From (6), ի௦௧௢௥௘ௗstands for the hash value 
of data which exists in the system. It is the expected 
hash value that matches the actual data that needs to 
be protected. Thus, the proofing (𝕕)is designed in 
such a manner that the ի(𝕕) is compared with the 
stored hash value(ի௦௧௢௥௘ௗ), and in case of a match, 
the access is proven without exposure to the data. In 
other words, the person can satisfy the knowledge 
that he knows about 𝕕 (since the attempt at 
producing the correct output does not require the 
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presentation of 𝕕 to the verifier. This enables the 
person to demonstrate the reason why he/she 
requires access without revealing actual data, which 
then keeps the data secure. 

Also, the use of an interactive proof system 
is done in which the prover proves to the verifier that 
he knows the value of 𝕕, without showing it. For 
instance, the ZKP proof could be based on 
commitment scheme, C(𝕕). 

𝐶(𝕕) = ൫𝑅 ⊕ ի(𝕕)൯   (7) 
From (7), ‘R’ indicate the randomized 

nonce through which a verifier inspects the correct 
matching of the commitment (without the 
knowledge about 𝕕). 
3.5 Integration and Security Analysis 

Incorporating and analyzing the security 
aspect of the DAHBAC framework includes the use 
of blockchain technology, dynamic hashing, and 
ZKPs that further improve data security and 
usability. The concept of having a distinct structural 
design, the blockchain based structure, provides a 
decentralized base for the hash data, while the 
provisions of the smart contract provide access 
control policies. Therefore, the global security 
function is to put it in a more sophisticated notation. 
Thus, equation (8) exhibits the ultimate security 
function of the proposed DAHBAC framework, 
which sums up the individual goals of blockchain 
technology, dynamic hashing, and ZKPs. 

f൫𝕕ୱୣୡ୳୰୧୲୷൯ = ൛ի஦౪
(𝕕) ⊕ ặ୫(ρ, 𝕕) ⊕ ꝥ(𝕕)ൟ(8) 

 
3.6 Optimization of Scalability (Š) Factors 

Incorporating and analyzing the security 
aspect of the DAHBAC framework includes the use 
of blockchain technology, dynamic hashing, and 
ZKPs that further improve data security and 
usability. The concept of having a distinct structural 
design, the blockchain-based structure, provides a 
decentralized base for the hash data, while the 
provisions of the smart contract provide access 
control policies. Therefore, the global security 
function is to put it in a more sophisticated notation. 
In the framework, there are the following ways in 
which various factors are balanced to achieve the 
goal of scalability. They are making blocks in the 
blockchain small to fasten the validation of the 
network and the formation of blocks, deploying fast 
hashing procedures, and controlling the number of 
nodes to prevent the hindrance of latency. Thus, 
equation (8) exhibits the ultimate security function 
of the proposed DAHBAC framework, which sums 
up the individual goals of blockchain technology, 
dynamic hashing, and ZKPs. 

Š௢௣௧௜௠௜௭௔௧௜௢௡ =

𝑚𝑖𝑛 ቂቀ
𝑏௦௜௭௘

𝑡௕
ൗ ቁ , ቀ

ի௖௢௠ × 𝑛ே
ϒ௧

ൗ ቁ , ቀ
𝑎௥௘௤ × 𝜑௖௔௖௛௘

𝑟௟௔௧
ൗ ቁቃ(9) 

From (8), ի௖௢௠ indicate computational 
effectiveness of dynamic hashing, 𝜑௖௔௖௛௘signifies 
the caching effectiveness, 𝑎௥௘௤  denote the access 
request count per unit time, 𝑡௕, ϒ௧, and 𝑟௟௔௧ denotes 
the block interval/creation time, transaction 
validation time, and delay time in 
processing/retrieval of 𝕕,  respectively. 

Computation formulated in equation (9) 
reduces centralized bottlenecks by minimizing them 
in the system. Some of these are the size of 
blockchain blocks, the performance of a dynamic 
hashing function, the number of nodes that allow 
validation and the caching mechanisms; therefore, 
the different components of the framework have 
been designed to have the right balance in order to 
make the DAHBAC scalable and continue to 
perform optimally as the number of transactions and 
data requests increases. Also, it needs to respond to 
many access requests within a timely and efficient 
manner and incorporate the use of caching to 
enhance the speed of data access within the system 
without showing high latency when the size of the 
system is scaled up. 

 
4. PERFORMANCE INVESTIGATION AND 

DISCUSSION 

Table 1. Testbed Parameters with Optimal specifications 
Parameter Specifications/Values 

Fr
am

ew
or

k 
C

om
po

ne
nt

s 𝑏௦௜௭௘ (in megabytes) 2 
𝑡௕ (in seconds)  12 
ի௖௢௠ (in 
milliseconds/transaction) 

≤ 50 

𝑛ே (participants) 500 
ϒ௧  (in seconds) ≤ 3 
𝑎௥௘௤(in request/seconds) 1000+ 
𝜑௖௔௖௛௘ (% cache hit) ≥ 95 
𝑟௟௔௧ (in milliseconds) ≤ 10 

D
M

FH
 a

lg
or

ith
m

 

Ȿ(𝕕) weight 0.6 
φ update interval (in 
minutes) 

3 

Length ofի(in bits) 256 
Adjustment Latency (in 
milliseconds) 

≤ 50 

ի௖௢௟௟௜௦௜௢௡ ≤ 10−6 
ի௥௘௖௔௟௖௨௟௔௧௜௢௡ (in 
milliseconds) 

≤ 100 

Z
K

P
 

Pr
oo

f 

Generation Time (in 
milliseconds) 

≤ 100 

Verification Time (in 
milliseconds) 

≤ 50 

Size (in kilobytes) 1 – 2 
Security Parameter (in 
bits) 

256 

Communication Overhead 
(in kilobytes) 

≤ 10 

Soundness bias (error) ≤ 10−9 
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Table 1 provides empirical parameters for 
the assessment of the DAHBAC framework’s 
results. These parameters are fixed to control and 
enhance the efficiency and security of the DMFH 
algorithm and ZKP procedures in the DAHBAC 
framework. 

The evaluation of the DAHBAC 
framework involved the use of the Go-Ethereum 
v1.10.8 blockchain platform for smart Contracts and 
decentralized validation. Real-world scalability and 
security scenarios of consensus algorithms such as 
PoS [22] were modeled using a distributed network 
of nodes to replicate a distributed network. Hash 
libraries (SHA-256 via OpenSSL v1.1.1) were 
therefore incorporated in the system architecture to 
enable dynamic hashing while ZKPs through zk-
SNARKs v0.7.0 for access control. It was intended 
as a high-volume transaction processing testbed, and 
latency, validation time, and access request handling 
were measured using sophisticated performance 
monitoring instruments. 

In the performance evaluation of the 
proposed DAHBAC framework, a comparative 
study has been made with several recent blockchain-
based healthcare data protection frameworks like 
FHE-IPFS, eHealthChain, BlockMedCare, 
BPPCAS, SEMRES, BMHRAC, HealthBlock, 
IPPHRAS and BCIF-EHR. These frameworks, 
detailed in Section 2, are the recent methods related 
to the use of blockchain for securing healthcare 
data.It builds a comparative assessment of key 
indicators, including data protection against various 
kinds of attacks scenarios, access control, system 
scalability, and latency in order to give a 
comprehensive comparison and identify the 
potential benefits of the DAHBAC framework in 
responding to present challenges in maintaining the 
confidentiality of health care data. 

As part of the DAHBAC framework 
assessment, in the empirical phase of the framework 
performed in the medical context, two intruder 
scenarios were used to evaluate the system’s 
security.  

Scenario-1: A hacker disguised as a 
legitimate member of the medical staff strives to 
obtain the information about a client through using 
old login credentials. It effectively alarms the system 
about the unauthorized attempt because of the 
dynamic multi-factor hashing and real time access 
pattern analysis, the invalid attempt to access is 
denied on the spot while the record of the wrong 
activity is logged for future reference.  

Scenaior-2: An external attacker attempts 
to corrupt records in the blockchain that were 
previously recorded and to acquire unauthorized 

data. The blockchain eliminates this possibility by 
insisting on the participation of several nodes so that 
the tampering attempt will not be successful. These 
scenarios proved that the described framework is 
capable of identifying the attempts of unauthorized 
access and its further prevention and logging, 
minimizing the number of successful infringements 
to the maximum level compared with the traditional 
systems and preserving data’s integrity. 

Table 2 representing the results obtained 
for the data protection metric of different 
blockchain-based healthcare data protection 
frameworks including DAHBAC. The metrics are 
divided into several aspects like Intrusion Detection 
Rate [24] and Data Retrieval Efficiency based on 
two intruder types. Comparing the results of the 
proposed DAHBAC framework with the existing 
blockchain-based frameworks for securing 
healthcare data, such as FHE-IPFS, eHealthChain, 
BlockMedCare, and others, it is possible to state that 
the proposed framework is more efficient in terms of 
intrusion detection and data retrieval as well. 
DAHBAC has 92% intrusion detection rate, which 
proves to be highly resistant against both internal 
and external intruders compared to other techniques, 
and 87% data retrieval efficiency. In these 
parameters, although their scale is relatively 
moderate, the high performance in these metrics 
points to DAHBAC as having superior abilities in 
the context of patient data security and mastery of 
large-quantity data protection, which is especially 
important as more and more data security threats 
emerge in the environment of the healthcare 
industry[25]. This outcome supports DAHBAC as 
one of the targets for becoming the leading 
framework in the domain that offers improved 
security and performance advantages over 
conventional solutions. 

Table 2. Outcome of Data Protection Measures 

Framework/ 
Technique 

Intruder 
Scenario 1 

Intruder 
Scenario 2 

Intrusion 
Detection 
Rate (%) 

Data 
Retrieval 
Efficiency 

(%) 

FHE-IPFS Medium High 85 75 
eHealthChain High Medium 88 85 
BlockMedCare High Medium 90 78 

BPPCAS Medium Medium 87 77 
SEMRES High Medium 89 79 
BMHRAC Medium Medium 86 76 
HealthBlock Medium High 88 86 
IPPHRAS Medium Medium 84 74 
BCIF-HER High High 90 91 
DAHBAC High High 92 87 
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Figure 2. Outcome of Access Control Measures 

Figure 2 exhibits the benchmarking 
outcome of the access control measures adopted in 
the proposed DAHBAC framework with those of 
other blockchain-based healthcare data protection 
frameworks shows that the DAHBAC framework 
performs better. DAHBAC achieves the highest 
levels of Access Grant Efficiency with 87% as well 
as Unauthorized Access Prevention with 92% 
against the other four frameworks, including BCIF-
EHR, HealthBlock, and SEMRES. From the results 
shown above, it can be seen that DAHBAC performs 
better in providing access to users who have proper 
authority and also in rejecting access from 
unauthorized users, which clearly shows that 
DAHBAC can better secure the patient's records. 
This enhancement is rendered remarkable regardless 
of the circumstances and DAHBAC becomes a 
popular tool for securing healthcare data beyond 
conventional techniques. The evidence support 
DAHBAC as a sound basis model to address the 
major access control problems in the healthcare 
security. 

The comparison of system its scalability is 
exhibited in Table 3. While the performance 
evaluation results demonstrate that the proposed 
DAHBAC architecture dominates current 
blockchain-based healthcare data protection systems 
in terms of transaction rate and network latency. 
With its 900 TPS, DAHBAC can process higher 
number of transactions compared to the competing 
ones; BCIF-EHR and HealthBlock can. 
Furthermore, DAHBAC has the least network-side 
latency (8 ms) which reduces the processing delay of 
data at worseless edge. This performance gain is 
uniformly distributed among different intrusion 
environments, which also demonstrates that 

DAHBAC can efficiently and simply deal with 
massive small data of healthcare. 

Table 3. Comparison of Scalability  

Such a result demonstrates that DAHBAC 
is purpose-built for healthcare environments in 
today's society, which justifies our decision to base 
it as the platform for high-security and fast systems. 
The authors assessed the performance of the 
proposed solution in comparison with a limited set 
of other hybrid solutions, which are also currently in 
use, using datasets from New York State Department 
of Health based on effectiveness (effectiveness and 
efficiency), usability and time to implement. The 
results present a clear evidence that our approach 
yields data which are safer and more efficient than 
those obtained with any previous system [26].  

For patient and care provider information 
exchange, they adopted a smart contract based 
secure access control. Considering the most recent 
developments in lightweight access control 
architecture, lower network overhead summerization 
schemes and enhanced security and privacy levels, 
the framework valuation and protection mechanism 
considers the current data sharing strategies [27]. 

Figure 3 presents the average latency, 
measured in milliseconds of ten health care 
blockchain packages. The smallest latency appears 
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Transaction 
Throughput  

Network 
Latency 

Intruder 
Scenario 1 

Intruder 
Scenario 2 

FHE-IPFS 750 15 ms Medium High 

EHealth 
Chain 

800 12 ms High Medium 

BlockMed 
Care 

780 14 ms High Medium 

BPPCAS 770 16 ms Medium Medium 

SEMRES 790 13 ms High Medium 

BMHRAC 740 17 ms Medium Medium 

Health 
Block 

810 12 ms Medium High 

IPPHRAS 730 18 ms Medium Medium 

BCIF-
EHR 

820 11 ms High High 

DAHBAC 900 8 ms High High 
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on DAHBAC 8ms and slightly larger one in BCIF-
EHR 11 ms with HealthBlock (eHealthChain) both 
gain the weakest latency around at a time. Latencies 
differ when ascending from SEMRES (13 ms) 
through BlockMedCare (14 ms), FHE-IPFS (15ms), 
to BPPCAS (16ms) and BMHRAC with the 
maximum for IPPHRAS at 18 ms.in conclusion 
DAHBAC appears to be most network efficient, 
followed by BMHRAC where as IPPHRAS has the 
worst delay.

 

Figure.3. Network Latency by Framework 

 

Figure 4. Intruder Scenario Level Counts 

Figure 4 shows counts of frameworks with 
Medium or Higher risk, for two intruder scenarios. 
For Scenario 1, five frameworks are considered 
Medium and the other five High evidencing a well 
presented risk distribution. In the second scenario, 
six frameworks are Medium and another four are 
High rated; for degree of risk difference compared to 
S1, a minor trend towards the Medium level is 
observed. In general, it can be observed that of the 
systems evaluated, there are mild to high risks of 
intrusion being suffered by most of all these 
framework with the exception of Scenario 2 which 

seems having a slight lower number of high risk 
classification. 

Table 4. Type of attacks 

Type of Attack 
Unauthorized Access Prevention 

(%) 

Phishing Attacks 95 

Ransomware 
Attacks 

92 

Insider Threats 94 

Brute Force Attacks 96 

MM Attacks 93 

SQL Injection 91 

Denial-of-Service 
(DoS) Attacks 

92 

Table 4 demonstrates the capability of 
DAHBAC to resist such attack against unauthorized 
access to healthcare records for different common 
and serious kinds of attacks. With preventative rates 
ranging from 90% – 96%, DAHBAC protects 
against threats including, but not limited to phishing, 
ransomware, insider threats, and brute force with 
their DMFH protocol and blockchain-based access 
control using ZKP. Since these prevention 
percentages are relatively large it indicates that our 
system is strong and it can be applied for protecting 
health care information as a sensitive asset. 
DAHBAC adds and expands its defense against 
external threat vectors which threaten data 
compromise while also addressing internal threats 
against healthcare systems. 

Traditional healthcare security systems 
have one constant hash for all the data. However, 
there is some patient information that is not equally 
risky. The Dynamic Multi-Factor Hashing (DMFH) 
model included in DAHBAC automatically escalates 
the hash strength level when the sensitivity of data 
or unusual access patterns are identified. This 
ensures that highly sensitive information, such as 
medical history or test results, thus receives more 
protection than ordinary or low-risk information. 
The dynamic approach also enhances the resistance 
to replay attacks, insider misuse, and attempts at 
brute force attacks.  

In many of the existing blockchain based 
healthcare models, a user is required to disclose a 
part of the data or metadata to demonstrate that he or 
she is allowed access to the data. Zero-Knowledge 
Proofs (ZKPs), therefore, remove this weakness, in 
that user permissions are proven without revealing 
any data in the verification process. This ensures 
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leakage of patterns, identifiers, or hashes that may 
aid in guessing access rights by the 
attackers.Previous frameworks usually feature 
hashing without adaptivity, access control without 
decentralization or blockchains without privacy-
preserving verification. DAHBAC is one of the first 
to integrate adaptive hashing, Decentralized access 
control, along with ZKP-based private verification 
algorithm as a pipeline. This combination directly 
fills the gap between security, privacy, and real-time 
system performance that was raised in previous 
studies. 

 

Figure 5 Unauthorized Access Prevention by Attack Type 

Figure 5 demonstrates the security 
capability of unauthorized access prevention using 
seven types of cyber attack examined in percentage. 
Brute Force Attacks are most preventable (96%). 
followed by Phishing at 95% and Insider Threats at 
94%. Man-in-the-Middle (MM) Attacks stopped at 
93%, Ransomware Attacks and Denial-of-Service 
(DoS) Attacks both prevented at a rate of 92%. SQL 
Injection is the least blocked type with 91%, but all 
types have a high blocking (above 90%), which 
means high overall security. 

 

Figure 6. Proportion of Prevention Rates 

Figure 6 plots the proportion of 
Unauthorized Access prevention rates in seven 
cyber-attack vector types: Phishing, Ransomware, 
Insider Threats, Brute Force, MM, SQL Injection 
and DoS. The slices are almost of equal size 
(between approximately 13.9 % for SQL Injection 
and 14.7 % for Brute Force Attacks), demonstrating 
also here the minor differences between the 
underlying prevention values with an order from 
about 91% to about 96%. This relatively small 
variation of its precisions is due to the fact that the 
security mechanisms spam a uniformly strong 
protection level among all listed attack 
categories.There are no attacks which are 
significantly more or less prevented than others. 

4.1 Discussion 

The DAHBAC framework is the expansion 
of existing IT knowledge about secure data 
management beyond mere reuse of blockchain and 
access control mechanisms. It gives a unified and 
quantitatively defined architecture for security 
critical healthcare data systems. Earlier projects like 
FHE-IPFS, eHealthChain, BlockMedCare, 
BPPCAS, SEMRES, BMHRAC, HealthBlock, 
IPPHRAS and BCIF-EHR indicate that blockchain, 
advanced encryption and interoperable EHR 
exchange can increase confidentiality, integrity, and 
auditability. However, these systems are primarily 
based on static hashing schemes and access control 
rules that do not change in real time based on the data 
sensitivity and on usage patterns. DAHBAC comes 
with the introduction of Dynamic Multi-Factor 
Hashing (DMFH). In DMFH, hash computation is 
parameterized explicitly both in terms of sensitivity 
score and access patterns, in the form of the 
sensitivity function and dynamic hash equations.  

Beyond DMFH's the framework 
implements qualitative best practices in healthcare 
cyber security - multi-factor security, decentralized 
logging and strong access controls in operational, 
measurable ways. The Blockchain based Data 
Access Directive (BDAD) module represents access 
policies on smart contracts and links them to block 
level metadata. ZKPs allow for checking access 
rights without security breaches for patient data. 
Together with a decentralized validation 
mechanism, these components are embodied in a 
global security/scalability model. The model relates 
computational cost of dynamic hashing, caching 
efficiency, block interval, time of transaction 
validation, and end to end latency. Expressing these 
trade-offs in closed form relationships, DAHBAC 
makes high level security recommendations concrete 
as quantitative design rules for IT practitioners to 
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follow on building high throughput, privacy-
preserving systems. 

The empirical evaluation further increases 
the knowledge of IT by comparing DAHBAC to 
several current state-of-the-art blockchain-based 
healthcare frameworks in a systematic way based on 
common testbed parameters. The results of this 
study are higher intrusion detection (92%), high data 
retrieval efficiency, efficient access 
(granting/preventing unauthorized access), and high 
transaction throughput (900 TPS). Network latency 
is lower (8 ms). DAHBAC also retains high 
protection against various kinds of attacks including 
phishing, ransomware, insider threat, brute force, 
man in the middle, SQL injection etc. These results 
shift the contribution beyond one case specific 
optimization. In order to do so, they provide 
evidence-based best practices that is, coupling 
dynamic hashing with cache aware design, tuning 
block size and validator population to avoid 
consensus bottlenecks and employing ZKPs for 
privacy-preserving authorization. Consequently, the 
framework not only contributes to the state of the art 
in healthcare data protection, but provides 
transferable architectural patterns, formal models 
and performance guidelines which can feed into the 
design of future secure, large-scale IT systems in 
other critical areas. 

 
4.2 Implications And Limitations 

The main strength of the study is the 
DAHBAC framework. It incorporates dynamic 
multi-factor hashing and decentralized blockchain 
access control, and ZKPs. Together they fulfill the 
basic objectives of the study: more robust security of 
healthcare data, more precise control of access to 
healthcare data, and low latency even at heavy loads. 
Tests indicate that the framework works well. It 
detects intrusions at a high rate, retrieves data 
quickly, and also resists many kinds of cyber-
attacks. These results prove this architecture is not 
only practical, but scalable, too. 

One of the downsides to this evaluation is 
that it was performed primarily in controlled 
testbeds. Real-life variations were not tested in 
different healthcare systems. Differences in network 
conditions and in work processes could impact 
performance. Also, although dynamic hashing adds 
complexity at the cost of improved security, huge or 
wildly varying data sets and access patterns can 
make it a lot of work. And that overhead may require 
final optimization. 

5. CONCLUSION AND FUTURE SCOPE 

The DAHBAC framework is a robust 
improvement to healthcare data protection since it 
combines the principles of blockchain, dynamic 
multi-factor hashing, and Zero-Knowledge Proof to 
factor in the major challenges in data security and 
access. Adaptive hashing that is triggered by data 
sensitivity and access patterns builds up on security 
while at the same time providing for efficiency of 
data retrieval, as illustrated by a 87% improvement 
in data retrieval efficiency and 92% of the 
unauthorized data access is decreased compared to 
other models. The framework performs well 
regarding scalability testing, with 900 TPS and, in 
total, 8 ms network latency, therefore proving to be 
able to offer reliable and stable performance, even 
under conditions of high load. This resilience is 
further justified by the fact that its generic form 
performs better in handling different intruder 
scenarios than the other contemporary frameworks 
such as FHE-IPFS and eHealthChain. With 
DAHBAC plans and measures, a range of cyber 
attacks/threats is addressed, and the plans 
demonstrate high prevention rates of 90-96% of the 
threats, such as phishing, ransomware, brute force 
and others. These outcomes demonstrated that 
DAHBAC has the flexibility to secure patients’ 
information while catering to the service 
requirements of current sophisticated healthcare 
organizations. Through DAHBAC, there is a 
lightweight, personnel and patient sensitive data is   
secure, reliable, and efficient solution for the 
protection of healthcare data. 

In addition, this study addresses the main 
problems of static hashing, the centralized access 
control, as well as the weak privacy in the previous 
healthcare security systems, by proposing a fully 
adaptive, blockchain anchored protection 
framework. Unlike the earlier implementations 
(such as FHE-IPFS, BlockMedCare, eHealthChain), 
which have limited potential for cryptographic 
strength, flexibility of policy or mechanisms, 
dynamic capabilities, etc., DAHBAC has a 
sensitivity-aware hashing mechanism suitable for 
decentralized validation mechanisms and zero-
knowledge proofs. This advancement helps to fill a 
serious gap in the literature by combining real-time 
adaptability with provable privacy-preserving access 
control, thereby contributing a measurable 
improvement to the body of knowledge through a 
technically sound and empirically validated 
architecture for modern healthcare data protection. 

Possible studies can be concerned with the 
augmentation of the DAHBAC framework by the 
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application of AI-based intelligent anomaly 
detection that may offer improved real-time 
cyberattack/threat mitigation in the future. Further, 
the extension of this proposed framework to other 
related high-risk area, for example the finance or 
government domains, may be evidence of the broad 
applicability and efficacy of such frameworks. 
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