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ABSTRACT

Although numerous studies have addressed fraud detection in financial systems, there remains a significant
gap in the literature regarding validated, scalable Al-based models and hybrid automation schemes for
financial transaction monitoring. Existing research lacks comprehensive simulation-based evaluations of
transition strategies from human-centric oversight to Al-enhanced processes. This study addresses this gap
by identifying optimal AI models and simulating hybrid deployment schemes, thereby generating new
knowledge for automated fintech oversight. The following methods were used: focus on the subject of the
study; normalization of an unbalanced empirical dataset using Z-score; preparation of a training and
validation dataset; comparative analysis of models for detecting anomalies in financial transactions;
modelling the risk of committing fraud during the monitoring of financial transactions. It was found that Al
models, in particular Random Forest (80% Recall, 99.98% Specificity, 99.95% Accuracy, 0.05% Error, x =
0.842, Time Cost = 26 s), have significant potential in fintech for detecting fraudulent transactions, and the
most effective approach is a hybrid interaction of Al and specialists. The academic novelty of the study is the
modelled transition from human monitoring of financial transactions to automation through hybrid schemes,
which allows Al to integrate the best practices of specialists. Further research should focus on expanding the
range of Al models, using raw datasets without PCA, and improving hybrid interaction schemes in fintech.

Keywords: Fintech, Fraudulent Transactions, Fraud Detection, Machine Learning, Classification,

Empirical Dataset, AI Models.

1. INTRODUCTION

The relevance of this study follows from
industry statistics: in 2022, the volume of fraudulent
payments in the European Economic Area (EEA)
amounted to €4.3 milliard. In the first half of 2023, it
reached €2.0 milliard, with the largest fraud being
related to credit transfers (€1.131 milliard) and card
transactions (€633 million) [1]. In 2024, 269 million
bank card records and 1.9 million stolen bank checks
were published [2]. In the first half of 2024, fraud
worth over £710 million was prevented thanks to

preventive measures, although losses caused by
fraud amounted to over £570 million [3]. Finally,
global losses from bank card fraud in 2024 will reach
about $35.8 milliard [4]. These data confirm the need
for further research in the field of financial
transaction monitoring.

Currently, the financial sphere is
undergoing a complete digitalization and the
formation of a paradigm of the digital financial space
[5], [6]. The increasing volume of financial and
currency transactions, their complex
interrelationships and  comprehensive  digital
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transformation create the problem of controlling the
transactions under study, thereby creating a
challenge for the entire fintech sphere [7]. The
problem of monitoring financial transactions is
complicated by the shortage of specialists in the
field, which is associated with global challenges and
the crisis in the labour market [8], [9].

This study is delimited to the task of
optimizing Al-driven approaches for digital financial
transaction monitoring, with a particular focus on the
classification of fraudulent activities, simulation of
detection effectiveness, and validation of Al-based
models within the constraints of explainability,
accuracy, and risk prediction. The research does not
encompass the full regulatory implementation cycle
or cover traditional anti-fraud systems outside the Al
domain.

The aim of this study is to determine the
optimal Al models and schemes for using Al tools
for monitoring financial transactions.

To achieve the established goal, it is
necessary to perform the following tasks:

- determine the range of Al-based models
that can classify financial transactions;

- simulate the functioning of Al algorithms for
the effectiveness of detecting fraudulent transactions
during the monitoring of financial transactions and
determine the most effective Al-based model,;

- simulate the risk of fraud during the
monitoring of financial transactions and establish the
optimal scheme for using Al fintech.

2. LITERATURE REVIEW

The search for relevant academic
publications identified the studies, the results of
which are quite significant in the context of this
study. In particular, this review identifies current
variations and methods of applying Al in the field of
monitoring transactions in the financial and digital
space, and the corresponding results give grounds to
form a solid position on the appropriateness of using
the latest digital analytical tools in fintech.

The study by Dayalan and Sundaramurthy
[10] is of interest, which employed empirical methods
of focus groups and semi-structured interviews among
an appropriate sample of involved specialists. They
established current prospects and current challenges in
the application of Al tools to detect financial crimes
and reduce the risks of their occurrence.

On the contrary, Darapu and Marukukula
[11] explored the technical aspects of Al fintech
implementation in more detail. The authors argue
that the use of machine learning (ML) algorithms, in
particular convolutional neural networks, and the

integration of data stream processing technologies
significantly improve the detection of financial
crimes in the banking sector.

In turn, Ashimiyu Nafiu et al. [12] argue for
the appropriateness of using comprehensive solutions
based on effective methods with the gradual
integration of Al fintech tools (and not only on the
basis of the technology under study). The authors note
that the combination of traditional risk management
methods with modern technologies, such as Al, ML
and blockchain, increases the resilience of financial
systems in complex and volatile markets.

Despite the obvious advantages of using
modern automation systems for monitoring financial
transactions, Abhaykumar Dalsaniya et al. [13] see a
number of challenges to the implementation of Al
fintech tools (including robotic process automation
(RPA) technology). The issues of data protection,
integration with existing financial monitoring systems,
and regulatory restrictions remain problematic.

Manuel and Arumugam [14] share the same
opinion, who develop the thesis that Al tools for
auditing and monitoring financial transactions,
despite their advantages, cannot completely replace
specialists in the field. Instead, the authors suggest
that auditors master the latest technologies to
improve the efficiency of the industry under study.

A completely different opinion is held by a
group of researchers Syed et al. [15], who prove that
the use of Al technologies (in particular, NARX-
DLS neural structures) provides high accuracy and
adaptability in detecting financial crimes by
analysing complex nonlinear systems of financial
indicators. The solutions proposed by the authors
demonstrate low error values, which empirically
proves their assertion.

In contrast, a group of authors Xu et al. [16]
has a more restrained optimism about the technical
perfection of Al tools for financial monitoring.
Although the Al system they proposed using deep
neural networks (in particular, the Autoencoder
algorithm) enabled achieving more accurate results
in detecting credit card fraud, high data imbalance
indicates the need for further improvement of the
technology under study.

However, some researchers, in particular
the group of authors Johora et al. [17], see significant
potential in Al-fintech tools for increasing the safety
and efficiency of the functioning of the financial and
banking sectors. The authors support their thesis with
the results of empirical studies, according to which
the implementation of ML algorithms, such as
logistic regression and decision trees, provides high
accuracy (AUC = 0.98 and 0.95, respectively) in
detecting banking fraud.
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Like other authors, Olubusola Odeyemi et al
[18] and Levytska et al. [19] propose to increase the
efficiency of the financial monitoring sector not only
with Al technologies, but also with other effective
modern tools, in particular blockchain technology.
The authors prove that a comprehensive solution using
Al algorithms with blockchain networks contributes to
the automation of processes, risk reduction and
compliance with regulatory requirements, forming a
more reliable financial ecosystem.

Finally, Paramesha et al. [20] assess the
impact of smart digitalization (Al, blockchain, ML,
deep learning, etc.) on the financial and banking
services sector and acknowledge its significant
impact (in particular, improving decision-making,
fraud detection, and cybersecurity). Moreover, the
authors see that the integration of these technologies
with the latest developments, such as quantum

computing, opens up prospects for portfolio
optimization, risk management, and digital
transformation of the financial industry.

So, the assessments of Al tools in financial
transaction monitoring vary: some researchers doubt
the possibility of completely replacing people, while
others see the technology as the future of the
industry. However, cautious optimism confirms the
need for further research, which justifies the
appropriateness of this study.

3. METHODS AND MATERIALS
3.1. Research Design
This study proposes the following step-by-

step procedure, which is illustrated in the diagram
below (Figure 1).

Forming the research focus

AV 4

Defining the experimental dataset, its balancing, and normalization

AV

Training and validation dataset preparation

V4

Defining an adequate range of Al tools for monitoring financial transactions

\/

Comparative analysis and determination of the optimal Al tool for monitoring financial transactions

N/

Fraud risk modelling during financial transaction monitoring

Drawing analytical conclusions regarding the level of development and implementation of Al
technologies in the fintech sector

3.2. Methods

Figure 1: Step-by-Step Research Procedure
Source: created by the author

particular machine and deep learning, which

The research employed the following
methods:

1. Focus on the subject of the study. In
accordance with the analysis of the problems of
monitoring financial transactions, it is necessary to
establish the focus and subject of the study.
Monitoring financial transactions is focused on
identifying anomalies in financial data that may
indicate fraud. Anomalies are characterized by rarity,
difficulty in predicting, and depend on many factors.
Current Al algorithms were used to identify them, in

effectively process big data and reveal hidden
patterns.

2. Normalization of an unbalanced
empirical  dataset  using  Z-score.  Z-score
normalization in monitoring financial transactions
standardizes numerical characteristics, such as
amounts or frequency of transactions, which allows
comparing data of different scales:

P Ganls)
O
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where X — The value of a financial
indicator; 4/ —the mean for a sample; The standard

deviation, which helps to identify anomalies by
identifying transactions that deviate from the mean
values on a standardized scale.

1. Training and validation dataset
preparation. Data preparation for financial transaction
monitoring involves dividing the empirical dataset
into training and validation samples to ensure efficient
training and evaluation of ML models:

D= {(xl,yl),(xl,yl),...,(xN,yN)} , (2

where [ — the original dataset containing
N transactions; X; — a vector of transaction
features I ; Y E{O,l} — a label indicating whether

the transaction is fraudulent (yl =1) or legitimate

(yl.=0),

The dataset D is divided into training and
validation in the ratio r:

D
D

ubD,, =D;
ND =

train val

train

3)

The distribution is made taking into account
the proportion between fraudulent and legitimate
transactions, which is critical for wunbalanced
datasets.

The proportion of fraudulent transactions

(yl.=1) is
(P(yZI)D P(yzO)), so the resampling

methods (Oversampling, SMOTE, Undersampling)
are used.

usually insignificant

The result after balancing the training and
validation datasets
Error! Reference source not found.:

Dtrain = D+ UDt;ain , (4)

train

+ .
where D,ml-n — fraudulent transactions;
Dt;m-n — legitimate transactions after balancing.

The features are standardized and
normalized by using Z-score similar to that used
above Error! Reference source not found.:

where X;; —value of the j™ attribute for the

1 ™ transaction; ,Uj —mean value of attribute j; O']

— standard deviation.
The prepared samples are presented as
matrices:

X i ka’ train 0’1 m’
train € y e{ } (6)
Xval eka’yval E{O’l}n,

where M1 and /1 — number of transactions
in the training and validation samples, respectively;
k — number of features.

The preparation of training and validation
datasets is key to ensuring the accuracy and ability of
models to detect anomalies in financial transactions.

2. Comparative analysis of anomaly
detection models in financial transactions. Al
models are used to detect anomalies in the process of
monitoring financial transactions. Their brief
description is given in the table below (Table 1).

Table 1: Brief Description of AI Models for Monitoring Financial Transactions

Brief description in the context of
Model application for monitoring financial Basic mathematical formulation
transactions
Models working with a normalized dataset
Quantile Anomaly transactions are in the extreme _ { < }
based quantiles of the distribution QP Y F(xi ) =P
. . 2
e Transactions are classified by the 1 X —u
Dlstt)r::eu(;lon probability of belonging to the P (x,.) =—F=¢CXp —# <E
distribution o2 20
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A transaction is anomalous if it does not

anomalous. A transaction is anomalous if
the average value of the votes

Clustering bel ; lust )
based elong 10 any clustet. ‘NE (x, )‘ < min Pts
DBSCAN
Models working with training and validation datasets
Anomaly transaction is defined by the )
h(x;
Isolation average path length h(x,.) in random > o(n)
forest trees. Anomaly transactions have a low s(xl.) = ( ) "
cln)-
score § (xl.)
Anomaly transaction is defined by a
Autoencoder recovery error ||[X — X||. Transactions EI”I”OI”( X ) >E
i
with a high recovery error are
anomalous.
Machine learning models
The anomaly of a transaction is
determined by the probability of
belonging to a class. If the probability for
Logistic the “normal” class is very high, the 1
. transaction is considered normal, if it is = =
regrissmn ion is considered L ifit P(y |x) l+exp(—(ﬂ +,3x))
low, it is considered anomalous. A 0 1
transaction is anomalous if
P(y=1x)<E.
The anomaly of a transaction is
determined by the frequency of votes
“anomalous” from all trees in the forest. X is
Random Transactions with a majority of votes in 1
forest favour of the anomaly are classified as Anomaly (X ) = ?2] anomalous
=1

in tree t

Anomaly(x) exceeds a threshold E .

The comparative analysis of the selected Al

Source: created by the author

performance and time consumption indicators,

models is performed according to the corresponding ~ which are described in the table below (Table 2).

Table 2: Characteristics of the Parameters of the Comparative Analysis of AI Models for Monitoring
Financial Transactions

Brief description in the context of
Parameter application for monitoring financial Basic mathematical formulation
transactions
Model performance metrics
Fraudulent transactions detected out _ P
Recall . Recall = ——
of total actual fraudulent transactions TP + FN
Fraudulent transactions correctly TP
Precision identified out of all predicted Precision = ———
fraudulent transactions FP+TP
imi i e TP
Sensitivity Similarly to Recall, it shows how Sensitivity =
well the model detects fraud TP + FN
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Brief description in the context of
Parameter application for monitoring financial Basic mathematical formulation
transactions
Fraudulent transactions correctly TN
Specificity | classified out of all actual legitimate Specificity = ———
transactions TN + FP
Harmonious mean between Precision Precision x Recall
F-measure and Recall, balances accuracy and F —measure =2 x —
sensitivity Precision + Recall
. Average time spent processing T - XT
Time Cost transactions (fraud detection) fotal L™
Computational statistics metrics
Cohen’s Eval,uates the .cons1s.tency of the e Po — Pg
kappa (x) model’s predictions with real labels, = —1 P
taking into account randomness e
i i TP+ TN
Overall Proportion of corr@ctly classified Accuracy = % 100%
Accuracy transactions TP +TN + FP + FN
i i i FP+ FN
Overall Proportion of 1ncoqectly classified Error = % 100%
Error transactions TP +TN + FP + FN
Correctly Number of transactions correctly C s
. e .. orrectly Classified = TP + TN
Classified | identified as fraudulent or legitimate Y /i
Incorrectly | Number of transactions incorrectly I iy
ncorrectly Classified = FP + FN
Classified identified Y /i

Source: created by the author

The Confusion Matrix (Table 3) is used to
evaluate the performance metrics of Al models for
detecting fraudulent transactions (Table 2).

Table 3: General View of the Confusion Matrix

Predicted Fraud (0) Predicted Good (1) Percentage
Actual Fraud (0) TP: Fraudulent transgcnons are FN: F.raudulgnt %
correctly classified transactions missed
FP: Legitimate transactions are TN: Legitimate
Actual Good (1) b eet] . transactions correctly %
incorrectly identified as fraudulent .
classified
Percentage % %

Source: created by the author

The Confusion Matrix (Table 3) shows the
distribution of errors, revealing the number of missed
frauds (FN) and falsely rejected legitimate
transactions (FP). It helps to assess the impact of
errors, identify class imbalances and model
weaknesses that are not always visible through
metrics such as Precision or Recall.

Simulating the risk of committing fraud
during financial transaction monitoring. The
alternative to existing means of monitoring
fraudulent financial transactions using Al fintech
tools was assessed by simulating the risk of
committing fraud in observed financial transactions
under three scenarios, which are shown in the table
below (Table 4).
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Table 4: Description of Scenarios for Simulating the Risk of Committing Fraud During Financial
Transaction Monitoring

Brief description in the
Scenario context of.app llcatlop for Basic mathematical formulation
monitoring financial
transactions
Scenario 1: Risk arises from the human P P
. . . . . _ miss false 0
Monitoring | factor: fatigue, inattention or human = x 100%
by a specialist insufficient qualification TP,
Risk is associated with
Scenario 2: incorrect predictions of the
ST model: false negatives FN, +FP, 0
Monitoring - = —Z—| x100%
(missing fraud) or false TP
by Al .. . total
positives (incorrect
suspicions)
Scenario 3:
Monitoring Risk combines human and P +P +FN. +FP
. q- . . _ miss false Al Al 0
by a specialist | algorithmic errors, where Ry pia = x100%
with an Al decisions are made jointly TP,
assistant
};m — probability of missed fraudulent transactions;
B‘alse — probability of false suspicions;
Designations used for the mathematical FEN 4 — false negative decisions of the Al model,
description of the model:
FB[ — false positive decisions of the AI model;
mom[ — total number of fraudulent transactions
(correct and falsely missed/suspected)

Source: created by the author

The proposed method for assessing fraud
risk defines it as the percentage of errors (missed or
false positive transactions) out of all fraudulent
transactions.  This  enables comparing the
effectiveness of different approaches (expert, Al,
hybrid) in terms of classification accuracy in real
financial monitoring scenarios.

3.3. Sample

The study uses an empirical sample with
real transactions (anonymized accordingly), which is
freely available from the Machine Learning Group —
ULB on the kaggle.com resource [21] and enables to
get as close as possible to the real conditions of the
functioning of the monitoring system under study.
The dataset contains 284,807 transactions using

credit cards made by European customers over two
days in September 2013, of which 492 are fraudulent
(0.172%), which makes it unbalanced. To ensure
confidentiality, all features except Time and Amount
are transformed using PCA, preserving key
information, where Time reflects the number of
seconds since the first transaction, and Amount is the
transaction amount. The target variable Class is
binary: 1 — fraud, 0 — legitimate transaction.

3.4. Instruments

The study uses the No Code/Low Code
analytical platform KNIME [22]. In particular, the
Card Fraud Detection Techniques — Overview
models (Figure 2) and the Fraud Risk Assessment
Model (Figure 3) are used.
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Figure 2: The Credit Card Fraud Detection Techniques Model— Overview (freely available)

Source: [22]

Risk Scoring: Estimation of Probability of Default
Amodel is trained on the "Give me some credit" dataset.
"SeriousDlgin2yrs" is used as target column to predict default probability.

Model Writer

Random Forest

—
Learner /

1

SMOTE

e e
/

| SeriousDIqIn2Yrs ‘\\
| Nearest neighbor =1 \
Ovarsample Minority Classes \ Random Forest
CSV Reader Data Pre-processing Partitioning  / \\ Predictor
> —m
B, » — p oo
s N\ oo ), >
Missing Values Imputaﬁo\gi,
"Give Me Some Outlier Removal || 75% training

Credit" dataset

Variable Description

25% test

Data \Lplora!ion

Data Explorer

. g

Excel Reader
stats, histograms, and bar charts
B >
Linear Correlation
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Description S = :

4. RESULTS

According to the parameters of Al models

Correlation map

Figure 3: Fraud Risk Assessment Model (publicly available)

Source: [22]

Scorer

,>I}>

(Table 2), we will define target performance metrics
for each of the smart analytics tools selected in this

study — Figures 4-6.

for fintech and financial transaction monitoring
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Figure 4: Graphical Interpretation of the Calculation of Performance Metrics of AI Models when
Identifying Fraudulent Transactions within the Experimental Dataset
Source: created by the author

120 1
100 — 0.8
80 0.6
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40 0.4
20 0.2
0 — — 0
Quantile Distribution Clustering  Isolation Autoencoder Logistic Random
based based based forest regression forest
DBSCAN

C—Overall Accuracy, %  C—JOverall Error, % Cohen's kappa (k)

Figure 5: Graphical Interpretation of the Calculation of Statistics Metrics by AI Models when Identifying
Fraudulent Transactions in the Experimental Dataset (part of identifying common errors)
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Figure 6: Graphical Interpretation of the Calculation of Statistics Metrics by AI Models when Identifying
Fraudulent Transactions in the Experimental Dataset (part of the assessment of the correctness of the
classification of fraudulent transactions)

According to the simulation results (Figure
4), we establish the following.

Random Forest has the highest accuracy
(0.889), high sensitivity (0.8) and low time
consumption (26), which makes it the most efficient.
Logistic Regression is also balanced (Recall = 0.8,
Precision = 0.8, Specificity = 1.0). Autoencoder
provides the highest accuracy (0.82), but is resource-
intensive (63). Isolation Forest (Recall = 0.9,
Precision = 0.05) is efficient, but with false positive
results. Clustering-based (DBSCAN) has balanced
indicators, but high time consumption (62).
Quantile-based (Recall = 1.0) and Distribution-based
(Recall = 0.6) have low accuracy.

According to the simulation results (Figure
5, Figure 6), we establish the following.

Random Forest has the highest accuracy
(99.95%) and consistency (k = 0.842), making it the
most effective. Logistic Regression also shows high
accuracy (99.93%, x = 0.8). Clustering-based
DBSCAN (98.63%) and Autoencoder (98.21%)
demonstrate moderate efficiency. Isolation Forest
(97%) and Distribution-based (59.18%) are inferior,
and Quantile-based has the lowest accuracy (0.18%).

So, Random Forest turns out to be the
optimal choice for monitoring financial transactions,
due to its accuracy, speed, and balanced features.

According to the research procedure (Table
3), we present the Confusion Matrix for each of the
identified Al-monitoring models of financial
transactions — Tables 5-11.

Table 5: Confusion Matrix for Quantile based

Predicted | Predicted Percentage
Fraud (0) | Good (1) :
Actual 9
Fraud (0) 10 ’ .
Actual 9
Good (1) 2686 ’ o
Percentage | 0,18 % —

Source: created by the author

Table 6: Confusion Matrix for Distribution based

Predicted | Predicted Percentage
Fraud (0) | Good (1) g
Actual o
Fraud (0) 6 4 60 %
Actual o
Good (1) 2321 3365 59,18 %
Percentage 0,26 % 99,88 %

Source: created by the author

Table 7: Confusion Matrix for Clustering based

DBSCAN
Predicted | Predicted Percentage
Fraud (0) | Good (1) &
Actual o
Fraud (0) 8 2 80 %
Actual o
Good (1) 76 5610 98,66 %
Percentage 9,52 % 99,96 %

Source: created by the author

Table 8: Confusion Matrix for Isolation forest

Predicted | Predicted Percentage
Fraud (0) | Good (1) &
Actual N
Fraud (0) ? ! 0%
Actual 0
Good (1) 170 5516 97,01 %
Percentage 5,03 % 99,98 %

Source: created by the author

Table 9: Confusion Matrix for Autoencoder

Predicted | Predicted Percentage
Fraud (0) | Good (1) £
Actual 0
Fraud (0) 8 7 84,93 %
Actual N
Good (1) 108 5584 87,60 %
Percentage 5,03 % 18,58 %

Source: created by the author

Table 10: Confusion Matrix for Logistic regression

Predicted | Predicted

Fraud (0) | Good (1) | Fereentage
Actual o
Fraud (0) 8 2 80 %
Actual o
Good (1) 2 5684 99,96 %
Percentage 80 % 99,96 %

Source: created by the author
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Table 11: Confusion Matrix for Random forest

Predicted | Predicted
Positive | Negative | Percentage
(0) (1)
Actual
Positive 8 2 80 %
0)
Actual
Negative 1 5685 99,98 %
(1)
Percentage | 88,89 % | 99,96 %

Source: created by the author

The evaluation of the models based on the
Confusion Matrix (Table 5 - Table 11) demonstrates
their ability to classify fraudulent (Fraud) and
legitimate (Good) transactions.

Random Forest is the most effective model,
providing 80% fraud detection and 99.98% correct

classification of legitimate transactions with minimal
false positives. It has the highest accuracy (99.95%),
low error rate (0.05%), and maximum consistency (kK
= 0.842). Due to its balanced performance and low
time cost (26 s), Random Forest is optimally suited
for financial monitoring.

According to the adopted research scheme,
using the experimental dataset and model data for the
best model determined at the previous stage of
research (Random Forest), we will perform
simulation of the risk of committing fraud during the
monitoring of financial transactions under three
probable scenarios (Table 4). The second stage of
simulation is carried out in the KNIME Analytics
Platform — Figure 3.

The calculation results are given in the table
below — Table 12.

Table 12: Results of Simulating the Risk of Committing Fraud during the Monitoring of Financial

Transactions
Scenario Model calculation Interpretation of simulation
results
Scenario 1- In Scenario. 1, the risk assessment
Monitoring 342 . o .mgdel (Figure 3) gllows for a
by a o = x 100% = 0,0878% significant probability of missing
specialist 5693 and falsely 1dent1fymg fraudulent
transactions
The results of Scenario 2
Scenario 2: 241 demonstrate the risk assessment
Monitoring R = x 100% = 0,0527% for the best result of the previous
by Al 5693 stage of the study — the Random
Forest model
In Scenario 3, there is a decrease
in the probability of missing and
falsely identifying fraud for both
the specialist and the Al as the
Scenario 3: specialist will rgceiye a quick
Monitoring assessment of a significant array
by a 0+1+0+1 . o of tre.msacnon data and thellr
specialist wbrid =| T o | X 100% =0,0351% p.relgnn?ary assessments, which
with an Al 5693 lell mgmﬁcgntly .reduce the error
assistant in the c}as51ﬁcat10n of ﬁnapmal
transactions, and the Al assistant
will be in the process of constant
improvement and training, which
will improve its internal
algorithms

The results of the final stage of this study
(Table 12) give grounds to establish that at this stage
of Al fintech development, the most appropriate
scheme for using smart tools in transaction
monitoring is their gradual introduction into the

studied industry with constant training and adoption
of experience from specialists in the field. Training
Al assistants on real data and real solutions will
allow forming a hierarchy of principles of zero logic
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for high-quality classification of financial

transactions for fraud.
5. DISCUSSION

Based on the results of this study, the
following theses are put forward for discussion:

- Al tools have significant potential for
implementation in the fintech industry and
monitoring of financial transactions;

- currently, the most effective models for
monitoring fraudulent transactions are ML models,
in particular Random Forest;

- at this stage of development, Al models
are not able to completely replace specialists in the
field, instead, a hybrid scheme with a human operator
and an Al assistant is the most appropriate.

The obtained results with the current and
relevant studies in this research vector.

Murali’s [23] study showed that XGBoost
outperforms other algorithms in detecting fraudulent
credit card transactions. The obtained results expand
the list of effective ML models for financial
monitoring used in this study.

Hafez et al. [24] arranged modern Al
methods for detecting credit card fraud, outlining
their advantages and disadvantages. Their study
confirms the need for continuous training and
improvement of Al models for effective monitoring
of financial transactions.

Rakibul Hasan Chowdhury [25] emphasizes
that business analytics using ML significantly
improves the effectiveness of financial fraud
detection and recommends integrating Al and
blockchain to improve fraud prevention systems.
However, the author does not consider the problems
of implementing Al fintech technologies.

Pokhariyal et al. [26] emphasize the growth
of online financial crimes and the ineffectiveness of
traditional security measures, proposing the use of
Al to improve digital forensics. However, they do
not offer an effective solution, unlike the hybrid
expert + Al assistant scheme developed in this study.

The study conducted by Cheng et al. [27]
shows the effectiveness of Graph Neural Networks
(GNNs) in detecting financial fraud, exceeding
traditional methods. The results obtained by the
authors expand the range of Al tools used to monitor
financial transactions in this study.

Porwal [28] emphasizes the need for an
ethical and regulatory framework for the safe,
transparent, and responsible integration of generative
Al into financial systems, combining its
transformative potential with ensuring financial
stability and protecting stakeholder interests. The

author shares the caution expressed in our study
about the rapid implementation of Al-based fintech
tools with the appropriate exclusion of professional
operators.

The research by Leevy et al. [29] showed
that models trained with One-Class Classification
(OCC) and using the AUPRC metric for imbalanced
data are effective for detecting credit card fraud. The
results of the study extend the technical aspects of
our study and may be useful for further research
iterations.

Alatawi [30] proposes a novel approach to
financial fraud detection using ML in the Internet of
Things (IoT) ecosystem, using different models such
as deep neural networks and random forests. The
results of the work extend the hardware component
of Al fintech and can be useful for the current
research.

Shoetan and Familoni [31] emphasize the
importance of implementing advanced Al
algorithms, such as deep learning and natural
language processing, to improve fraud detection
systems in financial technology. The results of their
study coincide with the findings of our study,
expanding the range of AI technologies for
monitoring financial transactions.

Johora et al. [32] prove that the integration
of Al in the banking sector improves fraud detection
and prevention through rapid analysis of anomalies
and suspicious transactions. Although their study
extends the technical component of this research, it
does not address the problems of implementing Al
tools.

So, the current publications significantly
correlate with the simulation results of this study,
confirming the assumptions made. However, none of
the reviewed studies contains information on
simulating hybrid systems, where Al models are
trained by experienced experts to detect and prevent
fraud in the digital financial space.

5.1. Limitation

The study involved a limited set of Al
models. The KNIME Analytics Platform and the
Machine Learning Group — ULB’s unbalanced
empirical dataset also impose their limitations.

5.2. Recommendations

It is recommended to increase the range of
Al models capable of detecting fraudulent financial
transactions. It is also worth using more transparent
empirical datasets for training Al models, not
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burdened by confidentiality issues and not

transformed using the PCA method.
6. CONCLUSIONS

The simulation results revealed that Al
models have great potential for integration into
fintech and transaction monitoring, increasing the
efficiency and accuracy of fraud detection.

The Random Forest algorithm has shown
high efficiency in data processing and predicting
fraudulent actions, although technologies cannot
completely replace specialists at this stage.

The best approach is to use a hybrid scheme,
where an Al assistant collaborates with qualified
operators to combine automated analysis and expert
knowledge.

The academic novelty of this study is the
method of simulating the transition period from
human monitoring of financial transactions to full Al
automation of the studied process using hybrid
schemes (specialist + Al assistant) proposed for the
first time, which will enable Al models to adopt the
best practices of focus decisions of leading
specialists.

The practical value of the conducted
research is the developed Al automation technology
for fintech and the resolution of issues related to the
implementation of Al tools, namely, the passage of
the period of full AI monitoring of transactions in the
digital financial space.
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