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ABSTRACT 

 
This paper introduces a new hybrid blockchain-cloud architecture to improve cloud computing's data 
security, privacy, and integrity. The main contribution of this research is the introduction of blockchain's 
decentralized ledger and cryptographic characteristics into cloud computing for secure data storage, access 
control, and data provenance. The blockchain we use is a permissioned network; the consensus mechanism 
we have chosen is Practical Byzantine Fault Tolerance (PBFT), and we use homomorphic encryption for 
secure evaluation. The system's performance was measured using transaction time, response time, 
scalability, and security metrics. The results indicate that blockchain-based integration comes with latency 
and throughput overhead compared to classical cloud systems. Still, there is a notable increase in security 
and privacy, achieving higher Total Security Scores (TSS) and Total Privacy Scores (TPS) than classical 
cloud systems. The scalability experiments show that the proposed system scales well under high loads, 
although at the expense of some performance. Such hybrid architecture provides a strong, transparent, and 
secure solution to the cloud environment that can be suitable for industries with a strong need to protect data, 
such as healthcare and financial. The results indicate the practicability of blockchain security on clouds, 
which enormously impacts distributed cloud service data integrity and user trust. 

Keywords: Blockchain, Cloud Computing, Data Privacy, Data Integrity, Hybrid Architecture, Security 
 
1. INTRODUCTION  
 
Cloud computing is a significant advancement that 
gives organizations flexible, instant solutions for all 
their computing, storage, and data needs. Keeping 
important information safe in the cloud without 
linking expensive on-site equipment has made cloud 
computing necessary for organizations and people. 
But even with all the benefits, there are still main 
worries about how secure, private, and connected the 
data on the cloud is. It’s particularly necessary 

because most cloud platforms allow a single 
company to control all the data for the business. If 
all the information is in one place, the dangers of 
hacking, unapproved actions, and harmful attacks 
increase. A major cloud services company suffered 
a breach in 2014 and unwillingly let the personal 
data of millions become public, showing that one 
central server is vulnerable [1]. 
Because of these problems, experts have studied 
how blockchain technology could help secure cloud 
computing. Thanks to blockchain, the records of 
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Bitcoin [2] and other cryptocurrencies are 
decentralized and easy to monitor. That is the reason 
it makes a strong option for cloud security. When 
you pair blockchain with cloud computing, you 
improve data security by ensuring data is not all in 
one place. 
Cryptography and consensus mean that information 
put onto the blockchain remains unchangeable. 
Since cloud users depend on others to operate the 
services, this advantage is especially vital in 
protecting data. Experts believe that data is much 
safer in the cloud when you use blockchain for 
validation [3][4]. Every transaction in the blockchain 
is recorded publicly, so it’s suitable for tracking 
audits used to enhance cloud security [5]. 
Even with its positives, using blockchain with cloud 
computing introduces several issues. Introducing 
blockchain into a system initially placed additional 
burdens on hardware and computational resources 
since storage and data management had to be 
decentralized [6]. Proof of Work (PoW) and similar 
consensus methods used in blockchain affect the 
performance of cloud apps that must act fast from a 
storage standpoint [7]. In addition, the challenge of 
quickly handling high volumes of data and many 
transactions is a significant barrier for public 
blockchains in cloud computing [8]. 
In this study, we look at how combining blockchain 
with cloud computing can boost the safety and 
reliability of data. Our goal is to merge security and 
scalability in a new framework, using the blockchain 
to secure all the data stored on and accessed from 
clouds without the usual drop in performance. It 
extensively examines how blockchain can be helpful 
in cloud computing, offering original ways to keep 
critical data safe, stop any changes, and ensure 
everything is visible. In addition, we will review if 
using blockchain with cloud services is feasible, 
studying the good and bad points related to the 
combination. 
For this reason, our objectives involve (1) suggesting 
a hybrid setup that improves the security and privacy 
of blockchain while keeping cloud computing 
effective and (2) thoroughly examining the proposed 
system for performance, ability to scale, and safety. 
The purpose is to address a lack of existing literature 
since cloud security solutions using blockchain 
technology typically skip over how to handle 
practical issues and ensure performance. 
Background 
For several decades now, cloud computing has kept 
growing, and its primary services, such as 
Infrastructure as a Service (IaaS), Platform as a 
Service (PaaS), and Software as a Service (SaaS), 
are used by both enterprises and individual users. 

Thanks to these models, businesses now have 
scalable, flexible, and inexpensive ways to get 
computing resources. At the same time, the quick 
rise of relying on the cloud has added worries about 
how safe, secure, and accessible sensitive data is on 
cloud[9] [10]. 
To fix the problems, suggestions like encryption, 
setting access controls, and using intrusion detection 
systems have been suggested. Despite these efforts, 
the cloud is at risk from Distributed Denial of 
Service (DDoS) attacks, man-in-the-middle (MITM) 
attacks, and data breaches. In addition, relying on 
centralized cloud services makes users worry that 
they cannot manage their own data, which could 
cause problems with trust, privacy, and 
accountability [11][12]. 
Due to its decentralized and secure nature, 
blockchain technology can substitute for regular, 
centralized cloud systems. Combining blockchain 
and cloud computing makes it possible to safely and 
securely store essential data. Storing data among 
multiple nodes on the network rather than just one 
server reduces the chances of data breaches and 
unauthorized users getting into the system. Since 
everything on a blockchain is transparent and 
immutable, it is much easier to detect suspicious 
activities and maintain data integrity [13][14]. 
Experts have tested blockchain in supply chain, 
healthcare, and finance to improve data management 
and transparency. They have a blockchain that 
provides data privacy on the cloud by combining 
encryption with smart contracts to regulate access 
and confidentiality [15]. Even so, complications 
with consensus protocols and the inability to handle 
large amounts of data still prevent blockchain from 
being used widely in cloud computing [16]. 
Current research on blockchain and cloud computing 
often overlooks the practical challenges of 
maintaining cloud performance and enhancing 
security and privacy. This paper highlights these 
gaps. It examines how combining blockchain 
technology with cloud computing can address 
security and scalability issues. The paper provides 
novel insights into these aspects. 

This paper organizes its discussion as follows: 
Section 2 discusses similar work on blockchain and 
cloud computing, focusing on security, privacy, and 
scalability. Section 3 describes the approach for 
developing hybrid blockchain-cloud architecture, 
focusing on design, cryptography, and test results. 
Section 4's findings and discussion focus on 
transaction throughput, latency, the system's ability 
to grow, its security, and how much energy it needs, 
comparing it to existing approaches and covering the 
impact these aspects have on practice. In the final 
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section, the study looks back at its findings, lists 
what it could not study, and offers thoughts on future 
research. Because of this structure, there is a path 
from developing the background to carrying out and 
assessing the project. 

2. RELATED WORK 

 
Experts continuously explore how blockchain can 
benefit cloud solutions to security, privacy, and 
integrity problems. Cloud computing may provide 
an easy way to scale and be flexible, but its 

centralized control makes it more likely to be 
attacked and suffer data breaches. The properties of 
blockchain make it a valuable answer to these 
problems. In this area, we examine studies that focus 
on the connection between blockchain and cloud 
computing, and we pay attention to privacy, security, 
and performance. We also look at proposed hybrid 
systems, issues with applying blockchain in the 
cloud, and what researchers can work on going 
forward. 

 

 
Figure 1: Exploring Blockchain's Role in Cloud Computing 

 
The main parts of Figure 1 show where blockchain 
can contribute to better security and efficiency in 
cloud computing. The main section of the diagram is 
Blockchain in Cloud Computing, which then leads 
into several important sectors: Blockchain for Cloud 
Security, Hybrid Blockchain-Cloud Architectures, 
Blockchain-Based Smart Contracts, Performance 
and Scalability, Decentralized Cloud Management, 
and Challenges and Future Directions. Here, a 
diagram outlines the role of blockchain in boosting 
cloud computing’s security and ease of management. 
2.1 Blockchain for Cloud Security 
A significant field is the application of blockchain to 
improve cloud data security, including data privacy 
and anti-tampering. [17] suggested that blockchain 
with cryptographic techniques can be used for secure 
data storage in a cloud environment and illustrated 
blockchain's capability to improve the audit trail. In 

another vein, [18] proposed a cloud storage model 
with blockchain storing metadata and log of 
accessing to enable transparency and integrity of the 
stored data. They showed that blockchain 
technology can restrict unauthorized modifications 
and give users access to their data without being 
subject to a centralized authority. 
Along with ensuring data integrity, blockchain is 
investigated to make user privacy in cloud 
computing more secure. To illustrate, [19] 
developed a cloud computing architecture for 
privacy protection by coupling blockchain and 
homomorphic encryption. Thanks to homomorphic 
encryption, it is possible to work with data in the 
cloud while keeping it confidential. Smart contracts 
and blockchains were merged by [20] to execute 
privacy policies in the cloud. The model permitted 
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access controls to be clearly stated and applied by 
everyone. 
 
2.2 Hybrid Blockchain-Cloud Architectures 
Enabling blockchain in the cloud is not without 
problems. Recently [21], researchers looked at how 
integrating blockchain and cloud computing makes 
sense, as decentralization is a key part of both 
technologies. It supplies demand with dependable 
data storage and effective, scalable cloud services. In 
their design, the authors placed the blockchain 
infrastructure with cloud providers to ensure data 
security and high levels of performance and 
availability. 
Measure [22] designed a hybrid cloud system that 
relied on blockchain for user authentication and 
access control while the cloud took care of 
computation. It kept data private by limiting who 
could access it and offered a detailed track record of 
actions, all with the cloud's flexibility and 
expandability. However, they added that using 
blockchain might increase the overall workload due 
to the need for energy-intensive verification 
processes. 
2.3 Blockchain-Based Smart Contracts in Cloud 
Environments 
Researchers have examined smart contracts within 
cloud computing, which execute tasks automatically 
when specific requirements are met. [23] published 
a significant paper suggesting using smart contracts 
to control cloud resources and give cloud customers 
and providers a means to interact securely without 
requiring trust. According to the study, using smart 
contracts, users can allocate cloud resources in real 
time and keep service terms active without human 
management. By using this approach, cloud 
providers stick to their agreements, and users can 
trust the deals without the support of a central 
authority. 
On this basis, [24] described how blockchain and 
smart contracts could securely control cloud storage 
without relying on intermediaries. Using their 
platform, users could lease storage from one another, 
and the smart contract helped guarantee that all the 
terms were respected. Because of blockchain, no one 
can change the contract terms after the agreement 
has been finalized. Even so, they observed that the 
many transactions created by innovative contract 
executions make the network less efficient. 
2.4 Performance and Scalability of Blockchain in 
Cloud Systems 
Blockchain’s consensus mechanisms can cause 
performance issues and trouble scaling when 
combining blockchain with cloud computing. This 
study [25] analyzes how the PoW consensus 

algorithm changes the performance of cloud 
systems. The authors discovered that although PoW 
is very secure, it requires a lot of computing 
resources, which might cause cloud applications that 
need quick speed to suffer. Consequently, numerous 
studies have suggested using other ways to achieve 
agreement, such as PoS and PBFT, which are 
simpler to use in cloud settings [26][27]. 
In this case, [28] developed a combination system 
using PoS and cloud computing to optimize energy 
consumption. This change made the system easier to 
scale by making PoW less resource-intensive, 
though it kept security high. Tests in the cloud 
showed that the system using PoS performed better 
in transaction speeds than those based on the PoW 
consensus mechanism. 
2.5 Blockchain for Decentralized Cloud 
Management 
Researchers are also exploring the use of blockchain 
to organize decentralized cloud management. A 
paper [29] looked into using blockchain to control 
decentralized cloud networks so that various cloud 
suppliers could cooperate without having a central 
point in charge. According to the authors, 
eliminating centralization risks was possible because 
blockchain made it easier for users and cloud 
providers to exchange services directly. This means 
users get to keep hold of their information, enjoying 
the power of networked computing systems. 
Additionally, [30] discussed cloud computing 
frameworks that depend on blockchain for safe and 
clear resource sharing. According to the authors, 
blockchain technology could help create a cloud 
federation model so service users can access 
multiple providers just like they use the Internet. 
Even so, this system has major difficulties growing 
and ensuring efficiency in decentralized cloud 
networks. 
2.6 Challenges and Future Directions 
Although it has shown positive results, more 
challenges exist regarding blockchain in the cloud. 
Blockchain networks being hosted in massive cloud 
environments still have problems with scalability, 
performance and maintenance costs. As another 
priority, researchers are focusing on how consensus 
algorithms can grow larger without affecting 
security. In addition, because PoW uses a lot of 
energy, many worry about the sustainability of 
blockchain in cloud platforms, which depend heavily 
on computing resources. 

Future studies should consider designing 
hybrid consensus techniques that ensure safety, high 
capacity, and good performance. Additionally, 
linking blockchain with upcoming cloud 
technologies such as edge computing and 5G can 



 
 Journal of Theoretical and Applied Information Technology 

15th December 2025. Vol.103. No.23 
©   Little Lion Scientific  

 
ISSN: 1992-8645                                                                    www.jatit.org                                                     E-ISSN: 1817-3195 

 
10195 

 

bring more secure and better results to cloud 
computing.  

By conducting an in-depth comparative 
study of current methods, we will demonstrate that 
although blockchain significantly enhances the 
security and privacy of data in cloud environments, 
it presents challenges in terms of scalability and 
performance. To stress the contributions of the 
proposed system, this paper compares the state-of-
the-art blockchain-cloud integration models and 
evaluates their strengths and limitations. 
 
3. METHODOLOGY 

This section presents how to use blockchain with 
cloud computing to enhance data protection and 
presentation. Our approach's main components are 
the design of the hybrid system, the use of innovative 
crypto methods, and reviewing the system's 
performance. This approach guarantees that other 
researchers can do the same work with the easy-to-
understand descriptions of data, architecture, 
algorithms, and models present. 
3.1 Overview of the Proposed Architecture 
The proposed architecture combines cloud 
computing and blockchain technology to better 
protect data. The system has been built to address 
two major concerns: data integrity and privacy. 
The architecture is based on the following 
components: 

1. Cloud Infrastructure: Cloud servers are 
used to store and process data. We utilize a 
private cloud environment to ensure data 
privacy and control. The cloud servers are 
responsible for hosting user data and 
enabling data retrieval, processing, and 
storage. 

2. Blockchain Layer: Using the cloud, data 
matching up with the blockchain is publicly 
accessible and can be checked and not 
changed. A permissioned blockchain uses 
the network by admitting only those nodes 
that have been proven and authorized. 
Information about creating, modifying, and 

viewing data on the cloud system is stored 
in the blockchain. 

3. Cryptographic Techniques: We depend 
on methods such as homomorphic 
encryption and ECC to secure our data as 
it’s stored and sent. Homomorphic 
encryption users can work on encrypted 
information while maintaining 
confidentiality. Thanks to ECC, we can 
ensure transactions are secure on the 
blockchain and connected to user accounts 
by their keys. 

4. Smart Contracts: Access control is 
automated on the blockchain by using 
smart contracts, so data modification can 
only happen for approved users. The 
contracts help ensure that providers and 
users follow the rules for using data in the 
cloud. 

5. Consensus Mechanism: The blockchain is 
based on the Practical Byzantine Fault 
Tolerance (PBFT) consensus protocol, 
which is significantly more efficient and 
lightweight than the well-known Proof of 
Work (PoW) and Proof of Stake (PoS) 
algorithms. PBFT is appropriate for various 
cloud environments because it is linearly 
scalable and has a lower computing cost. 

The evaluation data were taken from the synthetic 
cloud datasets constructed to emulate real-life cloud 
storage applications. These data sets consisted of 
different data types, including personal files, 
financial records, and medical data, with features 
such as file ID, file type, user ID, and access 
timestamps, so that the collected data reflect 
common cloud storage usage. 
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Figure 2: Blockchain-Enhanced Cloud Computing Architecture 

The design for Blockchain-Enhanced Cloud 
Computing is illustrated in Figure 2, which 
safeguards privacy and ensures cloud reliability. The 
entire cloud system relies on the central pillar of its 
architecture, Cloud Infrastructure. To guard the 
cloud infrastructure, the Blockchain Layer depends 
on Blockchain technology. For this layer, the 
security relies on two kinds of cryptography: 
Homomorphic encryption means processing data 
chats occurs without decrypting, and elliptic curve 
cryptography helps generate and safeguard the chat 
keys. Access to the cloud is controlled automatically, 
and users are only allowed to access it if the security 
policy is intact with the help of Smart Contracts. The 
PBFT algorithm is used in the Consensus 
Mechanism to keep the data unchanged, making the 
blockchain network flexible, decentralized, secure, 
and open to all users. 
3.2 Dataset 
To evaluate the proposed architecture, we utilize a 
synthetic dataset, which includes multiple types of 
cloud data typically used in real-world cloud storage 
applications. The dataset includes: 

1. Data Types: The dataset consists of 
personal files (text, images, videos), 
financial records, and medical records, all 
of which contain sensitive information that 
requires high levels of security and privacy. 

2. Data Parameters: The dataset is structured 
with the following parameters: 

o File ID: A unique identifier for 
each file. 

o File Type: Indicates whether the 
file is text, image, video, etc. 

o File Size: The size of the file in 
megabytes (MB). 

o Access Timestamp: The date and 
time when the data is accessed. 

o Modification Timestamp: The 
date and time when the data was 
last modified. 

o User ID: The unique identifier for 
the user accessing or modifying 
the data. 

Table 1: Sample Dataset 
File ID File Type File Size (MB) User ID 

001 Text 5 U001 

002 Image 10 U002 

003 Video 50 U003 

004 Medical 25 U004 

005 Financial 30 U005 
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3.3 Blockchain Integration 
The blockchain embedded in our system oversees 
and checks every transaction, records all checks, and 
manages who can and cannot access things. Users 
and cloud service providers on our platform 
participate in a permissioned blockchain. In this 
way, data remains private, and only the right people 
can use or change the information. 

1. Blockchain Transactions: A transaction in 
the blockchain usually equals a data 
operation, for example, storing a file, 
making a change to a file, or opening a file. 
Blockchain technology stores hashed 
versions of these transactions in its ledger. 

2. Data Provenance: Because of blockchain, 
users' actions are permanently stored on a 
list when they access a file. By sharing this 
information, everyone can tell how a file 
was obtained, which promotes transparent 
accountability. 

We propose a Security and Privacy Model (SPM) 
to assess the effectiveness of our hybrid blockchain-
cloud architecture in protecting data. The model is 
defined as follows: 
Let: 

 𝐷 = {𝑑ଵ, 𝑑ଶ, … , 𝑑௡} represent the set of 
data files in the cloud. 

 𝑇 = {𝑡ଵ, 𝑡ଶ, … , 𝑡௠} represent the set of 
blockchain transactions, where each 
transaction 𝑡௜ corresponds to an operation 
on 𝑑௜ (create, modify, access). 

 𝑆(𝑡௜) is the security score of a transaction, 
which is based on the type of operation 
(e.g., encryption, authentication) and the 
cryptographic method used. 

 𝑃(𝑑௜) is the privacy score of a file 𝑑௜, 
determined by the encryption level applied 
and the access controls enforced. 

The Total Security Score (TSS) is defined as: 
𝑇𝑆𝑆 = ∑ 𝑆(𝑡௜)

௡
௜ୀଵ                                                                               

(1) 
The Total Privacy Score (TPS) is defined as: 

𝑇𝑃𝑆 = ∑ 𝑃(𝑑௜)
௡
௜ୀଵ                                                                              

(2) 
The aim is to increase how quickly, and easily crypto 
assets are sent without slowing down the system. 
3.4 Algorithm for Data Access and Modification 

Getting and updating data in the architecture is 
processed by a sequence of actions. we can see the 
breakdown of the process below: 

Algorithm: 
1. User Authentication: The user submits 

an authentication request to the 
blockchain network. 

o The blockchain relies on 
public-private key 
cryptography called Elliptic 
Curve Cryptography to verify a 
user's identity. 

o After authentication, the 
system makes a session key for 
safe communication. 

2. Access Control: Once authenticated, the 
system checks whether the user has the 
required permissions to access or modify 
the file. 

o Access to data on the 
blockchain is controlled by 
smart contracts, which only 
allow approved users to change 
it. 

3. Data Operation: If access is granted, 
the data operation (create, read, update, 
or delete) is performed on cloud storage. 

o When the operation is finished, 
the details are added to the 
blockchain to trace their origin. 

4. Encryption: Before storing the data in 
the cloud, it is encrypted using 
homomorphic encryption (for 
processing while encrypted) and ECC 
(for secure transmission). 

5. Blockchain Update: The blockchain 
ledger is updated with the transaction 
details, including the file ID, access 
timestamp, and modification timestamp. 

 
4. RESULTS 

This section shows the outcomes of the experiments 
and examinations performed to determine whether 
the proposed hybrid blockchain-cloud system 
improves data safety, trustworthiness, and system 
performance. We measure the system against 
important factors like transaction throughput, speed, 
scalability, and security and compare these results to 
those achieved by existing models. The results 
highlight the points to consider when applying 
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blockchain with cloud systems and show that 
implementing the proposed approach is sensible. 
 
4.1 Assessment Criteria 
The following assessment criteria were used to 
evaluate the performance and security of the 
proposed hybrid blockchain-cloud architecture: 

1. Transaction Throughput: It shows the 
maximum number of instant transactions 
the system can handle simultaneously. We 
need to examine this metric to determine 
how well cloud-based blockchain systems 
function. 

2. Latency: Following blockchain validation 
checks the time it takes to complete a file 
operation in the cloud, such as creating, 
modifying, or accessing a file. Because 
real-time cloud programs are used in real-
time, low latency is significant for the user. 

3. Scalability: Watch how the system 
responds when dozens or even hundreds of 
tasks or transactions happen 
simultaneously. It is crucial to scale the 
system, so changing cloud environments 
will not impact its performance much. 

4. Security and Data Integrity: Evaluates 
the system's ability to prevent unauthorized 
access, ensure data integrity, and provides 
auditability. The Total Security Score 
(TSS) and Total Privacy Score (TPS) serve 
as metrics to assess the effectiveness of 
blockchain in protecting data. 

5. Energy Efficiency: Evaluates the 
computational and energy costs associated 
with running the blockchain consensus 
mechanism in the cloud environment, with 
a particular focus on energy consumption 
during peak load conditions. 

4.2 Experimental Setup 
We tested the proposed system with a synthetic set 
of cloud files and transaction data, just like in the 
descriptions above. All experiments ran on a private 
permissioned blockchain in a cloud environment 
using the Practical Byzantine Fault Tolerance 
(PBFT) mechanism. The following parameters were 
set on the cloud servers: 
 

 Cloud Servers: 10 cloud nodes 

 Blockchain Network: 5 nodes in the 
permissioned blockchain 

 Encryption: Homomorphic encryption for 
secure cloud data processing 

 Consensus Mechanism: PBFT 

 Smart Contracts: Enforced access control 
and data modification policies 

We tested the system under different workloads, 
including low, medium, and high transaction 
volumes, to assess its performance under various 
conditions. 
4.3 Results Overview 
The following sections present the key findings 
based on our evaluation. 
1. Transaction Throughput 
The transaction measurement was the number of 
daily blocks processed on the blockchain multifactor 
authentication. It was expected and observed in the 
results that blockchain introduces a little extra work 
to handle transactions. However, the PBFT 
consensus nature allowed the platform to trade-off 
between security and throughput while staying more 
efficient than Proof of Work (PoW) methods. 

 
Table 2: Transaction Throughput Comparison 

Model 
Throughput 

(Transactions/Second) 

Proposed Hybrid 
Blockchain-Cloud 

180 

Traditional Cloud 
System 

400 

Blockchain-only 
Cloud System 

150 

As shown in Table 2, while the traditional cloud 
system offers higher throughput, the proposed 
hybrid system's throughput is comparable to 
blockchain-only systems, and the PBFT mechanism 
ensures a more efficient transaction processing time 
compared to PoW systems. 
2. Latency 
By logging the time for any file operation, with 
blockchain verification taken into account, we 
measured latency. While introducing blockchain did 
raise latency, the results show that it stayed within 
an acceptable limit for most cloud-based services. 
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Table 3: Latency Comparison (in milliseconds) 

Model 
Latency 

(ms) 

Proposed Hybrid Blockchain-
Cloud 

200 

Traditional Cloud System 100 

Blockchain-only Cloud System 500 

As observed in Table 3, the hybrid blockchain-cloud 
architecture introduces more latency than the 
traditional cloud system due to the blockchain 
validation process. However, the latency is 
significantly lower than that of a blockchain-only 
system, which shows the overhead of consensus 
mechanisms like PoW. 
3. Scalability 
Scalability was tested by increasing the number of 
transactions and the dataset size. The performance of 
the system in terms of transaction throughput and 
latency was monitored as the load increased. 

 

 
Figure 3: Scalability Comparison 

 
Figure 3 demonstrates that a hybrid blockchain-
cloud system’s performance levels slightly decrease 
as there are more blockchain transactions. Still, it 
proves reliable enough to manage more transactions 
at a time than blockchain alone. 
4. Security and Data Integrity 
We assessed the system’s ability to keep data safe 
and control who can access it using the Total 
Security Score (TSS) and Total Privacy Score (TPS). 
It became clear that data integrity improved through 
blockchain as any illegal changes were registered, 
catching and stopping anyone from changing the 
data. 

 
 
 
 

Table 4: Security and Privacy Scores 

Model 
TSS 

(Security) 
TPS 

(Privacy) 

Proposed Hybrid 
Blockchain-Cloud 

98% 96% 

Traditional Cloud 
System 

75% 70% 

Blockchain-only 
Cloud System 

95% 92% 

As shown in Table 4, the proposed hybrid system 
achieved the highest security and privacy scores, 
outperforming traditional cloud systems in ensuring 
data integrity and user privacy. Blockchain 
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significantly enhanced the security features of the 
system by providing transparent and immutable data 
records. 
 
5. Energy Efficiency 

The energy efficiency of the system was evaluated 
based on the energy consumption of blockchain 
transactions. We compared the energy consumption 
of the PBFT consensus mechanism against that of 
PoW systems. 

 

 
Figure 4: Energy Consumption (Joules per Transaction) 

 
Figure 4 illustrates that the PBFT mechanism is 
much more energy-efficient than PoW, with a 
significantly lower energy consumption per 
transaction. The proposed hybrid blockchain-cloud 
system thus provides a sustainable approach for 
securing cloud data without excessive energy 
demands. 
Discussion and Comparison with Existing Models 
Our new hybrid blockchain-cloud model has distinct 
advantages over traditional models. On the plus side, 
traditional clouds can handle significant throughput; 
however, they do not perform well in terms of 
security and data integrity. While blockchain-based 
systems are highly secure, they take too much time 
and energy, so real-time workloads face many 
problems. 

The proposed system achieves equal balance by 
including strong security controls and maintaining 
reasonable latency rates. It is well-suited for cloud 
environments serving the healthcare and finance 
sectors because the top priority is protecting data 
integrity and privacy. 

Although encouraging results were obtained, 
some limitations were faced during the 
implementation of the hybrid blockchain-cloud 
system. The use of blockchain itself has caused an 
increase in transaction latency and overhead due to 
the required consensus mechanisms. Furthermore, 

the Practical Byzantine Fault Tolerance (PBFT) 
consensus protocol used in the proposed system had 
scalability issues when the workload increased, and 
therefore, it requires further optimization to scale 
effectively. 

Comparing the performance of the proposed 
hybrid blockchain-cloud system with existing 
solutions, it was found that while traditional cloud 
systems perform better in terms of transaction 
throughput and latency, the hybrid system excels in 
terms of security and privacy. Total Security Score 
(TSS) and Total Privacy Score (TPS) of the hybrid 
model were significantly higher than those of the 
traditional blockchain-only cloud systems. 

 
5. CONCLUSION 

In this study, we developed a new hybrid structure 
of blockchain and cloud systems to improve the 
privacy, safety, and integrity of data in the cloud. A 
blockchain-based on cloud storage and built on the 
PBFT consensus system was integrated into the 
model, along with homomorphic encryption. 
According to experimental results, the system 
improved data security and privacy and reached a 
Total Security Score (TSS) of 98% and a Total 
Privacy Score (TPS) of 96%. Even so, the hybrid 
version showed slower transaction speed (180 per 
second) and slower response times (200 
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milliseconds) than the standard cloud systems, 
processing 400 transactions per second and with 
response times of 100 milliseconds. 
With increasing transaction volumes, scalability 
testing found that a hybrid blockchain-cloud 
architecture worked well, but the performance fell 
slightly. Using PBFT meant that the system used 
only 0.05 joules per transaction, much less than PoW 
uses, which is 0.2 joules. These results demonstrate 
that businesses can use blockchain in their cloud 
services to improve their security and 
trustworthiness without experiencing significant 
performance declines under typical workloads. 

Still, there are several limitations related to the 
project. Because of the blockchain, the response time 
and amount of processing needed increased, most 
prominently for sizeable applications. Also, 
scalability faced boundaries set by the PBFT 
consensus system. In the future, developers will 
study alternative ways to reach an agreement, such 
as PoS, to handle more transactions while using less 
energy. Moreover, future investigations will work on 
developing cryptography and examining how 
blockchain could link with edge computing and 5G 
for faster and more efficient use of cloud. 
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