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ABSTRACT 

 
Even though cloud computing makes data storage and service delivery more affordable, adaptable, and 
scalable, it is still particularly susceptible to data breaches, insider assaults, and unwanted access. In light of 
these difficulties, the authors of this study present a novel approach to authentication accuracy and data 
protection in cloud environments: the Multi-Level User Validation Model with Asymmetric Cryptography 
(MLUVM-AC). To prevent identity spoofing and illegal data modification, the architecture combines 
public-private key encryption with multi-stage user validation to guarantee that encrypted data may only be 
accessed by certified users. The suggested approach offers a layered authentication technique with 
asymmetric key management, which is an improvement over traditional systems that use symmetric 
encryption and single-layer password validation. This leads to better performance and improved security. If 
we compare our model to the current state of the art, we find that it generates keys 17% faster, improves 
data security correctness by 18%, and improves validation efficiency by 20%. This study adds to the 
existing body of knowledge by developing a stable, efficient, and extensible method for protecting data in 
ever-changing cloud environments through the integration of multi-level authentication with asymmetric 
cryptography. 
Keywords: Cloud Computing, Data Security, User Authentication, Authorization, Asymmetric 

Cryptography. 
 
1. INTRODUCTION  
 
As a business model, computing revolves around 
charging customers for the use of shared, on-
demand computer resources and services hosted in 
the cloud. Because of this, computing services can 
be pooled without specific server software and 
hardware being required to store data. Cloud 
services can be broadly categorized into three areas 
based on the needs of its end users: software as a 
service, platform as a service, and infrastructure as 
a service [1]. Software as a service provides a cloud 
computing platform that can be accessed from any 
location with an internet connection. But the 
customer needs the right license from the cloud 
provider to use the service [2]. Concerns about the 

safety of sensitive information are paramount when 
it comes to cloud computing. Since the cloud is 
where most sensitive data is going to be kept, it is 
crucial that cloud service providers provide 
excellent security [3].  
 
The security of cloud storage was enhanced with 
the implementation of authentication methods [4]. 
One such approach is derived from cryptography 
and comprises encoding or storing information in a 
way that only the intended users can access it [5]. 
Cryptography is essential to cloud computing 
because it prevents unwanted parties from 
accessing sensitive data kept on the servers of cloud 
service providers [6]. It is essential in a cloud 
environment to safeguard private data without 
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compromising communication speed and to 
implement stringent access controls. One way to 
ensure data security in cryptography is to use a 
public key cryptography approach or a secret key 
cryptography algorithm [7]. When encrypting and 
decrypting data, secret-key cryptography (also 
called symmetric encryption) uses a single key. 
Asymmetric encryption, or public key 
cryptography, uses two keys—one for encryption 
and one for decryption [8]. 
 
In today's globally linked world, cloud computing 
is rapidly replacing on-premises computer systems. 
Cloud computing is a model for efficient, on-
demand networks that meet specific needs, says the 
National Institute of Standards and Technology 
(NIST). The concept of cloud computing has the 
potential to be a helpful model for validating data 
storage with little overhead and contact with service 
providers [9]. Features such as on-demand self-
service, extensive network access, metered service, 
rapid adaptability, and resource sharing are the 
foundation of cloud computing [10]. A few 
examples of deployment models are private clouds, 
public clouds, hybrid clouds, and community 
clouds. In the cloud service model, you can find 
software as a service (SaaS), platform as a service 
(PaaS), and infrastructure as a service (IaaS). In 
order for cloud computing to function properly, all 
of the following must be secure: virtualization, 
distributed computing, SOA, high-speed networks, 
applications, data transport, storage, and so on. The 
security requirements for these essential cloud 
components vary according to the deployment 
methodology chosen by the cloud user [11]. This 
study aims to provide a user validation approach 
that could solve the issue of public cloud data 
security [12].  
 
 
A company engages in business process 
outsourcing when it contracts out to another entity 
the performance of non-essential tasks that bog 
down its internal operations. organizations often opt 
to hire other organizations to handle certain tasks in 
order to get the most rewards [13]. Most companies 
that outsource their operations will likely employ 
cloud computing. This model enables them to 
purchase computer and storage capacities as needed 
from the service provider, which reduces 
operational costs [14]. Companies can save a ton of 
money on capital costs by owning the necessary 
infrastructure internally to meet the unpredictable 
and erratic compute demand [15].  

The cloud types and deployment models are shown 
in Figure 1. 

 
Fig 1: Cloud Types and Deployment Models  

 
Although there are numerous clear benefits to using 
the cloud, many companies are hesitant to do so 
due to concerns about data security. Cloud Security 
Alliance research shows that security concerns are 
still holding back widespread use of cloud 
computing [16]. The most significant obstacles to 
the widespread use of cloud computing include, but 
are not limited to, concerns about data breaches, 
impairments in IT services, business processes, and 
data recovery. Shared hosting at another party's 
facilities houses an increasing number of 
enterprises, and as a result, the data owner does not 
have full control over the information and 
calculations [17]. Due to the large number of 
people, both inside and outside the firm, having 
access to and sharing data stored in the cloud, it is 
essential for businesses to ensure that this data is 
secure, intact, and always available. Owners of data 
are obligated to take extreme measures to protect 
sensitive information due to the seriousness of the 
threats to their data [18]. 
  
To avoid overspending or being vulnerable to 
repeated attacks, this study suggests an adaptive 
security model based on data sensitivity [19]. This 
model can offer an adequate level of protection for 
information classified under different classes, as 
opposed to using a single security method or a 
common multiple safety method for all data. An 
overview control method based on log analysis 
enables the restructuring of information based on 
required changes in data thresholds and variations 
in security precautions to meet the changing 
adjustments in cloud security risks [20]. The 
security management system also includes 
appropriate access control and data encryption [21]. 
Businesses and consumers alike can take use of 
dependable, scalable, and inexpensive cloud 
computing services. The decentralized service-
oriented design, multi-user, and multi-domain 
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administrative infrastructure of cloud computing 
are the direct causes of the heightened security 
threats that come with it. Ensuring the security and 
privacy of user data stored in the cloud is presently 
receiving a lot of attention. Some examples of 
cloud services include file hosting, email, social 
media, and business applications [22]. Cloud 
computing works on the notion of virtualization, 
which enables several users to use a single huge 
machine as if they had access to all of its resources 
[23].  
The cloud computing model makes it possible to 
access data and computer resources from any place 
with an internet connection. Cloud computing 
involves the simultaneous use of pooled resources, 
such as data storage, networks, processing power, 
and specialized user and business applications. All 
businesses are moving their data storage to the 
cloud because of the many compelling advantages. 
More emphasis should be placed on cloud service 
providers in terms of safeguarding customer data 
[24]. Customers should verify that their cloud 
service provider has enough security measures to 
protect data before using their services. Software 
isolation, data protection, availability, 
dependability, and provenance are all aspects of 
trust architecture. The difficulties can be 
categorized into several types, including backups, 
internet-based information and its conversion, 
support for several platforms, and intellectual 
property [25]. Securing processing and storage are 
two aspects of cloud security that must be 
considered while protecting data and procedures. 
Data security rests on three pillars: solidity, 
privacy, and accessibility. Data kept in the cloud is 
protected from prying eyes by using cryptography. 
Cryptography is commonly considered a hybrid of 
the three main types of algorithms. Asymmetric key 
algorithms and hashing come first, followed by the 
other two. Data stored is guaranteed to be 
legitimate by using hashing algorithms. The main 
method of data cryptography is encryption, which 
makes data unreadable and incomprehensible both 
in transit and when stored. The data securing 
process in cryptography is shown in Figure 2. 

 
Fig 2: Data Security using Encryption 

 
Hypothesis 
 
H0: Multi-level user validation integrated with 
asymmetric cryptography does not significantly 
improve authentication accuracy or data security in 
cloud environments compared to existing models. 
 
H1: Multi-level user validation integrated with 
asymmetric cryptography significantly enhances 
authentication accuracy, key management 
efficiency, and data security in cloud environments 
compared to existing models. 

 
The primary goal of cryptology is to protect 
information from unauthorized access. To obtain 
the original data back from encrypted data, the 
process is called decryption. Either symmetric-key 
and asymmetric-key techniques can be used to 
encrypt data in the cloud. Since the databases found 
in cloud storage are so numerous, the performance 
of asymmetric-key algorithms is best than that of 
their symmetric-key counterparts. The business can 
maintain a steady state load in the cloud platform, 
then, if necessary, request additional computing 
power from the public cloud. Common issues like 
governance, security, and compliance are shared by 
many enterprises in this deployment model's 
community. Typically, this term is used to describe 
cloud computing infrastructures that are shared and 
controlled by a group of companies who operate in 
the same topic or competitive market. The cloud 
computing infrastructure with cryptography is 
shown in Figure 3. 
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Fig 3: Cloud Infrastructure with Cryptography Model 

 
Multi-Level User Validation Model with 
Asymmetric Cryptography for Cloud Data Security 
is a research model that primarily aims to secure, 
encrypt, and authenticate data stored in the cloud. 
Concerns over the potential exposure of sensitive 
user data to various vulnerabilities stems from the 
increasing reliance on cloud infrastructures for 
storing, processing, and making data accessible. 
Cloud computing has many benefits, such 
scalability and cost reduction, but the authors stress 
that it also opens new doors for insider threats, 
illegal access, and data breaches [26]. The research 
is based on the essential challenge of protecting 
user and organizational data stored in the cloud 
from both external and internal attackers, as the 
number of users storing this data in the cloud 
continues to grow. 
 
Current authentication methods and data security 
strategies have their shortcomings, which is why 
this primary concern was chosen. When it comes to 
protecting sensitive data in the cloud, older 
methods of authentication, such using a username 
and password, aren't always up to the task. 
Unfortunately, user accounts are still being 
compromised by weak passwords, password reuse, 
and phishing assaults, rendering single-factor 
authentication an ineffective security measure [27]. 
According to the research, most cloud systems 
make it easy for attackers to access massive 
volumes of data with just one authentication 
credential [28]. In order to address this issue, the 
authors suggest a paradigm for user validation that 
involves multiple levels of verification. This model 
would prevent both external intrusions and inner 
misuse by introducing additional checks before 
allowing access to cloud resources. 
 

The importance of asymmetric cryptography in 
protecting the privacy and authenticity of data 
stored in the cloud provides more support for this 
area of study. The study highlights the importance 
of cryptography in cloud security, since it 
guarantees that encrypted information may only be 
accessed by authorized users with valid decryption 
keys. Compared to symmetric methods, the model's 
use of asymmetric cryptography, which employs a 
public key for encryption and a private key for 
decryption provides stronger protection while 
minimizing the threat of key exposure. This 
technique guarantees safe data transmission and 
storage across different cloud systems and also 
prevents illegal access. In addition, the authors state 
that since asymmetric encryption prevents 
tampering with sensitive data during transmission, 
it improves trust between customers and cloud 
service providers. 
 
When using cloud storage, data belonging to any 
given business or person is kept in and accessed via 
a network of remote servers. Secure communication 
over networked, dispersed resources is impossible 
without the use of encryption algorithms. The data 
is transformed into an unintelligible format by the 
encryption algorithm using the key, and only the 
user possesses the key necessary to read the data. 
Asymmetric key encryption is the employed model 
in this research that employs two keys, a private 
one and a public one. The secret key can be used 
for decrypt whereas the single key is being used for 
encrypted data. The security of cloud storage is 
already ensured by a variety of methods. In this 
research, an effective Multi Level User Validation 
Model with Asymmetric Cryptography (MLUVM-
AC) for cloud data security is proposed for 
providing data security. 
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2. LITERATURE SURVEY 

Findable and Verifiable Symmetric encryption is a 
crucial cloud security method since it enables users 
to retrieve encrypted cloud data via keywords and 
validate the authenticity of the results. One of the 
most prevalent and important requirement for 
system users in such schemes is periodic update for 
cloud data. The current verifiable SSE systems that 
allow for dynamic updates to data appear to all rely 
on asymmetric-key cryptography, which 
necessitates time-consuming processes for 
verification. The vast volume of data stored in the 
cloud raises the possibility that verification will 
become an excessive burden. Therefore, the most 
pressing unanswered question is how to accomplish 
keyword search over dynamically encrypted cloud 
with efficient verification. In this research, Ge  et 
al. [1] analyzed the feasibility of establishing search 
term over dynamically encrypted cloud with 
symmetric-key oriented verification and present a 
feasible technique to address this issue. The 
innovative Accumulated Authentication Tag (AAT) 
uses symmetric encryption to create one 
authenticity tag for every term, allowing for the 
quick verification of dynamic data. When dynamic 
operations are performed on cloud data, the 
authenticity tag can be updated easily with the 
accumulated property of developed AAT. The 
author proposed a new secure index that consists of 
a searching table ST based on the axial list and a 
verified list VL including AATs in order to ensure 
efficient data update. ST's interoperability and 
adaptability allow for much greater efficiency gains 
while applying updates. The proposed approach has 
been proven secure and efficient through many 
analyses and evaluations. 
The term cloud computing refers to a new computer 
paradigm that intends to make available on-demand 
computing power, vast data storage, and adaptable 
data exchange services. Due to the exponential 
increase in data creation, businesses and consumers 
are increasingly drawn to cloud storage services for 
their data. The security and privacy of critical 
information, however, is increasingly at risk when 
stored on remote cloud servers. Before putting 
information into the murky depths of the cloud, it 
should be encrypted. The current standard 
encryption techniques place a large burden on data 
owners in terms of maintaining files and encryption 
procedures. Some systems are not suitable for 
safeguarding cloud data because of security, 
efficiency, or usability flaws. In this work, Khashan 
et al. [2] presentedOutFS, an encrypted file system 
designed for end users and aimed at supplying 

transparent encryption for outsourced data at rest 
and in transit. The author combined symmetric and 
asymmetric cryptography in a hybrid system to 
secure data in OutFS. The system for managing 
keys is both secure and user-friendly. The identity-
based encryption (IBE) method is built into OutFS 
to protect the privacy of shared data. OutFS is built 
to guarantee the security of outsourced data and the 
integrity of the file system. 
It is generally acknowledged that data should be 
encrypted before being uploaded to the cloud in 
order to maintain privacy. This raises the difficulty 
of conducting data analysis, particularly association 
rule mining, while maintaining confidentiality of 
the data being mined. Homomorphic encryption is 
proposed as a potential solution since it enables the 
processing of encrypted data without the need for 
decryption. Most practical applications only use a 
single cloud server, however the dual structure is 
generally used in cryptography association rule 
mining systems based on asymmetrical 
homomorphic encryption. However, privacy 
leakage issues plague the existing associated single 
cloud server approaches. Hong et al. [3] described a 
global safe multiplication protocol using a single 
cloud server, based on a distorted circuits and 
additive homomorphic encryption, to address this 
deficiency in the existing literature. The invertible 
protocol, comparative protocol, frequent item 
protocol, and final privacy-preserving association 
rule mining process are all built off of this 
foundational multiplication technique. Finally, the 
author presented the results of theoretical security 
analysis and performance evaluation of the project 
protocols. 
The increasingly interdependent digital ecosystem 
generates massive amounts of information that 
must be protected from prying eyes. Data breaches 
are becoming increasingly common as a result of 
the development of new technology and the 
application of novel techniques by attackers. The 
General Public's Key Establishing data security 
through secrecy, integrity, and authenticity is made 
possible by cryptography's collection of 
cryptographic methods. RSA is a widely-used 
algorithm in the field of public-key cryptography 
and the field of cryptography as a whole. Since its 
creation, it has been widely embraced for use in 
cloud, image, and other data security applications. 
There is a lack of a comprehensive and systematic 
review of this topic in the literature despite its 
relevance and usefulness. In this paper, Imam et al. 
[4] gave a comprehensive and methodical 
examination of RSA-based encryption across many 
application areas. Mixed, Simultaneous, Clouds, 



 
 Journal of Theoretical and Applied Information Technology 

15th December 2025. Vol.103. No.23 
©   Little Lion Scientific  

 
ISSN: 1992-8645                                                                    www.jatit.org                                                     E-ISSN: 1817-3195 

 
9903 

 

Picture, Multiple-Keys, Chinese-Remainder-
Theorem-based, Digital-Signatures, K-Nearest-
Based, Batch, Wireless, and Core-Modifications are 
the broad categories into which all existing work in 
this area falls. This research examines RSA-based 
cryptosystems systematically, classifying them in 
different categories before offering conclusions and 
suggestions. This includes both variations on the 
original RSA protocol and enhanced RSA 
implementations in a wide range of fields. This 
research evaluates and contrasts RSA 
implementations with respect to a variety of 
criteria, including key generation, encryption, 
decryption, key characteristics, and enhancements, 
and it identifies the most prominent contexts in 
which modified RSA has been used recently. 
Businesses and people alike have found that 
outsourcing their vast amounts of data to untrusted 
servers in the cloud is among the most price 
services in cloud computing. Efficiency, 
adaptability, dependability, and security are just 
few of the aspects of this application situation that 
have been the focus of research. In this work, 
Morales-Sandoval et al. [5] discussed the safety of 
cloud storage in the context of a scenario in which 
users encrypt and then outsourced data, share their 
data in cloud with the other users, and then query 
the service provider for search and retrieving of 
encrypted data. As a main differentiator, the author 
proposed a security strategy for encrypted cloud 
storage, sharing, and retrieval that is built entirely 
on the foundation of attribute-based encryption 
(ABE), allowing for access control systems over 
both the encrypted data and the information 
retrieval task via search access control. In contrast 
to previous efforts, this method takes into account 
three distinct aspects of efficient encryption, cloud-
based data encryption in bulk, attribute-based 
encryption digital envelope key management and 
attribute-based searchable encryption (ABSE). To 
provide security levels of 128 bits or more, selected 
ABE algorithms are used from the knowledge base 
and give innovative structures for ABSE over the 
asymmetrical setting. 
A promising use case for cloud computing is the 
administration of big-data files and the processing 
of queries across a decentralised cloud 
infrastructure. Private information and documents 
are often encrypted before being saved in the cloud 
to prevent privacy leaks. Traditional encryption 
methods, on the other hand, make it difficult to 
conduct a search within the encrypted data. To 
retrieve information hidden in cipher texts, 
searchable encryption serves as a helpful 
cryptographic primitive. Traditional searchable 

encryptions, however, have poorer search 
efficiency and cannot do fuzzy multikeyword 
queries. To address this problem, Zhang et al. [6] 
offered a searchable encryption that enables private 
information fuzzy multikeyword searching (SE-
PPFM) in cloud environments, which is constructed 
using asymmetrical scalar-product-preserving 
encryption methods and Hadamard product 
operations. Through the use of Word2vec, a 
machine learning primitive, users are able to 
acquire a fuzzy higher rated between encrypted 
files and queries' predicates, thereby realising the 
capability of efficient fuzzy searches. 
Some suppliers of Location-Based Services (LBS) 
are enticed to move their geospatial information 
and querying service to the commercial cloud as a 
result of the many benefits associated with data 
outsourcing. However, sensitive data must be 
encrypted before being outsourced so that it cannot 
be misused, as in the case of a geographic 
information query. To solve this issue, various prior 
studies concerning secure searching on encrypted 
database might be directly implemented in 
outsourced LBS scenario, however none of them 
are optimised for linear-region-search (LRS). The 
LRS is a popular form of LBS utilised by nav 
systems; it searches for query segments and returns 
POIs that are close by. In this study, Zhang et al. 
[7] tackled the complex issue of private information 
linear region search for the first time. In particular, 
author opted for the quadtree structure for creating 
the index for the POI database; this allows to 
quickly retrieve the LRS results by identifying the 
rectangular sections through which the query 
segment travels. The authorproposed a new 
algorithm for precisely identifying whether a 
segments crosses with a rectangular on ciphertext, 
using computational geometry and an 
Asymmetrical Scalar-product Preservation 
Encryption (ASPE) approach, to preserve the 
security of both LBS owners and consumers. 
Furthermore, this algorithm offers a novel approach 
to addressing various computational issues in the 
context of encrypted 2-dimensional geometries. 
The author presented two privacy-preserving LRS 
methods and associated dynamic update operations 
based on the divergent privacy needs of two threat 
models. 
O. A. Khashan, proposed Fog computing is an 
exciting new paradigm that has the potential to ease 
the strain on cloud-based central processing caused 
by the massive amounts of data generated by the 
IoT. With its low delay, storage, and processing 
resources, fog computing is a boon to the IoT, but it 
does not come without its fair share of security and 
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privacy concerns. When it comes to protecting the 
privacy of data sent between devices in the fog, 
proxy-re-encryption (PRE) is indeed an efficient 
cryptographic solution. In PRE schemes, however, 
the heavy data processing activities of data owner 
encrypted data and consumer data transfer due to 
uneven cryptographic usages, as well as the 
difficulty of a handling delay caused by transferring 
high computing burden to the proxy for 
reencryption, remain unanswered in the literature. 
To ensure private data transfer in fog-to-things 
computing, Khashan et al. [8] offered a hybrid 
proxy-re-encryption technique that uses both 
symmetrical and asymmetrical encryption 
algorithms. The re-encryption process in the 
proposed approach requires little computational 
resources from fog nodes. Meanwhile, the approach 
can lessen the burden of encryption and decryption 
on users with limited hardware. The results of the 
performance and security analyses show that our 
method is safe, very effective, and very compact. 
 
When contrasted with the methods already 
mentioned in the literature, the MLUVM-AC that 
has been suggested exhibits unique contributions 
and better results. The suggested paradigm 
combines asymmetric cryptography with multi-
level user validation to increase data security and 
resistance to illegal access, in contrast to previous 
research that concentrated on single-layer 
authentication or symmetric key encryption. There 
were no dynamic user validation procedures in 
earlier efforts, which mostly focused on searchable 
or attribute-based encryption (e.g., Ge et al., 
Morales-Sandoval et al.). Similarly, Khashan et al.'s 
hybrid and proxy re-encryption systems only dealt 
with secure data transmission; they neglected to 
handle multi-user validation and authentication in 
any detail. In order to improve the accuracy and 
efficiency of data encryption, key generation, and 
user validation, the MLUVM-AC model unifies job 
scheduling, validation, and encryption into a single 
framework. This advances existing methodologies. 
Results from experiments show that the suggested 
methodology accomplishes both goals—improving 
cloud data security and keeping system 
performance—by reducing validation time and 
improving job scheduling accuracy. To sum up, this 
study fills the gaps left by previous cryptographic 
and authentication models by providing a more 
comprehensive and realistically useful framework 
for cloud security using layered validation and 
asymmetric key encryption, drawing on the 
reviewed literature. 
 

The literature review confirms the problem's 
importance and points up research gaps that need to 
be filled. Most symmetric encryption systems fail 
to accomplish scalable authentication, which is why 
fast verification methods for encrypted cloud data 
are so important (Ge et al., 2021). In a similar vein, 
Khashan et al. (2020) suggested a hybrid 
encryption system, although they also pointed out 
that key verification and administration are still 
difficult and resource-consuming. While 
acknowledging performance trade-offs in single-
server architectures, Hong et al. (2021) addressed 
homomorphic encryption as a means of secure data 
mining. In order to facilitate real-time applications, 
Imam et al. (2021) examined RSA-based 
asymmetric cryptography and found that improved 
key generation and lightweight encryption are 
necessary. Additional research on attribute-based 
and searchable encryption systems was conducted 
by Morales-Sandoval et al. (2020) and Zhang et al. 
(2021), highlighting the need for access control 
techniques that may be safely combined with 
encryption protocols. Notwithstanding these 
developments, there is still a lack of research into a 
thorough, multi-level user validation framework 
that incorporates asymmetric cryptography to 
ensure the security of data stored in the cloud. 
 
The ongoing and ever-changing difficulties of 
guaranteeing data security, user authentication, and 
privacy protection in cloud computing settings give 
rise to the research problem that this study seeks to 
answer. With cloud platforms being the backbone 
of modern data storage and service delivery, there 
is a heightened risk of data breaches, unauthorized 
access, insider threats, and key management 
vulnerabilities for both enterprises and individuals. 
Due to their inadequacy in combating these risks, 
traditional cloud security mechanisms, which 
mostly rely on symmetric cryptographic approaches 
and single-factor authentication are susceptible to 
password-based attacks, identity spoofing, and have 
limited scalability. User identity compromise, 
illegal data access, and integrity violations are 
common outcomes of systems without multi-level 
validation and sophisticated cryptographic 
protection methods. Therefore, a security 
architecture that can efficiently generate keys, 
authenticate users, and encrypt data stored and 
transported across cloud infrastructures is urgently 
needed. 
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3. PROPOSED MODEL FRAMEWORK 

Improvements to cloud security are allowing it to 
resist even the most destructive assaults on 
encryption key generation and storage systems and 
data in transit. Cloud computing allows service 
providers to lower their prices and pass the savings 
on to their customers. Worries about the safety of 
personal information are a big deterrent to using 
cloud services. Data loss, server failure, and the 
capacity of secret keys to prevent unauthorized 
access are examples of familiar security challenges 
present in prior schemes. Verification is crucial for 
safeguarding data security and preventing its 
misuse.  
Password validation methods that depend on the 
content of the password have many major 
shortcomings. Strong validation procedures can 
overcome the shortcomings of content-based 
passwords. An attack reduction measure that can be 
put into place is a verification module that checks 
the accuracy of client approach data and 
information. Using public key based validation to 
verify cloud users is fraught with difficulties. In 
order to simplify client authentication and help 
keep out attackers, most modern cloud service 
providers secure their customers' sensitive data 
using merely a username and password linked with 
each user's account. Passwords are typically either 
short, simple phrases that users can easily 
remember or recycled from previous accounts. 
Moving between accounts belonging to various 
clients will be a breeze with this feature. Similarly, 
these days it's very necessary for consumers to store 
their record data in the cloud. This way, not only 
can the service providers and their suppliers and 
representatives access it, but so can the customers 
themselves. Because of this, insider attacks can 
compromise the validation framework. 
An authentication server holds the client's 
credentials, unique attribute, and other personal 
information before granting access to users' data in 
the proposed architecture. Only users who have 
registered with this authentication service will be 
able to access it. Security is ensured by hashing 
passwords and user IDs. If you care about data 
security, you should spread it among numerous 
clouds. Private cloud infrastructures must prioritize 
the security of sensitive data. An algorithm for data 
trust assurance will be demonstrated.  
Cloud computing's main perk is that it lets people 
keep their data online and get to it whenever they 
want, from any device. The main advantage is that 
cloud services are inexpensive. Concerns regarding 
the safety of cloud computing continue, regrettably. 

Despite cloud computing's many advantages, its 
adoption rate is low due to customers' fears of data 
breaches. So, a strong and safe user authentication 
system is essential for cloud computing to keep out 
intruders and their misuse of cloud resources. Data 
security is a major factor to think about while using 
cloud computing. It is critical that cloud service 
providers use state-of-the-art security procedures 
because most consumers will save their most 
sensitive data on the cloud. The security of cloud 
storage has been enhanced with the implementation 
of authentication mechanisms. Cryptography is 
employed to guarantee that data can only be viewed 
by its designated receivers. Cryptography is 
commonly used in cloud computing to protect data 
stored on providers' servers from malicious 
intrusion. Strict access management is provided, 
and confidential information is secured without 
communication being hindered. The asymmetric 
key cryptography is shown in Figure 4. 

 
Fig 4: Asymmetric Cryptography Model 

 
Public key cryptography, often known as 
asymmetric encryption, encrypts and decrypts data 
using two separate keys. These days, most 
cryptographic algorithms use asymmetric key 
cryptography, sometimes known as public key 
cryptography, in which one of the encryption or 
decryption keys is made public. This technique of 
message encryption uses an asymmetric algorithm 
and requires the usage of both a public and private 
key. A recipient's message can be encrypted and 
sent to the key's owner by anybody with access to 
the public key. In this research, an effective Multi 
Level User Validation Model with Asymmetric 
Cryptography for cloud data security is proposed 
for providing data security. The Figure 5 depicts the 
proposed model framework. 
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Fig 5: Proposed Model Framework 
 
 

Algorithm MLUVM-AC 
{ 
Input: User Tasks {UT1,UT2,……,UTN} 
Output: Validated User List with Secured Data 
Step-1: Assigning tasks to the system in a way that 
maximizes throughput while guaranteeing accuracy 
is known as the task scheduling. The user input 
tasks will be scheduled based on resource 
availability and burst time. The task scheduling is 
performed as 





L

t
ThtBTigetTimeLUT

1
)()()(  

 
Here BT is the burst time a task considers to 
complete the execution and Th is the threshold 
value considered for every iteration. 

Step-2: The term validation refers to the steps used 
to confirm the cloud users identity to gain access to 
the cloud environment. The cloud user validation is 
performed as 

 

 
Here represents the users details in the central 
server that is used for validation. If the user is 
validated it is allocated with 1, otherwise with 0. 

Step-3: The key generation process will be 
performed and provided to the validated users for 
securely storing the data. The encryption and 
decryption process will be performed using the 
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generated key set. The asymmetric cryptography 
uses two keys for encryption and decryption. The 
key generation process is performed as 

 

 

 

 

 

 

 

 

 

 
Step-4: The encryption process is performed by 
considering the public key generated from the key 
set. The encryption process generates the 
unintelligible message that is safe from attackers. 
The encryption process is performed as 

 

 

 

Step-5: The multi level user validation is 
performed before storing the encrypted data in 
cloud. The multi level authentication ensures that 
the encrypted data is stored only by the original 
authenticated user. The multi level user validation 
process is performed as 

 
Here represents the user’s details in the central 
server that is used for validation and initial UV 
value is also considered. If the user is validated 
multi level user validation is allocated with 1, 
otherwise with 0. 
} 
 
 
4. RESULTS 

In the cloud, code automates the maintenance of 
data and computational resources. The control of 
data will be lost when it is generated swiftly, 
exchanged freely, and coordinated intelligently. 
Because of this, protecting sensitive data is 
becoming increasingly required. Information 
security worries are often highlighted as the main 
drawback to cloud computing. Instead of storing 
data on each individual user's hard drive, the cloud 
makes it available via a network of remote servers. 
However, it is still challenging to keep cloud data 
safe. Many have tried to solve the security problem 
in this area by using the message authentication 
code, but their efforts have yielded poor results and 
proved difficult to apply. This research provides a 
new approach for dealing with authentication and 
data integrity in a distributed and interoperable 
setting. 

There has been a recent uptick in attention paid to 
the twin goals of data security and user validation. 
This purpose makes use of cryptographic 
procedures. Using cryptography, the information is 
made unintelligible to anyone who does not have 
access to the decryption key. As with individuals, 
corporations may reap the benefits of cloud 
computing. Cloud computing has quickly become 
popular in the media as well as among industry 
experts due to the many benefits it offers. It could 
mean a number of various things, depending on the 
surrounding material. For a company to make use 
of cloud computing, it must pay a charge to a cloud 
service provider. Cloud providers ensure the user 
validation model is strong and security and 
confidentiality of their customers' data is 
maintained. This research work is developed in 
python and executed in Google Colab. In this 
research, an effective Multi Level User Validation 
Model with Asymmetric Cryptography (MLUVM-
AC) for cloud data security is proposed for 
providing data security. The proposed model is 
compared with the traditional two-party distributed 
signing protocol for the identity-based signature 
scheme (TPDSP-ISS) model. 
The goal of task scheduling is to make the most 
efficient use of available resources by allocating 
them to pending request. Users of these services 
must make their requests online because cloud 
computing is an Internet-based service delivery 
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model. When it comes to optimizing the 
performance of cloud-based services, scheduling is 
a key issue. Scheduled tasks in the cloud are 
assigned to the most appropriate available 
resources. The proposed model accurately 
schedules the available tasks to the resources for 
better performance levels. The Figure 6 represents 
the Task Scheduling Accuracy Levels. 

 
Fig 6: Task Scheduling Accuracy Levels 

User validation is the process of authenticating the 
users to provide access to cloud resources for 
secured usage. The user validation time levels of 
the proposed model are very less. The Figure 7 
shows the User Validation Time Levels of the 
proposed and existing models. 

 

 
Fig 7: User Validation Time Levels 

In cryptography, producing keys is known as key 
generation. Anything that has to be encrypted or 
decrypted requires a key. The process of creating a 
cryptographic key, whether it is through key 
agreement or key derivation, or as a one-time event 
utilizing a random-bit generator and a 
predetermined set of rules. The Key Generation 
Time Levels of the existing and proposed models 
are shown in Figure 8. 
 
 

 
Fig 8: Key Generation Time Levels 

Encrypting data involves converting it from its 
original, plaintext form into an encrypted one 
known as cipher text. A user needs an encryption 
key in order to read encrypted data, and a 
decryption key in order to read decrypted data. 
Cloud services and networked servers house and 
handle vast volumes of sensitive data. Encryption 
helps in securing the data from unauthorized 
access. The Data Encryption Accuracy Levels of 
the proposed and existing models are shown in 
Figure 9. 

 
Fig 9:  Data Encryption Accuracy Levels 

Multi level user validation is a security strategy that 
uses many layers of protection to make it harder for 
an intruder to get access to a resource in cloud 
environment. With multi level user validation, even 
if an attacker gains access to a user's password, they 
still won't be able to log in to their cloud account 
with unauthorized access to perform malicious 
actions. The Multi-Level User Validation Accuracy 
Levels of the existing and proposed models are 
shown in Figure 10. 
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Fig 10: Multi-Level User Validation Accuracy Levels 

Decryption refers to the process through which 
encrypted data is transformed back into its 
unencrypted state. In most cases, decryption is 
simply the inverse of encryption. Since decryption 
requires a private key or password, only a trusted 
person will be able to access the encrypted data. 
The decryption accuracy levels of the proposed and 
existing models are shown in Figure 11. 

 
Fig 11: Decryption Accuracy Levels 

By preventing damaging forces and the undesirable 
actions of unauthorized users, such a cyber attack 
or a data breach, data security ensures that digital 
data, like those in a cloud, remain safe. In order to 
prevent loss, misuse, or alteration of data, it must 
be protected from the moment it is created until the 
moment it is deleted in cloud. The data security 
levels of the proposed model is high than the 
traditional model. The Data Security Accuracy 
Levels of the proposed and existing models are 
shown in Figure 12. 

 
Fig 12: Data Security Accuracy Levels 

5. DIFFERENCE FROM PRIOR WORK 
 
To improve user verification and data protection, 
the proposed MLUVM-AC combines multi-layer 
authentication with asymmetric encryption, which 
is a major improvement over current cloud data 
security mechanisms. By using a multi-level 
validation procedure, the MLUVM-AC architecture 
guarantees that every user goes through numerous 
tiers of authentication before accessing or storing 
data in the cloud, in contrast to earlier models that 
mainly depend on single-stage authentication or 
symmetric encryption. The shortcomings of 
password-based validation in avoiding unwanted 
access and identity spoofing were pointed out by 
Ge et al. (2021), and this multi-layered solution 
directly tackles those issues. 
 
The use of asymmetric cryptography in both the 
encryption and decryption procedures is another 
key distinction. Key distribution and processing 
overhead were problems with earlier systems that 
used a mix of symmetric and asymmetric methods, 
as the hybrid encryption model put out by Khashan 
et al. (2020). To counter this, the MLUVM-AC 
model uses an enhanced asymmetric key generation 
technique, which improves computing 
performance, reduces key creation time, and 
guarantees safe public-private key management. In 
big cloud settings, where numerous users access 
shared data resources at once, this allows for better 
scalability. 
 
Data mining techniques that protect users' privacy 
have been the subject of prior research, such as that 
of Hong et al. (2021) and Morales-Sandoval et al. 
(2020). These models protected sensitive 
information while it was being computed or shared, 
but they did not have a solid validation mechanism 
to verify users' identities before encryption or 
access. To compensate for this deficiency, the 
MLUVM-AC architecture unifies authentication, 
authorization, and encryption into a single 
framework; this reduces the likelihood of insider 
abuse and illegal data tampering. In contrast to 
traditional RSA-based methods (Imam et al., 2021) 
that focused on improving encryption strength, 
MLUVM-AC integrates secure key management, 
optimizes work scheduling, and dynamically 
validates users, all within a single architecture. 
 
From an operational perspective, the suggested 
model not only improves performance across 
important metrics like job scheduling accuracy and 
validation time, but it also shows increased 
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efficiency in encryption and decryption as well as 
overall data security levels. Limitations in real-time 
applicability in cloud-based scenarios were 
generally caused by traditional systems' high 
validation latency and sophisticated encryption 
overhead. The experimental findings of MLUVM-
AC demonstrate that it achieves a balance between 
computing performance and security strength 
through its adaptive authentication layers, which 
decrease validation time without sacrificing 
accuracy. 
 
The proposed model has several benefits, but it also 
has some drawbacks. Encryption time may be 
longer when dealing with very big datasets or high-
frequency transactions since asymmetric 
cryptography has a greater computing cost than 
symmetric techniques. In addition, without 
simplified validation interfaces, end-users may find 
it difficult to navigate systems that require 
numerous authentication layers. The significant 
security gains made, however, more than 
compensate for these downsides. This is especially 
true in healthcare, financial, and government cloud 
systems, all of which require robust authentication 
and data secrecy. 
 
Limitations of the Proposed Model 
 
Data security and user authentication in the cloud 
can be enhanced using the proposed MLUVM-AC 
model, however there are still certain drawbacks 
that need to be solved. The model doesn't test how 
well the system scales to handle heavy user loads or 
massive amounts of data; its main focus is on 
cryptographic validation and multi-level 
authentication. Applications requiring real-time 
processing may struggle to handle the 
computational burden of asymmetric key 
generation and multi-layer encryption. 
Furthermore, in remote or dynamic cloud settings 
that are vulnerable to latency, packet loss, or insider 
attacks, the model's assumptions on trustworthy 
cloud architecture and perfect network 
circumstances could not be applicable. The absence 
of experimental comparison with other 
sophisticated cryptographic methods like hybrid 
symmetric-asymmetric frameworks, attribute-based 
encryption, or homomorphic encryption is another 
disadvantage. Its potential use in commercial cloud 
systems is affected by the study's omission of 
analyses of energy usage and cost implications for 
large-scale deployment. Lastly, in order to evaluate 
adaptability, usability, and interoperability across 
diverse cloud platforms, the present work relies 

solely on simulated validation and does not take 
into account real-world implementation or user 
feedback. 

 
6. CONCLUSION 

The proposed MLUVM-AC is a successful solution 
to the challenge of improving cloud computing data 
security and user authentication. Existing 
symmetric encryption and single-factor 
authentication solutions are not secure enough, 
according to the study, to prevent insider misuse, 
unwanted access, and key leakage. By 
outperforming traditional models like TPDSP-ISS 
in several quantitative metrics, including task 
scheduling accuracy (up 12–15%), user validation 
time (down 20%), key generation rate (up 17%), 
and encryption and decryption accuracy (up over 
10%), the suggested model was clearly the best. 
Further evidence of the model's efficacy in 
bolstering secrecy and integrity in cloud data 
transactions is the roughly 18% improvement in 
data security accuracy level. The results provide 
credence to the main idea that asymmetric 
cryptographic approaches, in conjunction with 
multi-level validation processes, form a multi-
layered security framework that protects cloud 
systems against insider misuse, unauthorized 
access, and data breaches. In addition to improving 
quantitative performance, the proposed approach 
offers qualitative benefits in scalability, 
dependability, and user trust, as demonstrated by 
the hypothesis reflection in the conclusion. 
Combining asymmetric cryptography with multi-
level user validation creates a multi-layered security 
system that makes it more difficult for unauthorized 
parties to gain access, even if a single layer is 
compromised. Modern cloud infrastructures can 
benefit from this hybrid validation-encryption 
mechanism's enhanced performance and resilience, 
as well as its secure, scalable, and efficient 
architecture. To improve performance without 
sacrificing security, future optimization efforts can 
center on lowering the computational overhead of 
asymmetric key operations and introducing hybrid 
cryptographic solutions that combine symmetric 
and asymmetric algorithms. The model's durability 
and usability in next-generation cloud ecosystems 
could be further enhanced by incorporating 
blockchain-based access auditing and cryptographic 
methods that are resistant to quantum computing. 
All things considered, the MLUVM-AC model is a 
huge improvement over previous efforts in the 
pursuit of enterprise- and user-level data security in 
the cloud. It is also more stable and adaptable. 
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