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ABSTRACT

The Internet of Things (IoT) presents significant challenges in maintaining data security, particularly in
ensuring confidentiality while simultaneously detecting anomalies intelligently. Therefore, this study aims to
develop a hybrid model that integrates the RSA algorithm for encryption and decryption with a Convolutional
Neural Network (CNN) as the classification mechanism for IoT data. The research workflow includes RSA
key generation and validation, encryption of IoT image data, decryption with the RSA private key, and
classification using CNN with the log-sum-exp and softmax methods. Simulation results produced outputs
of O1 =—3945.78 with a probability of 0%, O =—-1972.89 with 0%, and Os = 0 with ®100%, confirming that
the input almost certainly falls into the file under attack class and demonstrating the model’s ability to
preserve data confidentiality while achieving very high anomaly detection accuracy. The main contribution
of this research is the development of a comprehensive approach to enhance the reliability of IoT systems
against cybersecurity threats through the integration of RSA, which focuses on data confidentiality, and CNN,
which ensures intelligent anomaly detection, so that the proposed model not only strengthens IoT security
layers but also offers a practical solution that can be implemented to build more robust and adaptive security

systems in the future.
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1. INTRODUCTION

The massive development of the Internet of
Things (IoT) has created significant opportunities
for the digitalization of various sectors, including
industry, transportation, healthcare, and smart
homes. IoT enables real-time communication
among intelligent devices through interconnected
networks, thereby promoting efficiency and
automation. However, the rapid growth of IoT
devices also introduces substantial challenges in
terms of data security. Each connected device has
the potential to serve as an entry point for
cyberattacks, such as sniffing, spoofing, and data
manipulation[1]. Data communication security has
become a crucial aspect that must be ensured,
particularly given the large volume of sensitive
information transmitted within IoT
environments[2][3][4].

Given the critical importance of system
security in strengthening technological
infrastructure, enhancing protection in the fields of
science and technology is essential to foster both the
creative economy and the green economy. Such
efforts are also aligned with ensuring defense and

security at both the system level and in the real
world, in accordance with the national development
agenda outlined in Asta Cita 2, 3, and 4[5].

A classical yet highly relevant approach to
ensuring data security is the use of cryptography.
The Rivest Shamir Adleman (RSA) algorithm is a
widely adopted asymmetric cryptographic method
employed to secure digital communications[6]. RSA
is well recognized for its strength and stability in
preserving both the confidentiality and integrity of
data through its public and private key system[7].
However, in the context of IoT with its inherent
resource constraints, the implementation of RSA
requires optimization to remain efficient and avoid
overburdening devices. Moreover, RSA is not
designed for data classification or attack detection,
thus necessitating integration with other approaches
capable of handling the dynamic nature of IoT data
in real time[8].

0T data are first encrypted using ElGamal
Encryption, with the encryption keys optimized
through Slime Mold Optimization (SMO) to
enhance strength and security. Subsequently, the
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encrypted data are classified using a Hybrid Deep
Learning (CNN-LSTM) model that estimates the
probability of each instance. If P(anomaly|data) >
0.5, the data are categorized as anomalous;
otherwise, they are considered normal. The
experimental results of this study demonstrated
probabilistic performance with a precision of
98.75%, recall of 98.3%, and specificity of
98.5%[9].

To address these limitations, Deep
Learning has emerged as a promising approach.
Models such as Convolutional Neural Networks
(CNNs) have proven effective in classifying and
identifying anomalous patterns within network data
[9][10]. Deep Learning enables systems to learn
complex and unstructured data representations, as
well as to detect attacks that may not be identified
by conventional methods [11][12]. However, Deep
Learning alone does not guarantee cryptographic
data security. Therefore, an integration between
RSA as an encryption system and Deep Learning as
a data classification mechanism is required.

This hybrid approach enables IoT data
filtering that is both secure and intelligent. this study
designs a secure data filtering system within IoT
environments by combining RSA for data protection
and Deep Learning for data classification. In this
system, data is encrypted at the initial stage using
RSA, after which Deep Learning is employed to
analyze and filter malicious or suspicious data
before it reaches the server or cloud. Through this
approach, not only are data security and integrity
enhanced, but classification efficiency is also
improved, thereby making the decision-making
process within IoT systems more responsive and
accurate [9][13][14].

The discussion of this research focuses on
the hybrid integration of RSA and Deep Learning
for data filtering in IoT systems[3][15]. Several
previous studies have developed security systems
based on Al or standalone encryption mechanisms;
however, only a few have combined both into a
single integrated architecture [16].

In previously published research, a
different approach was employed by optimizing the
ElGamal algorithm with Slime Mold Optimization
(SMO) for key generation, followed by an
encryption process and subsequent classification
using a CNN-LSTM]9], with the primary objective
of protecting public data in the Internet of Things
(IoT) environment[9]. In contrast, this research
proposes a design for randomly filtering IoT data
through IP address identification to determine the

image data source, followed by RSA encryption and
subsequent RSA  decryption, and finally
classification using a Convolutional Neural Network
(CNN) to evaluate and enhance the accuracy of
security performance.

The system design integrates RSA for [oT
data encryption and CNN for data classification.
Raw data (such as images, audio, and files) is first
encrypted using RSA and then transmitted to the
server. The CNN subsequently classifies the data as
normal, compromised, or attack-containing. The
system then stores legitimate data, discards
malicious data, or issues alerts accordingly.

The research approach and objectives are as
follows:

1. Focus on IoT Data Security by applying the
RSA algorithm for the encryption and
decryption of IoT image data obtained
randomly through IP addresses to ensure data
confidentiality

2. Anomaly Detection and Classification by
integrating CNN with the log-sum-exp and
softmax methods on encrypted data to
intelligently detect anomalies and enhance
the reliability of IoT systems in addressing
cybersecurity threats.

The primary research problem addressed in
this study is as follows:

1. How can the encryption and decryption
processes of the RSA algorithm secure IoT
image data obtained randomly through IP
addresses

2. How does CNN perform in classifying
encrypted [oT data using the log-sum-exp and
softmax methods, and to what extent is its
accuracy in detecting anomalous data?

3. How can the hybrid integration of RSA and
CNN enhance both security and intelligent
classification to strengthen the reliability of
IoT systems in addressing cybersecurity
threats?

As a hypothesis in this research, the
application of the RSA algorithm for the encryption
and decryption of [oT image data obtained randomly
through IP addresses, together with the integration
of CNN using the log-sum-exp and softmax
methods, is expected to ensure data confidentiality
while intelligently detecting anomalies, thereby
enhancing the reliability of IoT systems in
addressing cybersecurity threats.
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2. METHODS AND MATERIAL

The following literature review is
presented as a theoretical foundation supporting the
implementation of this research :

This research emphasizes that the hybrid
approach can strengthen communication security
while improving the reliability of data classification
in IoT environments. The SMOEGE-HDL model
applies the slime mold optimization algorithm to
generate optimal encryption keys and employs the
Nadam optimizer to enhance classification
performance. Experimental results demonstrate
superior performance compared to other methods,
achieving accuracy, precision, recall, specificity,
and F1-score above 98%[17].

This research develops an IoT intrusion
detection model based on deep learning by utilizing
BiLSTM and GRU architectures optimized with the
JAYA algorithm. The model was tested on the loT-
23 and MQTTset datasets, achieving very high
accuracy of up to 99.88% with a remarkably low
false alarm rate (<1%). Experimental results indicate
that JAYA-BiILSTMIDS outperforms JAYA-
GRUIDS and other IDS methods, thereby
confirming the effectiveness of optimized deep
learning approaches in enhancing IoT network
security[ 18].

2.1 Internet of Things (IoT)

The Internet of Things (IoT) is a modern
technological paradigm that connects various
physical devices through the Internet to
communicate and exchange data automatically. IoT
enables system automation, operational efficiency,
and supports real-time data-driven decision-
making[19].

2.2 Definition and Characteristics of IoT

The Internet of Things (IoT) is a modern paradigm
in information technology that connects physical
devices such as sensors, actuators, vehicles, and
household appliances into digital networks for
automatic data exchange. IoT enables real-world
objects to become digital entities capable of
interacting in real time without direct human
involvement [3][19][20]. In the past five years, the
development of IoT has accelerated with the
increasing integration of sensors and artificial
intelligence into distributed systems that require
high efficiency and adaptive responsiveness
[21][22].

Several studies define loT as a dynamic network-
based system capable of connecting various physical
and virtual entities through standard communication
protocols, enabling large-scale data acquisition,

processing, and exchange [19][23]. IoT is now
widely applied across various domains such as
industry (Industrial IoT), healthcare (e-Health),
smart agriculture, transportation, and smart homes.
The main characteristics of [oT are as follows
1. Real-Time Connectivity
One of the fundamental characteristics of [oT
is its ability to collect and transmit data in
real time. This capability allows systems to
respond directly and automatically to
environmental changes[24].
2. Ubiquity and Scalability
IoT supports the connection of billions of
devices within widely distributed networks.
Its presence is ubiquitous, and the system is
designed with high scalability, enabling
adaptation to diverse user scenarios.
3. Heterogeneity and Interoperability
IoT devices originate from various vendors
and employ diverse communication
protocols. Therefore, ensuring
interoperability among devices has become a

critical  challenge in IoT  system
development.[19][25].

4. Reliability and Energy Efficiency
System reliability, particularly in

maintaining uninterrupted communication,
and energy efficiency are crucial
characteristics, considering that many IoT
devices operate on limited battery power.
5. Security and Privacy
IoT is often used to process sensitive data
(e.g., health or location information);
therefore, secure communication (such as
encryption) and data privacy protection
constitute critical issues that cannot be
overlooked[23][25].
The effective integration of these five layers and
components is essential for establishing [oT systems
that are reliable, secure, and resilient, particularly in
the context of data security examined in this
study.[19][23][24].

2.3 RSA Algorithm

Introduced in 1977 by Ron Rivest, Adi Shamir, and
Leonard Adleman, RSA leverages the mathematical
principle of factoring large prime numbers to
generate a pair of keys: a public key for encryption
and a private key for decryption. RSA is highly
relevant for Internet of Things (IoT)-based systems
that require secure key exchange schemes without
the need to share secret keys directly[26].

The main advantage of RSA lies in its ability to
perform encryption and decryption using two
different keys: the public key and the private key.
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The security of RSA systems is grounded in the
computational complexity of factoring large prime
numbers, which is still considered infeasible to solve
within a reasonable time wusing conventional
computing methods[26].
The fundamental principle of RSA lies in modular
arithmetic and number theory. In this system, each
entity (e.g., a user or an [oT device) possesses a pair
of keys: a public key for encryption and a private
key for decryption. The key generation process is
carried out as follows:

1. Select two large prime numbers p x q

2. Calculate the value n = p X q, which will

be used as the modulus for encryption and

decryption.
3. alculate the function totien Euler ¢p(n) =
r-D@-1

4. Select an integer e as the public exponent,
subject to the following conditions 1 <
e < ¢(n) dan gcd(e,p(n)) = 1.
5. Calculate the private exponent d such that
¢(n):d = e™1 mod p(n).
Thus, the public key is represented by the pair (e, n),
while the private key is represented by (d, n). The
data (plaintext) to be encrypted by the sender will be
computed using the following formula:

C = M"emodn (D
On the receiver’s side, the data is decrypted using :
M = C"d mod n 2)

RSA enables secure communication without the
need to directly share a secret key. This is
particularly crucial in open networks such as the
Internet and IoT systems, which consist of numerous
distributed nodes with public connectivity.
Although RSA provides a high level of security, its
strength largely depends on the size of the prime
numbers employed. Current standards recommend
using keys of at least 2048 bits to ensure protection
against brute-force and quantum factorization
attacks. In IoT systems, the RSA mechanism is often
applied during the initial phase of communication
for symmetric key exchange. Once the key exchange
is successfully completed, subsequent data
communication is carried out using more
lightweight algorithms, such as AES, to enhance
efficiency[27][28].

2.4 Deep Learning

Deep Learning is a subfield of machine learning that
employs multilayered artificial neural networks
(deep neural networks) to extract features, capture
complex patterns, and generate predictions from
large and unstructured datasets. In the era of big data
and IoT systems that continuously produce data,
Deep Learning has become a highly relevant

4~

approach for classification, anomaly detection, and
data-driven cybersecurity[29][30]. Deep learning
(DL) models are increasingly applied to extract
lexical and stylistic patterns from URL sequences,

minimizing manual feature design  while
strengthening  resilience  against  adversarial
techniques such as nested subdomains and
obfuscated paths[31].

2.5 Convolutional Neural Network (CNN)
Convolutional Neural Network (CNN) is a deep
learning architecture specifically designed to
process spatial data, particularly two-dimensional
images, and has become a fundamental framework
in various computer vision applications. CNNs are
inspired by the visual processes in the human visual
cortex, which respond to localized stimuli within the
visual field. Unlike conventional Artificial Neural
Networks (ANNs), CNNs incorporate mechanisms
such as local receptive fields, parameter sharing, and
subsampling, making them highly efficient in
recognizing spatial patterns[29][17]. The schematic
architecture of a Convolutional Neural Network
(CNN) is illustrated in the figure below:

Full Connected

Convolution

Pooling
N Ouput Layer

Input Citra

Q000000

Figure 1. CNN Architecture
The predictive model is constructed using a
Convolutional Neural Network (CNN) algorithm,
which consists of one-dimensional convolutional
layers, Max Pooling layers, and Dense (fully
connected) layers [32][33].

The flowchart used in this study comprises several
stages, starting from problem identification to the
final output obtained[34]. The design can be seen in
the flowchart below:
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Literature Review
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Detection Data Simulation
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RSA Key Generation

RSA Encryption

!

RSA Decryption

!

CNN Classification

v

Integration Of Data Filtering With Hybrid RSA Deep Learning Algorithm For
IoT Data Security And Classification

Figure 2: Research Flow Chart
the detailed explanation in the image above is as
follows:

1. Literature Review
Examines theories, methods, and prior
studies relevant to IoT security, RSA
encryption, and the application of CNN for
anomaly detection.

2. Detection Data Simulation
Constructs loT datasets (e.g., images or
network logs) obtained randomly through IP
addresses to be used as detection simulation
data.

3. RSA Key Generation
Generates RSA public and private key pairs
to be utilized in the encryption and
decryption processes.

4. RSA Key Validation
Validates the RSA keys to ensure the
integrity and correspondence between the
public and private keys. If validation fails,
the process returns to key generation.

5. RSA Encryption
Encrypts IoT data using the RSA public key
to maintain confidentiality and security
during transmission.

6. RSA Decryption
Decrypts the encrypted data using the RSA
private key, enabling the data to be further
processed.

7. CNN Classification

Processes the decrypted data with a
Convolutional Neural Network (CNN)
enhanced with the log-sum-exp and softmax
methods to detect both normal and
anomalous patterns.

8. Integration of Data Filtering with Hybrid
RSA Deep Learning Algorithm for IoT Data
Security and Classification
The final stage integrates data filtering, RSA
encryption, and CNN classification into a
hybrid model to enhance IoT data security
and enable intelligent anomaly detection.

3. RESULTS AND DISCUSSION

3.1 Model Architecture Design

In this research, the model is designed to illustrate
the interrelation between the detected objects, the
RSA algorithm, and the CNN model used for data
classification. The research model architecture is
constructed to conceptually represent the
relationship among the key components that will be
employed in the research process. This architecture
serves as a blueprint that outlines how data are
acquired, processed, secured, and analyzed to
produce outputs aligned with the research
objectives. The design of this model is developed
based on theoretical foundations, prior studies, and
the characteristics of the problem being addressed.
The proposed model architecture can be seen in the
figure below:
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RSA Algorithm Process
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H

Convolution

Pooling

Find the value of d,
where
d=demodn=1

Public Key = (¢, n)
Private Key =d,n)
Input/Generation
(Random Message)

Inpat Public Key
RSA (e,n)
Encryption Process
(e-memodn)
Hidden Message
(CipherPain)

Tnput the hidden message
(cipherplain) and the RSA
prvate key (d, )

Decrypton Process
(p~'dmadn)
Original Message

Figure 3. System Model for Filtering

[0, 0.1), (1))

[Uncerain, Almost Cetain, and Cetinly Under
Attack]

Data with RSA Algorithm and CNN Model In the
model above, the system workflow for data filtering
from the Internet is illustrated. The process begins
with packet capture, followed by IP filtering, data
storage, encryption using the RSA algorithm, and
concludes with classification using the CNN model
for automatic analysis or object identification. The
following section presents a simulation of object
detection through an access point in a computer
network

IP Address
Data Filtering

b ) )

Objects Detected
Through IP
Address on the
Internet

(192.168.30.11)

(192.168.30.11)
Figure 3. Simulation of Objects Detected with IP Addres
The figure above illustrates the workflow of public
data filtering based on an IP Address. The process
begins with a collection of public data containing

various visual contents and information accessed
through the Internet. The system then performs data
filtering by utilizing a specific IP Address, in this
example 192.168.30.11, to identify relevant data
packets. The data corresponding to the specified IP
Address are forwarded through a router or access
point for further processing. The filtering results
display the objects detected according to the IP
Address, ensuring that only relevant information is
retrieved. This process helps guarantee that the
received data are more targeted, efficient, and
aligned with analytical needs. The following is an
example of the extraction or conversion of a detected
image into a 6 x 6 pixel matrix, which will be used
as a simulation for computational analysis. This
simulation applies the RSA algorithm in the
encryption process and the CNN algorithm in the
deep learning process for data classification, as
presented in the table below:

Table 1. Pixel Extraction Matrix of the Detected Image

Data
0 1 2 3 4 5
R=14 R=15 R=15 R=17 R=19
0| 2, 3, 9, 0, 1, R=186
G=18 G=19 G=19 G=20 G=21 s
8, 5, 8, 5, 9, G=216
B=22 B=22 B=22 B=22 B=23 S
0 4 5 9 6 B=235
1| R=15 R=15 R=17 R=19 R=18
1, 7, 3, 1, 2, R=182
G=19 G=19 G=20 G=21 G=21 s
4, 7, 6, 9, 3, G=214
B=22 B=22 B=23 B=23 B=23 S
4 5 0 7 4 B=235
2 | R=15 R=17 R=18 R=18 R=17
7, 1, 8, 1, 8, R=184
G=19 G=20 G=21 G=21 G=21 s
7, 5, 7, 3, 1, G=215
B=22 B=23 B=23 B=23 B=23 S
5 0 6 5 4 B=236
3 | R=17 R=18 R=18 R=17 R=18
1, 6, 2, 4, 2, R=190
G=20 G=21 G=21 G=20 G=21 s
5, 5, 3, 8, 4, G=220
B=23 B=23 B=23 B=23 B=23 S
0 6 6 3 6 B=237
4 | R=18 R=17 R=17 R=18 R=18
4, 6, 2, 0, 7, R=196
G=21 G=20 G=20 G=21 G=21 s
4, 9, 7, 3, 8, G=223
B=23 B=23 B=23 B=23 B=23 S
6 4 2 5 7 B=239
5 | R=17 R=17 R=17 R=18 R=19
2, 0, 5, 4, 3, R=206
G=20 G=20 G=21 G=21 G=22 s
7, 6, 0, 6, 1, G=229
B=23 B=23 B=23 B=23 B=23 S
2 4 7 8 B=243

Subsequently, the detected and converted object will
undergo encryption and decryption using the RSA
algorithm
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3.2 RSA Algorithm
Given the keys P and Q in the RSA algorithm, they
can be seen as follows:
Step 1: Selection of Prime Numbers

p =61
q =53
Step 2: Calculating the Modulus (n)

Compute the value of the modulus 7 as the product
of pand g:
n=p X q = 61x 53=3233
Step  3:  Calculating the  Totient (o)
Compute the value of the totient ¢(n):
pm)=@P-1Dx(@-1)
=(61 —-1)x(53-1)
= 60 x52=13120
Step 4: Selecting the Public Exponent (e)
Select a value for the public exponent e that is
relatively prime to ¢(n).
Select e such that:
o 1<e<o¢pn)
o gcd(e,p(n)) =1
For example, let e=17.
Because 17 and 3120 are relatively prime
(ged=1)
Step 5: Calculating the Private Exponent (d)
Compute the value of the private exponent d using
the Extended Euclidean Algorithm such thate - d =
1 modg¢(n)
17 -d = 1 mod 3120
Or,
d= d.emodg(n) =1
d=d17mod 3120 =1
2753.17 mod 3120 = 1
= 46.801 mod 3120 = 1
Thus, the value of d is obtained as 2753.
Using the Extended Euclidean Algorithm, we
obtain:
d = 2753

Red =153 mod 3233 =2727
Green = 1957 mod 3233 =205
Blue = 224" mod 3233 = 2101
pixel (0,2)

Red =159 mod 3233=3180
Green = 198'7 mod 3233 = 896
Blue =225'7 mod 3233 = 2008
pixel (0,3)

Red = 170" mod 3233 = 2637
Green =205'7 mod 3233 = 1765
Blue =229 mod 3233 = 1544
pixel (0,4)

Red =191 mod 3233= 455
Green =219'7 mod 3233 = 1998
Blue =236'” mod 3233 =155
pixel (0,5)

Red = 186!" mod 3233 = 601
Green =216'" mod 3233 = 2341
Blue =235 mod 3233 =712
pixel (1,0)

Red = 151" mod 3233 = 2888
Green = 194" mod 3233 = 1292
Blue =224 mod 3233 =2101
pixel (1,1)

Red = 157" mod 3233= 1958
Green = 1977 mod 3233 =414
Blue = 225" mod 3233 =2008
pixel (1,2)

Red =173 mod 3233 =429
Green =206'" mod 3233 =24
Blue =230'" mod 3233 = 1782
pixel (1,3)

Red =191 mod 3233= 455
Green =219 mod 3233 = 1998
Blue =237'7 mod 3233 = 1840
pixel (1,4)

Red = 182" mod 3233 =182
Green =213'" mod 3233 = 1909
Blue = 234! mod 3233 =1710

The public and private key pair, with the given values, isﬁﬁ(el (1,5)

follows:
Public Key : (e.n) = (17,3233).
Private Key: (d.n) = (2753,3233)
3.2.1 Encryption Process the RSA
Algorithm
The following presents the encryption calculation
using the combined algorithm:
RSA Algorithm Encryption Formula:
[C = M"emod n]

Using

pixel (0,0)

Red = 142" mod 3233= 1742
Green = 188'7 mod 3233 = 3025
Blue = 220" mod 3233 = 557
pixel (0,1)

Red = 182! mod 3233=182
Green = 214" mod 3233 = 2971
Blue =235'7 mod 3233 =712
pixel (2,0)

Red = 157" mod 3233 = 1958
Green = 1977 mod 3233 =414
Blue =225 mod 3233 = 2008
pixel (2,1)

Red =171 mod 3233= 405
Green =205'7 mod 3233 = 1765
Blue =230'7 mod 3233 = 1782
pixel (2,3)

Red = 181! mod 3233= 2823
Green =213 mod 3233 = 1909
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Blue = 235! mod 3233 =712

pixel (2,4)

Red = 178 mod 3233 = 2099

Green = 211" mod 3233 =953

Blue = 234!" mod 3233 = 1710

pixel (2,5)

Red = 184! mod 3233=3112

Green = 201'7 mod 3233 =331

Blue = 236!7 mod 3233 = 155

Subsequently, the encryption process is carried out
up to pixel 6, starting from (pixel 5.0) and
continuing through (pixel 5.5):

pixel (5,0)

Red = 172" mod 3233 = 2856

Green = 207" mod 3233 = 1578

Blue = 232! mod 3233 = 161

pixel (5,1)

Red = 170" mod 3233= 2637

Green = 206'7 mod 3233 =24

Blue = 232! mod 3233 =161

pixel (5,2)

Red = 175" mod 3233 =399

Green = 210" mod 3233 =2382

Blue = 234!" mod 3233 =1710

pixel (5,3)

Red = 184! mod 3233= 3112

Green = 2167 mod 3233 =2341

Blue = 237! mod 3233 = 1840

pixel (5,4)

Red = 193" mod 3233 = 2194

Green = 221" mod 3233 = 647

Blue = 238!" mod 3233 = 2897

pixel (5,5)

Red = 206'" mod 3233= 24

Green = 229" mod 3233 = 1544

Blue = 243! mod 3233 =304

The entire 6 x 6 pixel matrix has been encrypted
using the RSA algorithm, thereby producing the
cipher image shown below:

Table 2. Encrypted Cipher Image Matrix

0 1 2 3 4 5
R=17 | R=27 | R=31 R=26 | R=45 | R=60
0| 42, 217, 80, 37, S, 1,
G=30 | G=20 | G=89 | G=17 | G=19 | G=23
25, 5, 6, 65, 98, 41,
B=55 B=21 B=20 | B=15 | B=15 | B=71
7 01 08 44 5 2
1| R=28 | R=19 R=45 | R=18 | R=18
88, 58, R=42 S, 2, 2,
G=12 | G=41 9, G=19 | G=19 | G=29
92, 4, G=24, | 98, 09, 71,
B=21 B=20 | B=17 | B=18 | B=17 | B=71
01 08 82 40 10 2
2| R=19 | R=40 | R=30 | R=28 | R=20 | R=3l
58, s, 25, 23, 99, 12,
G=41 G=17 | G=21 G=19 | G=95 | G=33
4, 65, 32, 09, 3, 1,

B=20 | B=17 B=15 B=71 B=17 | B=15
08 82 5 2 10 5

3| R=40 | R=60 | R=18 R=10 | R=18 R=15
s, 1, 2, 17, 2, 76,
G=17 | G=29 | G=19 | G=30 | G=29 | G=55
65, 07, 09, 65, 71, 7,
B=17 B=15 B=15 B=14 | B=15 B=18
82 5 5 53 5 40

4 | R=31 R=28 R=28 R=29 | R=22
12, 16, 56, 37, 41, R=23
G=29 | G=90 | G=15 G=19 | G=22 | 04,
71, 9, 78, 09, 02, G=93,
B=15 B=17 B=16 | B=71 B=18 B=11
5 10 1 2 40 84

5| R=28 R=39 R=31 R=21
56, R=26 | 9, 12, 94, R=24,
G=15 | 37, G=23 G=23 G=64 | G=15
78, G=24, | 82, 41, 7, 44,
B=16 | B=16 | B=17 B=18 B=28 B=30
1 1 10 40 91 4

The table above presents the data results that have
been encrypted using the RSA algorithm.

3.2.2 RSA Decryption Process

The decryption process is presented below as
follows:

RSA Algorithm Decryption Formula:
[P = C"dmod n|

pixel (0,0)

Red = 1742 273 mod 3233 = 142

Green = 3025273 mod 3233 = 188

Blue = 557273 mod 3233 =220

pixel (0,1)

Red = 272733 mod 3233 =153

Green = 205%7°* mod 3233 = 195

Blue = 2101?73 mod 3233 =224

pixel (0,2)

Red = 3.180 2733 mod 3233 = 159

Green = 896 273 mod 3233 = 198

Blue = 2008 27> mod 3233 = 225

pixel (0,3)

Red = 2637 ?’** mod 3233 = 170

Green = 1765 27 mod 3233 = 205

Blue = 1544 273 mod 3233 =229

pixel (0,4)

Red =455 273 mod 3233 = 191

Green 1998 273 mod 3233 = 219

Blue = 155 ?** mod 3233 = 236

pixel (0,5)

Red = 601?73 mod 3233 = 186

Green = 2341 ?*mod 3233 =216

Blue = 712 ?*3 mod 3233 = 235

pixel (1,0)

Red = 2888 23 mod 3233 = 151

Green = 1292 273 mod 3233 = 194

Blue = 2101 #5* mod 3233 = 224

pixel (1,1)

Red = 1958 ?°* mod 3233 = 157

Green = 414 273 mod 3233 = 197
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Blue = 2008 275> mod 3233 =225
pixel (1,2)

Red =429 7> mod 3233 =173
Green = 24 2733 mod 3233 = 206
Blue = 1782 233 mod 3233= 230
pixel (1,3)

Red =455 27 mod 3233 =191
Green = 1998273 mod 3233 =219
Blue = 1840 275> mod 3233 =237
pixel (1,4)

Red = 182 27> mod 3233 =182
Green = 1909 273 mod 3233 =213
Blue = 1710 27> mod 3233=234
pixel (1,5)

Red = 182 ?’** mod 3233 =182
Green = 29717 mod 3233 =214
Blue = 712 27> mod 3233 =235
pixel (2,0)

Red = 195873 mod 3233 =157
Green = 4147’3 mod 3233 =197
Blue = 2008273 mod 3233 =225
pixel (2,1)

Red = 4052753 mod 3233=171
Green = 1765%7>* mod 3233 =205
Blue = 1782?73 mod 3233 = 230
pixel (2,2)

Red = 3025?73 mod 3233 =188
Green = 213225 mod 3233 =217
Blue = 155275 mod 3233 =236
pixel (2,3)

Red = 1017%7** mod 3233=181
Green = 30652 mod 3233 =213
Blue = 1453%73 mod 3233 =235
pixel (2,4)

Red = 2099?73 mod 3233 =178
Green = 95327 mod 3233 =211
Blue = 1710?73 mod 3233 =234
pixel (2,5)

Red =3112%"*3 mod 3233=184
Green = 3317’3 mod 3233 =215
Blue = 155?733 mod 3233 =236
Subsequently, the decryption process is carried out
up to pixel 6, starting from (pixel 5.0) and
continuing through (pixel 5.5).
pixel (5,0)

Red = 2856%7% mod 3233 =172
Green = 1578773 mod 3233 =207
Blue = 16123 mod 3233 =232
pixel (5,1)

Red =2637%*3 mod 3233=170
Green = 247> mod 3233 =206
Blue = 161?73 mod 3233 =232
pixel (5,2)

Red = 399?75 mod 3233 =175

Green = 2382?73 mod 3233 =210

Blue = 1710%"3 mod 3233 = 234

pixel (5,3

Red = 3112?73 mod 3233=184)

Green = 2341?2753 mod 3233 =216

Blue = 1840?"> mod 3233 = 237

pixel (5,4)

Red = 2194?73 mod 3233 =193

Green = 647773 mod 3233 =221

Blue = 2897%"* mod 3233 =238

pixel (5,5)

Red = 24?73 mod 3233=206

Green = 1544?73 mod 3233 =229

Blue = 304?"> mod 3233 =243

The entire cipher image, after being processed
through RSA  decryption, is successfully
reconstructed into the original image as shown
below:

Table 3. Matrix of Decrypted Cipher Image Pixels
Restored to the Original Image in the Detected Data

0 1 2 3 4 5

R=14 | R=I15 R=15 | R=17 | R=19 | R=18

0|2 3, 9, 0, 1, 6,
G=18 | G=19 | G=19 | G=20 | G=21 | G=21
8, 5, 8, S, 9, 6,
B=22 | B=22 | B=22 | B=22 | B=23 | B=23
0 4 5 9 6 5

1| R=15 | R=15 R=17 | R=19 | R=18 | R=18
1, 7, 3, 1, 2, 2,
G=19 | G=19 | G=20 | G=21 G=21 | G=21
4, 7, 6, 9, 3, 4,
B=22 | B=22 | B=23 | B=23 | B=23 | B=23
4 5 0 7 4 5

2 | R=15 | R=17 | R=18 | R=18 | R=17 | R=18
7, 1, 8, 1, 8, 4,
G=19 | G=20 | G=21 G=21 G=21 | G=21
7, 5, 7, 3, 1, 5,
B=22 | B=23 B=23 | B=23 | B=23 | B=23
5 0 6 5 4 6

3| R=17 | R=18 | R=18 | R=17 | R=18 | R=19
1, 6, 2, 4, 2, 0,
G=20 | G=21 G=21 G=20 | G=21 | G=22
S, 5, 3, 8, 4, 0,
B=23 | B=23 B=23 | B=23 | B=23 | B=23
0 6 6 3 6 7

4 | R=18 | R=17 | R=17 | R=18 | R=18 | R=19
4, 6, 2, 0, 7, 6,
G=21 | G=20 | G=20 | G=21 G=21 | G=22
4, 9, 7, 3, 8, 3,
B=23 | B=23 B=23 | B=23 | B=23 | B=23
6 4 2 5 7 9

5| R=17 | R=17 | R=17 | R=18 | R=19 | R=20
2, 0, 5 4, 3, 6,
G=20 | G=20 | G=21 G=21 G=22 | G=22
7, 6, 0, 6, 1, 9,
B=23 | B=23 B=23 | B=23 | B=23 | B=24
2 2 7 8 3

The subsequent step involves applying the
Convolutional Layer in the CNN. This is intended to
simplify the explanation and presentation of the
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computational procedures within the convolution 883 1210 | 1266 1298 671

layer

In the convolution process, a filter is applied to the
image matrix. The pixel data from the three
channels, namely red, green, and blue, are
independently extracted, and zero-padding is added
to preserve the spatial dimensions during the
convolution operation.

Table 4. RGB Pixel Values of the Dataset from Image
Detection on the Internet

Red Pixel

0 1 2 3 4
0 | R=142 R=153 R=159 R=170 R=191
1 | R=151 R=157 R=173 R=191 R=182
2 | R=157 R=171 R=188 R=181 R=178
3 | R=171 R=186 R=182 R=174 R=182
4 | R=184 R=176 R=172 R=180 R=187

Green Pixel

0 1 2 3 4
0 | G=188 G=195 G=198 G=205 G=219
1| G=1%4 G=197 G=206 G=219 G=213
2 | G=197 G=205 G=217 G=213 G=211
3 | G=205 G=215 G=213 G=208 G=214
4 | G=214 G=209 G=207 G=213 G=218

Blue Pixel

0 1 2 3 4
0 | B=220 B=224 B=225 B=229 B=236
1 | B=224 B=225 B=230 B=237 B=234
2 | B=225 B=230 B=236 B=235 B=234
3 | B=230 B=236 B=236 B=233 B=236
4 | B=236 B=234 B=232 B=235 B=237

In this experiment, a 3 x 3 kernel is employed, with
the values shown in table 4 below.

Table 5 . The 3 x3 Convolution Kernel

1 0 -1
-1 1 0
0 1 1

The next step is to perform the computation in each
channel by multiplying it with the 3x3 kernel shown
in tabel 5. This process is iteratively conducted by
shifting the kernel with a stride of 1 across each pixel
(red, green, and blue) within the Convolution Layer,
thereby obtaining the overall computation with the
resulting values as follows:

Table 6. Results of Convolution Layer Calculations on
Red, Green, and Blue Channels
Result = Red + Green + Blue

1182 1225 1421 1385 1209
1243 1255 1370 1445 1243
1253 1199 1210 1272 1288
-3 -40 14 16 629
Following the convolution layer computations on
the red, green, and blue pixels, the subsequent step
involves applying the Rectified Linear Unit (ReLU)
activation function. In this process, all negative
valuesare converted to zero, resulting in the
convolutional output shown in table 7:

Table 7. Output of Convolutional Layer after ReLU
Transformation

883 1210 1266 1298 671
1182 1225 1421 1385 1209
1243 1255 1370 1445 1243
1253 1199 1210 1272 1288
-3 -40 14 16 629
F(z) = max (0,3)
883 1210 1266 1298 671
1182 1225 1421 1385 1209
1243 1255 1370 1445 1243
1253 1199 1210 1272 1288
0 0 14 16 629
This process is iteratively performed on all images
using 10 different filters, resulting in multiple
feature maps as the output of the convolution stage.
tabel 7 illustrates an example output of one such
feature map. Subsequently to apply the Pooling
Layer.

Table 8. Convolutional Layer after ReLU
Transformation
883 1210 1266 1298 671
1182 1225 1421 1385 1209
1243 1255 1370 1445 1243
1253 1199 1210 1272 1288
0 0 14 16 629
From the results shown in table 8, the output of the
convolution stage is used as the input for the pooling
layer. In this stage, max pooling is applied with a
kernel size of 2 x 2 and a stride of 2, based on the
convolution output of 6 x 6 x 10. The illustration of
the max pooling process is presented in Figure 9
below:

e ——
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883 1210 | 1266 | 1298 671
1182 | 1225 | 1421 [ 1385 1209

2 1370

1243 | 1255 | 1370 | 1445 | 1243
1253 | 1190 | 1210 | 1272 | 1288

0 0 14 | 16 629
883 | 1210 | 1266 | 1298 | 671
1182 | 1225 | 1421 | 1385 | 1209
1243 | 1255 | 1370 | 1445 | 1243 [ ]
1253 | 1190 | 1210 | 1272 | 1288

0 0 14 16 629
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1243 | 1255 | 1370 | 1445 [ 1243 [ [ 620 |
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0 | o | 1] 16 ] 69

Figure 9. lllustration of the Max Pooling Process

From the above results, the next step is the Flatten
Layer, which serves to transform the matrix into a
one-dimensional vector/matrix. From the dropout
layer output of size 6 x 6 x 10, a new vector
representation is obtained. An illustrative depiction
of this process is shown in Figure 9.

1225
1253
1225 1385 1445
1253 1370 1385
1445 629 1370
629

Figure 10. Illustration of Flatten Layer Computation

The next step is the process of the Fully Connected
Layer. The output from the Flatten Layer, which is
a one-dimensional vector, serves as the input to the
Fully Connected Layer, resulting in three output
layers. The following presents the computation
results of the output layer with the predetermined
weights.

The weights have been predetermined by the authors
from the Hidden Layer to the Output.

The predefined weights from H to O are presented
as follows:

X0 = [0.1]
X0 = [0.2]
X30 = [03]

1. Calculate the Output 0,
0, = (H;.X10) + (Ha.X20) + (Hs.X30) +
(H4-X40) + (Hs.Xs0) + (He-Xe0)
= (3288.15x0.1) + (5480.25x0.1) +
(2192.10x0.1) + (4384.20x0.1) +
(1096.05x0.1) + (3288.15x0.1)
0, = (328.815) + (548.025) + (219.21)
+ (438.42) + (109.605)
+ (328.815) = 1972.89
The obtained result 04 : 1972.89

0, == (3288.15x0.2) +
(5480.25x0.2) + (2192.10x0.2) +
(4384.20x0.2) +(1096.05x0.2) +
(3288.15x0.2)

0, = (657.63) + (1096.05) + (438.42)
+ (876.84) + (219.21)
+ (657.63) = 3945.78
The obtained result 0,: 3945.78

0; = (3288.15x0.3) + (5480.25x0.3) +
(2192.10x0.3) + (4384.20x0.3) +
(1096.05x0.3) + (3288.15x0.3)
0; = (986.445) + (1644.075) + (657.63)
+ (1315.26) + (328.815)
+ (986.445) = 5918.67
The obtained result : 5918.67

To conclude the output results above, the log-
sum-exp method can be applied by subtracting all
output values from the largest output value, as
illustrated in the following simulation:

1. First Output
0Y = 1972.89 — 5918.67 = —3945.78

- exp(OlI) ~ 0(very small, practically zero)

2. Second Output
0, = 3945.78 — 5918.67 = —1972.89
- exp(0;)
~ 0 (very small, practically zero)

3. Third Output
03’ =0 - exp(0;) =1

Based on the softmax function results
of the output values Oi, Oz, and Os, it was
obtained that class Os has a classification
probability of approximately 1, while O: and O:
are lower and also indicate the occurrence of an
attack. This demonstrates that the CNN-based
classification system successfully identifies the
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key features accurately and consistently, with a
high level of confidence in the detected target
class. The model concludes that the input most
certainly belongs to class Os, with an almost
100% probability, thereby strongly confirming
that the input corresponds to the 'file under
attack' class.

This research still faces challenges in
RSA performance for large data, limited
datasets, and real-time intrusion detection in
dynamic IoT environments. RSA and CNN
integration may cause computational
bottlenecks. Future research includes algorithm
optimization for constrained devices, edge or fog
computing systems, lightweight cryptography or
blockchain integration, explainable Al adoption,
and strengthening resilience against new threats
including zero-day attacks.

4. CONCLUSION

This research successfully designed and
implemented the integration of the RSA algorithm
and Convolutional Neural Network (CNN) as a
hybrid approach for intelligent data filtering in the
Internet of Things (IoT) environment. The
simulation results indicate that:

1. The system designed using the RSA encryption
algorithm is capable of securing image data
obtained randomly from the Internet of Things
(IoT), where the filtered or detected data can be
identified through random IP addresses.
However, for large-capacity images, the
encryption process still requires a considerable
amount of time.

2. In this research, [oT data were secured using
RSA encryption and classified with CNN. The
simulation produced output 0;=—3945.78,
0,=—1972.89 and Os= 0, applying the log-
sum-exp and softmax methods yielded
classification probabilities of 0% for O, 0%
for Oz, and =100% for Os, confirming CNN’s
high accuracy in detecting data and assigning
the input almost certainly to class Os (file under
attack).

3. The Hybrid RSA whit CNN integration
exhibits advantages in both security
(confidentiality) and classification (intelligent
detection) simultaneously, thereby enhancing
the reliability of IoT systems in addressing
cybersecurity threats.

5. SUGGESTIONS

The suggestions in this study are as follows:

1. RSA performance optimization is necessary
because encrypting large capacity images

requires a long processing time and future
research can focus on enhancing the algorithm
through parallel processing techniques.

2. Future research is recommended to use larger
and more diverse datasets to evaluate the
consistency of accuracy, as well as to develop
real-time attack detection systems in dynamic
IoT environments by integrating additional
security algorithms such as intrusion detection
systems (IDS).

3. Future research is recommended to optimize
the performance of the RSA and CNN hybrid
algorithm for greater efficiency on resource
constrained IoT devices, extend the system
implementation for real-time attack detection,
and evaluate its reliability under more complex
cybersecurity threat scenarios using larger and
more diverse datasets.
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