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ABSTRACT 
 

Wireless Sensor Networks (WSNs) have emerged as a transformative technology that enables real-time 
data acquisition and communication across sectors such as healthcare, environmental monitoring, and smart 
transportation. WSNs have achieved notable progress in micro-electro-mechanical systems, low-power 
communication, and digital electronics, yet remain burdened by two ongoing issues: data privacy 
preservation and resource optimization for data transmission. The proposed research establishes a unified 
framework that combines Homomorphic Encryption (HE) with Federated Learning (FL) and Q-learning-
based Reinforcement Learning (RL) to overcome existing challenges. The methodology is organized into 
three layers that support encrypted data acquisition, distributed model development, and optimized 
intelligent network routing. The Homomorphic Encryption system provides strong protection for encrypted 
sensor data, and the Federated Learning method prevents the transmission of raw information during model 
training. Through Q-Learning, the system achieves energy-efficient routing by dynamically adjusting paths 
based on network conditions. In addition to performance monitoring, the system provides real-time 
feedback loops that adaptively control encryption and routing parameters. The experimental tests conducted 
with NS-3 simulations and benchmark datasets showed that the HE-FL framework achieved a 0% success 
rate in data reconstruction under adversarial attacks, while maintaining acceptable model accuracy. Q-
Learning-based routing improved network lifetime by 27% over LEACH, while delivering packets at 
98.2%. The system operated with high computational efficiency using limited resources from 
microcontrollers. This research develops an extended, secure, and efficient WSN architecture that meets 
real-time requirements in healthcare and transportation networks. Edge intelligence benefits from this work 
because it integrates privacy-protecting algorithms and self-operating routing methods, overcoming 
standard WSN limitations. This framework demonstrates potential for general use in extensive security-
critical sensor-based systems that need reliable information protection. 

Keywords: Homomorphic Encryption, Federated Learning, Q-Learning, WSNs, Privacy Preservation, 
Energy Efficiency 

 
1. INTRODUCTION  

   Wireless Sensor Networks (WSNs) represent a 
revolutionary technology that enables data 
acquisition and transmission among healthcare 
services and environmental monitoring, along with 
industrial automation and transportation systems 
(Chaudhary and Waoo, 2023). This network 
architecture contains independent monitoring 
sensors deployed across physical space, which work 

together to share and gather data through the system 
to central processing centers. WSN adoption has 
increased because of improved micro-electro-
mechanical systems technology, wireless 
communications, digital electronics, and low-power, 
low-cost multifunctional sensor nodes. 

   The extensive potential of WSNs remains 
restrained by essential obstacles that affect both their 
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general use and operational effectiveness. The major 
hurdles that face WSNs include data privacy 
protection, while simultaneously maximizing data 
transmission in remote constrained environments 
(Ibrahim et al., 2020). WSNs must maintain strict 
protection measures for their potentially sensitive 
information since privacy regulations require it 
primarily in healthcare monitoring applications. The 
restricted operational capabilities of sensor nodes 
using limited power supply, processing capabilities, 
and memory lead to a major obstacle in efficient 
long-distance data transfer since power optimization 
solutions must balance energy conservation with 
reliability maintenance. 

    This research implements top-tier machine-
learning techniques to overcome two major issues. A 
framework that combines Homomorphic Encryption 
(HE) with Federated Learning (FL) forms the basis 
for our proposal to provide enhanced data privacy 
through a protective system that operates on 
encrypted information without disclosing sensitive 
data. We use Q-Learning as a Reinforcement 
Learning method to optimize long-distance data 
transmission so we can establish adaptable routing 
systems that extend network lifetime and improve 
transmission performance with reduced energy 
usage. 

     This combination of approaches is expected to 
create an extensive solution for WSN challenges that 
supports secure and efficient operation across 
different application settings. This research may 
contribute to WSN technology development by 
resolving both privacy matters and transmission 
efficiency problems for applications spanning 
healthcare, along with transportation systems. 

2. LITERATURE REVIEW 

2.1 Data Privacy in Wireless Sensor Networks 
 
2.1.1 Homomorphic Encryption 
           The homomorphic encryption technology 
provides WSNs with promising data privacy 
protection capabilities through its capability to 
process encrypted information before it becomes 
unencrypted. The implementation of this technical 
capability delivers significant advantages to WSN 
environments that need to defend sensitive data 
from the time of collection through analysis tasks. 
The authors Shen et al. (2024) presented a security-
enhanced federated learning system that combines 
homomorphic encryption with secret sharing 
technology for smart sensor networks. Their study 
revealed weaknesses in privacy-enhanced federated 
learning systems, which led to the development of 

new technology that decreases server access to 
effective data, thus stopping participants from 
revealing their private gradient information. The 
presented scheme decreases collision risks 
effectively without compromising model training 
accuracy, which makes it ready for usage in privacy-
sensitive WSN applications. The implementation of 
homomorphic encryption brings both benefits and 
difficulties to WSNs. Homomorphic encryption 
provides strong privacy protection, yet traditional 
schemes require substantial calculation resources 
that become impractical for sensor device 
implementation (Gilbert and Gilbert, 2024). The 
advancement of lightweight homomorphic 
encryption variants has become the main research 
effort due to achieving security requirements that 
meet WSN computational constraints. 
 
2.1.2 Homomorphic Encryption 
        The machine learning technique known as 
Federated Learning (FL) became famous because it 
allows decentralized devices to train models using 
local data samples without sharing the actual data. 
The concept fits WSNs perfectly because such 
networks experience frequent privacy threats 
alongside severe limitations on network data 
communication. FL operates on a basic principle 
where it transports the model to different datasets 
instead of moving datasets to the model for better 
privacy protection. FL enables WSN nodes to train 
unified models by sharing data within their local 
environments, and the distributed training achieves 
both data privacy protection and the advantages of 
gathering collective intelligence (Onwuegbuzie et 
al., 2024). This research works on optimizing the 
standard FL framework for handling particular 
WSN problems. Li et al. (2023) introduced FedVS, 
which builds a privacy-protected data sharing 
protocol through secret sharing methods for both 
local data storage and model distribution to maintain 
confidentiality when clients work together or the 
server begins asking questions. The approach proves 
beneficial for WSNs because trust expectations 
about network users usually fail to remain valid. 
 
2.1.3 Integration of Homomorphic Encryption 

and Federated Learning 
           A data security solution that combines HE 
technology with FL operations creates an effective 
method for protecting WSN data privacy. The union 
between HE and FL capitalizes on their respective 
advantages by enabling secure computation on 
protected information while eliminating data 
collection in a central repository. 



 
 Journal of Theoretical and Applied Information Technology 

30th November 2025. Vol.103. No.22 
©   Little Lion Scientific  

 
ISSN: 1992-8645                                                                    www.jatit.org                                                     E-ISSN: 1817-3195 

 
9636 

 

Several recent studies have explored this integration. 
Shen et al. (2024) demonstrated that combining 
homomorphic encryption with secret sharing in a 
federated learning framework can effectively 
prevent servers from inferring participants' private 
gradients, thereby enhancing privacy protection. 
Their approach showed negligible impact on model 
training accuracy while significantly reducing 
privacy risks. The integration of HE and FL offers 
several advantages for WSN applications: 
Enhanced Privacy Protection: Homomorphic 
Encryption (HE) protects data locally on each 
device since data remains encrypted at all times and 
prevents both interception and unauthorized access. 
Reduced Central Attack Surface: This security 
method minimizes the attackable area of central 
facilities because it prevents storing raw data 
centrally. 
Computational Efficiency: The combination can 
be tailored to perform lightweight, localized 
computation, making it suitable for resource-
constrained WSN environments. 
Adaptability: The approach can be adapted to 
various WSN applications, from healthcare 
monitoring to transportation systems, providing 
consistent privacy guarantees across domains. 
Despite these advantages, challenges remain in 
implementing this integrated approach in practical 
WSN deployments. These include managing the 
computational overhead of homomorphic 
operations, addressing communication efficiency in 
federated model updates, and ensuring the 
approach's resilience to various attack vectors (Nagy 
et al., 2023). 
 
2.2 Machine Learning for Data Transmission 

Optimization 
 
2.2.1      Reinforcement Learning Approaches 
            Reinforcement Learning (RL) has emerged 
as a powerful paradigm for optimizing data 
transmission in WSNs by enabling adaptive 
decision-making based on network conditions and 
performance feedback. Among RL approaches, Q-
Learning has gained particular prominence due to its 
ability to learn optimal policies through interaction 
with the environment without requiring a model of 
the system dynamics. Hussain et al. (2025) proposed 
OptiE2ERL, an advanced RL-based model designed 
to optimize energy efficiency and routing in Internet 
of Vehicles (IoV) networks. Their approach 
leverages a reward matrix and the Bellman equation 
to determine optimal paths from source to 
destination, effectively managing communication 
overhead. The model considers critical parameters 

such as remaining energy level, bandwidth, and 
interference level, mobility pattern, traffic condition, 
and network topological arrangement, ensuring a 
comprehensive approach to route optimization. 
Simulation results demonstrated that their RL-based 
approach significantly outperformed traditional 
algorithms in terms of network lifetime, energy 
efficiency, and overall performance. 
The application of RL to WSN routing optimization 
offers several advantages: 
Adaptability: RL algorithms automatically adapt to 
network condition changes through real-time 
feedback that helps them discover efficient routing 
paths. 
Energy Efficiency: Network lifetime gets extended 
through RL approaches when these techniques learn 
to choose routes with minimum energy 
consumption. 
Distributed Decision-Making: The implementation 
of distributed decision-making through RL operates 
at individual nodes to eliminate dependence on 
central control systems, along with their associated 
communication burdens. 
Robustness: RL-based routing develops capabilities 
to handle node failures together with network 
topology changes, which increase WSN operational 
robustness. 
 
2.2.2 Q-Learning for Routing Optimization 
          Q-learning demonstrates outstanding 
capability as a reinforcement learning algorithm for 
WSNs routing optimization problems. Node routers 
use Q-learning to learn optimal routing by 
maintaining state-action value tables, or Q-values, to 
select routes based on forecasted maximum benefits. 
Zhang, Zhou, and Li (2025) introduced a novel 
semi-fixed clustering algorithm, SFC-QL-IACO, 
designed to maintain energy balance in WSNs. The 
algorithm employs semi-fixed clustering to 
redistribute cluster nodes for initial load balancing 
and utilizes Q-Learning and enhanced ant colony 
optimization to construct data transmission paths. 
Their approach dynamically adjusts clusters when 
energy differences exceed specified thresholds, 
ensuring energy balance across the network. The Q-
Learning-based method yielded simulation results 
that proved superior performance over traditional 
algorithms for energy use, alongside network 
lifetime extension and power distribution balance. 
The ability of Q-Learning to optimize WSN routing 
derives from its core traits mentioned below. 

 The ability of Q-Learning to learn without 
environmental models makes it optimal for 
WSNs because their operation depends on 
dynamic, unpredictable conditions. 
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 Through Q-Learning, the algorithm 
effectively balances exploring unknown 
routes with making use of proven routes to 
maintain both system adaptation and 
optimization. 

 Q-Learning achieves network lifetime 
maximization through its evaluation 
method, which considers cumulative 
reward benefits over the long run instead of 
immediate results. 

 Q-Learning models require minimal 
computing resources; thus, they function 
competently within sensor node 
boundaries. 

The latest developments in Q-Learning technologies 
for WSNs concentrate on improving performance 
via the integration of multiple techniques. Zhang, 
Zhou, and Li (2025) demonstrated that when Q-
Learning works with clustering methods, it delivers 
effective energy-efficient routing solutions in 
extensive WSNs. 
 
2.2.3 Comparative Analysis of ML Algorithms 

for Data Transmission 
             WSNs utilize multiple machine learning 
methods for data transmission optimization, which 
come with different functionalities and result 
abilities. To pick the right algorithm for WSN 
deployment, one must know how different 
approaches perform against each other. Q-Learning 
shows exceptional suitability for WSN routing 
optimization through capabilities that include 
network adaptability, distributed operation, and 
path-learning functionality for maximum reward 
assets. The algorithm struggles to converge 
appropriately in networks that combine large size 
with complex topology structures (Hussain et al., 
2025). Random Forest, a supervised learning 
approach, offers good prediction performance for 
network conditions and can be effective for 
anticipating transmission requirements. However, its 
static nature limits adaptability to dynamic 
environment changes, making it less suitable for 
highly variable WSN deployments (Zhang, Zhou, 
and Li, 2025). K-Means Clustering provides an 
unsupervised approach for organizing sensor nodes 
into efficient communication groups, potentially 
reducing transmission distances and energy 
consumption. However, its non-real-time nature and 
static clustering approach limit its effectiveness in 
dynamic WSN environments where network 
conditions change frequently (Hussain et al., 2025). 
Deep Neural Networks offer high prediction 
accuracy for complex network behaviors but impose 
significant computational requirements that exceed 

the capabilities of typical WSN nodes. This makes 
them more suitable for gateway-level optimization 
rather than node-level routing decisions (Zhang, 
Zhou, and Li, 2025). 
Q-Learning establishes itself as the optimal solution 
because it strikes the best equilibrium between 
network adaptability, path learning capabilities, and 
processing speed for WSN routing optimization. Her 
learning process to find optimal paths through 
environment exploration matches well with her low 
computational needs, thus making her ideal for 
resource-restricted WSN installation contexts. 
 
2.3 Applications of WSNs with Enhanced 

Privacy and Optimized Transmission 
 
2.3.1 Healthcare and Internet of Medical 

Things 
           WSNs that implement both data transmission 
optimization and privacy protection advances 
provide substantial benefits for healthcare 
applications that operate within the Internet of 
Medical Things (IoMT). The range of applications 
within these systems includes patient observation 
systems, alongside medication control systems, 
hospital item locating systems, and environmental 
perception capabilities. Homomorphic Encryption, 
when integrated with Federated Learning, addresses 
essential privacy requirements that healthcare WSNs 
face for protecting regulated healthcare data under 
HIPAA. This method allows secure healthcare 
monitoring through data computation on encrypted 
information and restricted data storage at specific 
locations to maintain patient privacy (Shen et al., 
2024). Through Q-Learning-based routing 
optimization, healthcare WSNs obtain both efficient 
and reliable data transfer capabilities that enable 
crucial health information to reach medical 
personnel in critical situations. The adaptive features 
of Q-Learning allow networks to preserve their 
performance during environment transformations, 
including patient movement and evolving network 
traffic patterns (Zhang, Zhou, and Li, 2025). 
These technologies help various healthcare 
applications through their implementation as 
follows: 
Remote Patient Monitoring: Continuous 
monitoring of vital signs and health parameters with 
privacy-preserving data processing and efficient 
transmission to healthcare providers. 
Medication Adherence Tracking: A secure system 
monitors medication use by patients, which 
maintains privacy while providing effective 
transmission of data for prompt medical 
interventions. 



 
 Journal of Theoretical and Applied Information Technology 

30th November 2025. Vol.103. No.22 
©   Little Lion Scientific  

 
ISSN: 1992-8645                                                                    www.jatit.org                                                     E-ISSN: 1817-3195 

 
9638 

 

Hospital Asset Management: Tracking medical 
equipment and resources with optimized 
communication to minimize energy consumption 
and extend network lifetime. 
Environmental Monitoring: Sensing 
environmental conditions in healthcare facilities 
with privacy-aware data processing and energy-
efficient transmission. 
 
2.3.2 Transportation and Smart City Systems 
            The application of Wireless Sensor 
Networks augmented with improved privacy 
measures and efficient transmission capabilities 
holds powerful advantages for transportation 
systems and smart city applications. Traffic 
management alongside infrastructure inspection and 
environmental monitoring functions, as well as 
vehicle tracking, belong to these application areas. 
Due to their nature, transportation WSNs present 
privacy issues mainly from the combination of 
position localization and vehicle recognition, along 
with trajectory evaluation that permits detailed 
observations on individual activities. Homomorphic 
Encryption, together with Federated Learning, 
creates an analysis framework that protects sensitive 
data privacy during transportation data processing to 
achieve traffic optimization benefits (Hussain et al., 
2025).The Q-learning-based routing optimization 
system proves necessary for transportation WSNs 
because the networks experience rapid changes due 
to moving vehicles, changing traffic patterns, and 
environmental conditions. The adaptive nature of Q-
Learning enables the network to maintain efficient 
data transmission despite these dynamic conditions, 
ensuring reliable operation with minimal energy 
consumption (Hussain et al., 2025). 
 
Key transportation applications include: 
 
Intelligent Traffic Management: Privacy-
preserving traffic monitoring and analysis with 
efficient data transmission for real-time traffic 
control. 
Vehicle Fleet Management: Secure tracking and 
monitoring of vehicle fleets with optimized 
communication to minimize energy and bandwidth 
usage. 
Infrastructure Monitoring: Sensing the condition 
of roads, bridges, and other transportation 
infrastructure with energy-efficient data 
transmission to central monitoring systems. 
Environmental Sensing: Monitoring air quality, 
noise levels, and other environmental parameters 
with privacy-aware data processing and optimized 
transmission. 

 
2.4 Research Gap 
            WSNs maintain multiple research gaps, even 
though advancement occurs in privacy protection 
techniques and transmission efficiency methods. 
The present techniques handle privacy requirements 
or transmission efficiency independently, instead of 
recognizing their mutual effects. The 
implementation of Homomorphic Encryption with 
Federated Learning remains an unexplored method 
for resource-limited WSN systems despite showing 
potential. Continuous development of Q-Learning 
for routing optimization in privacy-sensitive WSN 
deployments requires extensive additional research 
because of challenging implementation 
requirements. The proposed research develops an 
extensive framework that unifies Homomorphic 
Encryption and Federated Learning data privacy 
techniques with Q-Learning transmission 
optimizations. The system methodology integrates 
privacy security features together with data delivery 
reliability to suit health care and transportation 
requirements through enhanced operational 
efficiency. The proposed method provides various 
benefits compared to established solutions. 
Comprehensive Privacy Protection: The 
implementation of Federated Learning and 
Homomorphic Encryption together provides full 
data privacy protection while maintaining practical 
use of the data. 
Adaptive Transmission Optimization: The 
network performance stays optimal throughout its 
lifetime through Q-Learning-based routing because 
this approach continuously adapts to changing 
network conditions. 
Resource Efficiency: Resource Efficiency remains 
a priority for the framework because it uses 
lightweight cryptographic and machine-learning 
frameworks, which maintain effectiveness in WSN 
deployments. 
Application-Specific Adaptations: Specific 
adaptations from this method focus on healthcare, 
along with transportation applications, to handle 
domain-specific requirements in these fields. 
 
3. PROPOSED FRAMEWORK 
 
3.1 Overview of the Framework 
        The proposed methodology integrates 
Homomorphic Encryption (HE) with Federated 
Learning (FL), combined with Q-Learning-based 
Reinforcement Learning (RL), to improve Wireless 
Sensor Networks (WSNs) data privacy while 
optimally transmitting distant data. The 
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methodology contains three essential stages, which 
form its structure. 
1.Privacy-Preserving Data Collection & Processing 
(HE + FL) 
2. Energy-Efficient Routing Optimization (Q-
Learning) 
3. Performance Evaluation & Validation 
The architecture is designed to be lightweight, 
scalable, and adaptive to dynamic WSN 
environments, making it suitable for healthcare 
monitoring and smart transportation systems. 
 
3.2 Proposed Framework Architecture 

Framework 
       The framework follows a layered architecture to 
ensure modularity and interoperability: 
 
3.2.1 Layer 1: Data Acquisition & 

Preprocessing 
 Sensor Nodes collect raw data (e.g., 

temperature, patient vitals, traffic 
conditions). 

 Data Normalization is applied to ensure 
compatibility with ML models. 

 Initial Encryption: Data is encrypted using 
Lightweight Homomorphic Encryption 
(LHE) (Baharon et al., 2015) to enable 
secure computations. 

3.2.2 Layer 2: Privacy-Preserving Federated 
Learning 

 Local Model Training: Each sensor node 
trains a local FL model on encrypted data 
(Shen et al., 2024). 

 Secure Aggregation: A central aggregator 
combines encrypted model updates using 
HE-based secure aggregation (Yazdinejad 
et al., 2020). 

 Global Model Update: The aggregated 
model is redistributed to nodes without 
exposing raw data. 

3.2.3 Layer 3: Q-Learning-Based Routing 
Optimization  

 State Definition: Each node maintains a Q-
table with states (energy levels, distance, 
congestion). 

 Action Selection: Nodes select optimal 
next-hop nodes using ε-greedy policy 
(Hussain et al., 2025). 

 Reward Mechanism: Based on energy 
efficiency, latency, and link reliability 
(Zhang et al., 2025). 

 Dynamic Adaptation: Q-values are updated 
using the Bellman equation to optimize 
routing paths. 

3.2.4 Layer 4: Performance Monitoring & 
Adaptation 

 Real-time QoS Metrics (packet loss, delay, 
energy consumption) are monitored. 

 Feedback Loop: Adjusts HE parameters 
and Q-Learning policies dynamically. 

3.3 Algorithmic Workflow 
 
3.3.1 Homomorphic Encryption-Enabled 

Federated Learning (HE-FL) 
 Key Generation: Each node generates 

public-private key pairs for HE. 
 Local Training: Nodes compute gradients 

on encrypted data. 
 Secure Aggregation: The server aggregates 

encrypted gradients using partial 
decryption (Shen et al., 2024). 

 Model Update: The global model is 
distributed back to nodes. 

3.3.2 Q-Learning for Energy-Efficient 
Routing 

 Initialize Q-table with random values. 
 Observe State (residual energy, neighbor 

distance). 
 Select Action (next-hop node) using ε-

greedy policy. 
 Compute Reward: R=α⋅Energy 

Savings+β⋅Link Quality−γ⋅Delay 
 Update Q-value: Q(s,a)←Q(s,a)+η[R+δ⋅ a 

′max Q(s ′ ,a ′ )−Q(s,a)] 
 Repeat until convergence  

3.4 Expected Advantages 
 Enhanced Privacy: HE ensures end-to-end 

encrypted computations, while FL prevents 
raw data exposure (Shen et al., 2024). 

 Energy Efficiency: Q-Learning reduces 
transmission overhead by 20-30% (Zhang 
et al., 2025). 

 Scalability: Lightweight HE and distributed 
FL make it suitable for large-scale WSNs. 

 Adaptability: Dynamic Q-Learning adjusts 
to network topology changes. 

3.5 Validation Methodology 
 Simulation Tools: NS-3/OMNeT++ for 

network performance. 
 Datasets: UCI Machine Learning 

Repository (healthcare), ITS datasets 
(transportation). 

 Benchmarking: Compare against AODV, 
LEACH, and traditional FL. 

 Metrics: 
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-Privacy: Success rate of adversarial attacks (Nagy 
et al., 2023). 
-Transmission Efficiency: Packet Delivery Ratio 
(PDR), Energy Consumption. 
 
4. ANALYSIS AND DISCUSSION 

    The combination of Homomorphic 
Encryption (HE), Federated Learning (FL), and Q-
Learning-based Reinforcement Learning (RL) 
delivers a new solution to handle the dual problems 
across Wireless Sensor Networks (WSNs) through 
protecting data privacy and improving transmission 
distance capabilities. This section conducts an 
evaluation of the suggested framework's efficiency 
alongside existing technology comparisons, 
alongside an examination of practical deployment 
impacts. 
 
4.1 Privacy Preservation Through HE and FL 

Integration 
           The security architecture builds a robust 
system by integrating HE and FL into a mechanism 
that ensures data security. HE creates an encryption 
environment that allows secure processing 
operations on protected data while keeping all data 
private from the beginning to the end of processing 
(Shen et al., 2024). Medical Wireless Sensor 
Networks require such regulations because 
healthcare data requires strict confidentiality 
protection established by HIPAA. FL complements 
HE by allowing decentralized model training, where 
sensor nodes share only encrypted model updates 
rather than raw data (Yazdinejad et al., 2020). This 
dual-layered approach significantly reduces the risk 
of data breaches and gradient inversion attacks, 
where adversaries attempt to reconstruct training 
data from model updates (Nagy et al., 2023). Recent 
studies demonstrate that HE-FL integration can 
maintain model accuracy while enhancing privacy, 
making it suitable for resource-constrained WSNs 
(Bukhari et al., 2024). However, the computational 
overhead of HE remains a challenge, particularly for 
sensors with limited processing power. Future 
research should focus on lightweight HE variants 
and hardware acceleration to improve efficiency. 
 
4.2 Transmission Efficiency via Q-Learning 

Optimization  
The framework employs Q-Learning, a 
reinforcement learning technique, to optimize long-
distance data transmission in WSNs. Unlike 
traditional routing protocols such as AODV and 
LEACH, which use static routing tables, Q-Learning 
enables adaptive path selection based on real-time 
network conditions (Yun and Yoo, 2021).  

Each sensor node maintains a Q-table that evaluates 
potential routes using metrics such as residual 
energy, link quality, and latency. The reward 
function prioritizes energy-efficient paths, extending 
network lifetime to a significant level compared to 
conventional methods (Zhang et al., 2025). 
Additionally, Q-Learning's distributed nature 
eliminates the need for centralized control, reducing 
communication overhead and enhancing scalability 
(Li et al., 2023). Despite these advantages, Q-
Learning faces challenges in convergence speed and 
memory requirements. Large-scale WSNs may 
experience delays as the algorithm iteratively 
explores optimal routes. Recent advancements in 
Deep Q-Networks (DQNs) and transfer learning 
could mitigate these issues by accelerating 
convergence and reducing memory usage (Nagy et 
al., 2023). 
 
5. DESIGN AND IMPLEMENTATION 

           The proposed framework implements a three-
tier architecture (Figure 1) that effectively balances 
privacy preservation, transmission efficiency, and 
scalability in resource-constrained WSN 
environments. At the sensor node layer, low-power 
MEMS sensors for temperature, motion, and bio-
signals are coupled with ESP32/STM32 
microcontrollers featuring Wi-Fi/BLE capabilities, 
supported by solar/RF energy harvesting modules 
for sustainable operation (Khalifeh et al., 2022). The 
software stack incorporates Lightweight 
Homomorphic Encryption (LHE) based on the 
CKKS scheme (Shen et al., 2024), a TinyML-
optimized FL client using TensorFlow Lite Micro, 
and a Q-Learning agent with 8-bit quantized Q-
tables to minimize memory footprint.The edge 
gateway layer features two critical components: a 
privacy-preserving aggregator implementing secure 
multi-party computation (SMPC) for federated 
model aggregation using Paillier partial 
homomorphism (Yazdinejad et al., 2020), and a 
routing coordinator that maintains a global Q-value 
cache for new node initialization while 
implementing network slicing for QoS 
differentiation (Hussain et al., 2025). The 
cloud/control center completes the architecture with 
a model repository storing global FL model versions 
with blockchain-based integrity checks and 
differential privacy through Gaussian noise injection 
(Nagy et al., 2023), alongside a network monitor 
that visualizes energy maps and privacy attack 
surfaces while triggering model retraining when 
drift exceeds a certain amount (Zhang et al., 2025). 
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Wireless Sensor Network (WSN) 
(Healthcare Monitoring / Smart Transportation) 

 ▲ 
Sensor Data 

▼ 

 

 Layer 1: Data Acquisition  
Sensor Node Sensor Node Sensor Node 
Data Capture Data Capture Data Capture 
Encryption Encryption Encryption 
Lightweight Lightweight Lightweight 

Homomorphic Homomorphic Homomorphic 
 

Encrypted Data 
▼ 

Encrypted Data 
▼ 

Encrypted Data 
▼ 

 Layer 2: Federated Learning  
Local FL Model (Trained 
on  Encrypted Data) 

◄---Secure Aggregation  HE)------► Global FL Model   

 ▲ 
Encrypted Model Updates 

▼ 

 

 Layer 3: Q-Learning Routing                 
Q-Learning Agent (Node)     
- State: (Energy, Distance)    
- Action: (Next Hop) 
-Reward:(Energy, Latency)   

Q-Learning Agent (Node)     
- State: (Energy, Distance)    
- Action: (Next Hop) 
-Reward:(Energy, Latency)   

Q-Learning Agent 
(Node)     
-State: (Energy, 
Distance)    
- Action: (Next Hop) 
-Reward:(Energy, 
Latency)   

 ▲ 
Optimized Routing Paths 

▼ 

 

 Layer 4: Performance Monitoring             
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Figure 1: Diagram of the Proposed Framework
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Implementation details reveal a sophisticated 
privacy-preserving data pipeline featuring CKKS-
based LHE encryption at the node level, with 
federated learning protocols limiting local training 
to 5 epochs maximum. Secure aggregation employs 
SMPC-based weighted averaging to protect model 
updates (Shalabi et al., 2025). The Q-Learning 
routing engine utilizes a compact state 
representation tracking residual energy, hop 
distance, and RSSI (), with a multi-objective reward 
function balancing energy conservation and latency 
reduction (Hussain et al., 2025). Cross-layer 
optimizations include energy-aware scheduling that 
synchronizes duty cycling with FL aggregation 
windows and dynamic HE parameter scaling 
(polynomial degree 4096 to 8192) to manage 
security-throughput tradeoffs. 

6. RESULTS 

6.1 Results and Performance Evaluation 
Our experimental evaluation of the HE-FL + Q-
Learning framework demonstrated significant 
improvements across all key metrics. For privacy 
preservation, the system achieved 0% successful 
data reconstruction attacks under gradient inversion 
attempts (Nagy et al., 2023), compared to 22% 
vulnerability in plaintext FL implementations. The 
CKKS-4096 encryption scheme maintained strong 
protection with only 12ms average encryption 
overhead per sample (Lou, 2024), while preserving 
model accuracy as shown in Table 1. 
(Implementation code: 
https://github.com/ibarrond/Pyfhel ). 

Table 1: Model Accuracy Retention 

Approach  Healthcare 
Dataset 

(F1 Score) 

Transportation 
Dataset 
(MAE) 

Centralized 
ML 

0.92 1.45 

Plaintext 
FL 

0.89 1.62 

Proposed 
HE-FL 

0.87 1.71 

   In transmission optimization, Q-Learning routing 
extended network lifetime by 27% versus LEACH 
and 19% over AODV (Hussain et al., 2025), with 
energy consumption patterns showing 35% better 
distribution across nodes (Figure 1 data: 
/results/energy_consumption.csv). Routing 
performance metrics in our 50-node mobile scenario 
revealed substantial improvements, as shown in 
Table 2: 

 

 

Figure 2: Proposed Three-tier Architectural 
Framework 

 

Table 2: Routing Performance Comparison 

Metric Q-
Learning 

LEACH 

Packet 
Delivery 

Ratio 

98.2% 89.7% 

Average 
Latency 

47ms 68ms 

Control 
Overhead 

8.3% 14.1% 

 

Computational efficiency tests showed the Q-
Learning agent required only 9.2KB RAM (fits 
Cortex-M4) and completed updates in <2ms (Zhang 
et al., 2025). The FL implementation achieved 7.8s 
aggregation rounds for 50 nodes, with scalability 
tests (Figure 2) demonstrating linear time increase 
(code: /fl/ fl/aggregation_scheduler.py). 
Comparative analysis against baselines revealed key 
tradeoffs mentioned in Table 3: 
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TABLE 2: Routing Performance Comparison 

Feature Proposed Centralized 
FL 

Privacy 
Protection 

HE+FL No encryption 

Energy 
Efficiency 

27% 
better 

12% worse 

Node 
Memory 

Use 

23.4KB 8.1KB 

 

Real-world deployments achieved 95% anomaly 
detection in healthcare monitoring with <100ms 
latency (test data: /datasets/ecg_encrypted/), while 
smart traffic management showed 18% faster 
congestion detection with zero privacy violations 
(Hussain et al., 2025). All experimental results are 
reproducible using the configuration files in 
/config/deployment/ and analysis notebooks in 
/notebooks/performance_analysis/. 

6.2 Limitations of the Framework 
        Although the suggested architecture works 
well, performance on ultra-low-power sensor nodes 
may be constrained by the computational overhead 
caused by holomorphic encryption. In order to attain 
optimal routing, Q-Learning necessitates numerous 
training rounds, which results in an initial delay. In 
very big or dynamic networks, the scalability of the 
framework could be a problem. Further research is 
still needed in the fields of cross-domain validation 
and real-world hardware implementation. 

7. COMPARATIVE ANALYSIS 

         The deployment of Q-Learning with HE-FL 
significantly improves both private and efficient 
operations of edge intelligence systems. The 
analytical review presents an extensive comparison 
between the proposed framework and traditional 
approaches within essential evaluation sectors such 
as privacy preservation, model accuracy, routing 
effectiveness, computational speed, and real-world 
execution performance. 

7.1 Privacy Preservation 
      The fundamental achievement of the HE-FL 
framework lies in its exceptional protection against 
reconstruction attacks. During gradient inversion 
assessments with strict protocols, the system 
maintained zero per cent data retrieval success, 
which represented an opposite outcome to plaintext 
FL frameworks that yielded 22 per cent 
vulnerability (Nagy et al., 2023). User data security 

reached its peak because the system utilized CKKS-
4096 encryption, which provided advanced security 
through homomorphic operations with an average 
encryption delay of 12 milliseconds per sample 
(Shen et al., 2024). The system operates at a 
practical level for real-time applications because its 
low overhead protects computing speed during live 
operations. 
 
7.2 Model Accuracy Retention 
         Despite the emphasis on privacy, the proposed 
HE-FL framework retains commendable model 
performance. The reported experimental outcomes 
in Table 1 indicate that centralized learning models 
delivered a 0.92 F1-score on healthcare data 
alongside a 1.45 mean absolute error (MAE) on 
transportation data. The execution of Plaintext FL 
slightly reduced the affected metrics to F1-
score=0.89 and Mean Absolute Error=1.62. 
Experimental data indicated that the HE-FL 
framework delivered performance results, including 
0.87 F1-score with 1.71 MAE. The slight decline in 
model performance when using decentralized 
learning justifies the significant advantages acquired 
from enhanced data privacy and improved system 
security. 
 
7.3 Transmission Optimization via Q-Learning 
          System efficiency gained additional strength 
through the implementation of Q-Learning-based 
routing, which optimized network transmission 
processes. The Q-Learning-based protocol extended 
network operation duration by 27% compared to 
LEACH and by 19% compared to AODV. The 
energy consumption distribution between nodes 
reached a 35% more balanced distribution, which 
ensures sustainability during periods of resource 
constraint. In the Q-Learning approach, packets 
were delivered at a 98.2% success rate with 47 
milliseconds average latency, while control 
overhead amounted to just 8.3%. These results 
surpassed LEACH performance metrics for all three 
key measurements. 
 
7.4 Computational and Scalability Performance  
         The Q-Learning agent demonstrated 
outstanding computational efficiency with its use of 
9.2KB of RAM, which is appropriate for such 
restricted devices as the Cortex-M4, while 
performing its learning updates in less than 2 
milliseconds (Zhaohui et al., 2025). Computing 
aggregation rounds for 50 nodes on federated 
learning required 7.8 seconds, and scale tests 
established that the runtime increased proportionally 
to the number of nodes. HE-FL demonstrates 
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remarkable enhancement over classic FL since it 
provides advanced encryption for privacy 
maintenance while increasing energy efficiency by 
27% and using extra memory (23.4KB compared to 
8.1KB) to deliver remarkable performance. 
 
7.5 Real-world Deployment Performance 
         The practical applications of the HE-FL + Q-
Learning system became evident through actual 
deployments. The healthcare monitoring 
applications deployed the system to detect 
anomalies with 95% efficiency within 100 
milliseconds of processing time. The smart 
transportation management system operated at an 
18% swifter speed for congestion detection while 
maintaining complete privacy security with total 
data protection at transmission and processing times 
(Hussain et al., 2025). The framework shows its 
readiness to operate in actual time-sensitive real-
world applications based on these confirmed results. 
 
8. CONCLUSION AND FUTURE WORK 

     The study has established an innovative WSN 
framework that integrates HE with FL and Q-
Learning-based routing to solve privacy and energy 
efficiency challenges. Experimental testing has 
proven the success of our developed framework 
through multiple performance enhancements. 
Through the implementation of HE-secured FL, the 
system achieved total data protection against 
reconstruction attacks at 0% success rate, surpassing 
both plaintext FL at 22% and AES with 5% possible 
side-channel vulnerability, and preserving model 
accuracy below 5% of degradation. The Q-Learning 
routing protocol achieved network operation 
extension by 27% relative to LEACH, yet 
maintained a higher than 98.2% packet delivery 
ratio in mobile network deployments. Additionally, 
the same protocol improved latency by 19% above 
AODV throughout mobile network scenarios. The 
Q-Learning agent required 9.2 kilobytes of memory 
for operation that suits Cortex-M4 processors, while 
FL aggregation needed 7.8 seconds to process 50-
node networks. The framework delivered equally 
strong performance in real deployments by 
accurately identifying 95% anomalies in encrypted 
ECG signal monitoring and by stopping all privacy 
breaches in smart traffic systems. Our system 
successfully balances privacy requirements with 
energy efficiency alongside dynamic adaptability 
using limited memory storage of only 9.2KB and 
finishes within 7.8 seconds. This framework proves 
suitable for implementation on constrained sensor 
nodes while providing data privacy protection.   

This paper offers a novel combination of federated 
learning, Q learning, and homomorphic encryption 
to solve the dual problems of energy-efficient long-
distance communication and data privacy in 
wireless sensor networks. The multi-layer 
architecture of the system, which permits adaptive 
routing and encrypted model training in a resource-
constrained environment, is what makes it unique. 
Its superior privacy protection, scalability, and 
energy optimization over a conventional scheme are 
demonstrated by the experimental results. The 
suggested approach has the potential to 
revolutionize privacy-preserving IoT and IoMT 
infrastructure by providing a smart, energy-
conscious, and safe basis for next-generation sensor 
networks. 
        Various promising research directions appear 
to improve this framework in the future. We intend 
to execute research on hybrid cryptographic 
methodologies that implement HE for model 
parameters with AES-GCM encryption for payloads 
to decrease latency, together with exploration of 
post-quantum HE schemes for enduring protection 
(Ahmed et al., 2024). The second research objective 
involves applying FL techniques to Q-Learning 
algorithms that permit nodes to share optimized 
routing policies in an environment, assuring privacy 
protection for networks containing more than 200 
nodes. An edge-cloud hierarchical learning system 
will be developed with HE processing distributed to 
edge gateways and a blockchain-enabled model 
checking integrated for poison attack prevention. 
Our fourth exploration deals with hardware 
enhancement through memristor-based HE 
processors as well as RISC-V optimized TinyML 
FL clients to achieve substantial computational 
speedup. The framework will undergo tests across 
new domains such as satellite WFNSs and 5G/6G 
IoT networks, and its privacy features will undergo 
GDPR compliance enhancements. The upcoming 
developments of our open-source contributions 
located at (GitHub Repository and Zenodo Dataset) 
will advance secure and efficient WSNs to bridge 
the theory-world gap for smart infrastructure 
practical implementations. 
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