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ABSTRACT 
 
Medical cyber-physical systems enable the remote monitoring of patients, thereby enhancing accessibility to 
care. Unfortunately, secure adoption is still difficult, as this remains an unresolved topic that includes 
cybersecurity and privacy issues. While a number of frameworks exist in the general realm of CPS 
cybersecurity readiness, few frameworks address the healthcare domain. This study proposes a Cybersecurity 
Assessment Framework (CAF) together with a quantitative scorecard to assess cybersecurity readiness before 
healthcare institutions embark on MCPS adoption. Meta-analysis of existing frameworks, coupled with 
expert interviews, has resulted in five Critical Success Factors (CSFs) being established: reliability, validity, 
third-party authentication, security, and transparency. Furthermore, a case study approach was adopted with 
IT managers and healthcare professionals of two Libyan hospitals. Results indicated that the CAF is valid 
and usable and supports the secure adoption of MCPS, though privacy remains a concern. This work presents 
a novel, domain-specific CAF for healthcare cybersecurity, followed by tools nurturing IT governance. 
 
Keywords: Critical Success Factors, Cyber-Physical Systems, Cybersecurity Assessment Framework, 

Healthcare Industry, Medical Cyber-Physical Systems. 
 
1. INTRODUCTION 
 

Cyber-physical systems (CPS) comprise 
software, such as computational applications, and 
hardware, such as sensing devices, that work 
together to enable a user to remotely monitor, 
interact, manipulate, and control tangible items in 
the real world via a network [1, 2]. As such, it is 
considered an advancement that could significantly 
improve intelligent healthcare, traffic, and defence 
systems among other things. However, there has also 
been a significant increase in the number of cyber-
attacks on CPS [3]. Privacy is another significant 
issue as the sensitive information being exchanged 
on these networks can easily be intercepted by 
unscrupulous third parties [4]. As such, various 
solutions have been examined to overcome the 
privacy issues plaguing CPS [5, 6].  
 

In the healthcare industry, at present, 
patients must be physically present at healthcare 
institutions for healthcare professionals to assess 
and treat them. A medical cyber-physical system 
(MCPS) is a system that uses medical implants and 

sensors to continuously monitor, measure, and 
transmit a patient’s vitals to healthcare professionals 
via a network [7]. Under the Health Insurance 
Portability and Accountability Act (HIPAA), only 
authorised users can access a patient's health 
information [8]. However, the data that is being 
exchanged between these multiple sensor nodes may 
be intercepted by third parties [9, 10].  
 

Figure 1 provides a detailed layout of a 
typical MCPS [11]. As seen, it comprises data 
acquisition, data pre-processing, cloud processing, 
and action layers. In the data acquisition layer, a 
wireless body area network collects data from the 
medical implants and sensors. In the data pre-
processing layer, the collected medical data is 
transmitted to the cloud [12]. In the cloud processing 
layer, the received data is analysed and stored. 
Lastly, in the action layer, an actuator (active) or a 
healthcare professional (passive) will take action 
based on the results of the analysis. In the present 
study, the secure adoption of MPCS for both active 
and passive actions was considered. 
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Figure 1. The four layers of a typical medical cyber-physical system (MCPS) [11] 

 
The two most obvious points of failure in MCPS lie 
in the data acquisition layer and the cloud processing 
layer. More specifically, the medical implants and 
sensors in the data acquisition layer have limited 
computational capabilities and battery life, leading 
to security and privacy issues during sensor-to-
sensor and sensor-to-network communications [13, 
14, 15, 16]. Apart from that, storing data in the cloud 
processing layer enables third parties to exploit data 
fusion and gain access to valuable information [17].  
 

As such, the present study set out to: (1) 
identify the critical success factors (CSFs) required 
to comprehensively assess the cybersecurity 
readiness of healthcare institutions for MCPS 
adoption, (2) use the identified CSFs to design a 
cybersecurity assessment framework (CAF) that 
healthcare institutions can use to assess their 
cybersecurity readiness before adopting an MCPS, 
and (3) develop a scorecard that healthcare 
institutions can use to assess their cybersecurity 
readiness against the criteria outlined in the CAF.  
 

The rest of this study is organised as 
follows. Chapter 2 reviews extant studies on the 
topic. It reviews existing privacy guidelines as well 
as tools and techniques that have been used to 
enhance patient privacy in MCPS. Chapter 3 details 
the research methodology and the steps taken to 
identify the CSFs. Chapter 4 details developing the 
CAF and scorecard as well as discusses the findings 
of the interviews, which validate the proposed CAF 
and scorecard. Lastly, the conclusions and 
recommendations for future studies are provided in 
Chapter 5.  

 
Even though the MCPS play a vital role in 

modern healthcare, there are still no tailored 
frameworks that comprehensively assess the 
cybersecurity readiness of institutions before 
adoption. Current cybersecurity frameworks are 
either generic, industry-specific, or they do not 
address healthcare-specific risks. This gap poses an 

urgent question: how can healthcare institutions 
assess and improve their cybersecurity posture to 
safely adopt MCPS technology? This study attempts 
to address the question by developing and validating 
a healthcare-specific cybersecurity assessment 
framework and a practical evaluation scorecard. 

 
2. LITERATURE REVIEW 
 

Conventional encryption methods cannot 
be applied in MCPS as multiple parties, such as the 
patient, hospital, physician, specialist, pharmacy, 
and insurance company to name a few, need to be 
able to access a patient’s medical data. As such, role 
or identity-based access control or attribute-based 
encryption [18], blockchain [19], and distributed 
data access control [20] have been proposed to 
address the security concerns in MCPS, while 
Health Insurance Portability and Accountability Act 
(HIPAA)-compatible standards, such as open 
electronic health records (openEHR) [21] and Health 
Level Seven International (HL7) [22], have been 
proposed to increase their resilience. Meanwhile, the 
American Society for Testing and Materials 
(ASTM) F2761 proposes a patient-centric 
architecture for open-source integrated clinical 
environments (OpenICE) [23, 24].  

 
Other models and frameworks have also 

been developed to enhance the security of MCPS 
[14, 25, 26]. Apart from that, solutions have been 
proposed to prevent cybersecurity attacks on MCPS 
[27, 28, 29], while others have outlined measures to 
implement after a security breach has occurred [30]. 
Schemes that safeguard patient data by allowing 
patients to give users consent to access their medical 
data have also been proposed [31, 32, 33]. 
 
2.1  Cybersecurity Assessment Frameworks 
(CAF) for Cyber-Physical Systems (CPS) 
 

A few generic CAFs and models have been 
developed for CPS, such as the capability maturity 
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model [34], the Information Systems Audit and 
Control Association’s (ISACA) control objectives 
for information and related technologies (COBIT) 
framework [35], the International Standards 
Organization’s (ISO) ISO 27000 and ISO 27001 
series for information security management system 
adoption [36], the European Network and 
Information Security Agency’s (ENISA) guidelines 
on assessing the security and essential service 
compliance of digital service providers with the 
Network and Information Security Directive’s 
(NISD) security requirements [37], the policies, 
risks, objectives, technology, execute, compliance, 
and team (PROTECT) information security 
approach [38], and the National Institute of 
Standards and Technology’s (NIST) special 
publication (SP) 800-53 on security and privacy 
controls for federal information systems and 
organisations [39].  
 

Apart from that, a study presented by [40] 
proposed a cybersecurity maturity framework for 
measuring the readiness of higher education 
institutions in the United Kingdom. In 2017, the 
researchers [41] published the cybersecurity-culture 
framework that was developed using seven 
dimensions: (1) peoples’ knowledge, (2) beliefs, (3) 
attitudes, (4) perceptions, (5) assumptions, (6) 
values, and (7) norms regarding cybersecurity and 
how it affects their behaviours with IT. This was, 
subsequently, developed into a cybersecurity 
assessment toolkit, which includes the security 
CLTRe toolkit, which helps organisations assess and 
graphically represent their security readiness status 
across these seven dimensions [42]. A study 
presented by [43] developed a maturity model based 
on ISO 27001 to improve the implementation of the 
standard as they found that the standard lacks a 
detailed plan and may become a burden on 
organisations. Meanwhile, the researchers [44] 
proposed a model for assessing the cybersecurity of 
organisations, which was evaluated and tested 
against a Canadian cybersecurity model meant for 
measuring the security awareness of higher 
education institutions. Apart from that, a study by 
[45] extended the cybersecurity capacity maturity 
model proposed by [46] to create a cybersecurity 
performance evolution management model that 
enables organisations to create, test, and validate 
their cybersecurity status. The model of researchers 
[47], on the other hand, combined the National 
Institute of Standards and Technology’s 
cybersecurity framework (NIST-CSF), COBIT, and 
ISO 27001, while the study by [48] reviewed the 
cybersecurity CMM for providers of critical 

infrastructure and provided recommendations on 
employing CMM to measure and communicate 
readiness.  

 
Meanwhile, the researchers [49] proposed 

a conceptual model for assessing the cybersecurity 
readiness of public institutions in Cambodia and 
other developing countries by measuring their 
cybersecurity readiness across three dimensions: (1) 
infrastructure, (2) environment, and (3) human 
resources. The study by [50] proposed a 
cybersecurity readiness model that builds a cyber 
readiness index tool with which to compare the 
cybersecurity performance of nations in terms of 
initiatives, policies, and strategies across six factors: 
(1) economic, (2) culture, (3) legal, (4) 
infrastructure, (5) institutional, and (6) human 
development. Lastly, the researcher [51] developed 
a reference model for measuring the cybersecurity 
readiness of nations across five dimensions: (1) 
organisational, (2) legal, (3) cooperation, (4) 
capacity building, and (5) technical measures and 
aggregates the results into an overall score [52]. 
However, these frameworks and models do not 
focus on healthcare and, therefore, cannot be used to 
evaluate the cybersecurity readiness of healthcare 
institutions pre-MCPS adoption.  
 
2.2  Cybersecurity assessment frameworks 

(CAFs) for medical cyber-physical systems 
(MCPS) 

 
Only a few CPSs have been developed for 

the healthcare industry. For example, the study by 
[53] proposed a secure architecture that yielded an 
integrated wireless sensor network-cloud-based 
framework. Meanwhile, [54] offered a modelling 
analysis of CPS architecture, called CPS-MAS, but 
failed to examine the privacy and security aspects of 
the MPCS. Apart from that, the researchers [55] 
developed a service-oriented MPCS architecture. 
However, it did not take the security and privacy 
aspects of healthcare into consideration. Nor did the 
CPS architecture that was proposed by [56].  
 

Even fewer studies have examined the 
cybersecurity readiness of healthcare institutions. 
For instance, the study by [57] developed a 
framework that comprises an information security 
control specifications manual and standards and 
regulations mapping. Although it simplifies 
compliance efforts of health organisations, there 
were gaps that were not addressed as healthcare 
technology improved. Meanwhile, the researchers 
[58] also developed a framework with which to 
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determine the current information security maturity 
level of healthcare institutions. Meanwhile, the 
Maryland healthcare cybersecurity initiative has a 
tool that hospitals can use to evaluate their security. 
However, it is largely manually operated, which is 
time-consuming and impractical [59]. The cyber 
readiness index that the Office of the Government 
Chief Information Officer created to evaluate the 
cybersecurity readiness of private and public 
organisations in Hong Kong includes healthcare 
institutions, but largely focuses on CPS and is meant 
to be used locally [60].  

 
Apart from that, the global cybersecurity 

index that the International Telecommunication 
Union and ABI research developed is mainly for 
measuring member states’ commitment to achieving 
cybersecurity readiness. As such, it is not intended 
to be used to measure the cybersecurity readiness of 
organisations [61]. The Potomac Institute for Policy 
Studies’ cyber readiness index, on the other hand, is 
generic. As such, it cannot be used to adopt a 
specific technology. The assessment practices are 
also ineffective at measuring individual internal 
security components. As such, they do not depict the 
overall security level of a healthcare institution. The 
effects of cloud computing on the healthcare 
industry were not taken into account either [62]. 
Lastly, the researchers [63] examined the efficacy of 
using maturity models to examine the cybersecurity 
maturity of healthcare institutions that use cloud 
computing. They concluded that the models were 
ineffective as they measured individual internal 
security components, which fails to depict the 
overall cybersecurity maturity of a healthcare 
institution. Furthermore, the effects of cloud 
computing on the healthcare industry were 
overlooked as well. 
 
2.3  Cybersecurity assessment tools in cyber-

physical system (CPS) models 
 

There are three types of existing maturity 
models with which to assess organisational 
cybersecurity: (1) progression models, which 
provide organisation’s a simple roadmap with which 
to measure their improvements as expressed by 
increasingly better versions of an attribute as the 
scale progresses; (2) capability models, such as 
CMM, which measure an organisation’s 
cybersecurity capabilities using a set of 
characteristics, indicators, attributes, or patterns; and  
(3) hybrid models, which combine multiple models 
to simultaneously measure an organisation’s 
maturity attributes and its evolution or progress [34].  

 
Most extant cybersecurity models are 

simply a set of minimum compliance requirements 
rather than models that organisations can use to 
address emerging threats and increase their 
cybersecurity readiness. Furthermore, the 
cybersecurity assessment model should allow 
multiple users, in this case, management teams, 
security experts, and healthcare professionals, to 
assess the organisation’s overall security level and 
implement actions to overcome weaknesses. Most 
extant cybersecurity models do not have this feature. 

 
Lastly, most extant models use qualitative 

measures to assess cybersecurity readiness. 
However, quantitative measures are better suited for 
cybersecurity assessments [63, 64] as they simplify 
the results and interpretations, facilitating quicker 
understanding for time-critical decision-making 
purposes [65]. They also improve cybersecurity 
capabilities and assure organisations, which 
increases the confidence of top management in 
adopting CPS. Therefore, this was used as the basis 
for developing a scorecard method. 
 
2.4  Scorecard method 
 

A scorecard is a measurement and 
management system that supports IT governance 
processes and that can be used to align the 
organisation with its IT governance processes. Four 
perspectives are examined in an IT balanced 
scorecard: (1) organisational value, where the 
performance and business value of the adopted 
technology are evaluated from the viewpoint of the 
chief executive; (2) functionality, where the 
functionality of the adopted technology is evaluated 
from the viewpoint of the user; and (3) operational 
efficacy, where the effectiveness and operational 
efficiency of the adopted technology and its ability 
to support processes that run the organisation is 
evaluated; and (4) future value, where the 
performance of the adopted technology is evaluated 
by how it positions itself in the future to address the 
organisation's needs and continues to evolve with 
the quality of services provided to support the 
organisation's business processes [66, 67]. 
 
2.6 Problem Statement 
 

Several cybersecurity assessment 
frameworks that exist for cyber-physical systems do 
not evolve with respect to various requirements and 
vulnerabilities specific to medical environments. 
Several are developed with the goal of maturity 
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assessment at the national level or for general digital 
infrastructures, with little application to 
organization-level healthcare settings. That gives 
environment handling of privacy a very crucial 
dimension for MCPS. This creates the need for a 
domain-specific cybersecurity assessment 
framework to identify major critical success factors 
pertinent to healthcare and thus to provide 
institutions with practical tools through which they 
may assess and further prepare themselves for 
MCPS adoption. 
 
2.7 Difference from Prior Work 
 

While several prior frameworks including 
NIST-CSF, ISO 27001, or COBIT try to present a 
general set of cybersecurity controls, they don't 
cover healthcare-specific issues obviously focusing 
on patient information sharing to third parties and 
HIPAA compliance, and interoperability of 
implants, sensors, etc. This research ultimately fills 
this gap by (1) developing a framework grounded in 
healthcare-specific CSFs found through meta-
analysis and interviews with subject matter experts, 
(2) conducting validation through actual deployment 
in two hospitals, and (3) introducing a light, 
quantitative scorecard for direct institutional use—
peculiarities not presented together in existent 
research studies. 
 
2.5  Critical support factors (CSFs) 
 

The CSFs for integrating MCPS at 
healthcare institutions with adequate cybersecurity 
would be most influential if they were explored 
through the lens of healthcare professionals. A 
mixed-methods approach, namely, combining 
qualitative and quantitative methods, is most 
effective for healthcare institutions [68].  

 
Much of the existing literature provides 

anecdotal evidence of CSFs and little empirical 
work appears to have been conducted in this area. To 
increase certainty, it is important to empirically 
examine these CSFs by analysing them from 
multiple perspectives using different techniques, 
such as experiences and direct data collection, to 
compare what is believed to what was observed. 
Questionnaires have been used to identify the CSFs, 
while others propose conducting interviews to 
gather data [69]. 

However, questionnaires alone are not the 
best method of identifying the CSFs as they provide 
respondents with a list of possible CSFs, which 
limits their responses. The respondents may also 

misunderstand the CSFs listed or lack a sufficient 
understanding of the concept of the CSF approach. 
Therefore, interviews should be conducted to better 
explore the experiences and perceptions of 
healthcare professionals independently and without 
the researcher’s interference [70]. 

 
As such, the researchers [71] used the 

Delphi Method to identify opportunities and the 
CSFs of implementing Industry 4.0 on an SME’s 
industrial performance, while [72] first conducted a 
meta-analysis to identify the CSFs for information 
security and then evaluated the results with industry 
experts. Apart from that, the study by [73] conducted 
a meta-analysis and interviewed experts to identify 
the CSFs for digital manufacturing in an automotive 
assembly factory. To identify the CSFs for 
successfully implementing e-health interventions, 
the researchers [74] conducted a meta-analysis. 
Lastly, the study by [75] conducted a meta-analysis 
to identify the CSFs for IS security management for 
IoT. 
 
3. METHODOLOGY 
 
3.1  Research Design and Layout 
 

In light of increasing cyberattacks on 
healthcare institutions, the present study intended to 
fill the gaps left by existing frameworks by 
designing a framework and scorecard with which to 
assess and improve the cybersecurity readiness of 
healthcare institutions to adopt MCPS by taking into 
consideration the findings of extant studies and the 
views of healthcare professionals. The scorecard 
was developed to evaluate the existing cybersecurity 
readiness of a healthcare institution, while the 
framework was developed to help healthcare 
institutions find solutions with which to address 
their cybersecurity shortcomings. Therefore, the 
scorecard determines the existing cybersecurity 
readiness of a healthcare institution before the 
framework is implemented. 

 
As such, the present study is a design 

science study [76, 77, 78]. Information system 
studies use the design science paradigm for artefact 
development. It is also a problem-solving approach 
that creates artefacts, such as models, methods, 
constructs, and instantiations [79, 80]. Furthermore, 
developing the scorecard to demonstrate the 
‘usability’ of the framework also makes it fall under 
the purview of a design science study [77]. 
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Much like the relevance, design, and rigour 
cycles of design science studies [81, 82], the present 
study was conducted in three phases. Phase 1 
involved developing the cybersecurity assessment 
framework (CAF) as well as demonstrating its 
relevance and utility. Phase 2 involved developing 
and practically discussing the scorecard that 
embodied the CSFs proposed in the framework. It 

was put into practice to demonstrate its utility as 
well. In Phase 3, senior healthcare experts evaluated 
the results of the scorecard to validate its utility. The 
framework was analytically evaluated again to glean 
useful knowledge and determine how to best 
implement it in healthcare institutions. Figure 2 
depicts the framework of the present study. 

 

 
 

Figure 2. The framework of the present study 
 
3.2  Phase 1: Developing the Cybersecurity 
Assessment Framework (CAF) 
 
3.2.1  Identifying the constituting and 
evaluation models 
 

A meta-analysis was conducted to review 
standards and best-practice frameworks that have 
been proposed for assessing the cybersecurity 
readiness of organisations. About 63 cybersecurity 
assessment process models were collected from 
diverse sources, such as journals, conference papers, 
government, non-government, or security agency 
publications, standards, guidelines, reputable online 
pages, and books. Furthermore, a total of 22 
documents have been chosen specifically for their 
comprehensive coverage of the cybersecurity 
assessment domain. The analysis revealed that all 

the extant methods cannot be used to identify the 
CSFs. Therefore, inclusion criteria were created to 
select methods that could be used as the constituting 
set that would become the base of the CSFs. The 
models to be used to identify and validate the CSFs 
were divided into two sets: (1) a set of constituting 
models, from which the initial set of CSFs was 
drawn, and (2) a set of evaluation models that had 
specifically been developed to evaluate the 
cybersecurity readiness of healthcare institutions, 
which was used to compare and contrast the initial 
set of CSFs. The models were collected and 
categorised into two sets to ensure that whatever was 
missed in the generic models was included in the 
final set of CSFs.  

 
The models listed in Tables 1 and 2 were 

selected because they satisfied the following 
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inclusion criteria: (A) they had already been used 
and tested, (B) they provide clear cybersecurity 
readiness assessment or evaluation procedures that 
can be adapted into the CSFs required to evaluate 
organisational cybersecurity readiness, and (C) they 
provide CSFs that are relevant to both patients’ data 
security and privacy. The models in the constituting 
set were not included in the evaluation set.  

 
Only 16 models met the inclusion criteria 

and were, therefore, used as the constituting set of 

models (Table 1). Meanwhile, all the six models that 
extant studies have proposed for assessing the 
cybersecurity readiness of healthcare institutions 
were taken as the evaluation set (Table 2). They were 
used to evaluate the completeness of the CSFs 
extracted from the constituting set and their ability 
to adequately evaluate the cybersecurity readiness of 
healthcare institutions. Tables 1 and 2, respectively, 
list the constituting and evaluation models that were 
derived from extant studies. 

 
Table 1. The 16 extant constituting models 

 

 
 

Table 2. The six extant evaluation models 
 

 
 
3.2.2  Identifying the critical success factors 
(CSFs) 
 

A set theory (Equation 1) was then used to 
remove redundant CSFs, leaving 500 CSFs in the 
initial list. This involved identifying popular CSFs 
and then identifying models that did not contain 

these popular CSFs. The descriptions of the CSFs 
from the models that did not contain the popular 
CSFs were studied to determine if any were similar 
to the popular CSFs. If any were identified, the CSF 
was removed from the list. If none were identified, 
the CSF was retained. This was repeated until the 
descriptions of all the CSFs had been examined. The 
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following set theory demonstrates the reduction 
process: 
  

If 
α and β are two sets of models. 
x ϵ α; and y ϵ β 
then α \ β, therefore x ≡ y. 

 
(1) 

 
The common terms used to label the CSFs 

in the models were not altered so as to maintain their 
scientific representations and ensure that they would 
be understood and easily recognised by the security 
community.  
 

The 89 CSFs shortlisted from the 16 
constituting models (M01-M16) were then grouped 
into five dimensions that most commonly appeared 
in the constituting set: (1) assets, (2) access and trust, 
(3) operations, (4) governance, and (5) human 
resources. Tables 3 to 8 list the initial set of 89 CSFs 
and from which of the 16 constituting models they 
had been extracted.  
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Table 3. The 20 assets-based critical success factors (CSFs) 
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Table 4. The 18 access and trust-based critical success factors (CSFs) 
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Table 5. The 12 operations-based critical success factors (CSFs) 
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Table 6. The 12 defence-based critical success factors (CSFs) 
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Table 7. The 10 governance-based critical success factors (CSFs) 
 

 
 

Table 8. The 17 human resources-based critical success factors (CSFs) 
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3.2.3  Evaluating the Critical Success Factors 
(CSFs) 
 
 To evaluate the completeness of the initial 
list of CSFs, each domain’s CSFs, which had been 
derived from the constituting set (M01-M16), were 
validated by comparing them to the six models in the 
evaluation set (M17-M22): (1) to ensure their 
completeness and generalisability, (2) to ensure the 
structure, logic, and causal correlations between the 
CSFs agreed with those in the healthcare industry, 
and (3) to identify any CSFs that may have been 
overlooked.  
 
Assets-based critical success factors (CSFs) 
 

Although M17 and M18 contained 
security-related CSFs, they did not contain specific 

assets-based CSFs. Meanwhile, M19 contained 
three assets-related CSFs, namely, threat detection 
technology, patch management, and security 
hardening factors, which were all selected for 
inclusion in the assets-based CSFs. Apart from that, 
although M20 assessed five dimensions, none of 
them were assets- or technology-related. Similarly, 
although M21 assessed asset management, it failed 
to list clear evaluation factors or indicators. Lastly, 
as the asset management dimension of M22 
contained 13 CSFs, all 13 were included in the 
present study’s assets-based dimension. Therefore, 
the CSFs selected were generic and additional CSFs 
were not required. 
 
Access and trust-based critical success factors 
(CSFs) 
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M17 considered various access control 
mechanisms and the policies that govern them. 
However, it did not delve into trust-based CSFs at a 
much-disaggregated level. M18, similarly, 
addressed secure authentication mechanisms and 
discussed trust-based frameworks for risk 
mitigation. However, it did not elaborate on any 
specific CSF for continuous trust validation. M19 
proposed an access control system built on public-
private trust partnerships. Trust policies over multi-
factor authentication, as well as access to public 
data, were described and correlated to key access-
based CSFs. M20, on the other hand, acknowledged 
the factors involved in measures of cybersecurity 
maturity. However, it does not delineate trust-related 
individual CSFs. M21 commented on asset 
management but failed to evaluate trust-based 
access factors properly. Furthermore, it stressed the 
security of sensitive information, but no framework 
for measuring trust was given. 
 
Operations-based critical success factors (CSFs) 
 

M17 contained continuity-related CSFs, 
which were already included in the initial list of 
CSFs. Model M18 did not specify specific 
operations-related CSFs. Lastly, M19 to M22 did not 
contain operations-related CSFs. 
 
Defence-based critical success factors (CSFs) 
 

M17 contained defence- and crisis 
response-related CSFs, such as the establishment of 
cyber defence policies, cyber defence mission 
statements, and articulating a cyber defence 
statement. These three CSFs were included in the 
initial list of CSFs. Meanwhile, the defence-related 
CSFs that M18 to M20 were developed for a 
national level and, therefore, not very suited for 
organisations. Lastly, M21 and M22 did not contain 
defence-related CSFs. 
 
Governance-based critical success factors (CSFs) 
 

M17 contained knowledge management- 
and crisis management-related CSFs that ought to be 
taken under consideration. Meanwhile, M18 
contained establishing policies and procedures for 
governing strategies, which were already included in 
the initial list of CSFs. The CSFs in the remaining 
models only marginally assessed the governance 
aspects of cybersecurity. 
 
Human resources-based critical success factors 
(CSFs) 

 
Although M17 to M20 contained many 

human- or people-related CSFs, most of the CSFs in 
the initial list already addressed them. On the other 
hand, M21 and M22 contained an education for 
cybersecurity awareness domain, however, these, 
too, had already been included in the initial list of 
CSFs. Figure 3 depicts the process of identifying and 
customising the CSFs. 

 
Figure 3. The process of identifying the critical success 

factors (CSFs) 
 
In conclusion, only a few of the initial 

CSFs addressed privacy as most of the models in the 
constituting set did not prioritise the data privacy 
aspect of cybersecurity. As data privacy is important 
in the healthcare industry, some models that 
prioritise data privacy in the healthcare industry will 
be taken into consideration to fill the gap. 
 
3.2.4  Designing and developing the 
cybersecurity assessment framework (CAF) 
 

The 1st iteration of the framework was 
developed using the identified CSFs. The CSF list 
underwent numerous cycles to yield a framework 
that was reliable. The CSFs in the framework were 
then validated by a group of IT managers and 
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healthcare professionals who were selected based on 
their years of experience in their respective fields. A 
questionnaire was used to conduct the initial 

evaluation followed by an analysis conducted via 
interviews. Figure 4 depicts Phase 1 of the present 
study. 

 

 
 

Figure 4. Phase 1 
 

The final CAF was developed by (1) 
assessing the theoretical and technical aspects of 
security and privacy readiness that healthcare 
institutions require to adopt an MCPS; (2) ensuring 
that it aligns with the strategies of healthcare 
institutions, under the purview of the top 
management, and adopted at an organisational and 
individual level; and (3) ensuring that it does not 
contradict to the main reason the healthcare 
institution is adopting an MCPS in the first place. As 
such, the framework was, largely, based on the best 
practices used to securely implement, manage, and 
govern cloud computing, IoT technologies, edge 
computing, fog computing and such in the 
healthcare industry, as well as extant studies listing 
what is required to protect patient privacy when 
adopting cutting-edge technologies in the healthcare 
industry. Figure 5 depicts the CAF that was 
developed. 
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Figure 5. The proposed cybersecurity assessment framework (CAF) 
 

The framework begins with a two-factor 
authentication system against fraud authentication 
requests from a user. A two-factor authentication 
system enhances security by adding an additional 
layer of security to personal information [83]. Once 
the user is granted access, they can begin working 
with the patient’s data. The user’s access to the data 
is registered as an event and sent to the data layer, 
where information related to the patient’s treatment 
procedures can be received and sent. In the data 
layer, information from multiple devices and sensors 

is received, which is of a heterogeneous nature [84]. 
After receiving information in multiple formats, the 
data is converted into a common format that is 
understandable by all users. 
 
3.3  Phase 2: Developing the Scorecard  
 

A scorecard that IT managers could use as 
a template for gathering data about the MCPS 
adoption readiness of their healthcare institution 
pre-MCPS adoption was developed to test the 



 Journal of Theoretical and Applied Information Technology 
31st July 2025. Vol.103. No.14 

©   Little Lion Scientific  
 

ISSN: 1992-8645                                                                    www.jatit.org                                                     E-ISSN: 1817-3195 

 
5030 

 

usability of the proposed MCPS framework (Table 
9). The required data was collected via structured 
interviews with relevant members of the institution. 
The scorecard also provides a mechanism with 
which to report the aggregated data back to the 

decision-makers at the institution. Apart from that, 
the scorecard and the framework were theoretically 
tested on two case study healthcare institutions in 
Libya. Figure 6 depicts Phase 2 of the present study. 

 
Table 9. The proposed scorecard 

 

 
 

 
 

Figure 6. Phase 2 
 

3.4  Phase 3: Validating the Cybersecurity 
Assessment Framework (CAF) 
 

Semi-structured interviews were 
conducted, where the results of the usability 
demonstration and the extent to which the proposed 
framework fulfils its requirements were evaluated 
by a group of IT managers and healthcare 
professionals. The evaluation involved: (1) 

analysing the context of the evaluation, where the 
researcher determined the prerequisites for selecting 
the goal and strategy for the evaluation; (2) selecting 
the goal and strategy of the evaluation, where the 
researcher defined the goal of the evaluation and the 
strategy to be taken to achieve said goal; and (3) 
designing and conducting the evaluation, where the 
researcher designed the evaluation and conducted it. 
Figure 7 depicts Phase 3 of the present study. 
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Figure 7. Phase 3 
 

As it was unfeasible to conduct the 
evaluation in a real-life healthcare institution, a 
survey as well as open-ended semi-structured 
interviews of IT managers and healthcare 
professionals from two Libyan hospitals, namely, 
Estishari Hospital and Benghazi Children’s 

Hospital, were conducted to collect their opinions on 
the proposed framework as well as evaluate it 
against the requirements listed in Phase 1. Table 10 
lists the questions that were used to conduct the 
semi-structured interviews and in the questionnaire. 

 
 

Table 10. The questions included in the questionnaire and semi-structured interviews 
 

 
 
3.5 Research Hypothesis 
 

The study hypothesizes that: "A 
cybersecurity assessment framework and scorecard 
based on the specific CSFs of healthcare institutions 
shall ensure better earnestness and effective results 
from readiness assessment for MCPS adoption." 
Testing of this hypothesis was performed through 
expert feedback, scorecard tests, and a thematic 
analysis of stakeholder feedback. 
 

 
 
 
 
 
 
 
 
 
 

 
4. RESULTS AND DISCUSSION  
 

By simulating a working cloud storage 
service, two experimental case scenarios were 
designed, developed, and implemented to: (1) 

observe the utility of the cloud forensics component 
of the proposed framework and (2) to demonstrate 
the applicability of the proposed framework by 
using its key processes to locate and extract 
evidence from private and public cloud services. The 
findings of Scenario 1 indicate that the proposed 
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CAF enabled Estishari Hospital and Benghazi 
Children’s Hospital to prepare and ready themselves 
to adopt MCPS, while Scenario 2, which used the 
two remaining components of the proposed 
framework, indicates that it was able to successfully 
identify the perpetrators. 
 

4.1  Questionnaire 
 

A simple questionnaire that reflected the 
scorecard was developed and distributed to a group 
of 10 IT managers and healthcare professionals. 
Table 11 provides a summary of the response.

 
Table 11. The distribution of the questionnaire and scorecard responses 

 

 

 
 
4.1.1 Results of the analysis 
 

As seen, 50% believed that the reliability of 
the proposed CAF was high, while 40 and 10%, 
respectively, believed that it was medium and low. 
Similarly, 50% believed that the validity of the 
proposed scorecard was high, while the rest believed 
that it was medium. Most of the respondents (70%) 
felt that the proposed CAF’s degree of third-party 
authentication was medium, while 30% felt it was 
high. Similarly, 70% felt that the proposed CAF’s 
degree of security protocols was medium, while 20 
and 10% felt it was high and negligible, respectively. 
Lastly, 50% of the respondents felt that the proposed 
CAF’s degree of transparency was medium, while 40 
and 10% felt that it was high and low, respectively. 
 
4.2  Semi-Structured Interviews 
 

Table 12 provides the responses that the 
five IT managers from Estishari Hospital and 
Benghazi Children’s Hospital gave during the semi-
structured interviews. 
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Table 12. The semi-structured interview responses of the IT managers from Estishari Hospital and Benghazi Children’s 
Hospital 
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4.2.1 Results of the thematic analysis 
 

The responses were then analysed and six 
themes were derived: (1) facilitated MCPS adoption, 
(2) comprehensive CAF for healthcare institutions, 
(3) CAF contained key CSFs required to assess the 
cybersecurity and privacy readiness of healthcare 

institutions, (4) scorecard contained key CSFs 
required to assess the cybersecurity and privacy 
readiness of healthcare institutions, (5) CAF was 
valid and reliable, and (6) scorecard was usable.  
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Theme 1: Facilitated medical cyber-physical 
system (MCPS) adoption 
 

The proposed CAF played a crucial role in 
processing, storing, and accessing healthcare-related 
information at the case study institutions. More 
specifically, it effectively increased interactions 
between their key stakeholders and enabled them to 
better serve their patients by acquiring and 
delivering patient data to their healthcare 
professionals, which enabled them to make data-
driven healthcare decisions.  
Theme 2: Comprehensive Cybersecurity 
Assessment Framework (CAF) for Healthcare 
institutions 
 

The proposed CAF is a comprehensive 
guide for the successful implementation of MCPS-
related cybersecurity measures. Its features 
effectively increased the cybersecurity readiness of 
the case study institutions and enabled them to 
provide the real-time data of their patients to their 
healthcare professionals, which enhanced their 
healthcare performance. 
 
Theme 3: Cybersecurity assessment framework 
(CAF) Contains key CSFs required to assess the 
cybersecurity and privacy readiness of healthcare 
institutions 
 

Third-party authentication is a vital factor 
when assessing the privacy and cybersecurity 
readiness of healthcare institutions [85]. It also helps 
maintain transparency and reliability, which are two 
CSFs when assessing the cybersecurity and privacy 
readiness of healthcare institutions, by verifying 
data authenticity, integrity, and adherence to several 
regulatory standards. The proposed CAF’s 
reliability concerns the system’s ability to perform 
consistently, without any compromises or failure. 
The CSFs, such as security, were thoroughly 
maintained. Therefore, the CAF enabled the case 
study institutions to assure transparency in their 
MCPS alongside cybersecurity readiness. 
 
Theme 4: The Scorecard contained key CSFs 
required to assess the cybersecurity and privacy 
readiness of healthcare institutions 
 

A scorecard plays a vital role when 
assessing the readiness of a healthcare institution to 
adopt an MCPS by mitigating cyber threats as well 
as upholding the standards of privacy as well as 
assuring secure and reliable services. It also helps 
healthcare institutions achieve cybersecurity 

benchmarks and regulations [86, 87]. The proposed 
scorecard enabled the case study institutions to 
holistically evaluate their cybersecurity readiness 
pre-MCPS adoption. It fostered transparency as well 
as accountability among their stakeholders, with a 
clear view of their cybersecurity weaknesses and 
strengths. 
 
Theme 5: Cybersecurity assessment framework 
(CAF) was valid and reliable 
 

Most of the IT managers reported that the 
proposed CAF was reliable and valid, and helped 
improve the overall performance of the case study 
institutions. More specifically, it enabled their 
healthcare professionals to provide better healthcare 
by improving their diagnoses and facilitating smart 
monitoring. However, some reported that it was not 
reliable or valid, mostly due to misunderstandings 
arising from a lack of communication between 
patients and the highly complex framework that 
patients find difficult to navigate.  
 
Theme 6: The Scorecard was usable 
 

Most of the IT managers reported that the 
scorecard was usable. They also stated that the 
proposed CAF supported third-party authentication, 
which would effectively enhance the cybersecurity 
performance of the case study institutions. 
Furthermore, although the cybersecurity measures 
of the proposed CAF were effective, they may not 
always be very effective. Lastly, although the CAF 
significantly fosters transparency, it may not fully 
support the transparency of the treatment 
procedures. 
 

These findings conform to previous 
literature [57,58], where it was stated that there 
exists no operational scorecard systems and 
frameworks specifically designed for healthcare 
cybersecurity. Differently from these previous 
models, our proposed CAF was reported to be both 
usable and actionable in the hospital environment. 
 
4.3 Limitations 
 

The study had several limitations. First, the 
evaluation was done in two hospitals only, both 
located in Libya, and it may limit the 
generalizability to other regions with different 
regulations or infrastructural mediums. Second, 
while the CAF was validated with a domain, experts 
could not actually test or validate it in live MCPS 
environments. Third, privacy concerns were not 
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addressed in the proposed framework and remain an 
area to be enhanced in the future. Last, the 
subjectivity of self-reported expert feedback 
remains a minor limitation. 

 
5. CONCLUSION AND 

RECOMMENDATIONS 
 

The study has addressed a pertinent issue 
plaguing healthcare cybersecurity-the absence of a 
domain-specific framework for the study of 
institutional readiness for medical cyber-physical 
systems (MCPS). By identifying five empirically 
grounded critical success factors (CSFs)—
reliability, validity, third-party authentication, 
security, and transparency—the study developed 
and validated a Cybersecurity Assessment 
Framework (CAF) and a quantitative scorecard with 
specifications necessary for healthcare institutions. 
Theoretically, the CAF and scorecard were tested in 
two Libyan hospitals and received positive feedback 
from IT managers and healthcare professionals.  

 
The results taught that these tools did assist 

in evaluating readiness and creating awareness of 
cybersecurity gaps prior to MCPS implementation. 
These results seem to lend credit to the proposition 
that a sector-specific, CSF-based framework 
enhances both preparedness and confidence in 
cybersecurity decision-making. Yet, limitations 
continue to exist. The study relied on theoretical 
validation and stakeholder feedback drawn from a 
purposive sample composed of only 15 participants, 
a reflection of which could breed bias. 

 
The privacy facet of MCPS is not 

sufficiently treated in the proposed CAF and will 
require incorporation with other privacy-oriented 
frameworks in subsequent iterations. The 
generalisability of results is also limited due to the 
regional scope and the lack of MCPS live 
deployment in the studied institutions. In terms of 
contribution, this research places a practical 
healthcare-specific tool into cybersecurity literature 
to fill the gaps between policy frameworks and 
institutional implementation.  

 
Future works will involve a longitudinal 

review of the CAF in practice environments, 
integration with cutting-edge threat modelling and 
encryption standards, and validation of the 
framework across global healthcare systems. In a 
nutshell, the CAF and scorecard residents represent 
one of the biggest leaps toward the secure adoption 
of MCPS and offer a replicable model for healthcare 

institutions in assessing and improving their 
cybersecurity maturity. 
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