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ABSTRACT

The growing use of mobile edge computing (MEC) has had a positive impact on user experience and
reduced latency. However, this closeness also makes MEC environments vulnerable to a number of security
risks. This research article presents an edge-based hybrid intrusion detection system for MEC and the
Internet of Things (IoT). The system uses techniques like behavioral analysis, anomaly detection, and
signature-based detection, ensuring real-time response and reduced bandwidth usage. The system also
addresses challenges in data acquisition and cleaning due to potential threats from malicious users and
noise. The model uses smoothing filters, unsupervised learning, and deep learning techniques to detect
anomalies and threats, reducing bandwidth. According to the findings, securing MEC environments against
changing cyber threats can be accomplished using an edge-based hybrid intrusion detection system.
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1. INTRODUCTION One of the primary concerns in
implementing machine learning models on edge
devices is the issue of data privacy [2]. Edge

Machine learning is a subset of artificial devices typically store and process data locally,

intelligence (Al) in which the Al is able to perform
perceptive tasks within a fraction of the time it
would take a human.

Edge computing refers to the act of
bringing computing services physically closer to
either the user or the source of the data. These
computing services exist on what we call edge
devices, a computer that allows for raw data to be
collected and processed in real-time, resulting in
faster, more reliable analysis. Machine learning at
the edge brings the capability of running machine
learning models locally on edge devices, such as the
Internet of Things (IoT)[1].

The rise of edge computing has allowed
machine learning models to be deployed on edge
devices such as smartphones and Internet of Things
(IoT) devices. However, the implementation of
machine learning models on edge devices presents a
unique set of security challenges that need to be
addressed.

which makes them vulnerable to data breaches and
attacks. In order to address this concern, the authors
of the paper propose the use of secure enclaves,
such as Intel's Software Guard Extensions (SGX),
to protect the data and ensure its confidentiality.

Another challenge in implementing
machine learning models on edge devices is the risk
of model theft and reverse engineering [3].
Attackers can steal machine learning models and
use them for malicious purposes. To mitigate this
risk, the authors propose the use of model
obfuscation techniques, such as function
obfuscation and code packing, to make the models
more difficult to reverse engineer.

Furthermore, the article also discusses the
issue of model poisoning attacks, where attackers
can inject malicious data into the training dataset to
manipulate the model's behavior.

Figure 1 shows the Mobile

computing architecture.

edge
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The authors propose the use of data
poisoning  detection mechanisms, such as
Mahalanobis  distance-based ~ methods  and
clustering-based methods, to detect and prevent
such attacks[4].

Edge-based machine learning (ML)
applications refer to ML models that run on devices
like mobile phones, IoT devices, and other edge
devices, rather than running on a centralized server.

While edge-based ML applications have
numerous benefits, including faster processing and
better privacy, they are also more vulnerable to
security threats.

To ensure the security of edge-based ML
applications, there are several measures that
developers and organizations can take. These
include:

Secure communication [5]: Use secure
communication protocols, such as HTTPS and
SSL/TLS, to ensure that data transmitted between
edge devices and servers is encrypted and secure.

Data encryption: Use data encryption
techniques, such as AES, to encrypt sensitive data
stored on edge devices to prevent unauthorized
access.

Secure software development: Ensure that
the software used to develop and deploy the ML
model is secure by implementing security best
practices, such as regular code reviews and security
testing [4].

Continuous monitoring: Implement
continuous monitoring and analysis of the edge-
based ML application to identify any security
threats or wvulnerabilities and take appropriate
action.

Organizations can also consider leveraging
the expertise of third-party security providers to
help ensure the security of their edge-based ML
applications [3].

The paper highlights the various security
challenges in implementing machine learning
models on edge devices and proposes solutions to
address them. The use of secure enclaves, model
obfuscation techniques, and data poisoning
detection mechanisms can help ensure the security
of edge-based machine learning applications.

The problem statement can be stated as:
the adoption of Mobile Edge Computing (MEC)
reduces latency but introduces security challenges
due to the proximity of resources. Traditional IDSs

are not suited for MEC due to their centralized and
resource-heavy nature. Recent studies highlight the
need for hybrid IDS solutions to improve detection
accuracy and reduce resource consumption.

The research questions can be listed as:

1. How can a hybrid IDS framework combining
signature-based and anomaly-based detection
techniques be designed for MEC?

2. What machine learning algorithms and data
preprocessing methods can enhance detection
accuracy?

3. How can the IDS framework be optimized for
resource constraints in edge devices?

4. How does the proposed IDS compare to
existing solutions in terms of performance
metrics?

The research hypothesis can be stated as:
the integration of hybrid intrusion detection
techniques, combining  signature-based  and
anomaly-based detection, will significantly enhance
the detection accuracy and reduce false positives in
Mobile Edge Computing (MEC) environments
compared to traditional IDS methods.

The research objectives are as follows:

1. Design and implement a hybrid IDS framework
for MEC, integrating signature-based and
anomaly-based detection.

2. Improve detection accuracy using machine
learning algorithms and data preprocessing.

3. Optimize the IDS to operate efficiently within
the constraints of edge devices.

4. Evaluate performance based on detection rate,
false positive rate, and computational overhead.

The aim of this study is to develop a novel
hybrid intrusion detection framework specifically
tailored for Mobile Edge Computing (MEC) and
Internet of Things (IoT) environments, where
traditional security approaches fall short due to
latency, mobility, and resource constraints. The
novelty of this research lies in integrating
behavioral analysis, anomaly detection, and
signature-based methods within an edge-based
architecture that supports real-time threat detection

while minimizing bandwidth usage. Outcome
measures include detection accuracy, false
positive/negative rates, processing time, and

bandwidth efficiency. The system incorporates
unsupervised and deep learning techniques with
data preprocessing strategies like smoothing filters

.
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to enhance reliability and robustness in noisy or
adversarial environments.

Despite its contributions, the study faces
limitations such as dependency on benchmark
datasets that may not fully reflect real-world MEC
traffic, the computational overhead of deep learning
on constrained edge devices, potential false alarms
in highly dynamic conditions, and privacy concerns
related to behavioral data monitoring. These
limitations  provide directions for further
optimization and real-world validation.

2. LITERATURE REVIEW

The emergence of the smart auto sectors
has led to the development of Internet of Vehicles
(IoV) technologies. It makes it possible for vehicles
to engage with the environment, exchange and
gather data about other moving objects and roads,
and assure road safety [6]. [oV systems, however,
confront numerous difficulties, including huge data
dissemination and gathering, as well as quick and
effective communication between smart devices
and cars. Machine learning (ML) is one of the
answers provided by Al technology to deal with
these problems. In order to address the issues facing
IoV applications, this paper seeks to present
theoretical underpinnings for ML and the top
models and algorithms.

In the Internet of Vehicles (IoV), this work
addresses analytical modeling for offloading
decisions made by mobile edge computing using
machine learning and Deep Reinforcement
Learning (DRL) techniques [1,4].

The significant potential for performing
intelligent cognitive sensing, intelligent network
management, big data analytics, and security
enhancement for edge-based smart applications has
been demonstrated by many Al-based solutions
utilizing machine learning, deep learning, and
swarm intelligence. Despite all of its advantages,
there are still questions regarding the capacities that
intelligent edge computing will need to handle the
computational complexity of machine learning
approaches for massive loT data analytics. For the
purpose of enhancing the quality of service and
creating edge-based smart applications efficiently, it
is important to pay attention to the resource
restrictions of edge computing, distributed
computing, efficient orchestration, and resource
synchronization. In order to fully utilize the promise
of the existing research in this area, this paper
explores the intersection of Al and edge in a variety
of application domains [4, 7].

Due to its features and quick distribution
method, the Mobile Edge Computing (MEC) model
draws more consumers to its services. Users can get
information from the edge of the network thanks to
this feature of the network architecture. However,
this edge network architecture's security presents a
significant difficulty. Users can access all MEC
services through the Internet in a shared
environment.

Due to Internet-based remote services,
attacks like user to root, remote login, Denial of
Service (DoS), snooping, port scanning, etc., may
be conceivable in this computing environment. A
method of network protection called intrusion
detection looks for assaults. Only known attacks
can currently be detected by existing detection
algorithms, and real-time network traffic
monitoring effectiveness is poor [4,8].

Many daily services are changing as a
result of the development of cloud computing and
Internet of Things (IoT) environments, such as
healthcare systems, telecommunications, and
Industry 4.0 or Industrial IoT (IIoT). Security
concerns are therefore helpful for properly
protecting these cutting-edge systems. IIoT security
poses significant difficulties for both commercial
players and academic study. To increase the
security of IToT environments, a number of security
strategies, including intrusion detection, are
combined. So, an intrusion detection system's (IDS)
goal is to keep track of activity, spot an incursion in
real time, and then take action. In order to increase
their accuracy (ACC), precision, and detection rate
(DR), many modern IDS use machine learning
(ML) approaches. The hybrid IDS for Edge-Based
IIoT Security presented in this study uses ML
approaches [7,9].

A new 5G technology called multi-access
edge computing (MEC) brings the advantages of
cloud computing closer to the consumer. The
connectivity between mobile users and the MEC
host is described in the existing MEC
specifications, but there are problems with
application-level security and privacy. In the non-
roaming example, we think about how to offer
private and secure communication routes between a
mobile user and a MEC application. It comprises
protocols for wuser registration on the MEC
application's main server, shared key renewal, and
MEC application use on the MEC host whether the
user is stationary or mobile. They created a privacy-
enhanced variation of the 5G authentication and key
management for applications (AKMA) service for
these protocols [8,10].
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The intrusion detection framework for
mobile edge computing (MEC) will be influenced
by a number of variables, including the
environment's unique requirements, limitations, and
characteristics. Here are some things to think about
when choosing the best techniques:

2.1 Hybrid Approach:

A hybrid approach can be more successful
at identifying a variety of threats and reducing false
positives/negatives by combining different intrusion
detection approaches, such as anomaly detection,
signature-based detection, and behavior analysis [7,
10].

2.2 Behavioral Analysis and Anomaly Detection:

Mobile edge computing settings frequently
feature dynamic and varied behaviors. This is
known as behavioral analysis and anomaly
detection. It is possible to recognize aberrant
actions and discover unique and unidentified risks
by using behavioral analysis and anomaly detection.

2.3 Federated Learning (for privacy):

Federated learning can be a useful strategy
if privacy is a top need. It enables collaborative
training of intrusion detection models across edge
devices without transferring raw data, protecting
user privacy.

2.4 Transfer Learning (Limited Data):

Transfer learning can use pre-trained
models from related tasks or domains to speed up
model development and adaption in situations with
little labeled data.

2.5 Ensemble Methods:

Multiple intrusion detection models can be
combined in ensemble approaches to increase
detection precision and strengthen the system's
resilience.

2.6 Edge detection with cloud augmentation:

Cloud-augmented edge detection can
offload some operations to the cloud in cases when
edge devices have constrained processing
capabilities, allowing for more in-depth analysis.

2.7 Edge-Cloud Collaboration for Model
Updates:

Maintaining an up-to-date  intrusion
detection system while balancing resource usage at
the edge is possible with the support of edge-cloud
collaboration for model changes.

2.8 Real-time Response Mechanism:

Make that the framework provides a real-
time response mechanism to address threats
immediately, regardless of the detection technique.
The optimum approach will be determined by the
particulars of the mobile edge computing
environment, the resources at hand, the desired
level of security, privacy considerations, and the
particular dangers that need to be addressed.

The critique of literature review is
provided in Table 1, showing context of usage,
strength, limitations, and suggestions for each
reference.

3. NEWLY PROPOSED SYSTEM

Previous research has explored various
intrusion  detection  techniques for MEC
environments, including machine learning-based
methods and rule-based approaches. However,
these methods often face challenges in achieving
high accuracy and efficiency. Meta AdaBoost
Regression, a variant of the AdaBoost algorithm,
shows promise in addressing these challenges by
combining the advantages of multiple base learners.

Figure 2 shows the proposed model. This
paper proposes an edge-based hybrid intrusion
detection framework which consists of the
following steps:

3.1 Data Preprocessing

Collect raw network traffic data from edge
devices and preprocess it to extract relevant
features. Apply techniques such as data
normalization, dimensionality reduction, and
feature selection to enhance the quality of the input
data.

3.2 Anomaly-based Detection

Employ a machine learning model (e.g.,
Isolation Forest, One-Class SVM) to identify
anomalies in the network traffic data [4,11].
Anomalies are instances that significantly deviate
from the expected behavior, indicating potential
intrusions.

3.3 Signature-based Detection

Utilize signature-based detection
techniques (e.g., Snort rules, YARA rules) to
identify known patterns of malicious activities.
Signature-based detection focuses on identifying
predefined attack patterns based on the established
signatures [4].

3.4 Blockchain-based Detection

Blockchain technology is one potential
way to improve the security of mobile edge
computing settings. Blockchain is a distributed
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ledger system that enables safe and transparent
record-keeping. By introducing blockchain into the
hybrid intrusion detection framework, it would be
feasible to build a tamper-proof record of all
transactions and events that occur within the mobile
edge computing environment. This would make it
far more difficult for attackers to change or
fabricate data, and would add an extra layer of
protection to the system [12].

In terms of implementation, a private
blockchain network may be set up within the
mobile edge computing environment, with each
edge device operating as a node in the network. The
intrusion detection algorithms may then be
connected with the blockchain, allowing them to
report any identified intrusions or abnormalities
onto the blockchain in real-time. This would offer a
safe and visible record of all security occurrences,
which could be utilized for forensic investigation
and to improve the overall security posture of the
system.

First, blockchain technology creates a
tamper-proof and transparent record of all
transactions and events that take place in the mobile
edge computing environment. This makes it far
more difficult for attackers to change or falsify data
while also adding an extra layer of security to the
system. By introducing blockchain into the hybrid
intrusion detection framework, it will be feasible to
build a secure and transparent record of all security
events that can be utilized for forensic investigation
and to improve the system's overall security
posture.

Second, because blockchain technology is
decentralized and dispersed, it is particularly
resistant to attacks. Even if one or more network
nodes are compromised, the rest of the network can
continue to operate normally. This adds another
layer of defense against assaults designed to disrupt
or disable the system.

Third, blockchain technology can provide
a safe and efficient way of sharing data between
edge devices as well as between the edge and the
cloud. This allows edge devices to offload part of
their work to more capable cloud-based systems,
which can assist to ease some of their resource
constraints.

In  summary, the combination of
blockchain technology and the existing hybrid
intrusion detection framework should provide a
robust and effective solution for protecting mobile
edge computing environments from cyber-attacks.
It would provide a layer of security and

transparency while also using the characteristics of
both technologies to produce a robust and resilient
system.

Figure 3 shows blockchain based hybrid
intrusion detection. Here is a high-level overview of
the proposed blockchain-based intrusion detection
method. Let ‘B’ be the private blockchain network
set up within the mobile edge computing
environment, where each edge device ‘e’ is a node
in the network. Let ‘I’ be the set of existing
intrusion detection algorithms integrated with the
blockchain.

When an intrusion or anomaly is detected
by an algorithm ‘i’ in ‘I’, the relevant edge device
‘e’ creates a new block ‘b’ containing the details of
the event, such that b = f(i, e), where ‘f" is a
function that generates a new block based on the
output of the intrusion detection algorithm ‘i’ and
the state of the edge device ‘e’.

The edge device ‘e’ then broadcasts the
block ‘b’ to the rest of the network, such that all
other nodes ‘n’ in the network receive the block.
Each node ‘n’ validates the block using a validation
function ‘v’, such that v(b, n) = true if the block is
valid and v(b, n) = false if the block is invalid.

If the block is valid, it is added to the local
copy of the blockchain for each node 'n’, such that
B, = Bn U {b}, where ‘B,’ is the local copy of the
blockchain for node ‘n’. The block is then added to
the global blockchain ‘B’, creating a tamper-proof
record of the security event.

This algorithm can be expressed
mathematically as follows:
B=¢

for eachiin I:
if 1 detect an intrusion or anomaly:
b=1(, e)
Broadcast b to all n in network
for each n in the network:
if v(b, n) = true:
Bn=Bn U {b}
B=BU {b}

This algorithm provides a secure and
transparent method for detecting and recording
security events in mobile edge computing
environments using blockchain technology. By
recording all security events onto a tamper-proof
blockchain, it will be possible to improve the
overall security posture of the system and provide a
reliable record for forensic analysis.
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3.5 Evaluation:

First, split the dataset into training and
testing sets, ensuring temporal integrity for realistic
evaluation. Train the individual base detectors and
the Meta AdaBoost Regression model on the
training data. Then, evaluate the framework's
performance using standard metrics such as
accuracy, precision, recall, F1-score, and area under
the receiver operating characteristic curve (AUC-
ROC) on the testing data.

3.6 Meta AdaBoost Regression:

Combine the outputs of both anomaly-
based and signature-based detectors using the Meta
AdaBoost Regression algorithm. Meta AdaBoost
Regression assigns weights to the individual
detectors and aggregates their decisions to make a
final prediction [4,8].

Then the algorithm can be expressed as
follows:

(+=0) =

1
— where t

Initialize instance weights: w;

is the iteration number.
For t = 1 to T(number of boosting iterations):
i. Normalize instance weights: wi=w;-
1)/2szle(t-1).
ii. Train a base detector on x with weights

w®: ADy
=TrainBaseDetector(X,W®).
iii. Compute the weighted error &=

SN wi. 1l(yi#hd(xi)), where i is a true
label and hy(x;) is the prediction of base
detector AD for instance x;.

iv. Compute the base detector weight: o=

%Ln((l — &) &)

v. Update instance
wil™D=w;® exp(-or.he(xi)).
e Compute the Meta AdaBoost Regression score
for each instance:
®  SMemAdaBoost = =1 Orh(Xi), which represents
the final combined prediction.

weights:

4. RESULTS

The suggested hybrid intrusion detection
system for Mobile Edge Computing (MEC) has
shown compelling results, demonstrating its
efficacy in boosting security measures inside MEC
environments. Notably, when compared to
traditional intrusion detection approaches, the
framework has demonstrated a significant increase
in accuracy. The combination of various detection
techniques, such as behavioral analysis, anomaly
detection, and signature-based detection, is credited

with this improvement [13,14]. Through careful
examination, it is clear that the framework produces
a significant increase in the true positive rate (TPR),
indicating its ability to detect genuine security
concerns while minimizing false negatives.
Furthermore, the hybrid approach has resulted in a
significant increase in precision, a critical parameter
in intrusion detection. The system has shown a
considerable reduction in false positives by merging
several detection approaches, raising precision
levels [15]. The hybrid framework's precision rate
exceeds that of individual detection approaches,
making it a solid alternative for reducing false
alarms and optimizing resource allocation for threat
mitigation.

Table 2 shows the measurement factors,
while Table 3 shows performance metrics.

When it comes to the precision and
accuracy of Hybrid methodology, we can see that
the Exploits attack class has the highest recall rate
(98%) of all attack classes, followed by the Normal
Class (95%) with very few demarcations, and we
can see that we have a very low recall rate when
compared to the other potential attack classes,
which account for only 5.5% of the recall rate. In
terms of precision, the Generic Attack class has the
greatest precision rate of 94%, followed by
Exploits, Shellcode, and Worms attack classes,
which have precision rates of 92%, 91%, and
90.5%, respectively. The Normal attack -class
achieves the lowest precision percentage of 85%,
which is quite respectable when compared to other
models.

Figure 4 shows Precision & Recall graph.
In addition to improved accuracy and precision, the
hybrid framework surpasses conventional intrusion
detection techniques, such as anomaly detection and
signature-based detection, in numerous crucial
aspects. It provides comprehensive threat coverage
by combining the strengths of different detection
methodologies, covering both known and
undiscovered security dangers. Furthermore, it
excels in reducing false positives and negatives,
increasing the precision of intrusion detection
[16,17,18]. With intrusion detection algorithms
strategically installed at the network's edge, the
architecture provides real-time threat response,
providing rapid security event remediation.
Furthermore, its resource-efficient architecture
accommodates edge devices with lower processing
capabilities, establishing a compromise between
effective threat detection and optimal resource
utilization.
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While initial simulations in MEC settings
have been promising, real-world deployment and
careful evaluation are required to validate the
framework's effectiveness across varied operational
conditions. Future research directions include fine-
tuning machine learning models to reduce
computing overhead and dynamic model updates
for agile responses to shifting threats and network
dynamics [19]. Furthermore, the incorporation of
other data sources and contextual information has
the potential to improve intrusion detection
precision, making it an intriguing field for further
research.

Table 4 shows Plus Minus Interesting
facts. The proposed hybrid intrusion detection
framework emerges as a strong and effective option
for reinforcing security in MEC contexts. The
findings of a rigorous examination highlight its
potential for accurate threat identification, minimal
false alarm rates, and real-time reaction capabilities.
As research and real-world testing progress, the
framework is ready to strengthen its role in
protecting the integrity and privacy of mobile edge
computing systems. Finally, the edge-based hybrid
intrusion detection methodology is suggested for
mobile edge computing offers a reliable and
effective way to handle the security issues that
MEC settings face [20].

5. CONCLUSION

In conclusion, the edge-based hybrid
intrusion detection methodology is suggested for
mobile edge computing offers a reliable and
effective way to handle the security issues that
MEC settings face. The framework achieves
improved detection accuracy and fewer false
positives/negatives by combining behavioral
analysis, anomaly detection, signature-based
detection, federated learning, ensemble approaches,
and cloud-augmented analysis.

The system's resilience is increased by the
quick adaptation to new threats ensured by the
integration of real-time response mechanisms and
incremental learning. Additionally, the system
optimizes resource utilization on edge devices with
limited resources while respecting data privacy
using federated learning.

This study presents a novel hybrid
intrusion detection framework for Mobile Edge
Computing (MEC) and TIoT environments,
combining behavioral analysis, anomaly detection,
and signature-based methods for real-time,
bandwidth-efficient threat detection. The key

contribution is the use of smoothing filters and
unsupervised learning to address data noise and
enhance accuracy. The framework offers a scalable,
decentralized security solution, bridging traditional
IDS approaches with modern Al-driven techniques,
making it highly relevant for the evolving landscape
of MEC and edge computing, where cybersecurity
challenges are increasing.

6. FUTURE WORK

Future research should concentrate on
machine learning optimization, multi-modal data
fusion, and dynamic model updates to further boost
the framework's performance and adaptability
[17,21]. Its effectiveness in realistic MEC
circumstances will be verified by deployment and
evaluation in the real world. The ultimate goal is to
improve the security posture of mobile edge
computing systems while protecting data integrity
and user privacy and delivering a seamless and
secure user experience. The proposed design lays
the foundation of mobile edge computing that is
more secure and dependable.

Although the results of the suggested edge-
based hybrid intrusion detection framework for
mobile edge computing are encouraging, there are
still a number of opportunities for further study and
development:

o Investigating techniques for dynamic and
adaptive model updates so the intrusion
detection system swiftly reacts to emerging
threats and continuously learn from real-time
data.

e Exploring cutting-edge optimization methods
for machine learning to further lower the
computational burden of these models on
resource-constrained edge devices without
sacrificing detection precision.

e Identifying more advanced intrusion attempts,
expanding the framework to include thorough
network traffic analysis, such as deep packet
inspection and flow analysis.

e Improving the precision of intrusion detection
and decrease false alarms, integrate contextual
information, such as user behavior, device
profiles, and application characteristics.

e Researching ways to merge information from
diverse sensors and sources, such as mobile
phones, edge nodes, and outside security
services, to give a more comprehensive picture
of network behavior.
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Development of tools for adaptive resource
management will enable the framework to
dynamically distribute computing resources in

response to shifting MEC environment
demands.

Gauging  the framework's scalability,
robustness, and performance under various

operating situations,
trials and evaluations
deployments.

conduct thorough field
in real-world MEC

Integrate threat intelligence feeds to provide
the intrusion detection system with the most
recent knowledge about known threats and
compromise indications.

A final remark, the proposed edge-based

hybrid intrusion detection system can develop into a
highly effective and adaptive solution, successfully

minimizing security concerns

in mobile edge

computing environments, by addressing these future
research objectives. The ultimate objective is to
strengthen MEC systems' overall security posture
and guarantee their ongoing resilience against
advanced and emerging cyber threats.

CODE AVAILABILITY:

The code that supports the findings of this paper is
available from author Mohamed Eldosuky, upon
request.
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Table 1: Critique of literature review

Ref ||Context of Use Strengths Limitations Suggestions
Offloading decisions in ||Appropriately Vague about the Specify which DRL
[1] |MEC using ML and highlights DRL’s role in|jspecific DRL methods|jtechnique is used (e.g.,
DRL resource management ||or comparative results [DQN, DDPQG), and its role
Cited for DRL in MEC, ||Indicates a broad scope ||Overused; lacks Break down its
[4] ||AI challenges at the covering edge specificity in each contributions and cite
edge, and IDS issues computing and IDS context specific sections or topics
. Unclear if it o ap
loV enabling Supports [oV's goal of erﬁclf;sri;e; safet Clarify if it focuses on
[6] |[communication and road ||environmental P . Y ADAS, V2X, or general
technologies or ..
safety awareness and safety communication features
protocols
Al-based edge Suitable for advanced |[|May not detail both  ||Differentiate the
[7]1 ||lapplications and hybrid [|IDS design in smart architecture and architectural and detection
IDS for IIoT edge/lloT performance aspects if possible
IDS limitations and Addresses both IDS Dual role might Specify if it’s a survey,
[8] ||SG/MEC privacy challenges and MEC stretch the scope of  ||protocol design, or
protocols security enhancements |jone paper performance study
. . Hybrid nat Menti ific ML
ML-based hybrid IDS in ||Relevant to modern IDS y r% fatute of ention specttle
[9] HoT desion in edee/lloT algorithm type not models used (e.g., RF,
& & made explicit ANN, hybrid ensembles)
T T e e
. A% v v
protocols in 5G MEC p Y imp P Y p

in MEC applications

AKMA

security assurance
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Figure 2: Proposed edge-based hybrid IDS
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Figure 3: Blockchain Based Hybrid Intrusion Detection

Table 2: Measurement Factors

Factors Description

True It measures the proportion of actual normal incidents
Positive(TP) correctly identified as normal.

False It measures the proportion of actual normal incidents
Negative(FN) incorrectly identified as attack incidents.

False It measures the proportion of actual attack incidents
Positive(FP) incorrectly identified as normal incidents.

True It measures the proportion of actual attack incidents correctly

Negative(TN) identified as attacks.
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Table 3: Performance Metrics

Attack Detection
Rate(ADR)

False Alarm

Measurement

metric Description Formulae

Accuracy(A) It is defined as the ratio of the Accuracy (A) =
number of correct predictions made (TP+TN)
by the model to the total number of (TP+TN+FP+FN)
predictions made.

Precision(P) Precision measures the proportion Precision (P) =
of correctly predicted positive TP
instances out of all the instances
that were predicted as positive. A

Recall(R) Recall measures the proportion of Recall(R) =

actual positive instances that TP
were correctly identified by the (TP+FN)
model.

F-Score The F-score, also called the F1- F-Score (F1) =

score, is a measure of a model’s (2*R*P)
accuracy on a dataset. (R+P)

Attack Detection
Rate(ADR) =
3° TP,

TP+ FR

Attack Detection Rate is a
performance metric that measures
the accuracy of a model in
identifying attack classes.

False Alarm Rate is a performance Eaksw AlasmiRate

Rate(FAR) metric that measures the (FAR) :N
proportion of non-attack classes —_—
that are incorrectly classified TR + FN,
as attacks by a model.
100 Il Frecision
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Figure 4: Precision & Recall graph
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Table 4: Plus Minus Interesting facts

Aspect

Details

'=,']=' Plus (Strengths)

- Multi-layered detection (behavioral, anomaly, signature) improves accuracy.
- Edge-based implementation ensures real-time response and low latency.

- Smoothing filters and unsupervised learning reduce noise and false positives.
- Bandwidth-efficient design compared to cloud-based IDSs.

= Minus (Weaknesses)

- No coordination across multiple edge nodes limits scalability.

- Uses public datasets, which may not reflect real-world MEC environments.
- Deep learning models may strain low-resource edge devices.

- Lacks mechanisms for adversarial robustness and privacy preservation.

O Interesting
(Noteworthy)

- Balanced trade-off between detection speed and depth.

- Fully localized processing aligns with MEC goals.

- Bridges traditional IDSs with modern Al techniques.

- Novel handling of noisy/malicious data during acquisition using filters and

unsupervised learning.
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