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ABSTRACT 
 

Despite tremendous advances in successful packet transmission in the current context of technological 
progress on wireless networks, network security remains an unavoidable issue in this field due to various 
wireless network attacks. A black hole attack is one of the most crucial threats to wireless network security. 
In a black hole attack, a malevolent node announces openly about the availability of the shortest route 
throughout the wireless network, which is totally false. Whenever a participating node forwards its packet 
to that malevolent node, the packets are dropped. In order to provide high-level security during packet 
transmission throughout the sensor network, a strong threat handling mechanism is required. In this 
research paper, the problem statement is to introduce the MAC algorithm-based black hole attack avoidance 
mechanisms, where a shareable secret key concept is used during the packet transmission process 
throughout the network. The proposed technique's algorithm, as well as the mathematical explanation and 
how the MAC algorithm is implemented, are thoroughly discussed in this paper. Using MATLAB software, 
the proposed algorithm is simulated, the shortest paths are identified, and the shortest path distance and 
time are calculated as simulation results. Furthermore, by providing a comparative analysis in this article, 
we have attempted to identify the clear differences between our proposed mechanisms and the existing 
techniques in this field.  

Keywords: Black Hole Attack, MAC Algorithm, Wireless Sensor Network, Design, Detection, Security, 
Routing System 

 
1. INTRODUCTION  
 

In the twenty-first century of the technological 
world, wireless sensor network (WSN) has versatile 
application area like telecommunication, 
agriculture, healthcare, road traffic control, 
entertainment and so on. It is a promising technique 
in the modern technological world. An 
infrastructure-free wireless network called a 
Wireless Sensor Network (WSN) is set up ad hoc 

using a large number of wireless sensors to monitor 
environmental, physical, and system variables. In 
wireless sensor networks (WSN), various types of 
attacks exist, such as Daniel of Service (DOS), 
Distributed Daniel of Service (DDOS), Wormhole, 
Hello Flood, Sybil, Tempering Attack, and so on 
[1]. A black hole (BH) attack is one of them and is 
the utmost commonly faced in sensor networks [2]. 
In this attack, a particular node removes all packets, 
though it is considered to forward those packets to 
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the neighboring node [3]. It is a type of Daniel of 
service threat in which one or more corrupted nodes 
act as if they have an effective route to deliver the 
packet falsely by acknowledging the packet-sending 
nodes [4]. As a consequence, the entire received 
packets are absorbed by this malicious node without 
being transferred to the sink. In WSN, there are two 
categories of black hole attack (BHA): single BH 
and cooperative BH [5]. It can be mentioned here 
that there is a remarkable difference between a BH 
attack and a grey hole attack. In a BHA, all the 
received packets are discarded by the BH node, but 
in a grey hole attack, packets are dropped at a 
specific frequency [6]. But there is no doubt today 
that this type of attack is really a significant threat 
to network security [7]. There are many types of 
black hole attack handling mechanism have been 
proposed in the existing research work. In this 
paper we have introduced the MAC algorithm 
technique regarding this field. The integrity and 
validity of a communication may be verified using 
cryptographic methods called MAC algorithms. The 
recipient uses the same algorithm and a shared 
secret key to validate the tag that these methods 
create, which is added to a message. 

 

In figure 1, a single BHA attack and a 
cooperative BHA are shown. In a single BHA, node 
F is the black hole node, whereas in a cooperative 
BHA, node H and node I are the BH nodes. BHA 
can be categorized into three types depending on 
their functionalities: active, passive, and common 
[8]. In this research paper, we have introduced a 
MAC algorithm-based BHA avoidance method for 
secure data transmission in WSN, as well as some 

suggestions to prevent this type of attack in this 
network [9]. 

 

 

Figure 1: Single BHA vs. Cooperative BHA 

Security is a vital issue in WSN. In this security 
analysis, out of various types of attacks, BHA is the 
furthermost common and frequently occurring in 
this type of network. Although some algorithms 
exist to handle this attack, security and authenticity 
are not ensured by them. The main problem is the 
reliability of the technique. In our proposed 
technique, we have implemented the MAC 
algorithm to confirm the security of the system. To 
evade the black hole node, all the routes are 
designed and the shortest route is identified in this 
proposed technique. In the background study part, 
some theoretical concepts about black hole attacks 
and the MAC algorithm are discussed. Related, 
effective literature reviews are done in the literature 
genesis overview part. The MAC algorithm-based 
black hole attack avoidance technique is proposed 
in the proposal and algorithm section. In the 
analysis and discussion section, the introduced 
algorithm is discussed mathematically and 
evaluated properly. In the simulation and results 
part, the algorithm is simulated by MATLAB 
software, the shortest path is discovered, and their 
distance and time are determined as simulation 
results. In the comparative analysis section, a 
vibrant difference between our contribution and 
existing research work in this field is mentioned. 
Some limitations of our research work and how 
they can be handled in the future are mentioned in 
the challenges and further research part. 

1.1    Objectives of the Research Work 

 The objective of this paper is to identify an 
effective and efficienct method of BHA avoidance 
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system in WSN. In order to do that MAC algorithm 
is introduced. The second objective is to implement 
the proposed mechanism mathematically and to 
simulate by simulation software efficiently. The 
third objective is to compare our proposed 
mechanisim with existing introduced method to 
justify our method. 

1.2    Research Contribution 
 

The contribution of this paper is explained in the 
following order: The theoretical concept and 
relevant technical discussion of the key term of this 
paper like WSN, BHA, MAC algorithm are 
provided in the introduction section. The 
background study section provides the technical 
backgroud of BHA in WSN field. In the section 3, 
existing research work on this area are ellaborated 
very effectively. Our introduced MAC algorithm 
based BHA avoidance technique is discussed in the 
section 4. Section 5 explains the mathematical 
discussion of the proposed scheme. The software 
simulation process is represented in section 6. 
Section 7 provides the significant differences 
between our proposed scheme and existing research 
work on this field. Section 8 explains some 
limitation and futher research scope of our proposed 
scheme. In the conclusion section, we have tried to 
justify our proposed scheme in this area. 

 

2. BACKGROUND STUDY 

A BHA field is such a region where 
arriving and departing traffic is silently discarded 
without reporting to the source node the data 
packet’s failure to reach the correct destination 
[10]. In the current world, cyber security and, more 
specifically, ethical hacking field black hole attacks 
are handled very effectively [11]. Filtering is one of 
the most important functions related to the BHA in 
a WSN routing technique to ensure maximum 
security [12]. One type of filtering function is 
content filtering, in which packets are checked to 
see if they are malicious or genuine, and if they are, 
they are allowed to be forwarded [12]. Basically, 
black hole filtering is a comparatively cheaper 
technique to keep corporate data secured, and it can 
also remove attacks from data that is leaving the 
specified sensor network [13]. This filtering 
technique blocks information that is leaving the 
sensor network. Prevention, detection, and response 
are all prerequisites to handling BHA effectively in 
WSN [14]. 

 

In the security analysis field, BHA is the 
active attack that occurs in the routing process [15]. 
Basically, in WSN, the black hole area is the 
entrance position for other attacks [16]. Presently, 
black hole attacks are implemented for commercial 
purposes as well [17]. For example, if we want to 
stop unexpected traffic from entering our own 
network, we can install a black hole node with the 
help of our ISP [18]. In general, we have to wait 
and verify the replies from all the adjacent nodes to 
identify a secure path for decreasing the possibility 
of a BHA in WSN [19]. On the other hand, 
message authentication is a technique that is used to 
check any message's integrity with the help of a 
secret key [20]. Basically, the message 
authentication code (MAC) technique is nothing 
but a system that takes messages of different sizes 
and a secret key as input to generate authentication 
code and, at the same time, produce authentication 
code to check the message integrity [21].  
 
3. OUTCOME OF THE LITERATURE 

GENESIS OVERVIEW 
 

Using Google scholar database, we have 
reviewed several significant research articles to 
analyze the research on detection, prevention, and 
avoidance of BHA in WSN [22, 23]. Research 
shows that because of the restricted resources of 
WSN, a hidden Markov model-based mechanism is 
introduced to find false nodes in black hole attacks, 
which not only prevents this attack but also helps to 
search the shortest path in the specified network 
[24, 25]. Another study proposed a hierarchical 
security-based routing technique for identification 
and fighting against black hole attacks using a 
symmetric key cryptosystem that discovers a secure 
path [26, 27]. To guard the sensor network from 
this black hole attack, an energy-efficient 
hierarchical-based intrusion detection process is 
explained in another research paper [28, 29]. A 
number of base station-oriented networking 
concepts that are used to calculate the consequence 
of BH nodes on data transmission systems are 
explained [30]. Reliability analysis is an effective 
technique that can eliminate the limitations of 
cooperative black hole attacks with the help of the 
AODV routing system [31, 32]. Existing research is 
also implemented to overcome the restrictions of 
mobile ad-hoc networks in terms of BHA handling 
[33, 34]. We have seen that the consequences of the 
black hole threat are calculated carefully, and 
cluster-based recognition and deterrence 
mechanisms to handle them in wireless networks 
are proposed in a research paper [35]. Research also 
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effectively reviews the existing proposed black hole 
attack identification and handling mechanisms and 
shows the merits and demerits of several proposed 
methods [36, 37]. 

 
From a thorough literature review in this 

area, some remarkable gaps, like security and 
reliability, are identified in BHA exposure and 
avoidance techniques in WSN. In our proposed 
algorithm, we have used the MAC algorithm to 
provide security and node authenticity. 
 
4.     PROPOSED MAC ALGORITHM BASED 

BLACK HOLE ATTACK AVOIDANCE 
TECHNIQUE 

The MAC algorithm is a cryptographic 
technique controlled by a symmetric key. In this 
algorithm, every function can perform on input data 
(messages) of different sizes to generate output data 
of a fixed length. A secret key is shared with both 
the authenticated sender and recipient. Hash 
function, stream cipher, and block cypher-oriented 
MAC is the various types of this algorithm. Data 
integrity is the key advantage of this algorithm. The 
key idea of this algorithm is that, using this shared 
secret key, both sender and receiver will generate 
MAC codes and compare them with each other. If 
the sender MAC value does not match with the 
receiver MAC value, then the message will not be 
transmitted accurately. Now, using this key concept 
of the MAC algorithm, BH detection and avoidance 
methods in WSN are introduced in this article. 

 

Figure 2: Block Diagram of Proposed MAC 
Algorithm Based Black Hole Node Detection 

 

4.1    Algorithm 
 

Following is the step by step algorithmic 
process of MAC algorithm based technique: 

1. Construct the sensor network with N 
nodes. 

2. Every node will be assigned a priority 
number, where a higher value indicates more 
priority and a lower value indicates less priority. 

3. Declare node S as a introductory node 
and node D as a terminal node. 

4. Declare K as a shared secret key. 
5. Share the secret key K among all 

authenticated nodes across the network. 
6. Declare a number of nodes (for 

cooperative BHA) as a black hole node or a node 
(for a single BHA) as a black hole node. 

7. Source node S will send a route request 
(RREQ) into the network. 

8. The closest nodes (in terms of distance) 
will send a route reply (RREP) to send a packet as 
if these were the closest nodes and have the shortest 
route to reach sink node D. 

9. With secret key K and the MAC 
algorithm, source node S will broadcast packets in 
the network. 

10. The sender generates a MAC value 
using the MAC algorithm and secret key K, and 
using only the algorithm, the sender creates the 
compressed message of a fixed length. 

11. While the authenticated receiver is 
receiving the compressed message and MAC value, 
receiver will produce a MAC value using the 
shared secret key and MAC algorithm. 

12. The receiver will compare the sender's 
MAC value with the receiver's MAC value 
[Because black hole nodes are not authenticated the 
secret shared key K will not be distributed to the 
black hole node. Consequently, there is no question 
of producing a MAC value by the black hole node] 

13. If both (sender and receiver) MAC 
values are the same, the receiving node will be 
identified to receive the message (packet) and 
transfer packet to the subsequent node for 
transmission. 

14. If more than one node is found to have 
the same MAC value, the shortest path algorithm 
will be implemented to forward packets to the sink 
node. 

15. All nodes will have their adjacent node 
distance calculated, and the shortest distance 
relevant node M is selected to forward the packet 
for transmission. 
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5. ANALYSIS AND DISCUSSIONS 

To ensure the authenticity of messages, we 
have used the MAC algorithm concept in BHA 
identification and avoidance mechanisms. In the 
following figure: 3, a logical wireless sensor 
network of 14 (N = 14) nodes is designed, where S 
is the starting node and D is the destination node. X 
and Y nodes are declared black hole nodes, and all 
other nodes remaining are safe participating nodes. 
Initially, source node S has begun sending the route  

Figure 3: BHA in WSN 
 

 
requests (RREQ) to all adjacent nodes A, B, C, W, 
X, and Y. After that, nodes A, B, C, W, X, and Y 
are sending route replies (RREP) as if they have the 
shortest path to transfer packets to the terminal 
node. As X and Y nodes are black hole nodes, 
though they send route replies (RREP), they cannot 
receive any messages due to the implementation of 
the MAC algorithm in this process. Nodes X and Y 
will be rendered ineffective. When the source node 
starts broadcasting messages, they will be 
automatically ignored as they (X and Y nodes) 
don’t have any shared secret key. If only one node 

exists to send a route reply (RREP) and the MAC 
algorithm conditions are satisfied, then that node 
will receive the message and forward the packet to 
the destination node. But if more than one node 
exists to receive packets, then the shortest path 
algorithm will be implemented. Out of several 
nodes, which node has the shortest distance to reach 
the sink node, that node will receive the message 
and forward it to the sink node. 
 
5.1    MAC Algorithm Implementation 

 

 
 
 

Figure 4: MAC Algorithm Based BHA Detection 
and Avoidance 

 
Figure 4 is drawn from Figure 3. In figure 4, sender 
node S broadcasts data. The sender generates MAC 
code with the help of the secret shared key K and 
the MAC algorithm, and the MAC algorithm 
generates a compressed message on the sender's 
side. For example, in the following figure 4, as 
there are four adjacent nodes (A, B, C, and W) of 
source node S, after receiving the compressed 
message, all these nodes will produce their 
corresponding MAC code. Now all these MAC 
codes will be compared with the source node's S 
MAC code. If they are equal, the shortest path 
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algorithm will be implemented to find the shortest 
route for the node. Here, after calculation, it is 
observed that node A has the shortest route to 
transfer packets to the sink node. So, node A will 
forward the packet (data) to the sink node D. 
5.2    Mathematical Explanation 
 

Followings are the mathematical 
procedure of implementing MAC algorithm to 
avoid BHA in WSN:                                             

Followings In this sensor network, no of 
node, N = 14, N = {S, A, B, C, W, E, F, G, H, I, J, 
X, Y, D} 

Initialize priority number of the node as S=12, 
A=11, B= 10, C=9, W=8, E=7, F=6, G=5, H=4, 
I=3, J=2, and D=1. 

Source Node = S, Destination Node = D; 

Black Hole Node = {X, Y} 

Safe/ Participating Node = {S, A, B, C, W, E, F, G, 
H, I, J, D} 

Initially, S sends Route Request (RREQ) in the 
network. 

Now adjacent node A, B, C, W, X, and Y send 
Route Response (RREP), 

Node S, now broadcast message throughout the 
network, 

Secret key K is shared among the authenticated all 
node of this network. 

Using MAC algorithm and shared secret key, 
compressed message and MAC code will be 
generated on both sender and receiver side, 

Compressed message and MAC code will be 
received by node A, B, C, and W as they are safe, 

Node X and Y cannot receive the MAC code and 
compressed message as they are black hole node, 
As a result, these nodes will be avoided. 

Now we compare if (sender MAC code = Receiver 
MAC code)? 

If yes, message= Receiver node [then message will 
be received by corresponding receiver] 

If no, message will be discarded. 

If matching MAC code holder no. of node > 1 

Suppose in this figure. 4, node A, B, C, and W 
MAC code are same as S node MAC code, 

Now, according to shortest path algorithm,  

Total route cost from A to D = 2 +2+1 = 5   [A to 
E, E to H, H to D] 

Total route cost from B to D = 3 + 2 + 1 = 6    [B to 
E, E to H, H to D] or  

Or = 3 + 2 + 1 + 2 + 1= 6        [ B to E, E to F, F to 
J, J to D ]  

Total route cost from C to D = 3 + 3 + 1 + 2 = 9   
[C to G, G to F, F to J, J to D] 

 Or = 3 + 2 + 2 + 2 = 9           [C to G, G to I, I to J, 
J to D] 

Total route cost from W to D = 2 + 3 +1 + 2= 8    
[W to G, G to F, F to J, J to D] 

Or = 2 + 2 + 2 + 2 = 8       [W to G, G to I, I to J, J 
to D] 

From the above calculation, it is clear that the total 
route cost from A to D is the shortest distance, 
which is 5.  

So Node A will forward packets to Sink Node D. 

If the cost of more than one node route is 
the same, the node with the highest priority will be 
chosen. A higher priority number node will be 
selected first, and a lower priority number node will 
be selected later. 
 
6. SIMULATION AND RESULTS 

We have implemented our proposed 
algorithm using MATLAB software. In order to 
transfer one-bit data, we have tried to find all 
possible routes. Initially, MAC addresses are 
distributed to all participating nodes throughout the 
network. Software has compared the MAC 
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addresses with each other. As the BH node has no 
MAC address, after comparison of each node with 
the BH node, the route participation BH node is 
automatically discarded. Except for the BH node 
route, all remaining possible routes are calculated, 
and then among those all routes, the shortest route 
is determined according to our proposed algorithm. 
We have considered five (05) iterations, i.e., we 
have checked five times to calculate the shortest 
path. 
 
Parameter Consideration: 
Here,  
No. of nodes in the network = 50, 
Source node = 1, 
Destination Node = 50, 
Number of black hole node = randomly declared, 
Distance range of each node = 250 meter 
 
 

 
 

Figure 5: Iteration-1 

In this figure 5, the X axis signifies the 
route quantity, and the Y axis signifies distance in 
meters. According to this figure, route 1 covers 
1106.6 meter, route 2 covers 5000 meter, route 3 
covers 3100 meter, route 4 covers 2000 meter, 
route 5 covers 1250 meter, route 6 covers 1750 
meter, route 7 covers 1700 meter, and route 8 
covers 3600 meter. 
 

 
 

Figure 6: Iteration-2 

In this figure 6, the X axis characterizes 
the number of routes, and the Y axis characterizes 
distance in meters. According to this figure, route 1 
covers 2650 meter, route 2 covers 2000 meter, 
route 3 covers 2400 meter, route 4 covers 3250 
meter, and route 5 covers 1271.6 meter. 

 
 

Figure 7: Iteration-3 

In this figure 7, X axis symbolizes the 
number of route and Y axis symbolizes distance in 
meter. According to this figure, route 1 covers 5100 
meter, route 2 covers 3300 meter, route 3 covers 
5800 meter, route 4 covers 2900 meter, route 5 
covers 1743.1 meter, route 6 covers 4900 meter, 
route 7 covers 5000 meter, route 8 covers 3600 
meter, route 9 covers 3100 meter, and route 10 
covers 3300 meter. 
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Figure 8: Iteration-4 

In this figure 8, X axis exemplifies the 
number of route and Y axis exemplifies distance in 
meter. According to this figure, route 1 covers 528 
meter, route 2 covers 1500 meter, route 3 covers 
3200 meter, route 4 covers 6300 meter, route 5 
covers 4950 meter, route 6 covers 850 meter, route 
7 covers 1073 meter, route 8 covers 3211 meter, 
route 9 covers 1189 meter, and route 10 covers 718 
meter. 
 

 
 

Figure 9: Iteration-5 

In this figure 9, X axis exemplifies the 
number of route and Y axis exemplifies distance in 

meter. According to this figure, route 1 covers 4389 
meter, route 2 covers 2360 meter, route 3 covers 
3677 meter, route 4 covers 2894 meter, route 5 
covers 4812 meter, route 6 covers 2696 meter, 
route 7 covers 4702 meter, route 8 covers 
4067meter. 

 

 

Figure 10: Minimum Distance (meter) vs. Iteration 
Quantity 

In this figure 10, the X axis symbolizes the 
number of iterations, and the Y axis symbolizes the 
minimum distance in meters for each iteration. For 
example, according to this figure (10), 1106 6 
meters is the minimum distance that is the shortest 
path for iteration 1, which is covered by route 1. 
 

 
Figure 11: Minimum Time (millisecond) vs. 

Iteration Quantity 



 Journal of Theoretical and Applied Information Technology 
15th April 2024. Vol.102. No 7 

©   Little Lion Scientific  
 

ISSN: 1992-8645                                                                    www.jatit.org                                                    E-ISSN: 1817-3195 

 

 
2903 

 

In this figure 11, the X axis exemplifies 
the number of iterations, and the Y axis exemplifies 
the minimum time in milliseconds for each 
iteration. For example, according to figure 11, 3.2 
milliseconds is the minimum time for iteration 1, 
which is covered by route 1. 

According to all iterations, that is, iteration 
1 to iteration 5, the shortest routes are found by the 
MATLAB simulation as: 

Iteration-1: shortest route 
Node 1- node 21-node 47-node 31-node 40-node 
43-node 37-node 50 
 
Iteration-2: shortest route 
Node 1-node 29-node 10-node 32-node 16-node 
44-node 15-node 14-node 24-node 50 
 
Iteration-3: shortest route 
Node 1-node 8-node 39-node 17-node 2-node 26-
node 5-node 48-node 33-node 47-node 18-node 50 
 
Iteration-4: shortest route 
Node 1-node 41-node 31-node 50 
Iteration-5: shortest route 
Node 1-node 12-node 14-node 21-node 23-node 
25-node 18-node 7-node 22-node 20-node 13-node 
17-node 30-node 44-node 32-node 49-node 10-
node 39-node 50 
 

In terms of time and distance parameter, 
we can summarize the simulated results of our 
proposed algorithm (for all iterations) in the 
following table-1:  

Table 1: Distance vs. Time in terms of Iteration Quantity. 

Iteration Shortest Path 
Distance 
(meter) 

Time (millisecond) 

1. 1106.6 3.2 
2. 1271.6 3.25 
3. 1743.1 3.25 
4. 528 3 
5. 2360.8 3.1875 

So, the average shortest path distance in meter 
 = (1106.6+1271.6+1743.1+528+2360.8)/5 meter                                                                       
 = 1402.02 meter. 

And the average shortest path time in millisecond 
 = (3.2+3.25+3.25+3+3.1875)/5 millisecond 
 = 3.1775 millisecond. 
 

7. COMPARATIVE ANALYSIS 

In the comparative analysis section, we 
will try to depict a clear scenario of a noteworthy 
dissimilarity between the existing research work 
and our research paper on this specified topic. In 
order to do this work successfully, we have 
considered the last seven years' (2016–2022) 
research papers on this topic with the help of the 
Google Scholar database. Let us concentrate on 
table-2, where the difference will be clearly visible. 

Table 2: Comparative Analysis between our 
Introduced Work and Current Research Article 

S
L. 
N
o 

Ye
ar 

Author Their 
Work 

Our 
Work 

1. 2 
0 
2 
2 

Ahmad 
Hasan 
and et 

al. 

In this 
article, 
Ad-Hoc 

IoT based 
network 

performan
ce are 

measured 
using on 
demand 

basis 
distance 
vector 
routing 

technique 
and BHA 
handling 
mechanis

m in 
sensor 

network. 

We have 
introduce
d MAC 

algorithm 
based 
black 
hole 

attack 
avoidance 
mechanis
m in this 

paper. 

2. 2 
0 
2 
2 

Rajesh 
Kumar 

Dhanara
j and et 

al. 

Minimizat
ion 

technique 
of BHA 

in 
healthcare 

sensor 
network is 
introduce
d using 

extended 
gravitatio
nal search 
method. 

Our 
paper is 
basically 
avoidance 
of BHA 

in 
general 
sensor 

network 
using 
MAC 

algorithm. 

3. 2 Shoukat This is a Specific 
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0 
1 
8 

Ali and 
et al. 

review 
paper 
where 

authors 
have 

analyzed 
different 
scenarios 
of BHA 

as well as 
identificat

ion and 
deterrence 
methods 
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From the above Table 1, it is clear that 
there is a striking dissimilarity between our 
research paper and the relevant existing research 
articles on BHA handling techniques in wireless 
sensor networks. 

8. LIMITATIONS AND FURTHER 
RESEARCH DIRECTION 

In our research, we have tried to 
implement the MAC algorithm for the avoidance of 
BHA in WSN. Despite the use of the MAC 
algorithm in this attack, there are still some 
challenges, such as the requirement of establishing 
a confidential shared key, which is a very complex 
process. Non-repudiation of service cannot be 
achieved by using this algorithm in this attack. So, 
in future, research can be done on this field 
considering non-repudiation service 
implementation. As message sender and receiver’s 
authenticity are ensured in the MAC algorithm, we 
have focused on the authentic participating node in 
the sensor network to handle this attack. Our main 
concern is to avoid any unauthentic node, like a 
black hole node, which cannot participate in the 
data transmission process, as well as those nodes. 
We have only proposed the algorithm and shown 
the mathematical simulation process to avoid BH 
node attacks in WSN. 

9. CONCLUSION 

In the current century throughout the world, 
research on the latest technology is concerned with 
the network security field as it is an emerging and 
growing research field [38, 39]. The BHA is one of 
the most common attacks in the network security 
area. A shared secret key-oriented MAC algorithm 
is proposed and implemented by both mathematical 
and simulation software to avoid BHA in WSN, 
which is our main contribution. In this paper, we 
have introduced a unique avoidance algorithm as 
well as a mathematical implementation process to 
avoid this attack. In our proposed algorithm, we 
have tried to highlight node authenticity throughout 
the network. Existing proposed mechanisms in this 
field have some limitations that are considered in 
our proposed algorithm, like quality of service and 
authenticity. Our contribution to this field of 
research is unique, which undoubtedly identifies the 
differences between our research and existing 
research in this area in the comparative analysis 
field. We believe that our proposed mechanism and 
corresponding explanation will open a new research 
direction in this BHA handling technique in WSN. 
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