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ABSTRACT 

 Due to its ability to provide flexible data processing and storage, cloud computing has become a crucial 
component of today's technological infrastructure. However, there is still serious concern about the security 
of data transferred and kept on the cloud. By integrating the Kyber Key Encapsulation Mechanism (KEM) 
into the cloud architecture, this article offers a revolutionary method of improving cloud security. A post-
quantum cryptography method renowned for its strong defenses against quantum assaults is the Kyber KEM. 
The possibility of quantum threats to conventional encryption techniques is becoming more and more 
significant in cloud environments where sensitive data is exchanged and stored. Cloud service providers can 
strengthen their encryption protocols and guarantee that data is secure and private even in the face of 
developing quantum computing capabilities by including Kyber KEM. The application of Kyber KEM in a 
cloud security architecture is covered in this study, with a focus on how it may offer secure key exchange, 
data secrecy, and defense against quantum assaults. To further illustrate the usefulness and efficacy of Kyber 
KEM, its performance and efficiency in a cloud environment are assessed. Securing sensitive data processed 
and stored on the cloud requires the integration of cutting-edge cryptographic algorithms like Kyber KEM, 
especially in this day and age when data security is of utmost importance. This study is an important step in 
guaranteeing the integrity and privacy of cloud-based data since it clarifies how Kyber KEM can improve 
cloud security and defend against changing cyberthreats. 
Keywords— Cloud Security; Encapsulation Mechanism; Kyber Key; cryptographic algorithms.  

1. INTRODUCTION 

Cloud computing has altered the way 
businesses and individuals store, analyze, and 
retrieve data. Its cost-effectiveness, scalability, and 
flexibility have made it an essential component of 
today's technological environment. But there are 
also serious privacy and data security issues raised 
by the use of cloud services. It is crucial to guarantee 
the privacy, availability, and integrity of data stored 
in the cloud.      As a result, experts in the field and 
scholars have been investigating several strategies 

and tactics to protect sensitive data.  Cloud security 
has gained significant attention in recent years, 
particularly with the growth of big data and the 
growing dependence on cloud infrastructures. 
Potential risks and vulnerabilities also increase with 
the amount of data generated and handled on the 
cloud. A multidisciplinary effort involving several 
areas, such as cryptography, behavioral modeling, 
and information security approaches, is required to 
address these issues and improve cloud security. 
Innovative solutions to strengthen cloud security 
have been offered by recent research efforts, based 
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on techniques like the NTRU Encrypt method [1], 
user behavioral models for CAPTCHA 
implementation [2], and effective Hadoop 
information security tactics [3]. Furthermore, the 
literature has explored the complexities of big data 
security problems and challenges [4], how to 
improve data confidentiality in cloud-based systems 
[5], and how to use safe cryptographic systems like 
Okamoto-Uchiyama Cryptosystem in cloud 
environments [6]. This introduction lays the 
groundwork for a thorough examination of the 
changing cloud security landscape. The 
aforementioned sources act as pillars, demonstrating 
the depth and breadth of this field's research.  The 
following sections of this article will focus on 
particular facets of cloud security, drawing on these 
research and other pertinent contributions to create 
a thorough grasp of the difficulties, fixes, and best 
practices associated with protecting data in the 
cloud. The cloud components that may give rise to 
security concerns are depicted in Figure 1. Every 
component, including the network, policies, clients, 
and cloud infrastructure, is vulnerable to specific 
security threats and needs techniques for attack 
prevention, detection, and response [7]. 

 
The purpose of this study is to use the 

Kyber Key Encapsulation Mechanism (KEM) to 
improve cloud security. Although cloud computing 
has completely changed how services and data are 
handled and accessed, it also poses serious security 
risks, especially with regard to encryption and data 
protection. Since the also poses serious security 
risks, especially with regard to encryption and data 
protection. Since the Kyber KEM cryptographic 
algorithm is post-quantum secure, it offers a high 
degree of protection against attacks utilizing 
quantum computing. The purpose of this study is to 
deploy Kyber KEM and assess its efficacy within 
the framework of cloud security. We hope to 
improve the security and privacy of data kept on 
cloud servers by using this system, which would 
shield private data from new threats like quantum 
computing and other cutting-edge attack methods. 
This research makes a valuable contribution by 
offering a workable and efficient way to strengthen 
cloud security against changing cybersecurity 
threats. Our goal is to strengthen the security of 
private information in cloud environments by 
putting the Kyber Key Encapsulation Mechanism 
into practice. This study advances the fields of cloud 
security and cryptography by providing insightful 
information about the performance and applicability 
of Kyber KEM in a cloud security setting. The 
results of this study will give cloud service 

providers, businesses, and organizations a strong 
security framework to protect their data, 
guaranteeing information integrity and 
confidentiality in the face of new security threats. 
This will increase consumer confidence in and 
adoption of cloud computing technologies. The 
remaining portion of the study is a review of the 
literature that explores earlier studies and important 
discoveries about cloud security. The methodology, 
result, and discussion portions of the study are its 
main body, providing an explanation of the 
experimental design, methodology, and analytical 
conclusions regarding the effectiveness of Kyber 
KEM. In order to inspire confidence in cloud 
technologies, the Conclusion section concludes by 
succinctly summarizing the most important findings 
and highlighting the possible effects on cloud 
stakeholders. 

 
 

Figure 1. Cloud Components That Are Prone 
To Security Threats [7]. 

2. LITERATURE REVIEW 

The introduction highlights the mounting 
issues caused by developing cyber threats and the 
crucial relevance of data security in cloud 
computing. It highlights how interdisciplinary 
approaches are needed to handle these problems and 
presents novel solutions like secure Hadoop data, 
user behavioral models for CAPTCHA [2], and the 
NTRU Encrypt technique [1]. The literature review 
then delves into previous academic contributions 
that tackle issues related to cloud computing 
security, cryptography systems such as the 
Okamoto-Uchiyama Cryptosystem, and big data 
security[5]. These key publications establish the 
framework for this study and offer a thorough grasp 
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of the changing cloud security landscape. The next 
sections explore particular facets of cloud security, 
referencing these foundational and pertinent 
publications to provide a thorough analysis of the 
problems, fixes, and industry best practices for 
cloud data protection. introduce a novel strategy in 
[6] with the goal of improving Hadoop's data 
secrecy, a crucial component in the big data space. 
This study, which was published in the Indonesian 
Journal of Electrical Engineering and Computer 
Science, highlights how crucial it is to protect data 
privacy in the setting of large-scale data processing 
and storage. The research tackles this issue by 
putting out a unique strategy to support data 
confidentiality in Hadoop systems, making a 
significant contribution to the big data security 
sector. a comparative analysis with an emphasis on 
cloud security ontologies [8]. The purpose of this 
study is to shed light on several ontological 
frameworks related to cloud security as shown in 
Figure 2. 

 

 
Figure 2.  Cloud Computing Security Classification 

Framework [8] 
 
 
 
              Through comparison and analysis of 
various ontologies, the writers illuminated the 
complex field of cloud security, which is becoming 
more and more important in today's technological 
environment. The research outcomes provide 
significant insights for scholars and professionals, 
enabling a more profound comprehension of cloud 

security ontologies and their possible uses. Provide 
a novel strategy for improving information security 
in the context of big data in [9]. They use a hybrid 
cryptographic method to strengthen the security of 
sensitive data in the big data space by fusing the 
RSA and Paillier encryption approaches. Through 
the combination of these two encryption techniques, 
the authors hope to solve the complicated security 
issues brought on by the growing amount and 
complexity of big data. This study offers a novel 
approach that has the ability to effectively protect 
data integrity and privacy, contributing vital insights 
into information security in the big data era. In [10], 
a comparison of ontologies for cloud security, the 
analysis and comparison of several cloud security 
ontologies is the main goal of the work. The writers 
hope to improve their knowledge of cloud security 
concepts and how they relate to one another by 
looking at current ontological models. By offering a 
thorough comparison of various ontological 
approaches and illuminating the challenges of 
safeguarding cloud-based systems, the research 
makes a valuable contribution to the subject of cloud 
security. Difficulties and concerns regarding cloud 
security in their addition to the "Encyclopedia of 
Cloud Computing" [11]. The writers summarize the 
important issues and factors related to cloud 
security. They explore a number of cloud security 
topics, including compliance, privacy, and data 
protection. Researchers and practitioners in the field 
of cloud computing will find this paper to be a useful 
resource for comprehending the complex nature of 
cloud security challenges. The goal of this effort 
[12] is to enhance Hadoop, a well-known big data 
platform, in terms of information security. The 
writers talk about a cutting-edge strategy meant to 
improve data security in Hadoop deployments. They 
cover important topics on the privacy and security 
of data. In order to make a contribution to the rapidly 
developing field of big data security, the authors 
have proposed and implemented their security 
strategy, which is depicted in Figure 3. 
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Figure 3 Security Procedure In HDFS [12] 
              Given the growing significance of data 
security in big data ecosystems, this article provides 
insights and methods for protecting sensitive data in 
Hadoop. The writers examine the ever-changing 
field of cloud security in [13]. They explore new 
vulnerabilities and threats that impact cloud 
environments. The study offers a thorough analysis 
of current mitigation strategies and responses for 
these security issues. Through an examination of the 
latest dangers and viable remedies, the article 
provides insightful information about cloud 
security. It acts as a thorough resource for learning 
about the security posture of the cloud today and the 
safeguards put in place to secure data and services 
hosted on the cloud. Focusing on the cloud 
computing paradigm and the related security issues 
in [14]. The writers recognize how cloud computing 
has revolutionized a number of industries, most 
notably healthcare and education. They draw 
attention to the serious security risks and challenges 
that come with implementing cloud computing. In 
doing so, the article provides insightful information 
about the issues related to cloud security and the 
necessity of strong security measures in cloud-based 
systems, particularly in settings such as healthcare 
and education. The authors acknowledge that cloud 
computing is becoming more and more important, 

and that this presents security issues. As a result, 
they methodically look at how machine learning 
approaches may improve cloud security. A number 
of topics are covered in the paper, including the use 
of machine learning in cloud systems for anomaly, 
intrusion, and threat detection [15]. This paper 
provides insights into the potential of machine 
learning to reduce security threats in cloud-based 
systems and is a useful resource for understanding 
the present state of machine learning solutions in the 
cloud security space. Table 1 shows the comparison 
of some of the related works, the table presents some 
of the paper's aims, contributions, and purposes of 
these papers. 

 

3. RESEATCH METHODLOGY 

This paper focuses on Hadoop, a top supplier of 
cloud-based large-scale data processing and storage, 
and offers a novel method for improving the security 
of cloud data processing and storage. The inclusion 
of the Kyber Key Encapsulation Mechanism (KEM) 
is necessary for this method to accomplish 
homomorphic encryption and handle cipher 
limitations. Here is a thorough explanation of this 
procedure: Hadoop is a popular technology for 
handling and archiving massive amounts of cloud 
data. Strong encryption technologies are 
emphasized in order to protect data. 
The mechanism of Kyber Key Encapsulation 
(KEM): The Kyber KEM, a cryptographic method 
intended to protect data from quantum-based 
assaults, lies at the core of the procedure. Because 
Kyber KEM provides post-quantum security, it is 
resistant to the processing power of quantum 
computers. 
Data Encryption for Hadoop: To improve security, 
each file written on the Hadoop Distributed File 
System (HDFS) needs to be encrypted beforehand. 
 

 
Table 1 Comparison Of Related Works In The Cloud Security 

 

Comparison of related works in the cloud security 
 Models Used       Aim    Contribution Purpose     Scenario           
[16] Not specified in the 

paper 
Identifying cloud security 
threats for cloud adoption 

Identify and analyze security threats 
in cloud computing 

Cloud computing adoption 
framework 

[17] Virtualization Mobile Devices Virtualized in-cloud security services 
for mobile devices 

Propose virtualized security 
services for mobile cloud 
computing 

[18] | Not specified in 
the paper 

Assessing innovations in 
cloud security 

Evaluate and assess innovative 
security approaches 

Cloud security innovations 

[19] Supervised 
Machine Learning 

Feasibility of supervised 
machine learning for cloud 
security 

Investigate the feasibility of using 
supervised machine learning for 
security 

Cloud security with 
machine learning 
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[20] Not specified in the 
paper 

Cloud security and privacy 
model 

Propose a model for secure cloud 
services 

Secure cloud service model 

[21] Not specified in the 
paper 

Internet of cloud: Security 
and privacy issues 

Discuss security and privacy issues in 
the Internet of Cloud 

Internet of Cloud 

[22] Broker-Based 
Framework 

Standardization and 
management of Cloud 
Security-SLAs 

Propose a broker-based framework 
for managing Cloud Security Service 
Level Agreements 

Cloud Security SLAs 

[23] Not specified in the 
paper 

Cloud security engineering Discuss early stages of cloud security 
in the System Development Life 
Cycle 

Cloud security in SDLC 

[24] Taxonomy, 
Intrusion 
Detection 

Cloud security attacks 
taxonomy and intrusion 
detection 

Present a taxonomy for cloud security 
attacks and intrusion detection 

Cloud security attacks and 
detection 

[25] Cloud Security 
Algorithms 

Cloud security algorithms Discuss various cloud security 
algorithms 

Cloud security with 
different algorithms 

 
Client Liability for HDFS: The public and private 
keys must be managed by the HDFS Client. 
The suggested technique encrypts files while they 
are being written to HDFS by utilizing Kyber KEM. 
Type of Data: Unstructured data is the category for 
the data that HDFS is used to store. 
Transmission of Data: HDFS starts transferring 
encrypted files to data nodes once they have been 
encrypted. 
             Parts of the HDFS: HDFS is made up of 
several parts, such as Name Node: In charge of 
overseeing the file system namespace, this node 
handles metadata. It also manages client access to 
files that are encrypted. Data Nodes is A group of 
data nodes stores and distributes one or more blocks 
that make up encoded files. The stages involved in 
this process are illustrated clearly in Figure 4 of the 
article, which shows how files are encrypted before 
being transmitted to HDFS data nodes. 
A post-quantum cryptography method called the 
Kyber Key Encapsulation Mechanism (KEM) is 
utilized for safe key exchange and data encryption. 
It offers a method for two parties to safely exchange 
a symmetric key via an unsecure channel. The 
following is a comprehensive process that uses 
Kyber KEM for both encryption (key encapsulation) 
and decryption (key decapsulation), with 
mathematical explanations provided for each step: 
Key Generation: The sender (Alice) and the 
recipient (Bob) must each generate their unique key 
pairs before any data can be transferred. These key 
pairs are made up of a private key and a public key. 
While the private key needs to be kept confidential, 
the public key is known to everybody. The 
generation of key pairs can be shown as:  
The key pair for Alice is (pk_Alice, sk_Alice), and 
Bob's Key Pair: (pk_Bob, sk_Bob). 
Encryption (Key Encapsulation): Random Session 
Key Generation: Alice generates a random session 
key, K_sess, before she may send Bob a secure 
communication. The actual message is encrypted 

and decrypted using this symmetric session key. In 
terms of math, this is represented as: Random() is 
K_sess. 
Alice encrypts the session key using Bob's public 
key (pk_Bob) in order to perform key encapsulation. 
The Kyber encryption algorithm, also known as 
Enc_Kyber, is used during the encapsulation 
procedure. This procedure yields the encapsulated 
key (ct_key): Enc_Kyber(K_sess, pk_Bob) = ct_key 
Transferring the Condensed Key: Together with the 
encrypted message, Alice sends Bob the 
encapsulating key (ct_key). 
Key decapsulation, or decryption: Encapsulated 
Key Reception: Alice sends Bob the encrypted 
message plus the encapsulated key (ct_key). 
Additionally, Bob has his private key (sk_Bob), 
which is the same as his public key and is utilized 
for key encapsulation. 
Key Decapsulation: Bob extracts the session key 
from the encapsulated key using his private key 
(sk_Bob) and the Dec_Kyber Kyber decryption 
technique. The outcome is the session key (K_sess), 
which is employed in the decoding of messages: 
Dec_Kyber(ct_key, sk_Bob) = K_sess 
Message Decryption: Bob can now decrypt the 
encrypted message using the symmetric encryption 
algorithm, known as Dec_symmetric, using the 
session key (K_sess) that he acquired via the key 
decapsulation step. Here is the initial message (msg) 
as a result: 
message = Dec_symmetric(K_sess, 
encrypted_msg) 
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Figure 5 Proposed Model For Cloud Security Applying 

In Hadoop Framework As A Cloud 
 

   Exchange of Messages: Bob can view the 
message and reply after it has been encrypted. In a 
similar manner, Bob would encrypt messages 
securely by encasing Alice's public key in a session 
key in any reply to her. 

 

 
Figure 6 Text-Based Representation Of A Block 

Diagram For Kyber KEM 
         
   In conclusion, the Kyber Key Encapsulation 
Mechanism permits two parties to exchange session 
keys in a way that is resistant to quantum mechanics, 
ensuring safe communication. How the security of 
the key exchange and the message's confidentiality 
are preserved is demonstrated by the mathematical 
depiction of the key encapsulation and DE 
capsulation processes. The size of the key and 
particular operations are two of the elements that 
affect the time complexity of public key encryption 
systems such as ElGamal, RSA, and Kyber KEM. 
The time complexities for these encryption 
techniques are summarized as follows: 

Cyber KEM, or the Kyber Key Encapsulation 
Mechanism: Key generation takes place in steps of 
O(n^2) to O(n^3), depending on the particular set of 
Kyber parameters (e.g., Kyber512, Kyber768, 
Kyber1024), where "n" is the degree of the 
polynomial. Similar to key generation, encryption 
operates between O(n^2) and O(n^3), depending on 
the parameter configuration. Decryption: O(n^2) to 
O(n^3), akin to the processes of encryption and key 
generation. Kyber is effective and useful for post-
quantum security since its time complexity is 
polynomial in the security parameter. 
           Rivest-Shamir-Adleman, or RSA: O(k^3) is 
the key generation time, where "k" is the modulus's 
bit length. O(k^2) is the encryption algorithm, 
where "k" is the modulus's bit length. O(k^3) is the 
decryption time, where "k" is the modulus bit 
length. RSA's time complexity is polynomial in the 
modulus's bit length. In ElGaramal O(k^3) is the key 
generation time, where "k" is the modulus's bit 
length. O(k^2) is the encryption algorithm, where 
"k" is the modulus's bit length. O(k^3) is the 
decryption time, where "k" is the modulus bit 
length. ElGamal's temporal complexity is likewise 
polynomial in the modulus's bit length. It is crucial 
to remember that the precise implementation and 
optimizations employed can affect the real time 
complexity.  These time complexities are also 
approximations that could change depending on 
different hardware and software configurations. In 
reality, the chosen encryption technique is 
frequently determined by the desired level of post-
quantum security as well as the particular security 
requirements. Kyber KEM is a well-liked option for 
contemporary cryptographic applications because of 
its efficient design and robust post-quantum 
security. Although ElGamal and RSA are frequently 
utilized in conventional cryptography settings, they 
are typically less resistant to quantum attacks. 

 

4. RESULTS AND DISCUSSIONS 

The Hadoop Distributed File System 
(HDFS) and MapReduce have been utilized to 
evaluate the effectiveness of HDFS encryption on 
nodes that have an Intel i7-core processor, 16 TB of 
HDD storage, and 32 GB of RAM. The encryption 
time can be defined as the amount of time needed to 
apply the Key Encapsulation Mechanism (KEM) 
technique to Hadoop-separated data files; on the 
other hand, the decryption time is the amount of 
time needed to transform the ciphertext back into 
plaintext. 

As seen in Figure 6, the study compares the 
effectiveness of the KEM, RSA, and hybrid 
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encryption methods[12] over a range of file sizes. 
With incremental step sizes, the suggested method 
showed consistently better time efficiency than RSA 
for all file sizes between 10 MB and 1000 MB. The 
findings of a comparison between the KEM, RSA, 
and Hybrid models in [12] for various file sizes are 
shown in Figure 7. The suggested method routinely 
beats RSA in terms of time consumption for data 
sizes between 100 MB and 1000 MB, with the step 
size growing with each repetition. 

 

 
Figure 6 Encryption Running Time In Seconds 

 

As a result, in the encoding step, the suggested 
method—known as the Proposed Algorithm—
proves to be quicker than the RSA and Hybrid 
models in [12]. An illustration of the KEM, RSA, 
and hybrid models' performance is given in Figure 7 
in [12]. We have so far worked with encoded files of 
different sizes, and the suggested approach shows 
faster decoding times than the previously discussed 
approaches. 

 
Figure 7 Decryption Running Time In Minutes 

5. CONCLUSION 

 
This study has introduced a thorough technique with 
a special focus on Hadoop, a well-known 
technology in this field, which aims to improve the 
security of cloud-based data processing and storage. 
The security of data in a cloud environment has been 
ensured by the use of the Kyber Key Encapsulation 
Mechanism (KEM), which has been crucial in 
accomplishing homomorphic encryption and 
surmounting the constraints of conventional 
cyphers. One of the most important post-quantum 
cryptography techniques for protecting data from 
quantum-based assaults is the Kyber KEM. The 
method's main components—data encryption for 
Hadoop, client management of public and private 
keys, and the encryption procedure for unstructured 
data in HDFS—have been clarified in this work. 
Key generation, encryption, and decryption are all 
included in the detailed application of Kyber KEM 
for safe key exchange and data encryption. The steps 
involved in facilitating secure communication have 
been outlined, together with the mathematical 
foundations that support these processes. 
Additionally, the study contrasted the time 
complexity of other encryption methods, such as 
ElGamal, RSA, and Kyber KEM, highlighting the 
effectiveness and resistance of Kyber KEM to 
quantum attacks. It is clear from the results and 
discussion section that the Proposed Algorithm—
which makes use of the Kyber KEM—performs 
better than the Hybrid model and RSA in terms of 
encryption and decryption times for a variety of file 
sizes. The suggested method's efficacy is further 
supported by the graphic display of this higher time 
efficiency. By presenting and confirming the Kyber 
Key Encapsulation Mechanism as a reliable option 
for secure data processing and storage in cloud-
based systems, this research has advanced cloud 
data security. The results show how much better it 
performs than before and emphasize how crucial 
post-quantum security is for modern cryptographic 
applications. The approach and findings discussed 
here provide insightful information for businesses 
looking to improve the security of their cloud-based 
data processing and storage infrastructure. 
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