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ABSTRACT

With cloud computing technology, managing multimedia content became easier for organizations in general
and commercial content owners. However, duplication of data causes unnecessary burden over cloud
resources. At the same time, there is security to be provided to multimedia content so as to ensure data
integrity. In this paper we considered these two concerns while proposing a novel methodology for secure
deduplication of image data in cloud computing. We proposed a framework known as Image Security and
Deduplication Framework (ISDF) which exploits compressive sensing and random pixel exchanging for
security and a deduplication mechanism for getting rid of duplicate images while storing in cloud resources.
Compressive sensing is a signal processing technique used to leverage image processing and image security.
We proposed an algorithm named Deduplication and Secure Image Storage and Retrieval in Cloud
(DSISRC). This algorithm exploits deduplication mechanisms and security mechanisms for efficient
management of image content in the cloud. Besides the deduplication process benefits Cloud Service
Provider (CSP) with optimal storage and processing leading to conservation of resources. A benchmark
dataset is used for our empirical study. Experimental results revealed that the proposed algorithm performs
well in terms of image security and deduplication.

Keywords — Secure Deduplication, Compressive Sensing, Data Anonymization, Cloud Computing, Image
Security

1. INTRODUCTION in Figure 1, is the process of eliminating
duplicate images stored in cloud resources.
Many researchers, as explored in [6], [10] and
[14]. Deduplication helps service providers to
optimize resource consumption and serve
consumers with increased efficiency. This

Multimedia content owners are increasingly
relying on cloud resources for managing their
digital objects. Cloud computing bestows
plenty of advantages to content owners. They

include affordable storage services, scalability, process, however, does not cause any problems

availability =~ and  on-demand  service to consumers as it manages without losing data
provisioning. However, when cloud resources of consumers.

are being used by service consumers, there
might be data redundancy which causes severe
performance issues to cloud service providers
(CSP). From a CSP point of view deduplication
is indispensable to optimize resource
consumption. From the consumer point of view,
it is important to secure image content when it
is in transit and at rest. Deduplication, as shown
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Storage and Retrieval in Cloud

Dat Dat Dat

(DSISRC).
3.  We built an application to realize the

Dat Dat —| Dat

proposed framework and underlying
algorithm besides evaluating its

performance. Our empirical results

Dat Dat Dat

revealed that our framework is useful

for secure image management in the

Figure 1: lllustrates how deduplication optimizes
storage space in cloud

Different techniques were found in literature for
deduplication and image security. Yuan et al.
[6] proposed a secure deduplication scheme
with efficient re-encryption using CAONT and
Bloom filter-based location selection, resistant
to stub-reserved attacks. Ebinazer et al. [9]
enhanced  Symmetric Key  Encryption
Algorithm, improves secure cloud storage
deduplication. Athira [17] proposed secure Data
Deduplication (DD) and Data Portability (DP)
for distributed cloud using innovative
algorithms, demonstrating effectiveness. Gao et
al. [19] proposed deduplicated data integrity
auditing scheme ensures data integrity, supports
ownership modification, and dynamic access
control in cloud storage. Some researchers also
used Dblockchain for image security and
deduplication [4], [27], [30]. Chaudhariet al. [4]
addressed data handling challenges in cloud
storage, emphasizing image storage. Yan et al.
[27] explored a blockchain-based scheme with
fair arbitration, public auditing, and secure
deduplication addressing challenges in cloud
storage, ensuring integrity, efficiency, and
effectiveness. Pani et al. [30], studied the
security aspects of networks that are used for
electronic currencies. issues. From the literature
review, it is understood that there is a need for
novel methodology that considers both image
security, lightweight cryptography and efficient
deduplication. Towards this end, our
contributions in this paper are as follows.

1. We proposed a framework known as
Image Security and Deduplication
Framework (ISDF) which exploits
compressive sensing and random pixel
exchanging for security and a
deduplication mechanism for getting
rid of duplicate images while storing in
cloud resources.

2. We proposed an algorithm named
Deduplication and Secure Image

cloud with deduplication enabled.

The remainder of the paper is structured as
follows. Section 2 reviews literature on existing
methods used for image security and
deduplication.  Section 3 presents our
methodology for leveraging deduplication of
images and security in the cloud. Section 4
presents our experimental results. Section 5
concludes our work besides giving scope for
future work.

2. RELATED WORK

Wang et al. [1] proposed a secure cloud-based
image protection scheme with convergent
encryption and deep learning for efficient
deduplication and near-duplicate detection.
Nanda et al. [2] proposed a secure deduplication
scheme for cloud storage, utilizing TEE for
privileged user-based convergent encryption,
ensuring confidentiality and efficiency. Jung et
al. [3] introduced a secure protocol for single-
server nearly-identical deduplication using
secure LSH, proven secure against malicious
adversaries,  with  practical  efficiency.
Chaudhariet al. [4] addressed data handling
challenges in cloud storage, emphasizing image
storage issues. Integrating data deduplication
and Blockchain enhances efficiency and
security. Latha et al. [5] proposed ESCDIP
algorithm that improves file and content
deduplication in the cloud, offering enhanced
security, reducing upload/download time, and
communication cost. Yuan et al. [6] proposed a
secure deduplication scheme with efficient re-
encryption using CAONT and Bloom filter-
based location selection, resistant to stub-
reserved attacks.

Raman et al. [7] introduced a secure data
deduplication  scheme  addressing fault
tolerance, efficient key management, and data
confidentiality through encryption, distribution,
and proof of ownership. Bhanu et al. [8]
introduced SDD-RT-BF, a secure deduplication
model in cloud computing, utilizing radix trie
and Bloom filter for efficiency. Experimental
results show its superiority over alternative
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models. Ebinazer et al. [9] enhanced Symmetric
Key Encryption Algorithm, improves secure
cloud storage deduplication. Utilizes block-
level deduplication, CE, and SMOA for
efficiency and effectiveness over SKEA. Gaur
et al. [10] proposed QuickDedup, a novel VM
deduplication approach, which reduces time,
metadata, and hash computations,
outperforming traditional methods by up to
96%. Zhang et al. [11] proposed a secure

deduplication scheme, utilizing proof of
ownership and  key-sharing, efficiently
addressing convergent encryption

vulnerabilities and key management issues.
Yang et al. [13] The SMACD scheme in mobile
cloud computing ensures media privacy through
attribute-based encryption, multi-level access
policies, and deduplication with low costs.

Miao et al. [14] proposed secure deduplication
scheme allows efficient user revocation through
a multi-user updatable encryption, minimizing
communication and computation costs. Xiao et
al. [15] proposed a secure medical data service
with application-aware deduplication,
leveraging fog-to-multi-cloud storage for
efficiency, confidentiality, and fault tolerance.
Singh et al. [16] EABAC-SD improves Cui et
al. 's scheme for secure big data storage in the
cloud, enhancing ownership management and
reducing overhead. Athira [17] proposed secure
Data Deduplication (DD) and Data Portability
(DP) for distributed cloud using innovative
algorithms, = demonstrating  effectiveness.
Tripathy et al. [18] proposed SEDS is a server-
aided data deduplication scheme for cloud
storage, providing fixed-size cipher texts and
efficient duplication checks across key servers.
Gao et al. [19] proposed deduplicated data
integrity auditing scheme ensures data integrity,
supports ownership modification, and dynamic
access control in cloud storage. Saini et al. [20]
introduced fog-assisted cluster-based IloT with
task allocation, secure deduplication, and
enhanced performance in latency, security, and
energy consumption. Chitra et al. [21] proposed
a secure cloud deduplication scheme using
ECC-CRT for key generation, ensuring data
security and efficient storage. Prakash et al. [22]
focused on IoT and Cloud Computing synergy
for cancer prediction, emphasizing health data
encryption and efficient cloud storage. Smys et
al. [23] proposed method introduces a mixed-
mode analytical architecture with three-level
mapping to address data deduplication

efficiently in cloud storage, optimizing storage
space.

Table 1: Summary of existing deduplication

methods

Referenc | Methods Advantages Limitations

e

[3] Secure In presence | It is tested
Deduplicatio of under a
n, Fuzzy | adversaries, single-server
Deduplicatio | the system is | environment
n and Secure | able to | and needs to
Locality provide be evaluated
Sensitive security and | in a multi-
Hashing deduplication | server

. environment.

[4] Deduplicatio Blockchain Consensus
n and | based algorithm
Blockchain deduplication | needs to be

provides improved.
inherent

security

bestowed by

the

technology.

[5] Content Enhanced It does not
deduplication | security and | work for
and security storage encrypted

efficiency. data and
privacy is not
yet
addressed.

[8] Radix trie | Tag Performance
based secure | consistency, needs to be
deduplication | client side | improved

support and | with queuing

fault methods and

tolerance. lightweight
primitives of
cryptograph
y.

[10] VM Faster and | Need to be
deduplication | efficient enhanced to
in cloud storage leverage

management security.
in the cloud.

[12] Key sharing | Security and | Depends on
based efficiency trusted
approach in entities and
cloud block level

deduplicatio
n efficiency
needs
improvemen
t.

[16] Attribute Consistency To be
based and data | improved
approach for | privacy towards
deduplication improving

efficiency in
deduplicatio
n

[20] Fog assisted | Efficient for | To be
approach for | IoT evaluated
secure environments | further in
deduplication healthcare
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IoT
applications.
[21] ECC based | Gets rid of | In the future,
deduplication | malicious it needs
downloads further
and uploads enhancement
for
efficiency.
[27] Secure Eliminates Needs
deduplication | random improvemen
using masking in | t to work in
blockchain the process of | presence of
and fair | data auditing | dynamically
arbitration and reduces | increasing
computationa | users
1 complexity.
Malleswari et al. [24] focused on research
centres on live VM migration in cloud

computing, using adaptive deduplication for
VM disk image files, reducing storage and
migration time. Conti et al. [25] observed that
the cloud storage providers use deduplication to
save space, but attackers can exploit it for
privacy breaches. ZEUS framework introduces
privacy-aware protocols, maintaining
efficiency and addressing privacy concerns.
Wei et al. [26] focused on efficient data
deduplication in the cloud, resistant to side-
channel attacks, is achieved through a fog
computing-based system with improved trade-
offs. Yan et al. [27] explored a blockchain-
based scheme with fair arbitration, public
auditing, and secure deduplication addressing
challenges in cloud storage, ensuring integrity,
efficiency, and effectiveness. Attigeri et al. [28]
focused on a healthcare EMR processing
system that uses TF-IDF, topic modelling, and
KNN for classification, optimizes storage with
deduplication, and secures data using DNA
encryption on Hadoop. Kharade et al. [29]
observed that IoT distributed computing
provides on-demand processing. The proposed
data  deduplication  optimizes  caching
efficiency, ensuring scalability and
performance in systems. Pani et al. [30], studied
the security aspects of networks that are used for
electronic currencies. Table 1 shows a summary
of related works. From the literature, it is
observed that there is a need for a system which
is capable of efficient security and also
deduplication combined for protecting images
in the cloud.

3. PROPOSED METHODOLOGY

Our methodology is two-fold considering image
security and deduplication. Our framework,
shown in Figure 1, is known as Image Security
and Deduplication Framework (ISDF). It

exploits compressive sensing based encryption
and also deduplication.

3.1 The Framework

An overview of the work done to improve
image security when it is outsourced to the
public cloud is provided by the framework built
as shown in Figure 2. Multimedia content
producers are progressively outsourcing their
multimedia items to the cloud and sharing them
with other users thanks to cloud computing
technology. Since the cloud is an untrusted
domain, it obviously requires a greater level of
security. Within the suggested structure, the
provided image is divided into four blocks.
After that, it generates measurements and takes
into account random pixel exchange before
outsourcing the image to a public cloud.

Content
owner

1 Decompressed
Image

Dedupli
on prog

v

A 4

Dividing
image into
blocks

Bloc

Original blocks

ks
v
Measureme

Bloc T
ks
nts
generations

Measures Signal
A 4 reconstruction
it algorithm
pixels
randomly
<
Mea
Encrypt Encrypt
ed ed Inverse process
. . Vi
fmase ClOUdm» to exchanging
pixels randomly

Figure 2: Proposed framework named Image
Security and Deduplication Framework (ISDF) for
secure and efficient image deduplication in cloud
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Simultaneous encryption and compression rely
heavily on a measurement matrix. For the best
compression and encryption procedure to
maximize image security, the matrix is
managed by the logistic map. The process of
obtaining the image back can be reversed once
it has been outsourced to a public cloud. A
random pixel exchange inverse method is used
to an image that was obtained from a public
cloud. It produces measures as a result, and to
produce the blocks, they are then run through
the signal reconstruction algorithm described in
[21]. Combining the blocks yields back to the
content source the original image.

3.2 Deduplication Method

If the image content of two tags is the same,
then they are considered to be the same
according to the tag correctness property [34].
An image deduplication validation phase must
be carried out prior to the upload of photos in
order to lower the percentage of duplicate
images in the cloud. By uploading a hash value
of the image content to the cloud, the user can
carry out deduplication checks in the
deduplication system [36]. In other words, H 1
(I) can be sent to the cloud by the user to do a
deduplication check. Once the user provides the
hash value of the image, the cloud may verify if
the identical image has been stored on the cloud
server by verifying that the following equation
is true:

é(Ty, G) = é(G, )",
(1)

The user does not need to submit the image of
to the cloud if the verification is successful; if
not, they must encrypt the image and upload it
in accordance with the instructions under
"Image Uploading."

3.3 Detection of Near Duplicate

Image feature extraction and comparison are
typically used in image processing research to
accomplish image near-duplicate detection
[36], [37]. This research proposes a novel near-
duplicate detection method based on bilinear
pairing. Additionally, under the encrypted form,
near duplicate photos are discovered. To
facilitate comprehension, a threshold t is
established. The duplicate matrix value number
of two images is represented by the value of t.
Assume that m™* (1 <i<m™* <m)and n* (1 <
j<n”*<n) are the duplicate numbers of the row

and column values, respectively. From this, we

may obtain t = (m"* - i+1)e(n"* - j +1). Eq. 2

represents the near-duplicate  detection
equation.

n * * Encl;; N

spy-e (I I, v, 1) 2

é(1,6), ()

It should be noted that the user's image
parameter is calculated on the left side of Eq. 2,
while the comparative image parameter is
computed on the right. Assume that the two
images have the same detected matrix size. The
deep learning technology can be utilized by the
system to rapidly and precisely select the
matrix. We can see that the software may
choose the image matrix based on past image
matrix selection experiences by looking at the
deep learning idea [38], [39]. In this technique,
experiences can be generated if the system
preconfigures some sample images and
standards for picture matrix selection.
Furthermore, the deep-learning program will
continue to be executed with better image
matrix selection performance.

3.4 Procedure for Encryption

The mechanisms depicted in Figure 3 form the
foundation of the proposed method, Hybrid
Image Security method (HISA). Four blocks are
created from the input image. Measure 1 uses
the first two blocks, whereas measure 2 takes
the rest. Before being sent to the cloud, the
initial measure creates two matrices that are
randomly exchanged pixels. In addition, the
second measure creates two matrices that,
before being sent to the cloud, are randomly
exchanged pixels. Following this, the process of
reconstructing the original image is reversed. It
first creates four matrices using the inverse
random pixel exchange technique. Next, the
signal reconstruction process in [21] uses the

1612



Journal of Theoretical and Applied Information Technology

29 February 2024. Vol.102. No 4 ~

© Little Lion Scientific

ISSN: 1992-8645

www.jatit.org

E-ISSN: 1817-3195

first two matrices, followed by the second two.

Figure 3: Describe the suggested algorithm in brief

To accomplish this process, an algorithm is
suggested. The definition of the proposed
algorithm named Deduplication and Secure
Image Storage and Retrieval in Cloud
(DSISRC) is derived from the figure presented
in Figure 2. In addition to using chaotic maps
and randomly swapping pixels in encrypted
blocks for an extra layer of security, it accepts
an image as input and outputs an image after
compression and encryption. Mechanisms like
compressive sensing are used for concurrent
compression and encryption.

Algorithm 1: Deduplication and Secure Image
Storage and Retrieval in Cloud (DSISRC)

Retrieval in Cloud (DSISRC)
Input: Image data D
Output: Encrypted Data D’ saved to cloud
1. Start
Deduplication and Image Storage

images in cloud

Algorithm: Deduplication and Secure Image Storage and

2. flag@PerformDeduplication(D, X) //X is existing

3 IF flag=true Then

4 Map it to existing one without saving again
5. Else

6. Divide D into four blocks B

7. EndIf

8. For each two blocks in B

9. (ml, m2)@ComputeMeasurementMatrices()
Generate two matrices

11. End For

DeRandomPixelExchange(D, matrices)

13. D’@@GenerateEncryptedlmage(D)

Save D’ to cloud

Image Retrieval

15. D’@RandomPixelExchnageReverseProcess(D’)
(ml, m2)@DeriveMeasurementMatrices()
blocks@BignalReconstruction(m1, m2)

18. DEDecompressimage(blocks)

End

lgorithm 1 shows how the deduplication is
one prior to secure storage of image in cloud.
t also has the reverse process to retrieve image
from cloud. The deduplication procedure is
discussed earlier in Section 3 which is followed
by the algorithm. If there is a duplicate image
already existing, the algorithm enables the
could to keep its reference instead of saving a
new image again. The given image is divided
into 4 blocks. Compressive sensing is employed
to generate measurement matrices used to
compress blocks prior to encryption. The blocks
are further subjected to random pixel exchange
for improving security. Finally, encrypted
image is saved to cloud. In the retrieval of the
image from cloud, the reverse process takes
place.

3.3 Evaluation Methodology

The effectiveness of the suggested framework is
determined using a variety of assessment
indicators. One common and significant
statistic is correlation. An encrypted image's
correlation should be close to 0, while in a high-
quality image, it should be close to 1.
Correlation coefficient, thus, indicates how well
the suggested approach performs. Eq. 3 is used
to compute it.

_ I, 0y
\/(Z?I:1 -0 X, (vew?)
3)

Computation of the correlation coefficient can
be done in three different ways. They are
referred to as diagonal, vertical, and horizontal.
In actuality, an encryption algorithm is key-
sensitive. It does imply that a minor alteration
to the key has a significant effect on the

C
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encrypted picture. As in Eq. 4, this is quantified
using mean square error (MSE).

MSE =—%,, [I(xy) =DM
“4)

where L x H represents the total number of
picture pixels. The symbols s I(x,y) and D(X,y)
represent the input and output pictures,
respectively. PSNR, a performance parameter
that is frequently used to assess compression
performance, is also used in this work. In Eq. 5,
it is displayed.

PSNR =
2552

an)zy =13 =1R@H-1GN12

)

It is employed to determine the quality of
decrypted pictures at different compression
ratios. The quality of the suggested encryption
method can be calculated by calculating PSNR.

10log

4. EXPERIMENTAL RESULTS

Our algorithm named Deduplication and Secure
Image Storage and Retrieval in Cloud
(DSISRC) is evaluated with a prototype
application developing using Java language.
The environment used is a PC with Windows 11
0S8, Intel i3 processor 9" generation, 240 GB
SSD and 6GB RAM. Experiments are made
with number of images. However, some
representative results are provided in this
section.

(b) (©) (d)
Figure 4: Experimental results using Lena
image

As presented in figure 4, the input image is
known as Lena Figure 3(a) and it is compressed
and its result is in Figure 3(b). The encrypted
image as per the proposed methodology is

shown in Figure 3(c) while the decrypted image
is shown in Figure 3(d). The size of the input
image is 128x128. Ratio of compression used is
4/3 while key length is 2.

T T T T 10

B0

o r

600

500

ar

30 +

0 ¢

1or

0 ] 100 180 200 2 0

(a)
(b)
Figure 5: Lena image and its encrypted counterpart
in the form of histogram

Figure 5 shows the given Lena image’s
histogram and its encrypted image’s histograms
are provided. The histograms show visible
differences between the original and encrypted
images.
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(a)

Figure 6: Lena image and its encrypted counterpart
in the form of correlation distribution

Figure 6 presents pixels’ correlation distribution
linked to Lena image and its encrypted image.
There is correlation between adjacent pixels in
the original image and there is least correlation
among adjacent pixels in encrypted image.

Table 2: Horizontal, vertical and diagonal
correlation analysis

Input Correlation | Correlatio | Correlatio

Image Considered | n n
Horizontall | Considere | Considere
y d d

Vertically | Diagonally

Lena 96% 93% 91%

Lena in

encrypte

d form 8.5% 6% 9.4%

As presented in Table 2, the horizontal, vertical
and diagonal correlation of Lena image is
highest while the same in encrypted from of
Lena is lowest. This kind of encryption is the
result of the proposed methodology. This kind
of correlation does not allow attackers to gain
any kind of information useful. Thus it could
improve security of images significantly.

] i :
10 WAy i wMr‘-l‘vi"*‘vwr": "‘w-"*rwi-’w‘ww
. W
}.... i |
L] i i

i i i

0 I |
w}. o).
W n-

(a)

A? '

(b)Figure 7: Analysis of two decrypted images in terms

of MSE curve

Figure 7 shows the visualization of analysis
made on two decrypted images. It shows the key
sensitivity to distortion linked to encrypted
images. As the encryption methods are sensitive
to keys it is important to perform MSC curve
based analysis. There is higher distortion in the
decrypted images reflecting the efficiency of
the proposed methodology.

i
1

2:1

4:1

Input Compr | Result of | Decrypted PS
Image ession compression | Image N
Ratio and
encryption
4:3

Figure 8: Image quality and compression ratio
analysis

Figure 8 shows the impact of compression ratio
on the quality of the decrypted image. PSNR
metric is used for performance estimation.
Higher in PSNR indicates better quality. The
proposed system is evaluated against attacks
that are based on adding Gaussian noise. With
noise addition also the proposed system is
working with highly acceptable quality. With
key space reduction in the proposed framework
the performance is greatly enhanced. The usage
of random pixel exchange method, security of
the images is improved further.
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5. DISCUSSION

The proposed framework is designed to support
image security and deduplication. The security
mechanism is made up of compressive sensing
and pixel exchange while the deduplication is
based on our methodology which identifies both
exact matches and close matches. The
encryption proposed in this paper is lightweight
and highly secure while the deduplication is
found to be robust for image data. However, it
has significant limitations as described here.
First, the experiments made with a limited
number of samples may not be able to
generalize findings. Second, it is important to
consider different benchmark datasets and do
experiments with  diversified ratios in
compression. Third, as far as security is
concerned, the proposed system can be
enhanced by using hybrid approaches to be
comparable with Post Quantum Cryptography
(PQC) standards. Fourth, the proposed system
concentrated on only image data which may not
be more useful unless it is extended to all kinds
of data known as multimedia.

6. CONCLUSION AND FUTURE WORK

In this paper, we proposed a framework known
as Image Security and Deduplication
Framework (ISDF) which exploits compressive
sensing and random pixel exchanging for
security and a deduplication mechanism for
getting rid of duplicate images while storing in
cloud resources. Our methodology is two-fold
considering image security and deduplication.
Compressive sensing is a signal processing
technique used to leverage image processing
and image security. We proposed an algorithm
named Deduplication and Secure Image Storage
and Retrieval in Cloud (DSISRC). This
algorithm exploits deduplication mechanisms
and security mechanisms for efficient
management of image content in the cloud.
Besides the deduplication process benefits
Cloud Service Provider (CSP) with optimal
storage and processing leading to conservation
of resources. A benchmark dataset is used for
our empirical study. Experimental results
revealed that the proposed algorithm performs
well in terms of image security and
deduplication. In future, we intend to improve
our methodology to extend support for other
multimedia objects like audio clips and videos.
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