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ABSTRACT

The number of cyber attacks launched has increased five-fold since the advent of the Coronavirus Disease
Pandemic (COVID-19) in 2019. Ransomware is currently one of the highest digital risks as it aids
cybercriminals to use persistent threat tools and techniques to get access to targeted networks by way of third
parties. Therefore, this study aims to implement the symmetric encryption algorithms known as 3DES and
Fernet methods as a means for securing files. In addition, this study evaluates the 3DES and Fernet encryption
methods' performance in protecting confidential file. This study significantly contributes in comprehending
Fernet and 3DES methods for securing confidential files, identifying the most efficient cryptographic
symmetric algorithm for file security, and providing comparative results between Fernet and 3DES. This
study applies both 3DES and Fernet in the scenario of client-server architecture in performing encryption and
decryption processes. The results from the current study has shown successful implementation of these two
encryption methods for both the encryption and decryption processes. In addition, this study evaluates the
temporal efficiency for the encryption process. Five different text file sizes ranging from 10KB to S0KB were
used for the experimental trial in evaluating the performance of both encryption methods. The outcome
reveals that the Fernet encryption method performs better than 3DES.

Keywords: Fernet Algorithm, 3DES Algorithm, Encryption, Decryption, File Security

1. INTRODUCTION encrypt victim’s data after collaborating with third

After the advent of the Coronavirus parties to acquire access to the targeted networks [3].

Pandemic in 2020, the volume of cyber attacks were
recorded to have quintupled[1]. For instance,
Malaysia recorded a total of 8,669 cybersecurity
incidents throughout 2021, including fraud (6,737
cases), intrusion (1,354 cases), and malicious codes
(578 cases)[2]. GLOBAL cybersecurity leader Trend
Micro Inc recently disclosed that during the first half
of 2021, it stopped a total of 40.9 billion threats in
the form of emails, malicious files, and harmful
URLs for clients marking an alarming surge of 47%
from previous years. Globally, ransomware was the
topmost threat in the first quarter of 2021 as
cybercriminals targeted many known figures. The
standard modus operandi employed advanced
persistent threat tools and strategies to steal and

By 2019, it was reported that data was
stolen from Microsoft Office 365, Box, EE,
Mumsnet, Town of Salem, and even a number of
German politicians [4, 5]. All personal data,
company data, and messages amongst individuals or
countries can be classified as confidential. When
pertinent data is stolen, there is a likelihood that an
unauthorized person may use the victim's
information in fraudulent ways, such as applying for
a loan using the victim's details [5]. In light of this,
cybersecurity, including secure data transmission
over the internet, continues to be a major concern for
internet users. Thus, methods to protect information
and data, particularly confidential data, must be
continuously strengthened.
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There are many different strategies
available to protect confidential data. The use of
cryptographic systems is one strategy that can be
utilized to protect data and information that is
considered to be confidential. Cryptography ensures
that the message can only be comprehended by the
addressed user. This study aims to explore and
implement two symmetric cryptographic systems,
the 3DES and Fernet encryption methods.
Furthermore, different file size bytes were used in
the experiment to compare the performance aspects
of these two approaches. The comparison was
carried out to determine which encryption technique
was better suited for protecting a confidential file.
Significant contributions of this study include
comprehending Fernet and 3DES methods for
securing confidential files, identifying the most
efficient cryptographic symmetric algorithm for file
security, and providing comparative results between
Fernet and 3DES.

The following is the structure of this paper:
In Section 2, an overview of the context of the study
is presented. In Section 3, the methodology of the
study is discussed. The demonstration of the
algorithms is presented in Section 4. In Section 5, the
results and discussion of the study are presented.
Finally, in Section 6, conclusions are presented along
with recommendations for further research.

2. BACKGROUND

Security remains a big issue in the digital
world. In [6], it mentioned that the requirements of
security involves the terms of confidentiality,
availability and integrity. Confidentiality measures
prevent illegal access attempts to sensitive
information. Therefore, the sensitive database and
information must be protected from unauthorized
access. Availability refers to ensuring that data is
consistently and readily accessible for authorized
parties and properly that it maintains connected
components, including hardware and technical
infrastructure, model, and systems to keep data and
show the information. Integrity defines the way to
maintain  the consistency, accuracy, and
trustworthiness of the said data.

Therefore, cryptography was introduced to
ensure the security of data. Cryptography refers to
secure information and communication techniques
based on mathematical concepts and a set of rule-
based calculations called algorithms to transform
messages in such a way that is difficult to decipher
for unauthorized users[7]. Cryptography is derived
from Greek terms "kryptos" and "graphos", which
refer to secret writing [8]. Cryptography involves the

process of encryption and decryption [8, 9]. The goal
of cryptography is to enable secure communications
despite the presence of adversaries or other
potentially harmful third parties in the environment
[6].

Encryption is the process of converting
plaintext into ciphered text (unreadable format) in
order to make it difficult for unauthorized recipients
of a message to understand the information being
transmitted [6, 9]. Therefore, only authorized parties
are able to access the ciphered text, by converting the
message into its original form. This process is known
as decryption [10]. Thus, cryptography allows the
secure protection of data without granting
unauthorized parties unrestricted access or the
ability to view protected files and documents[11].

The most common cryptographic system is
symmetric and asymmetric key encryption
algorithms[5, 12, 13]. Symmetric key encryption
algorithm implements the same key for message
encryption and decryption. Only the authorized
sender and recipient who communicate with each
other can read the confidential messages (encrypted
messages) by using a similar secret key. The
message security can be increased by allocating the
keys to different parties. The strength of symmetric
key encryption heavily relies on the secrecy of the
encryption and decryption keys. DES, 3DES and
AES are examples of symmetric key encryption
algorithms [14].

The symmetric key encryption algorithm can
be further divided into block cipher and stream
cipher. A block cipher works with a single data block
at a time. The plain text or message is divided into
blocks; and each block is processed separately using
akey and a cryptographic algorithm. Meanwhile, the
stream cipher enables algorithms to perform
encryption and decryption of shared data using a
symmetric key mechanism. In contrast, asymmetric
key encryption algorithms employ two separate
keys, public and private keys. The public key is used
for the encryption process. The decryption process
requires the private key, which is only held by the
individual authorized to decrypt the message.
Examples of asymmetric key encryption algorithms
are RSA, Diffie-Hellman algorithms and digital
signature [14].

This study concentrates on symmetric
algorithms, which are known for their rapid
implementation, efficiency, and effectiveness [14].
The following describes several examples of
symmetric cryptographic systems.
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2.1 Decryption Encryption Standard

In 1974, IBM and United States
government worked together to develop the
Decryption Encryption Standard (DES), which was
jointly developed to make communication more
secure [12, 15], which utilizes a total of 16 iterations,
or rounds, of substitution and transpositions
(permutation) process to encrypt information. The
block size is limited to 64 bits. The key, which
governs the transformation, is also made up of 64
bits; however, only the users can only select 56 of
these bits to be considered as the actual key bits. The
remaining eight bits are used as parity check bits and
are in actuality, redundant [ 16]. In the past, DES was
typically utilized for non-digital media as well as
banking systems. However, because of its short key
length, the National Institute of Standards and
Technology (NIST) started a programme to replace
DES starting in 1997 [15]. Therefore, DES is
considered to be a cryptographic algorithm which is
not ultra secure[12].

2.2 Advanced Encryption Standard

Advanced Encryption Standard (AES), also
known as the Rijndel algorithm, was published by
the National Institute of Standard and Technology
(NIST)in 2000 [12, 15, 17]. This algorithm is a well-
established algorithm in the categories of symmetric
key encryption algorithms. AES operates on block
ciphers that divide the data into 128, 192, and 256-
bit blocks. Block ciphers use a series of substitution
and permutation operations to encrypt data, known
as S-boxes [12, 18, 19]. Furthermore, the length of
the key determines the number of operation cycles.
A key with 128 bits requires ten rounds, a key with
1920 bits requires 12 rounds and a key with 256 bits
requires 14 rounds. The AES is more secure and
more rapid when compared to DES. AES also has
the advantage of higher resistance to cyber attacks,
the ability to support extended key lengths, and has
undergone extensive testing to assure its security. In
addition, AES has been implemented and evaluated
on various devices, including Internet of Things
(IoT) devices [6, 20].

2.3 3DES

3DES was suggested by IBM (International
Business Machines Corporation) in 1998 as a
successor for DES. 3DES includes improved key
size and applies the DES algorithm three rounds in
each data block. The key length for the 3DES is 112
and 168 bits, the number of rounds is 48 and the
block length is 64 bits [2]. This algorithm aims to

increase protection and security through its longer
key size relative to DES. 3DES is more challenging
to crack than DES [14]. However, it is more time-
consuming than DES in terms of the application of
the encryption process[12]. The 3DES encryption
method is the abbreviation of Triple Data Encryption
Standard. This method is the updated version of
DES, using three cycles of the DES algorithm in
each data block. Whereas DES employed a56 bits
key size, 3DES utilized a 168 bits key size. The
following is the mechanism of 3DES[21]:

1. 3DES has three different keys.

2. Key 1 and Key 2 are different, but Key 1

and Key 3 are the same.

3. All keys are identical.

2.4 Fernet Encryption Method

The Fernet encryption method, also known
as Fernet algorithm, is similar to an AES algorithm.
Fernet provides the rotation of keys that are
generated through "MultiFernet during ciphering or
encrypting plain[22, 23]. In order to decrypt the
encoded text, Fernet executes an inverse function
conversion of ciphered text to plain text, and the
output is presented as a "string" value from bytes.
There are three main steps in a Fernet encryption and
decryption sequence as shown below[22, 23]:

Step 1 Generate the key.

Step 2 Assign the key value to the
selected variable.

Step 3 Convert the plain text into

ciphered text.

Fernet provides users with a highly secured
key superior to existing symmetric algorithms such
as AES. Additionally, to prevent private
communications and data from being eavesdropped,
Fernet encryption also gives strong encryption in
data manipulation without a key in various situations
such as[22]

. Sign-stamping (signature through SHAS56 and
HMAC).

e  Time-stamping.

e  Random allocation for security.

e  Generation of key through a secure mechanism
and adopting a secure algorithm towards
encrypting messages (PKCS7 padding and
AES under CBS-mode).
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The previous works have conducted a study of AES,
TDES and other symmetric key cipher excluding
Fernet on the basis of encryption time with the
variations of file features including data type, data
size, data density and key sizes [24]. In [25], a study
evaluated the execution time, memory utilization
and ciphertext size on the process of encryption and
decryption processes for symmetric algorithms
known as AES, 3DES, Blowfish and Twofish.
Additionally, previous work comparing the AES,
DES and Blowfish cryptographic algorithms for
small and large data files also raised concern about
the execution time and memory used[26]. Therefore,
selecting of appropriate parameters is necessary
while performing a study related to the performance
of symmetric cryptographic algorithms.

3. METHODOLOGY

The steps involved in carrying out this

requirements for both software and hardware are
identified. Table 1 shows the details of the
requirements used in this study. Figure 2 shows a
flow diagram which has been illustrated based on the
client-server architecture). There are two spilt
algorithms being implemented for this study: (1) the
Fernet encryption method and (2) the 3DES
encryption method. Both  algorithms are
programmed in Python. The testing is carried out to
ensure that the algorithms are able to produce the
desired results. The experiment is conducted using
five different file sizes to evaluate the performance
of these methods. The parameters used in evaluating
the performance are the encryption and decryption
times. Finally, the data gathered is analyzed and
interpreted.

study are shown in Figure 1. Firstly, the
- Identify the
/ requirements
~ | Implementation of 3DES
& Fernet Algorithm
@ O Testing
@ O Experiment
Data collection,
O analysis and
interpretation
Figure 1. The methodology
Table 1: The requirements for 3DES and Fernet algorithms implementation
Requirement Description
IDE PyCharm 2022.3.1 (Community Edition)
Programming Language Python

JDK Version

Runtime version: 17.0.5+1-b653.23 amd64
VM: OpenJDK 64-Bit Server VM by JetBrains s.r.o.

Operating System

Windows 11 Home Single Language

Processor 11th Gen Intel(R) Core (TM) i3-1115G4, 3.00 GHz
RAM 8.00 GB, 3733MHz
Graphics Intel® UHD Graphics
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Figure 2: The flow diagram of the Fernet and 3DES implementation algorithms

4. THE DEMONSTRATION OF 3DES AND of utilizing the 3DES method is presented in Figure
FERNET 4. Meanwhile, Figure 5 shows an example of the
ciphered text after utilizing the Fernet encryption
method. As was anticipated, the decryption process
resulted in a successful output as well. This
demonstrates that both algorithms performed as
expected.

The algorithm is tested in order to ensure the
process of encryption and decryption procedures are
functioning as intended. Figure 3 is an example of a
plaintext that was used in this study. The example of
the ciphered text that has been produced as a result

X

E deci_crime.txt - Notepad — (=]

File Edit View €3

Crime Prevention Programs and Criminal Rehabilitation 15e@

The success of the human civilization is largely attributed to the establishment of laws and the subsequent following of
This system is known as the criminal justice system and its major role is to deliver justice by punishing offenders and d
This can be achieved through crime prevention strategies. This paper will analyze the various crime prevention programs 3

Crime Prevention

Defining Crime Prevention

Crime prevention is one of the major goals of a good criminal justice system. To fulfil this goal, the system has various
In the context of the criminal justice system, crime prevention refers to the efforts that are taken to change the behavi
Crime prevention programs are defined as “focused efforts to change, restrict or create a routine practice in a crime pre

Types of Crime Prevention Programs

shock programs have been used as a prevention tool by the criminal justice system. In this program, offenders are sent t
The offender is given a taste of prison and he/she is likely to avoid behavior that might cause him/her to be sent back i
The criminal justice system offers repeat offender prevention programs for young offenders who are likely to become harde
Such behavior might include substance abuse, family problems, school problems and delinquent behavior. The programs aim t
Proactive measures such as random drug tests and surveillance are undertaken with the offender’s knowledge. In addition t
A successful prevention program adopted by the criminal justice system is day reporting. In this program, the offender is
The counselling services offered in this program help the offenders to deal with the psychological issues that might cont
The criminal justice system also implements electronic monitoring programs to prevent crime. In this program, offenders a
These programs have significant advantages as they enable the offender to continue playing an active role in the society
Mackey and Levan (2012) observe that the offender remains rooted in his/her community where he/she is able to work, stay

Criminal Rehabilitation
Defining Rehabilitation
Rehabilitation is a significant goal of the criminal justice system since it is desirable that the offenders successfully]
Rehabilitation aims at increasing self-restraint, providing work skills, and educational services to offenders. This is d

Methods of Criminal Rehabilitation
Rehabilitation considers that it is hard for most inmates to abruptly shift from the strict schedule imposed in prison to
Gabor (2011) reveals that the criminal justice system has endorsed a number of reintegration programs that aim to reorien|
Most of these activities include community service where the offender gets to interact with the rest of the society (Gabo
A rehabilitation service offered by prison facilities is hosting community resource fairs within the prison. Mohr (2013)

Here they share material to aid offenders in their search for employment after they are released. The offenders are provi
Another rehabilitation program offered by the criminal justice system aims at assisting offenders who have drug problems.
Most addicts are therefore likely to end up in correctional facilities due to their involvement with drugs. Jones (2009)

In addition to this, drug use contributes to the increase in criminal activity. Drug users are known to engage in crime b)

Conclusion

This paper set out to discuss various crime prevention programs and rehabilitation efforts used by the criminal justice s
The paper has noted that crime prevention programs are aimed at ensuring that crimes are not committed by offenders in th
The paper has discussed rehabilitation, which is meant to restore offenders to normal life after they have served their s

Berenji, B. (2014). Recidivism and Rehabilitation of Criminal Offenders: A Carrot and Stick Evolutionary Game. PLOS ONE,
Gabor, T. (2011). Evidence-based crime prevention programs: A literature review.

Jones, M. (2009). Prison overcrowding: the sentencing judge as social worker. Widener Law Journal, 18(1), 491-498.
Mackenzie, D.L. (2003). Criminal justice and crime prevention.

Mackey, D., & Levan, K. (2012). Crime Prevention. NY: Jones & Bartlett Publishers.

Mohr, G. (2013). Integrated Criminal Justice Systems: Working Collaboratively to Reduce Recidivism. Corrections Today, 75|

Ln 1, Col 1 100% Windows (CRLF) UTF-8

Figure 3: Fernet decrypted text file
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Figure 4: 3DES encrypted file
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gAAAAABj ZrHLSswanZWiWul8mFrEBVWVIG6FS9ZPPXu_efUHendgXMLXsUJIV8PfzV26XVWN30OH_GixIRIvXdriTdnLtn5V10©L -RF
OUYF1xc8xzPJRak7wENJIPV2LHSTerHMS9AL390JLO9NNArgxEpCLUCSYXTcK6ybsseZq4aQNdOddi1l4PDgErAjaIRBpoj7Is-mjQFfGFU
VGOiGU2zwG2pKIC8y6DOmdpjPwX80ro3hep8IH_975Pb@Ld9ON8KbL7NnO@UzaRTRXSCO6NraFrMgNvVt-TgelLawo3_CDrCiYwN7nPzZ|
7N1DT901QCEMd1zfZBWOBpPdZs3GmMUwUt-aTIZVGVV58PRASWN2h7NdV101salDGaiSIROIoOt12Fmby11YO9WNn39aFh5A-66gHIevd
X7004G65Tz7x7US_ -7y VvzXASMPpSmyASuUS6A_Nn98fHASyVa_kylWt8yxX0O3X3CilxKOVbK7GvenHwgMSdTpLAYG1DPpxqdFzsNiAJ?2]
AYBMkz6tGRNz20Dkg4IyDCN_j2rSo8VBGoS1MxUQrjBYPCS8rAra2DYSkyBNro4lgFD96-m@jo9Q9icNcah22BmORKJ -G4SX_mD1P2F
OKYCHS4tPgbhSueZDpcWG2SSapRIBFcS-glzwlLKDYo3YFfczI-RDF2INSDUKVFI-hlVscxEaOXxjgAS3-1cBzRm-31SVWilFyxBMFVE
1NVLCAFV80ql_8-ZCTHNgXDKFYyPTSMsS92PVct6hud4PKH422gxbZSrkdhlRD1hVl1eKLgkknHNEKS -hMAW7 jbBlVwgievQepfOEOUKE|
XC1NR3BCCNmMkmALUGYBHYJ3vo9vsbAi9BbNeXyINpHY8AOVZIX7N1t8EsweA6kBKImkg7XxNn9XTCSoj8v49mbyHOR8czMgdEMBgtK3)
I8XNKNWYKgzAVKY3duSFfLHQgtwXYIIbhR-PBNbHbZOTCWOZ7NALfXSGi2r7uQGVv5RizhIGl1LKX96ocDaxNN3hdamWAcGhwLo-aejLn|
ez7XSN-0gB1lkG1HFUUMQAQN_N7h-7KtezEtqL4UGQNdB6SNFmM21nYfAXaM7fIJurMGuLzzNLhYC1lwOwnrZoRjIjtGTDgQV2USXWUXHSsY|
SiLFM5ZhGghamvIllte8Lh4Vv4PECZMTUE2dOFIYNQOB5103LPkSaItCmtE7Z76cvh9-ATW2c@-981FQeBk50RLIX2dSy1lU-GsYiyDeM(|
RtCrwxbI39NVzdFoOoCTFDYKyYNXxjYkenugqtUCPWCOrsSnYrbhtCs5wWUZ-WearylZy7RrgvN2ScBFUG6I-9s7uNxBsQ9B6rJvcx0zUvXG3i)|
FTZQ1lLOZVHWGIKqup_7d71vGkCvQhoREQWNIBI2KRpIOgIShwitrDZDvcxTOboDOI -RTZzaOVZALSgGIKG60ONV11ly3CsDHOEC-4Wosh|

Ln1, Col1 120% Windows (CRLF) UTF-8

Figure 5: Fernet encrypted file

5. RESULTS AND DISCUSSION Table 3 displays the performance of Fernet
encryption algorithms in terms of the time required
for the encryption procedure. The longest time taken
for a 50KB file was 5.377 ms. The findings showed
that the average time increases (2.8954 to 4.0396ms)
as file sizes increases. Based on Table 2 and 3, the
3DES method takes around twice the amount of time
when compared to the Fernet encryption method.

The performance of both these methods is
evaluated by considering the time taken to encrypt
the file based on the different file sizes. Table 2
shows the time taken to encrypt the plaintext to
ciphered text using the 3DES encryption method.
The findings show that the longest time taken was
10.011ms for a file size of SOKB. Furthermore, the
average time taken by using 3DES ranged from The duration of time required to decrypt an
3.9486 to 8.7320ms. The findings showed that as the  encrypted file using the 3DES method at the receiver
file size increases, the average time also increases in  end is presented in Table 4. The time is measured for
correlation. the file conversion from a ciphered text file into a

plain text file. Finally, Table 5 presents the
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decryption time of the encrypted file using the Fernet
algorithm in the receiver end after the file is
transferred from ciphered text to plain text.

According to the present findings, a 10KB
file consumes approximately roughly the equivalent

amount of time, with a 1ms difference for both
methods. However, this study shows significant
differences in the amount of time needed to encrypt
a file as its size increases. This study highlights that
Fernet performs better than 3DES.

Table 2: The 3DES encryption time(ms)

Text File Size Encrypt Time (ms) Average (ms)
(KB) Test 1 Test 2 Test 3 Test 4 Test 5
10 3.833 3.939 4.099 3.949 3.923 3.9486
20 5.627 5.643 5.654 5.179 5.500 5.5206
30 6.328 6.141 6.195 5.980 6.302 6.1892
40 7.516 7.473 7.135 7.693 6.996 7.3626
50 8.297 8.581 10.011 8.480 8.291 8.7320
Table 3: Fernet encryption time (ms)
Text File Encrypt Time (ms) Average (ms)
Size (KB) Test 1 Test 2 Test 3 Test 4 Test 5
10 2.893 2.802 2.894 2.996 2.892 2.8954
20 2.890 2.981 3.050 3.098 3.080 3.0198
30 3.191 3.033 3.381 2.844 3.068 3.1054
40 3.214 3.304 3.154 3.134 3.247 3.2106
50 4.158 3.530 5.377 3.674 3.459 4.0396
Table 4: 3DES decryption time in milliseconds
Text File Decrypt Time (ms) Average Decrypt
Size (KB) Test 1 Test 2 Test 3 Test 4 Test 5 Time (ms)
10 2.519 1.604 1.430 1.721 1.400 1.7348
20 2.420 2.464 2.704 2.423 3.954 2.7930
30 3.550 3.447 3.375 3.402 4.547 3.6642
40 4.385 4.415 4.611 4.558 4.863 4.5664
50 5.939 5.332 5.702 6.396 5.333 5.7404
Table 5: Fernet decryption time in milliseconds
Text File Decrypt Time (ms) Average Decrypt
Size (KB) Test 1 Test 2 Test 3 Test 4 Test 5 Time (ms)
10 0.473 0.541 0.512 0.571 0.453 0.5100
20 0.472 0.478 0.556 0.559 0.531 0.5192
30 0.445 0.511 0.460 0.488 0.518 0.4844
40 0.503 0.446 0.559 0.579 0.493 0.5160
50 0.534 0.485 0.453 0.532 0.537 0.5082
5. CONCLUSION 3DES algorithm, mainly emphasizing time

This study was conducted to demonstrate the
Fernet and 3DES encryption method in securing
files. The algorithms were developed using the
Python programming language and the cryptography
library. The different file sizes used were in order to
explore the performance of Fernet and 3DES
encryption methods. In this study, the Fernet
algorithm performs significantly better than the

efficiency without comprising data security. This is
due to fact that the Fernet algorithm is based on the
AES cryptographic system, which is known as a
powerful and complex algorithm. This study has
significantly proved that Fernet is better compared to
3DES for securing confidential files. In the future,
the combination of Fernet with other cryptographic
methods can be explored to further strengthen
security and deter cybersecurity breaches.
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