Journal of Theoretical and Applied Information Technology ~
15% December 2024, Vol.102. No. 23 N
© Little Lion Scientific

SATIT

E-ISSN: 1817-3195 |

ISSN: 1992-8645 www jatit.org

SOLVING PROBLEMS OF BIG DATA INFRASTRUCTURE
BY USING BLOCKCHAIN

MOHAMED ESMAIL!, MOHAMED A. EL-DOSUKY "2 TAHER T. HAMZA'
! Faculty of Computers and Information Sciences, Mansoura University, 35516, Egypt

2 Dept. of Computer Science, Arab East Colleges, P.O.Box 53354 Riyadh, Saudi Arabia

E-mail: ' mesmail922@gmail.com

ABSTRACT

Big data faces challenges like substructure security, data confidentiality and data administration. With the
inception of blockchain, massive data security circulation has become possible. The paper surveys previous
work, focusing on security challenges in big data models, a summary of blockchain services in a big data
environment, and the challenges of research in big data working together with blockchain. Proposed
methodology begins with the mathematical foundation of big data-blockchain mapping. Then the proposed
big data blockchain infrastructure is proposed. The infrastructure allows many operations such as separating
and storing data, querying the separated stored data, block validation, and gossip protocol. This work
established an archetype system using python programming language to confirm that the suggested concept
of isolating and information storage is applicative to big data controlling systems on blockchain technologies.
Finally, forged block attack is scrutinized. The methodology integrates big data with blockchain through a
proposed infrastructure, validated via a Python prototype, enabling data management and addressing forged

block attacks.
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1. INTRODUCTION

United States, was conquered with the
"DDoS attack" [1], which led to countless terror in
the safety of information in October 2016. Then the
world confirmed the existence of the shortcomings
of central storing of data assets [2]. Same year, EU
admitted General Data Protection Regulations
(GDPR) [3]. As well as the China Academy of
Information and Communications Technology
(CAICT) released the Data Safety Transmission
Agreement. All protocols cheer standardization of
big data processing, preserves data transmission to a
limit grade. But despite that, governmental protocols
didn't control people's attitude, issue basically not
resolved. In contrast with the newcomer of the
blockchain [4], resolving security flow has come to
be probable. Blockchain produces smart contracts
notion [5], no need to deal among currencies. Smart
contracts execute code, therefore it does not demand
reciprocal confidence, over and above, a hundred
percent programmed and never tampered with.

The motivation behind this work is to
address the challenges of big data management by
leveraging blockchain technology to enhance
security, integrity, and scalability. With the
increasing reliance on decentralized systems,
blockchain provides an immutable and transparent

solution for storing and querying massive datasets,
preventing data manipulation, and ensuring trust
across distributed networks. This work explores the
integration of blockchain with big data systems to
offer a secure, efficient, and scalable approach, while
also tackling issues like forged block attacks and
inefficient querying. Ultimately, it aims to
demonstrate the feasibility of blockchain-based big
data management through a prototype, providing a
foundation for real-world applications in industries
requiring secure and decentralized data storage.

This work focuses on integrating
blockchain technology with big data management
systems, specifically addressing the mapping of big
data onto blockchain, designing a blockchain
infrastructure for secure data storage and querying,
and developing a Python-based prototype to validate
the proposed system. The research also examines the
impact of forged block attacks on data integrity and
explores potential countermeasures. The scope is
limited to enhancing the security, scalability, and
efficiency of big data management using blockchain,
without extending into other blockchain applications
such as cryptocurrencies or smart contracts.

The remainder of the paper is ordered in the
following way. Section 2 is for previous work,
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focusing on security challenges in big data, a general
view on blockchain services among big data
environment also challenges faced blockchain
working together with big data. Section 3 is the
proposed methodology, beginning with the
mathematical foundation of big data-blockchain
mapping. Then the proposed big data blockchain
infrastructure is given. The infrastructure allows
many operations such as separating and storing data,
querying the separated stored data, block validation,
and gossip protocol. Section 4 is for implementation
and results. Section 5 is for conclusion and future
directions.

2. PREVIOUS WORK

In the big data age: [oT, Social Media, and
sensors cause data size to burst. In sum DAU (daily
active users) entree applications owned by Facebook
reach 2.91 billion containing Instagram, WhatsApp,
and Messenger [6]. Lots of challenges facing big
data. The major challenges are [7]: substructure
security, data confidentiality, data administration,
and data veracity.

2.1 Big Data Security Challenges

There are a lot of challenges facing big data.
The major challenges are [18]: security of
substructure, data confidentiality, integrity and
administration of data, and reactive security.

2.2 Blockchain

Blockchain 2.0 era has arrived [8],
Blockchain solved the massive data security
circulation. Blockchain produces smart contracts
notion [5], no need to deal among currencies. Smart
contracts execute code, therefore it does not demand
reciprocal confidence, over and above, a hundred
percent programmed and never tampered with. By
creating a blockchain storage model, the smart
contract mechanically establishes an authoritative
big data Circulation method without confidential
third parties.

2.3 Blockchain Big data

Blockchain consists of network which is
decentralized whereby the collaborating individuals
have full right to watch communications of
blockchain network P2P technique [11, 12]. Through
1600 crypto-currencies Bitcoin is the greatest public
platform [13]. Finally, all individuals participate in
transaction equal replica [14].

2.4 Acquisition of Big Data by Blockchain

Big data can be categorized as shapeless or
organized. Organized data involves info already
administered by the enterprise databases. Shapeless
data is disorderly information from diverse sources
which do not have a determined form. These data

must be converted to a structured form to gain
numerous foretelling. Blockchain uses consensus
algorithms which ensures data integrity that's why
attacks decreased. Smart contracts permit the trading
of data by sharing idle data of customers, the
recycled block joined to the blockchain network like
a fresh node. Therefore, valuable forecasts are
engendered in Al models.

2.5 Blockchain & Secure Database Management

Data stored in different database
management systems; therefore, it is under
offensives from inner and outer sources.

Cryptography hash functions use database fraud
exposure methods to discover malicious hacks in the
databases. Blockchain techniques use time-stamping
to avert data tampering by recording all transaction
in collection of blocks. If attacker forged a block,
forged block hash value reorganized. Figure 3
blockchain services propose a pattern store and share
records securely. This pattern assimilates servers,
cryptographic algorithms, and block chains to
progress trustworthy surroundings [18].

As mentioned in Tablel Blockchains three
categories (Public, Private and Consortium). This is
a model for Big Data blockchain layer which shows
visualization, blockchain and monitoring layer.

Proof of Work protocol steps are as follows:
e  Bunch transactions into blocks.

e Miners verify the legality of each
transaction.

e Miners have to find a solution to a
mathematical puzzle known as a proof-
of-work issue.

e A reward is given to the first miner
who reach solution for the puzzle.

e Then the verified transactions are
saved in the public blockchain.

3. PROPOSED METHODOLOGY

First, assume the arithmetic basis of big
data-Blockchain. It is inspired from IOT-Blockchain
mapping.
Theorem 1 (Big data-Blockchain Mapping)
 9Bc(®Bp=45D) + 05, (1)

BD

where Ag, is the feature vector of big data, such as
(volume, variety, velocity). Agp € [0, @gp ]

ABC
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and Ag( is the feature vector of blockchain as in
Table3 . Az € [05. ,0pc + O5c] -

Proof
App 1s normalized as follows:
0 < App < Ppp @)
0<—1pp < —Ppp 3
Ppp = Ppp —App 2 0 (4)
1> ®8D—4BD >0 (5)
®BD
0< ®8p=4BD <1 (6)
®BD
By multiply blockchain feature length
0 < 3Bc(®Bp=%BD) Spe (7)
®BD
By adding minimum value of blockchain feature
Ope < 2T L G, < Ope+ S5 (8)
®BD
By this
5Bc(¢<:n—/13b) + 0, 9)
BD

Agc is a blockchain feature in interval [0p,,
Ogc + Opc). Denoting it Ap,

Spc(®Bp—1BD)
E— + 05,
BD

(10)

Apc

As shown in Fig 6, MVC model which
shows Model, View, and Controller Layer is
presented. In Model layer HDFS data is presented
then distribute them into blocks through Gossip
Protocol. Controller layer managed the CRUD
functions. In View layer shows the user interface
results.

Despite of sharing data between
organizations and each other is a big problem,
Consortium Blockchain allow various trusted
enterprises to share data in the network. Consortium
Blockchain  uses  tamper-proof  safekeeping
characteristic which decrease enterprises
distribution data worry, our suggested on/out-of-
chain prototypical stock a huge data in local
databases, so it is conventional for traditional
enterprises.

Based on Theorem 1 The Block validation
algorithm in this archetype steps:

e  Make sure former block of existing block
found and valid.

e  Ensure block timestamp is bigger than
former block timestamp and lower than 2
hours in the future.

e  Make sure proof of work of block is valid.

e  Suppose BS[0] be former block's finish
status.

e assume we have list n transactions; Tr is
transactions of the block for all j in 0...n-1,
set BS[j+1] = APPLY (BS [j], Tr [j]), if
any scenario returns mistake: exit, and
return false.

e Return true, and record BS[n] to be end
status of this block.

Network launches with one parent node
then a collection of energetic nodes. It’s necessary
for every single node to have one neighbor at least.
thus, when a fresh node releases, Gossip script
chooses a randomly energetic neighbor node. Fresh
node demands current node to become its neighbor.
Received nodes add fresh node to neighbor’s list then
send notification to the fresh node (see Fig.10). With
every fresh node acts, the script reiterated to
compose a randomly network of joined nodes

4. IMPLEMENTATION AND RESULTS

This work established an archetype system
using python programming language to confirm that
the suggested concept of isolating and information
storage is applicative to big data controlling systems
on blockchain technologies. Hadoop completely
stretchy, which make capacity planning easier for
clusters. Hadoop cluster used for the spread
computing, where it can store and analyze massive
amounts of structured and unstructured data

4.1 Formula to compute HDFS nodes Storage
H = C*R*S/(1-1) * 120% (11

Where:

C = Compression( Solidity) ratio.

R = Replication factor.

S = Data Size needs to stir to Hadoop.
i =midway data factor.

When there is no solidity: C = 1, R = 3, and midway
factor 0of 0.25 =1/4

H = 1*3*S/(1-1/4) = 3*S/(3/4) = 4*S

Hadoop storage is evaluated to be 4 intervals the size
of the original data size after above presumptions

Let’s assume the following:
Daily Ingestion rate 1 TB
Replication Factor 3

Size of Hard Disk 48 (12 * 4 TB)
Buffer memory 25% or 0.25
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Memory to be stored in HD 1 * 3 =3TB

Memory can be used for storing and processing 48-
(48%0.25)=36 TB

Number of Nodes required (3*365)/36 =~31 Nodes

If we assume that a cluster can store and analyze
36TB and we have 100 cluster, then the maximum
volume of our data will be 360 TB.

4.2 Forged Block Attack Control

Blockchain is warranty of big data safety issues.
Let's assume an attacker forged a node in the
blockchain network, then faking blocks to connect.
the honest chain competes the attackers chain by
walking randomly in a binary hierarchy [39]. We can
calculate the of attack success possibility of fake
block by this equation [36]:

(12)

(1- ! )Z_k (13)

p=712
14

z k,—0
0%e

PZ:l_E — *
k=0 X!

Where :

p is honest nodes probability to engender
following block.

q is attacker nodes probability to engender
following block.

P, is attacker probability to draw near the main
chain from z blocks behind.

P, value is calculated for q attacker probability
and p honest probability; Fig 13 shows the statistical
results.

We conclude the value of z exponentially comes
down through the above chart. Blockchain network
contains a huge amount of nodes and calculating
power, therefore for the attacker to engender a block
and change totally nodes records in blockchain, the
attacker wants more calculating power than the all
blockchain network, which is almost impossible.
These results coincide with those provided in
reference [36], in which it is proven that it is
impossible for an attacker to generate a fraudulent
block and alter all records, due to the overwhelming
number of nodes and computational power in a
blockchain network.

5. CONCLUSION AND FUTURE WORK

The proposed methodology begins with the
mathematical foundation of big data-blockchain
mapping. Then the proposed big data blockchain
infrastructure is proposed. The infrastructure allows
many operations such as separating and storing data,

querying the separated stored data, block validation,
and gossip protocol. A prototype system using the
python programming language to confirm that the
suggested concept of isolating and storing data is
effectively applicative to big data management
systems on blockchain technologies. Finally, forged
block attack is scrutinized.

This work focused on enhancing the
security, scalability, and efficiency of big data
management using blockchain, without extending
into other blockchain applications such as
cryptocurrencies or smart contracts. Future work
may consider incorporating other features of
blockchain.
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Figure 1: Security Challenges in Big Data [38].
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Table 1 Comparison among different blockchain infrastructures [10]

Consensus Read
determination Permission Immutability | Efficiency | Centralized
Public Totally Public Impossible to Weak No
blockchain mineworkers alter
public or
Association Set of nodes constrained Possibly Strong Limited
blockchain
altered
Private Single Public or Possibly Strong Yes
blockchain L .
organization constrained altered
| Data Acquisition &Arﬂﬁcml Intelligence

Learning
Data Training

Predictive

Analysis

Smart N
Hospital

Smart
Contract

Data
Retrieval

Data Storage

(HDFS, IPFS,
EduRSS)

IOT Devices
Big Data as a Servi

Figure 2 Blockchain services summary in a big data environment [17].
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Figure 3. Secured Database Management with blockchain [17].
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Table 2: Integration Challenges of blockchain and big data [17]

Reference Challenges Application
[20] How to integrate cryptocurrency and big data in decentralized
Big data Security and environment.
Privacy Elimination of security holes using smart contracts.
[21]
Big data exchange How to classify data stored securely in the network of blockchain.
[23] Security and
privacy Blockchain verify massive data interchange through Smart Contract.
(24]
Blockchain Explain the value of blockchain is immutable
[25] standardization

/

Data
Sources

Relational DB

Unstructured
data

Video Streams

Sensors

Images

L)

Visualization List

Hive Pi Sqoop

MapReduc zookeeper

Hadoop Visualization
Administration Data Analyst Tools
[ Hadoop Platform Management Laver Analytics

\- W

Statical Analvtics

Text Analytics

Search Engine

4 I Real Time I
Hadoop Storage Layer
N
No SOL DB HDFS Data Warehouses
\
Analytics Appliances

[ Rlackehain T aver ]
[ Monitorine [.aver

Figure 4: Big data blockchain layer [34]
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Number)
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Header of the
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Is Hash value > lncrement_
\WV S
; yes

PoW solved, Mining Reward

Figure 5: Proof of work

Table 3: Blockchain platforms and relevant properties (1: Minimum advantageous, 2: Fewer
advantageous, 3: Extra advantageous, 4: Maximum advantageous) [37].

Block Smart

Scalability | Consensus | Anonymity size contract Security
Bitcoin 1 4 3 1 1 3
Ethereum 4 4 3 4 4 3
Hyperledger 4 4 4 4 4 4
Ripple 4 4 4 4 4 4
Multichain 4 4 4 4 1 4
Eris 3 4 4 4 4 4
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Figure 6: Proposed big data blockchain infrastructure
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Figure 11: The relationship between the Big Data Volume and the Blockchain Technologies.
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Figure 12: Forged Block Attack Success Rate
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Figure 13. Probability of attacker success.
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