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ABSTRACT 
 

As a crucial addition to cloud computing, fog computing provides localized processing resources and 
services near end devices at the network edge. The drawbacks of traditional cloud computing, like 
excessive latency, immobility, and poor location awareness, are addressed by this design, which is 
especially advantageous for the Internet of Things (IoT). Despite its advantages, fog computing poses 
serious security risks because of its decentralized architecture, close proximity to end users, and confined 
processing power. These security issues become more serious as IoT device counts rise, increasing the 
possibility of cyberattacks. This review article offers an extensive overview of the security issues and 
challenges unique to fog computing systems. It outlines various attack vectors, examines the design, traits, 
and vulnerabilities of fog nodes, and addresses mitigating these risks with countermeasures. This paper 
attempts to identify important security issues in fog computing and suggest future strategies for resolving 
these issues to ensure safe and reliable fog-IoT ecosystems by assessing previous research. 
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1. INTRODUCTION  
 
Over the past ten years, the Internet of Things (IoT) 
has been widely implemented in a variety of 
application areas, and in the years to come, its 
ubiquity will only increase. The IoT industry is 
anticipated to expand by 75 billion by 2025 [1]. 
According to the latest report of the statista1 by 
2030, there will be approximately 32.1 billion IoT 
devices globally, almost doubling from 15.9 billion 
in 2023. China is expected to lead the world with 
almost 8 billion consumer IoT devices by 2033. 
About 60 % of all IoT devices were consumer 
devices in 2023; this percentage is expected to stay 
constant over the following ten years. There are 
presently over 100 million connected IoT devices in 
each of the following industries: retail, 
transportation, government, gas, power, and water 
supply. By 2033, it is anticipated that there will be 
over 8 billion connected IoT devices worldwide. 

Key consumer use cases include connected cars, IT 
infrastructure, asset tracking, and smart grid 
applications, as well as internet and media devices 
like smartphones, which are predicted to reach over 
17 billion units by 2033. The concept of IoT allows 
for control and communication across a vast array  
of different devices. By connecting equipment such 
as communication devices, sensors, and data 
processing units, IoT provides dispersed, 
autonomous decision making as well as intelligent 
data processing and analysis [2]. Applications for 
IoT based systems can be found in a large range of 
sectors, including trade, education, healthcare, 
agriculture, and the military. Due to this broad 
acceptance, there has been an extraordinary 
increase in the number of connected devices, which 
has caused a huge spike in the amount of data being 
sent to cloud services. In addition to improving 
operational effectiveness and enabling real time 
decision making amongst a range of sectors, the 
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exponential expansion of IoT devices has raised the 
need for cloud infrastructure in order to handle, 
process, and analyze the large volumes of data that 
are generated. Because of this, it is now essential to 
guarantee reliable and scalable cloud solutions in 
order to efficiently manage the complexity and 
volume of IoT traffic [3]. The reliability, 
accessibility, and effectiveness of data backups are 
the three most important criteria used to classify an 
organization data space. The practice of providing 
computer resources to secure and protect data 
accessible from unauthorized persons is known as 
cloud computing. The growing necessity for cloud 
computing within organizations has presented 
previously unheard-of information security 
concerns [4]. Customers can pay for the use of a 
shared computer resource pool on an as needed or 
pay per use basis using a cloud computing 
paradigm. Cloud based computing gives users and 
companies with numerous advantages in terms of 
capital investment and operating cost reductions. 
Even with these advantages, cloud computing 
acceptance is nevertheless constrained by a number 
of issues. Security and high latency is an vital issue 
that is typically considered. Without this crucial 
element, the computing approach has an adverse 
effect that causes suffering on an individual level, 
ethics, and the economy [5]. Fog computing 
emerged as a response to cloud computing 
limitations in latency, security, energy consumption 
and many other notable issues. Coined by Cisco, it 
represents a distributed computing approach that 
brings cloud capabilities closer to the network edge. 
Fog computing enables the management of 
computing resources, data storage, and network 
services across fog devices, cloud data centers, and 
end-user devices [6] [7]. Operating closer to the 
network edge, fog computing acts as an 
intermediate between cloud data centers and end 
users (See Fig. 1). Fog computing reduces the 
possibility of network attacks by putting storage 
and processing power closer to endpoints. Using 
devices like access points, gateways, and local 
storage, this architecture lowers the energy 
consumption of large-scale cloud infrastructure 
while speeding up data processing. As a result, end 
users no longer exclusively rely on cloud data 
centers and instead engage with fog devices [8]. 
Although cloud data centers are protected by strong 
security protocols, fog devices have minimum 
resources, which makes them more prone to 
cyberattacks. 
 
 
 

1.1 Motivation 
 
Security solutions are not immediately applicable to 
fog environments, in contrast to cloud computing. 
As such, the implementation of IoT fog computing 
demands strong security protocols to guard against 
its weaknesses [9]. Adversaries use a variety of 
assault strategies to undermine the availability and 
integrity of IoT fog computing infrastructure. 
Denial-of-service (DoS), forgeries, man-in-the-
middle (MitM), Sybil attacks, eavesdropping, and 
impersonation are a few examples of these. The 
availability, confidentiality, and integrity of critical 
information and services in the fog environment are 
seriously threatened by these malicious activities 
[10][11]. Because of these flaws, malicious users 
may try to breach fog networks and compromise 
user data by penetrating the system. A crucial 
security tool for proactively identifying and 
countering hostile activity within a network is an 
intrusion detection system (IDS) [12]. IDS can 
identify anomalies that point to ongoing attacks, 
policy violations, or illegal access by continually 
monitoring network traffic and system behavior. 
Basic security techniques like intrusion detection 
and prevention protect systems against online 
threats. While intrusion prevention seeks to 
proactively block threats before they can do harm, 
intrusion detection concentrates on discovering and 
responding to ongoing attacks [4]. 
 

 
Figure 1: Three-Tier Fog Network 

 
The review paper provides a thorough examination 
of fog computing security issues, particularly in 
Internet of Things settings. Fog decentralized 
architecture and close connection to end users 
present weaknesses that are highlighted, along with 
important threats and solutions. Offering insights 
into future research possibilities, the report covers 
the growing hazards posed by the swift growth of 
IoT devices and examines current approaches to 
secure fog nodes. 
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1.2 Contribution And Research Goals 
 
This paper presents a thorough overview of fog 
computing, examines how it integrates with the 
Internet of Things, and its comparisons with the 
cloud computing. The goal of this research is to 
explore the existing methods of cybersecurity by 
examining the security, functional, and architectural 
features of fog computing. With a focus on 
industry-specific applications, the survey examines 
challenges, risks, and mitigation techniques in fog 
computing with IoT environment. The research 
main goal is to discuss the particular attacks and 
difficulties associated with fog computing 
especially those that traditional systems might not 
be able to sufficiently address. Lastly its explores 
and analyzing current developments in the field to 
help researchers grasp the most recent 
developments in fog computing security. The 
remaining part of the paper has been organized as 
follows: The background and architecture of Fog 
Computing and IoT are presented in section: 2. The 
layer architecture is detailed in the subsection 
section: 3.1. Key aspects of Fog Computing are 
discussed in section: 3.2. The security concerns and 
possible attacks related to Fog Computing are 
covered in section: 3.3 and section: 3.4. The 
synergy between fog computing, challenges and 
issues associated with the fog computing and IoT 
are highlighted in section: 3.5 and 3.5.1. Finally, 
the conclusion and potential directions for future 
work are presented in section: 4. 
 
1.3 Research Methodology 
 
ACM Digital Library, IEEE Xplore, SpringerLink, 
ScienceDirect, and other reputable academic 
databases provided data that was carefully gathered 
for this systematic research. These resources have 
been selected because they offer thorough and 
trustworthy compilations of peer-reviewed studies 
on intrusion detection systems, fog computing, and 
the internet of things. ”Fog Computing”, ”Internet 
of Things”, ”Fog Networks”, ”IoT Security” 
,”Security Challenges in Fog Computing,” were 
amongst the most prominent keywords used in the 
search. Certain filters were used to narrow down 
the search results, focusing on document kinds such 
survey papers, review articles, journals, and 
conference papers as well as publication years from 
2000 to 2024. To ensure uniformity and relevance, 
all searches were carried out in the English 
language. This research seeks to answer several 
analytical questions, like: 
 

1. What makes fog computing essential and how 
does it interact with the Internet of Things? 

2. Which fog computing attacks are possible, and 
what countermeasures have been 
recommended? 

3. What are the possible future directions using 
artificial intelligence, quantum communication 
and cryptography? 

The research also makes suggestions for potential 
future improvements to IDS in fog computing 
systems based on the patterns and issues revealed.  
 
2. BACKGROUND 

This section explores the key elements of fog 
computing and the Internet of Things beginning 
with examination of the salient features that set fog 
computing apart from alternative paradigms such as 
cloud and edge computing. An overview of the IoT 
environment is also given, along with a look at 
popular architectures and protocols that are 
essential to IoT operation. The final section of the 
article examines the integration of fog computing 
and IoT, outlining the advantages and difficulties of 
this alliance. Through this a thorough grasp of how 
fog computing and the internet of things are 
intertwined is established. 

Cloud computing has completely changed how we 
store, handle, and process data in the modern digital 
world. Cloud computing has become the foundation 
of modern technology, supporting everything from 
basic web apps to intricate enterprise solutions, by 
providing scalable, on-demand computing resources 
over the internet. Because of its centralized control, 
it has strong data processing skills that have aided 
in the expansion of services in a number of different 
companies [13]. However, some of cloud 
computing limitations (See Table. 1) are now 
apparent as the number of connected devices keeps 
rising, especially with the emergence of the Internet 
of Things [14] [15]. The drawbacks of depending 
only on centralized cloud infrastructures have 
become evident due to the enormous amount of data 
created by IoT devices and the requirement for real-
time processing and low-latency responses. 
Challenges including latency, network congestion, 
and lack of location awareness pose serious 
obstacles, particularly in applications where quick 
data processing is essential [13] [16]. Thus the 
demand for decentralized computing solutions has 
increased due to the growth of IoT devices. In 
response, a potential concept known as edge 
computing emerged to solve the shortcomings of 
centralized cloud computing. Edge computing 
provides lower latency, more bandwidth, and 
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improved privacy by moving compute and storage 
closer to data sources [17]. Numerous edge 
computing paradigms have appeared [18] [19] [20], 
each providing a distinct approach to distributed 
computing, such as Mobile Cloud Computing 
(MCC), Cloudlet Computing (CC), and Mobile 
Edge Computing (MEC). The ultimate form of edge 
computing is fog computing, which provides an all-
encompassing architecture that disperses resources 
along the cloud-to-things continuum [21]. Even if it 
solves issues like latency and bandwidth better than 
cloud computing, the technology is still developing. 
Many edge and fog computing ideas have been 
proposed, but a common understanding is still 
challenging. To fully exploit these transformational 
computing paradigms, promise, a significant 
amount of research and development is required. 
Around 2004 or 2005, the idea of edge computing 
first emerged, with an emphasis on moving data and 
application logic closer to network endpoints [22] 
[23]. Cloud and IoT emerged into existence shortly 
following edge computing. Google and Amazon 
first used the term “cloud computing” in 2006 [24], 
and in 2008 there was increased scholarly attention 
to it [25] [26]. Although the idea of IoT has been 
around since 1999, it was not until 2006 that it 
started to receive a lot of attention in scholarly 
journals [27]. By contrast, fog computing has a 
well-defined history. Flavio Bonomi of Cisco 
originally brought it up and defined it in 2012 [28]. 
Fog computing is a new paradigm that disperses 
processing power closer to data sources than 
standard cloud computing, which centralizes 
resources. Software applications and other services 
can be delivered more effectively owing to this 
decentralized strategy faster processing and lower 
latency. This is useful for cloud solutions for high 
mobility technologies like vehicle ad hoc networks 
(VANET) and the Internet of Things, Green internet 
of things (GIoT) and many other notable 
technologies. In fog computing, devices are 
typically connected directly to their destination  
rather than through a convoluted network 
infrastructure. The connection will therefore have 
significantly reduced latency and improved quality 
of service. The Fog Computing System was 
designed to bridge the service gaps left by Cloud 
Computing, not to completely replace it [29] [30] 
[31]. According to Cisco Systems, the fog 
computing is a virtual platform that provides cloud 
computing data centers—which are not precisely 
situated at the network edge—with networking, 
storage, and processing capabilities for end devices. 
In order to offer them with services and meet their 
expectations faster, fog is different from cloud in 

that it has brought end users closer to it. [32] 
Whereas fog computing balances central and local 
computing, storage, and network management, 
cloud computing transfers computation, control, 
and storage data to the centralized cloud. Table 1 
provides a comparative comparison of fog with the 
cloud computing. A more seamless customer 
experience and better management are offered by 
fog computing.  

Table 1: Comparative analysis of cloud computing and 
Fog computing 

Parameter/Feature  Cloud Computing  Fog Computing 

Latency Higher latency 
due to remote 
data centers  

Lower latency 
with processing 
closer to the 
source 

Geographical 
Distribution  

Centralized with 
large data centers  

Decentralized, 
distributed nodes 
near the edge 

Scalability  Highly scalable, 
but may involve 
higher costs  

Scalable in 
localized 
environments, 
limited by edge 
resources 

Data Processing  Centralized, 
remote data 
processing  

Distributed, local 
data processing 

Security and Privacy  Centralized 
security, but data 
travels over the 
internet  

Enhanced privacy 
by processing 
data locally 

Energy Consumption  High energy 
consumption in 
large data centers  

Lower energy 
consumption with 
local processing 

Bandwidth Usage  High, as data is 
sent to central 
servers  

Reduced, as only 
relevant data is 
transmitted 

Real-Time Processing  Not ideal for real-
time applications 
due to latency - 

Suitable for real-
time processing 
and low latency 
applications 

 

It is primarily a collection of hardware and software 
systems that can monitor, control, and analyze data 
with very low latency [33].  In addition, long term 
storage is not provided by fog computing. It cuts 
expenses and decreases demand by eliminating 
unnecessary data from cloud compute storage. Fog 
devices and cloud devices vary slightly in terms of 
where they reside and the programs that are 
installed on them [34]. 
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3. THE ARCHITECTURE OF FOG 
COMPUTING 

The architectural framework of fog computing has 
an extremely popular research area in recent years. 
Most research in this area refers to a three-layer 
architecture that combines IoT, fog computing, and 
cloud computing. By allocating computational 
resources near to the end users, this strategy not 
only improves the efficiency of data processing and 
storage but also tackles the issues of latency and 
bandwidth. This tiered method provides a dynamic 
reaction to the increasing need for real-time data 
analysis and response as the IoT spreads [35] [36] 
[37]. Moreover, a more comprehensive N-layer 
reference design [38] has been specified by the 
OpenFog Consortium and might be seen as an 
improvement of the three-layer one. An overview of 
the Fog framework is provided in the following 
subsection. 

3.1 The Three Layer Architecture 

Figure 1 shows the basic three layer framework of 
fog computing. It stems from the primary concept 
of fog computing, which is a non-trivial Cloud 
computing extension within the Cloud-to-Things 
continuum. In fact, it offers a middle layer the fog 
layer that fills in the space between IoT devices and 
cloud infrastructure. Below is a description of the 
three levels that make up the architecture. 

A. The Edge/IoT Layer: IoT devices, such as 
sensors, smart cars, drones, tablets, 
smartphones, and more, constitute this 
layer. The main function of these devices, 
which are usually dispersed over large 
geographic areas, is to sense data and send 
it to higher levels for processing or 
storage. Nonetheless, certain gadgets, such 
as highly computationally capable 
smartphones, can also carry out local 
processing before to elevating jobs to 
higher levels. By lowering latency and 
bandwidth usage, this method not only 
increases efficiency but also improves 
system responsiveness and allows for real-
time data processing closer to the source. 

B. The Fog Layer: The Fog computing 
architecture is supported by this layer, 
which is composed of up of several Fog 
nodes. The OpenFog Consortium defines a 
fog node as “the physical and logical 
network element that implements fog 
computing capabilities [38].” Between 
end-user devices and the Cloud, these 
nodes can be placed anywhere and have 

the ability to compute, transmit, and store 
data temporarily. In order to deliver 
services, Fog nodes interface with the 
cloud infrastructure on the one hand and 
directly connect with end devices on the 
other. Fog nodes, for instance, can make 
advantage of cloud resources like 
processing power and storage while also 
giving users personalized contextual 
information. By relocating computing 
closer to the data source, Fog nodes can 
improve processing efficiency, lower 
latency, and allow real-time applications 
thanks to their dual connectivity, all while 
preserving a smooth interface with the 
larger Cloud network. Furthermore, the 
system fault tolerance and scalability are 
enhanced by the decentralized nature of 
Fog nodes. 

C. The Cloud Layer The layer is primarily 
made up of a centralized cloud architecture 
with high performance dedicated servers 
that can store a large amount of data and 
process a wide range of applications. The 
Fog computing model allows for the 
effective migration of computations and 
services from the cloud to Fog layers, in 
contrast to traditional cloud computing 
designs. By optimizing the allocation of 
jobs across the network, this technique 
reduces the burden on cloud resources and 
improves overall efficiency. Furthermore, 
the technique works especially well in 
situations when decisions need to be made 
quickly and with minimal latency, such as 
in IoT applications and smart 
environments 

The OpenFog Consortium N-tier framework [38] is 
intended to offer a comprehensive framework inside 
the Fog layer of the three-tier architecture. 
Stakeholders can use this design as a guide when 
implementing fog computing in different scenarios. 
Although Fog systems and software are deployed 
according to particular use cases, the core elements 
of the Fog architecture are always present in all Fog 
deployments. Nodes farther away from end devices 
have more processing power and computational 
capacity in the N-tier Fog layer architecture. The 
Fog layer tiers are designed to handle data 
extraction and processing at ever higher levels of 
complexity. Contextual considerations including the 
number of end devices, the workload that each tier 
handles, the capabilities of nodes at each level, and 
latency requirements determine the exact number of 
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tiers in a deployment. Inter-tier communication also 
makes it possible to build a mesh network, which 
promotes improved load balancing, fault tolerance, 
and resilience. By enabling both vertical and 
horizontal communication across fog nodes, this 
design improves the overall robustness and 
efficiency of the system. 

3.2 Key Aspects Of Fog Computing 

Fog computing has become a vital component in the 
rapidly developing field of the IoT, facilitating 
intelligent and effective data processing. Fog 
Computing overcomes the drawbacks of traditional 
cloud computing, including latency, bandwidth 
restrictions, and security issues, by providing the 
cloud capabilities closer to the edge of the network. 
This decentralized method is essential for 
applications that call for quick replies and localized 
processing since it enables real-time data analysis 
and decision-making. Comprehending the 
fundamentals of fog computing will help us 
understand how this technology is transforming 
industries such as healthcare, smart cities, industrial 
automation, smart grids, autonomous vehicles, 
smart agriculture, and intelligent traffic 
management by enabling a more responsive, secure, 
and scalable computing environment. Fog 
Computing is at the forefront of driving innovation 
across varied industries, whether it is improving the 
efficiency of autonomous vehicles, optimizing 
energy distribution in smart grids, or enabling real-
time decision-making in critical healthcare 
scenarios [39] [40] [41][42] [43] [44]. Thus, in 
relation to nearer user network edge devices, fog 
computing provided a range of functionalities for 
IoT devices such as computation, processing, 
interaction, and confinement. The most important 
and advantageous feature of fog computing, in 
comparison to other traditional computing models, 
is the provided service capacity, which 
demonstrated proximity to IoT devices [45]. The 
key features and characteristics of fog computing is 
depicted in Fig. 2. 

3.3 Fog Computing Security Issues And 
Challenges  

By processing data nearer to the source, fog 
computing delivers cloud computing services to the 
edge of the network with the goal of increasing 
efficiency and lowering latency. Although there are 
many advantages to this strategy, it also poses a 
number of security risks and difficulties which are 
discussed below and need to be resolved in order to 
guarantee the confidentiality and integrity of the 
data. 

 Allocating resources and optimization: In 
fog computing environments, effective 
strategies and procedures are needed for 
resource allocation. In order to improve 
the efficiency and dependability of fog 
computing systems, future research in this 
field may concentrate on developing 
methods for changing resource 
optimization and allocation [46] [47]. 

 

Figure 2: Key Features of Fog Computing 

 Security and Privacy: Systems using fog 
computing are susceptible to many 
security threats, such as denial-of-service 
attacks and data breaches, and many others 
[48]. 

 Edge device intelligence: Algorithms for 
artificial intelligence (AI) and machine 
learning can be applied closer to the data 
source at the edge of the network by 
utilizing fog computing. Edge intelligence 
and analytics research can improve the 
efficacy and performance of fog 
computing systems [49]. 
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 Distributed and Real-time applications: 
The distributed and real-time capabilities 
of fog computing can be used, for 
example, in the deployment of IoT and 5G 
systems. Research in this area may focus 
on developing methods for distributed, 
real-time computing in fog environments 
as well as on identifying novel fog 
computing use cases and applications [50]. 

 Augmented Reality (AR) Technology: It is 
the technology to enhances an individual 
perception of the external world by 
overlaying digital data on top of it. Head-
mounted displays (HMDs) or smartphones 
can be utilized for this. Fog computing and 
augmented reality (AR) have been seen to 
be increasingly popular in recent years as a 
way to create more immersive and 
responsive experiences. Numerous benefits 
result from combining AR and fog 
computing, such as real-time processing, 
low latency, and scalability. This 
technology has the strength to create more 
responsive and immersive experiences, 
especially in the context of smart cities and 
industrial applications [51]. Enhancing the 
latency and responsiveness of augmented 
reality apps and developing new 
augmented reality use cases that take 
advantage of fog computing capabilities 
could be the main goals of research in this 
area. Intelligent transportation networks, 
smart cities, and industrial automation are 
a few examples of these application 
scenarios. Additionally, when developing 
and putting into practice fog-based AR 
systems, security and privacy issues 
specific to AR should be taken into 
account. 

 Resource management using quantum 
computing: Demands for data collection 
and processing have surged as a result of 
the Internet of Things. Fog computing 
provides a solution by moving services 
closer to end devices, but cloud computing 
suffers from latency because of its 
centralized architecture. However, because 
fog computing is distributed and resource-
constrained, it presents difficulties for 
secure resource management. Techniques 
in quantum computing might offer 
practical answers to these problems [52] 

 Error correction and detection strategies: 
Error correction techniques are crucial in 

fog computing because they guarantee data 
integrity and system dependability 
throughout dispersed computing layers. 
Because fog nodes are diverse and 
dynamic, fog computing environments—
which disperse processing closer to the 
data source—face special difficulties such 
data inconsistency and transmission 
problems. Robust error correction 
techniques can be implemented inside 
these fog layers to greatly improve system 
performance and data quality [53]. 

3.4 Possible Attacks In Fog Computing 

The decentralized nature of fog computing leaves 
the system open to various security flaws and 
possible intrusions. Fog computing presents 
different issues due to its heterogeneous and often 
resource constrained nodes, unlike standard cloud 
computing where security procedures are 
centralized. Threats and attacks of numerous types 
may target these nodes, which comprise a range of 
edge devices and intermediate fog nodes. some of 
the attacks can be observed in Fig. 3. The 
subsequent section explains the specifics of the 
attacks and threats. 

 

Figure 3: Possible Attacks to the Fog Environment 

The Data threats refer to vulnerabilities that impact 
the data kept on servers and have the ability to 
exploit user and server information [54]. If 
unauthorized users obtain access to sensitive data, 
there may be a breach. This data can be used by 
these malicious people for their own ends [55]. An 
organization or business may be impacted by this, 
and there may be significant losses. Another fog 
computing network level vulnerability is account 
hijacking. In this attack, unauthorized and malicious 
people take control of user accounts in an attempt to 
steal user data and information for their own evil 
purposes. Phishing is a strategy used in account 
hijacking. This issue can be resolved with the aid of 
user identity management, network monitoring, 
information leak prevention technologies, and 
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vulnerability assessment technologies. Another way 
to prevent this issue is to employ the decoy 
approach [56]. One of the most frequent concerns 
regarding data in fog computing is data breaching. 
This violates the confidentiality of the data. It 
causes data to leak, and malevolent and 
unauthorized users are able to access this info. This 
problem impacts both the providers’ and users data. 
Encrypting the data is the solution to the data 
breach. Using multifactor authentication is another 
helpful method to get around this problem. Another 
method that fog might employ to prevent the 
problem of data breaches is decoy [56]. Data loss is 
yet another problem in fog computing. Errors in 
data storage, data deletion, and data corruption are 
the main causes of data loss. When a brute force 
attack against cloud service providers occurred in 
2013, over 44% of service providers were 
compromised. In fog computing, data loss must be 
avoided by making backups and using data 
recovery methods. DOS stops authorized users from 
utilizing the services provided by fog servers. It is 
accomplished by using up all of a system limited 
resource. The attack causes a delay between fog 
services and end users. Because many IoT devices 
were not mutually validated, the DoS assaults were 
simply started. The undermined devices can 
demand infinite fog node processing or storage 
resources for legal devices to avoid fog service 
access [57]. IDS may be used to counter this attack 
[56]. In the context of fog computing, a DDoS 
attack is a kind of cyber-attack in which numerous 
hijacked devices often referred to as a botnet—are 
utilized to overwhelm a fog node or network with 
excessive data. The attack aims to overload the 
target system, rendering it inaccessible to 
authorized users and interfering with regular 
operations. Use a machine learning-based DDoS 
defender at the SDN controller to evaluate, forecast, 
and filter incoming traffic, allowing only valid 
packets through, in order to counter DDoS attacks 
in fog and cloud computing [58]. The Man-in-the-
Middle Attack (MitM) occurs in fog computing 
when an attacker eavesdrops in on two nodes within 
the fog network and may modify their 
communication. The close proximity of fog nodes 
to end devices, which leaves them open to 
interception in the absence of the strong security 
protections present in centralized cloud data 
centers, makes this kind of assault especially risky 
in fog environments. An IPS with lightweight 
encryption works to protect communication, and an 
IDS can be used to periodically scan neighboring 
nodes for compromise in order to prevent MitM 
attacks in fog computing. This method minimizes 

latency and energy consumption while providing 
protection against MitM and associated threats such 
as packet modification and eavesdropping [59]. The 
rogue gateway is a malicious entity that exploits the 
decentralized nature of a fog network to its 
advantage is known as a rogue gateway. These 
gateways can conduct attacks like MitM attacks 
since they are disguising themselves as authentic 
nodes. They can jeopardize the availability, 
confidentiality, and integrity of data within the 
network by intercepting and altering data. This 
could result in data breaches, unauthorized access, 
and service interruptions. Furthermore, rogue 
gateways can enable further attacks like as data 
tampering, unauthorized data rerouting, and 
eavesdropping, which poses a serious risk to the fog 
computing environment overall security. It is 
imperative to incorporate resilient detection 
techniques, such encryption and ongoing node 
verification, in order to reduce the threats that these 
rogue organizations represent [34]. The Access 
Control treat problem may lead to inadequate 
administration. Additionally, anyone not allowed to 
use fog services can do so. It is possible for any 
user to install software and modify configuration. 
MFA must be implemented, strong encryption 
techniques, and frequent audits must be carried out, 
in order to effectively address access control 
concerns in fog computing [56]. The Advance 
Persistent Threats (APTs) are persistent, focused 
attacks designed to steal confidential information. 
Enforce rigorous access rules and encryption on all 
fog nodes, maintain frequent updates and patches, 
and deploy strong monitoring with anomaly 
detection to manage APTs [60] [61]. The Jamming 
in Fog computing can cause degraded or stopped 
activities in fog computing settings by overloading 
communication networks with fake signals or data. 
Fog nodes are especially susceptible to these kinds 
of assaults since they frequently rely on wireless 
communications, which can result in loss of data 
integrity and service interruption. Adding 
redundancy and network heterogeneity can improve 
defenses against assaults using jamming techniques 
[34]. Eavesdropping, which affects fog 
environments, is the act of intercepting and 
examining transmission packets in order to obtain 
unauthorized access to private information. To 
avoid unwanted packet interception, adopt robust 
encryption algorithms for data in transmission [62]. 
Another serious attack which is a wormhole attack 
that entails the formation of a tunnel by two or more 
compromised nodes in order to intercept and 
reroute data packets, which may result in data loss, 
manipulation, or interference with network 
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functions. Use strong routing protocols with node 
authentication and integrity checks to thwart 
wormhole attacks. Use encryption to secure data 
transfer and keep an eye out for irregularities in 
network traffic to make sure intercepted packets 
cannot be easily modified or diverted [63]. 
Similarly a blackhole attack is a hostile fog node 
poses as a trustworthy node in a blackhole attack, 
but instead of forwarding packets, it drops them, 
causing data loss and communication problems. 
Implement node authentication and verification 
procedures to make sure that only reliable nodes are 
a part of the network in order to counteract 
blackhole attacks. To find and isolate hostile nodes, 
use routing protocols that have built-in detection for 
suspicious behavior and routinely examine network 
traffic for anomalies [64] [65]. Another attack 
known as a grayhole attack, which is a variation on 
a blackhole attack, a malicious fog node appears to 
be appropriately passing data, but fact it drops 
packets on purpose. Since this kind of attack keeps 
end-to-end communication, it is difficult to identify. 
Establish in place reliable routing protocols with 
checkpoints and validation procedures for packet 
transfer. To guarantee data integrity, use 
redundancy in your data channels. You can also use 
anomaly detection systems to find differences 
between the packet delivery rates that are reported 
and the actual rates. Audit network performance on 
a regular basis to find and remove rogue nodes [66] 
[59]. Likewise the Sybil attack in fog computing is 
when a malicious adversary creates several fake 
nodes in order to interfere with activities or take 
advantage of resources. Use robust identity 
verification techniques, put reputation mechanisms 
in place to keep an eye on node behavior, limit 
resource access for individual nodes, and enforce 
secure communication protocols to safeguard the 
network integrity [67] [68]. The Web Oriented 
Attacks in Fog Computing focus on security holes 
in online applications running on edge data centers, 
including unsafe direct object sources, SQL 
injection, cross-site scripting (XSS), forging 
requests, and session or account hijacking. These 
assaults may result in compromised program 
functionality and data leaks. Use robust input 
validation and sanitization to stop SQL injection 
and XSS attacks that target websites. In order to 
guard against this use secure authentication 
methods. To stop unsafe object references, 
implement appropriate access constraints. Update 
and patch software frequently to address security 
flaws, and install web application firewalls (WAFs) 
to identify and stop malicious activity. To find and 
eliminate any threats, do routine penetration tests 

and security audits [35] [69]. The attacks Based on 
Malware in Fog Computing: Trojan horses, worms, 
ransomware, and spyware are examples of malware 
that can compromise node security and interfere 
with fog computing operations. It is critical to 
utilize network segmentation, implement 
sophisticated anti-malware solutions, update 
software often, impose stringent access rules, and 
periodically backup important data in order to 
combat these threats. Furthermore, deploying IDS 
and educating users can aid in the efficient 
detection and mitigation of malware attacks [70] 
[71]. Further research should investigate the 
incorporation of quantum cryptography methods to 
improve the security and secrecy of data 
transmission between fog nodes and edge devices. 
Employing the ideas of quantum mechanics, 
quantum cryptography ensures that data cannot be 
intercepted or altered by malevolent parties by 
offering unbreakable encryption [72]. In fog 
computing environments, where sensitive data is 
frequently transmitted between devices that may be 
geographically scattered and prone to attacks, this is 
particularly important. Quantum cryptography can 
be incorporated with fog computing systems to 
create safe communication channels that can 
withstand even the most advanced hacking 
methods. This would safeguard sensitive data 
privacy and significantly enhance the general 
security of fog computing networks. Quantum key 
distribution can be one of the solutions. 

3.5 Synergy Between Fog Computing And 
Iot 

The integration of fog computing and the IoT 
produces a strong and beneficial ecosystem that 
improves the responsiveness, scalability, and 
efficiency of contemporary computing systems. The 
IoT creates massive amounts of data at the network 
edge due to its extensive network of linked devices. 
Processing this data in real-time is frequently 
necessary, which is where fog computing comes in 
handy. Fog Computing lessens the latency and 
bandwidth requirements that might otherwise strain 
centralized cloud systems by processing and 
analyzing data closer to its source. Furthermore, 
Fog Computing distributed architecture blends in 
seamlessly with the IoT decentralized design. Fog 
nodes can be placed deliberately to manage limited 
data processing tasks, whereas IoT devices are 
usually distributed over large geographic areas. By 
dispersing processing capacity, this method not 
only increases the scalability but also the durability 
of IoT networks. The architecture facilitates a more 
intelligent and adaptable computing environment by 
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integration of Fog Computing with IoT 
environment. IoT sensors, for instance, can track a 
patient vital sign in real time in smart healthcare, 
and adjacent Fog nodes can process this data 
quickly to send out alerts right away if there are any 
irregularities. Likewise, Fog Computing can assist 
in managing the huge amounts of data produced by 
sensors throughout the network in smart grids, 
maximizing energy distribution and guaranteeing 
stability. Similarly, IoT-enabled field data is 
gathered by weather stations and soil moisture 
sensors, among other IoT devices, and processed by 
Fog nodes to deliver real-time insights and 
automatic irrigation system control. This guarantees 
maximum crop yield, ideal growing conditions, and 
economical use of water. The local data processing 
capabilities of fog computing are especially useful 
in isolated agricultural regions with spotty or 
nonexistent access to centralized cloud servers. 
Likewise, IoT-enabled automobiles and traffic 
sensors produce constant streams of data for smart 
traffic management. Real-time data analysis by fog 
nodes at junctions and along roadways can optimize 
traffic light timing, lessen congestion, and enhance 
safety. For applications where prompt decision-
making is crucial, such as autonomous driving, this 
concentrated processing minimizes latency. In a 
comparable manner, IoT devices in smart factories 
track production lines, keep an eye on machinery, 
and provide quality control. By processing this data 
locally, fog nodes enable real-time modifications to 
production procedures and reduce downtime. By 
supporting predictive maintenance and increasing 
operational efficiency, this localized computing 
lowers costs and boosts output. Six distinct uses of 
fog computing in conjunction with the IoT are 
shown in Figure 4. This illustration demonstrates 
how real time analytics and localized data 
processing offered by fog computing with IoT 
environment improve a number of industries, 
including smart manufacturing, smart grids, smart 
healthcare, smart agriculture, and smart traffic 
management. 

3.5.1 Challenges And Issues To The Fog 
Computing And Iot Ecosystem 

There are many challenges and limitations with 
integrating fog computing in Internet of Things 
systems. Issues about privacy and security are 
substantial. The security of Internet of Things 
devices is a major concern that involves both digital 
and physical vulnerabilities. Secure low-power 
network connectivity and the requirement for 
lightweight authentication methods are important 
concerns [73] [74]. The security of the systems in 

the real scenarios is another crucial component of 
IoT security. In the world of the digital world, there 
are now serious concerns due to the enormous rise 
in Distributed Denial of Service (DDoS) assaults in 
the IoT era [75]. 

 

Figure 4: A Scenario Of Six Different Uses For Fog 
Computing In Combination With The Internet Of Things 

Furthermore, there are limitations on the security 
features that may be added to smart devices due to 
resource limitations. This raises important questions 
about the IoT environment and encourages further 
study into lightweight safety measures [74]. IoT 
networks have special characteristics that make IoT 
forensics quite challenging. The large number of 
linked devices makes gathering data, analysis, and 
preservation highly challenging. This is especially 
true in IoT contexts, which are dynamic and 
heterogeneous. These difficulties are made worse 
by elements including data instability, device 
storage limitations, and the possibility of cross-
border concerns [76]. In relation to this, privacy is 
important and affects IoT devices that people may 
engage with directly. When gathering user privacy-
related data, for example, this kind of device faces 
particular difficulties. An open problem is to 
conduct research into privacy models that can 



 Journal of Theoretical and Applied Information Technology 
30th November 2024. Vol.102. No. 22 

©   Little Lion Scientific  
 

ISSN: 1992-8645                                                                    www.jatit.org                                                     E-ISSN: 1817-3195 

 

 
8060 

 

handle the complexity of figuring out which devices 
in an IoT network have access to privacy-sensitive 
data and should have that access [77]. Because fog 
computing involves a wide variety of devices and 
protocols, interoperability problems can occur. 
Effective integration and communication between 
different Fog nodes and IoT devices may be 
hampered by a lack of standards. In order to 
facilitate the smooth integration of various devices 
and systems, interoperability is essential to the IoT 
ecosystem. It guarantees that many parts can 
cooperate effectively, which is particularly crucial 
in intricate settings like smart cities etc. IoT 
applications that deal with issues or demand fast 
reactions, in particular, may become ineffective and 
inefficient due to a lack of compatibility. The 
research conducted by the authors emphasizes how 
critical it is to solve interoperability issues in IoT. 
They offer a thorough analysis of current 
approaches, classifying them according to situations 
and domains. Although there are existing responses, 
their investigation indicates that a more 
comprehensive strategy is required. In order to 
achieve this, they provide a hybrid framework that 
is intended to improve IoT interoperability, 
providing a dependable and all-encompassing 
solution, especially for smart cities [78]. 

Because fog nodes are spread, there is a greater 
attack surface, so it is essential to apply the same 
security procedures to every node [79]. As data is 
handled locally, there is an increasing complexity in 
ensuring data privacy and regulatory compliance. 
Scalability is another difficulty; it takes careful 
planning and infrastructure investment to manage 
resources among multiple Fog nodes while 
balancing loads and handling growing network 
traffic [80]. The task of managing limited local 
storage capacity and ensuring data consistency and 
synchronization across dispersed nodes adds to the 
complexity of the situation. Despite Fog Computing 
advantage of lowering latency by processing data 
closer to the source, performance and latency 
remain major challenges. Persistent problems 
include preventing resource bottlenecks and 
guaranteeing optimal performance across distant 
nodes. Due to its complexity and resource 
requirements, deployment and maintenance need 
for efficient distributed infrastructure management 
and monitoring [81]. Energy consumption is still an 
issue since distributed nodes power needs must be 
managed, especially in remote or mobile situations. 
Furthermore, setting up and maintaining a Fog 
Computing infrastructure can be expensive due to 
the significant startup costs as well as continuous 
operating costs [78]. The integration process is 

further complicated by difficulties related to 
regulatory compliance and data sovereignty, as it 
can be difficult to guarantee compliance with data 
protection rules in many jurisdictions. Lastly, in 
order to assure compatibility, integrating fog 
computing with current legacy systems frequently 
necessitates substantial alterations and careful 
design. A comprehensive approach including strong 
security protocols, effective resource management, 
and meticulous deployment planning is necessary to 
meet these problems [76]. 

4. CONCLUSION AND FUTURE 
DIRECTIONS 

The IoT and fog computing integration offer major 
potential to improve the efficiency, scalability, and 
responsiveness of modern IT infrastructures. Fog 
computing decentralized structure, however, 
presents special security risks and possible threats. 
Data threats, account hijacking, DoS attacks, MitM 
attacks, rogue gateways, access control problems, 
APTs, jamming, eavesdropping, wormhole attacks, 
blackhole attacks, Sybil attacks, and web-oriented 
attacks are only a few of the challenges that have 
been thoroughly covered in the present article. The 
paper additionally discusses the unique security 
challenges that fog computing faces, including 
resource limitations, heterogeneous nodes, security 
and privacy issues, vulnerabilities in IoT devices, 
forensics difficulties, interoperability issues, 
scalability constraints, performance and latency 
issues, energy consumption, regulatory compliance, 
and challenges integrating legacy systems. Ensuring 
the effective implementation of fog computing in 
Internet of Things environments will require 
addressing the issues outlined in this study. 
Subsequent investigations ought to concentrate on 
developing strong security procedures and 
protections against different kinds of assaults and 
decreasing the weaknesses of fog computing 
systems. It is also critical to look into low-power 
security options appropriate for fog nodes and IoT 
devices with limited resources. Another crucial area 
of research is the investigation of novel strategies 
for IoT forensics that address the challenges 
associated with data gathering, processing, and 
preservation in dynamic and heterogeneous fog 
computing. For seamless integration and 
communication, it is essential to address 
interoperability challenges by encouraging 
standardization and creating suitable protocols and 
frameworks for fog computing and IoT devices. To 
maximize the performance and use of fog 
computing resources, it is also crucial to look at 
scalable and effective resource management 
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techniques. Another crucial factor to take into 
account is the development of energy-efficient 
solutions that reduce fog node power consumption 
and increase their sustainability. It is also critical to 
address confidentiality and regulatory compliance 
issues to make sure fog computing systems comply 
by applicable laws and regulations. Exploring 
methods to employ quantum cryptography to 
protect the links that fog nodes and edge devices 
have for communication. Encryption using quantum 
cryptography methods can be unbreakable, 
guaranteeing the integrity and confidentiality of 
data sent through these avenues. Applications like 
healthcare, finance services, and many other latency 
acute applications that need to transmit extremely 
sensitive data can discover this to be particularly 
useful. 

subsequently, research into fog computing 
integration with cutting-edge technologies like 
blockchain, AI, and machine learning, quantum 
communication can expand its applications and 
address novel challenges. The full potential of fog 
computing in IoT environments can be realized by 
addressing these issues and investigating future 
research avenues, which will result in more 
scalable, secure, and effective solutions for a range 
of applications. 
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