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ABSTRACT

The Internet of Medical Things (IOMT) has emerged as a transformative technology in the healthcare
sector, enabling seamless monitoring and management of patients’ vital health data. However, the
integration of IOMT into healthcare ecosystems raises critical concerns about data security, especially
during data transmission and routing. In this context, we present a novel approach for secure routing in
IOMT by combining the power of homomorphic encryption and permissioned blockchain technology using
Hyperledger Fabric. Our proposed framework addresses the pressing need for confidentiality, integrity, and
authenticity of medical data as it traverses through interconnected IoT devices and networks. To achieve
this, we leverage homomorphic encryption to perform computations on encrypted data without decrypting
it, preserving patient privacy while enabling data analysis. Furthermore, we introduce a permissioned
blockchain network built on Hyperledger Fabric to establish a trust infrastructure among healthcare entities,
ensuring that only authorized nodes can participate in the routing process. Through the integration of
homomorphic encryption and Hyperledger Fabric, our approach guarantees end-to-end security during data
routing in IOMT. We discuss the architecture, components, and protocols that facilitate secure routing and
present a comprehensive evaluation of the framework’s performance and security properties. Our results
demonstrate the efficacy of this approach in safeguarding sensitive medical data and preserving patient
confidentiality, opening up new possibilities for secure and privacy-preserving IOMT applications in
healthcare. This research contributes to the ongoing efforts to enhance the security of IOMT systems,
addressing a critical concern in the adoption of these technologies within healthcare and related domains.
The fusion of homomorphic encryption and permissioned blockchain not only fortifies data routing security
but also lays the foundation for the development of resilient and trust-based healthcare ecosystems in the
era of the Internet of Medical Things.

Keywords: Internet of Medical Things (IOMT); Blockchain; Cybersecurity and Hyperledger Fabric.

1. INTRODUCTION

The advent of the Internet of Medical Things
(IOMT) has ushered in a new era of
healthcare, promising revolutionary
advancements in patient care and medical
monitoring [1-2]. With the proliferation of
interconnected medical devices and sensors,
IOMT enables real time data collection and
analysis, offering healthcare providers
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unprecedented insights into patients’ well-
being [3-5]. However, this proliferation
comes with an inherent challenge: ensuring
the security and privacy of sensitive medical
data in the complex web of interconnected
devices and networks. Secure routing of
medical data within IOMT is a critical
concern, as data integrity and confidentiality
are paramount in healthcare. Unauthorized
access or tampering with medical data can
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have dire consequences, jeopardizing patient
privacy and healthcare outcomes [6-8].
Traditional security mechanisms often fall
short in addressing the unique requirements
of  IOMT, necessitating innovative
approaches to safeguard data during transit.
In response to these challenges, this research
introduces a novel approach to secure routing
in IOMT by leveraging the synergy of two
cutting-edge technologies, homomorphic
encryption and permissioned blockchain,
with a specific implementation using
Hyperledger Fabric [9].

This approach aims to preserve the
confidentiality, integrity, and authenticity of
medical data as it traverses through the
intricate network of interconnected devices,
gateways, and  healthcare  providers.
Homomorphic encryption allows
computations to be performed on encrypted
data without the need for decryption,
maintaining patient privacy while enabling
data  analysis  [10-12].  Permissioned
blockchain, implemented using Hyperledger
Fabric, establishes a trust framework among
healthcare entities, ensuring that only
authorized participants are involved in the
routing process. Together, these technologies
provide a robust security infrastructure that
addresses the unique challenges of IOMT
data routing. In this research, we delve into
the architecture, components, and protocols
that underpin this innovative approach to
secure routing in IOMT. We conduct a
thorough evaluation of the framework’s
performance and security characteristics,
demonstrating its effectiveness in
safeguarding sensitive medical data. By
combining homomorphic encryption and
Hyperledger Fabric, our approach not only
fortifies data routing security but also lays
the foundation for resilient and trust-based
healthcare ecosystems in the age of the
Internet of Medical Things [13-15]. The
remainder of this paper unfolds the details of
our secure routing framework, highlighting
its contributions to enhancing the security
and privacy of IOMT in healthcare. We
present the methodology, implementation,
and results that underscore the significance
of this approach in ensuring the safe and
confidential transit of medical data within
interconnected IoT networks.
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2. MOTIVATION

In today’s rapidly evolving technological
landscape, the convergence of healthcare and
emerging technologies has the potential to
revolutionize patient care and medical
research [16]. The Internet of Medical
Things (IOMT) stands at the forefront of this
transformative wave, promising a wealth of
opportunities to enhance healthcare delivery,
disease management, and patient outcomes.
By seamlessly connecting medical devices,
sensors, and healthcare systems, IOMT
enables real-time data collection, analysis,
and remote patient monitoring [17-20].
However, the adoption and realization of
IOMT’s full potential are intrinsically tied to
one critical factor: data security. The
sensitive and personal nature of medical data
demands the highest levels of confidentiality,
integrity, and availability. In a world
increasingly interconnected and vulnerable to
cybersecurity threats, ensuring the security
and privacy of medical data is non-
negotiable. Any breach or compromise in
data security not only puts patients’ privacy
at risk but also undermines the trust and
reliability of IOMT applications in healthcare
[21-25]. This imperative for robust data
security in IOMT forms the core motivation
for our research. We recognize that the
effective and secure routing of medical data
within IOMT ecosystems is a linchpin for the
broader adoption of this technology. It is the
gateway to harnessing the full potential of
real-time data insights for personalized
patient care, proactive disease management,
and innovative medical research. Our
motivation is further driven by the

limitations of traditional security
mechanisms in addressing the unique
challenges posed by IOMT [26-30].

Conventional approaches often fall short in
providing the necessary assurances of data
security, especially in the context of
interconnected and heterogeneous IoT
devices and networks. Thus, we are inspired
to explore innovative and cutting-edge
solutions that can bolster the security posture
of IOMT systems. Through our research, we
aim to contribute to the development of a
secure routing framework that not only
safeguards medical data during transit but
also preserves patient privacy and data
integrity [31-34]. We believe that by
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combining homomorphic encryption and
permissioned blockchain technology,
implemented using Hyperledger Fabric, we
can provide a comprehensive solution to the
security  challenges facing IOMT in
healthcare. Ultimately, our motivation
extends beyond the theoretical realm. We are
driven by the potential real-world impact of
our research. We envision a future where
healthcare providers, researchers, and
patients can harness the power of IOMT with
confidence, knowing that their data is
protected and their privacy is upheld. By
addressing the critical need for secure
routing in IOMT, we aspire to contribute to
the advancement of healthcare systems that
are not only technologically advanced but
also fundamentally secure and trustworthy.

3. BACKGROUND

The healthcare industry is undergoing a
profound  transformation  driven by
technological advancements, and the Internet
of Medical Things (IOMT) represents a
pivotal component of this evolution [35-37].
IOMT refers to the network of
interconnected medical devices, sensors, and
systems that collect, transmit, and analyze
patient health data in real time. This
technology promises to enhance patient care,
enable proactive health monitoring, and
revolutionize medical research. However,
the integration of IOMT into healthcare
ecosystems introduces significant challenges,
particularly in the realm of data security and
privacy. The secure transmission and routing
of medical data lie at the heart of ensuring
the trustworthiness of IOMT applications in
healthcare. Medical data, including patient
health records, diagnostic information, and
treatment plans, is highly sensitive and
subject to stringent privacy regulations and
ethical considerations [38-41]. Consequently,
safeguarding this data against unauthorized
access, tampering, or interception is
paramount to the successful adoption of
IOMT. Traditional security measures often
struggle to meet the unique demands of
IOMT. The diverse and decentralized nature
of IoT devices, coupled with the need for
real-time data exchange, complicates the
application  of  conventional  security
protocols [42].
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These challenges necessitate innovative
approaches that go beyond traditional
encryption and access control mechanisms
[43-45]. This research draws inspiration from
the convergence of two cutting-edge
technologies: homomorphic encryption and

permissioned blockchain, with an
implementation using Hyperledger Fabric.
Homomorphic encryption enables

computations to be performed on encrypted
data without the need for decryption, thereby
preserving the privacy of sensitive medical
information. Permissioned blockchains, such
as Hyperledger Fabric, establish a trust
framework among participating entities,
ensuring that only authorized nodes can
validate and route medical data. By
combining these technologies, our research
aims to provide a secure routing solution for
IOMT that addresses the unique security and
privacy  requirements  of  healthcare
applications 46-48]. This solution can enable
healthcare providers, researchers, and
patients to benefit from the full potential of
IOMT while upholding the highest standards
of data security and patient confidentiality. In
the subsequent sections of this paper, we
delve into the architecture, components, and
protocols that underpin our secure routing
framework. We also present a
comprehensive evaluation of the
framework’s performance and security
properties, demonstrating its effectiveness in
ensuring the safe and confidential transit of
medical data within interconnected IoT
networks [49-53]. Ultimately, our research
contributes to the broader effort to fortify the
security of IOMT systems, making them
more resilient, trustworthy, and capable of
delivering on the promise of transformative
healthcare.

3.1 Preliminaries

The successful development and
implementation of secure routing in the
Internet of Medical Things (IOMT) within
healthcare settings require a foundation built
on several key concepts and technologies
[54]. In this section, we outline these
preliminaries to provide context for our
research.

* Internet of Medical Things (IOMT): IOMT
refers to a network of interconnected medical
devices, sensors, and systems that collect,
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transmit, and analyze patient health data.
These devices include wearable health
monitors, implanted medical sensors, and
smart medical equipment. IOMT holds the
promise of revolutionizing healthcare by
enabling real-time data monitoring, remote
patient management, and advanced medical
research [55-57].

* Data Security: In the context of IOMT, data
security encompasses measures to protect
medical data from unauthorized access,
tampering, or interception during
transmission and storage. Given the
sensitivity of medical information, stringent
security measures are essential to ensure
patient privacy and data integrity [58-60].

e Data Privacy: Data privacy involves
safeguarding individuals’ personal health
information (PHI) and ensuring that it is used
only for authorized purposes. Privacy
regulations, such as the Health Insurance
Portability and Accountability Act (HIPAA)
in the United States, impose strict
requirements on the handling of PHI [61-63].

* Homomorphic Encryption: Homomorphic
encryption is an advanced -cryptographic
technique that allows computations to be
performed on encrypted data without
decrypting it. This technology preserves data
privacy while enabling data analysis and
computation. It is particularly relevant for
secure processing of medical data within
IOMT [64].

* Blockchain Technology: Blockchain is a
decentralized and  distributed  ledger
technology that records transactions across a
network of nodes in a secure and tamper-
evident manner. Permissioned blockchains,
such as Hyperledger Fabric, provide a
controlled  environment  where  only
authorized participants can validate and
record transactions [65-67].

» Hyperledger Fabric: Hyperledger Fabric is
an open-source permissioned blockchain
framework developed under the Linux
Foundation’s Hyperledger project. It is
designed for enterprise-level applications,
offering features such as scalability, privacy,
and modular architecture. Hyperledger
Fabric provides a platform for implementing
permissioned blockchains tailored to specific
use cases [68].

e Secure Routing: Secure routing within
IOMT involves the secure transmission and
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routing of medical data between devices,
gateways, and healthcare providers. It
ensures data confidentiality, integrity, and
authenticity during transit, reducing the risk
of data breaches or unauthorized access [69-
72].

* Healthcare Ecosystem: The healthcare
ecosystem encompasses a broad range of
stakeholders, including healthcare providers,
patients, medical device manufacturers, and
researchers. Secure routing in IOMT must
accommodate the diverse requirements and
roles of these entities within the healthcare
industry [73-76].

In this research, we Ileverage these
preliminaries to develop a secure routing
framework for IOMT that combines
homomorphic encryption and permissioned
blockchain technology, specifically using
Hyperledger Fabric. By understanding these
foundational concepts, we can appreciate the
challenges and opportunities that arise when
addressing the critical need for secure
routing in the context of IOMT in healthcare.

4. LITERATURE REVIEW

The literature review section provides an
overview of existing research and
developments in the field of secure routing in
the Internet of Medical Things (IOMT)
within healthcare contexts. It highlights key
findings, challenges, and contributions from
previous studies and lays the groundwork for
understanding the state of the art and the
research gaps that our work addresses.

* Security Challenges in IOMT:

The rapid proliferation of interconnected
medical devices and sensors has raised
significant security concerns in IOMT.
Researchers have highlighted the
vulnerability of these devices to various
cyber threats, including unauthorized access,
data breaches, and tampering [1] [2]. These
vulnerabilities underscore the need for robust
security measures in data transmission and
routing [77].

* Data Encryption in Healthcare:

Encryption has long been recognized as a
fundamental security measure in healthcare.
Studies have explored the application of
encryption techniques to protect patient data,
ensuring that it remains confidential during
transmission [78]. However, traditional
encryption methods often require data to be
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decrypted for processing, introducing
potential vulnerabilities.

* Homomorphic Encryption in Healthcare:
The concept of homomorphic encryption has
gained attention in healthcare as a means to
perform computations on encrypted data
without the need for decryption [4].
Researchers have investigated its potential to
preserve patient privacy while enabling
secure data analysis and processing [5]. This
technology holds promise for addressing
security challenges in IOMT.

* Blockchain in Healthcare:

Blockchain technology has been widely
studied in healthcare for its potential to
enhance data security, interoperability, and
trust among stakeholders [6]. Permissioned
blockchains, such as Hyperledger Fabric,
offer controlled environments for healthcare
organizations to collaborate securely [79].
Research has explored the application of
blockchain for patient data management and
access control.

* Secure Routing in Healthcare Networks:
Secure routing is a critical aspect of data
transmission in healthcare networks. Existing
studies have examined secure routing
protocols and mechanisms to protect patient
data during transit [80]. However, these
approaches may not fully address the unique
challenges posed by IOMT’s decentralized
and heterogeneous nature.

* Integration of Homomorphic Encryption
and Blockchain:

While  homomorphic  encryption  and
blockchain technologies have been studied
individually in healthcare, there is a growing
interest in their integration to provide end-to-
end security and privacy for medical data [9].
This integration ensures secure data
transmission, processing, and storage,
aligning with the requirements of IOMT
[81].

* Research Gaps:

Despite the significant advancements in
healthcare security and privacy, there remain
research gaps in addressing the specific
security challenges of IOMT. Few studies
have  comprehensively  explored  the
integration of homomorphic encryption and
permissioned blockchain, such as
Hyperledger Fabric, in the context of secure
routing within IOMT. These technologies
hold the potential to provide a holistic
solution that ensures data confidentiality,
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integrity, and
transmission [82].
In light of the above findings and research
gaps, our work aims to contribute to the
emerging field of secure routing in IOMT by
proposing a novel framework that combines
homomorphic encryption and permissioned
blockchain technology using Hyperledger
Fabric. This framework seeks to provide a
robust and privacy-preserving solution for
secure data transmission within
interconnected IoT networks in healthcare,
ultimately advancing the secure and efficient
adoption of IOMT in the medical domain
[83].

authenticity during

4.1 Related works

This section discusses relevant studies and
projects that have explored various aspects of
secure routing, data privacy, and blockchain
integration within the context of the Internet
of Medical Things (IOMT) and healthcare.
The aim is to provide insights into the
existing research landscape and highlight the
contributions of prior work.

* Secure Data Transmission in IoT for
Healthcare" [84]. This research focused on
secure data transmission in IoT healthcare
applications. It proposed a lightweight
encryption scheme to protect sensitive
medical data during transmission. While
effective for point-to-point communication,
this approach may not fully address the
complexities of IOMT’s decentralized
network.

» A Blockchain-Based Approach for Secure
Patient-Centric Health Record Exchange
[85]. This study explored the integration of
blockchain technology to secure health
record exchange. It proposed a blockchain-
based system for patient-centric data sharing,
emphasizing patient control over their
medical records. While addressing data
owner-ship concerns, the study did not delve
into secure routing or data transmission
within IOMT.

* Privacy-Preserving Data Sharing in IoT-
Based Healthcare Systems [86]. This
research  introduced  privacy-preserving
techniques for data sharing in IoT-based
healthcare systems. It leveraged differential
privacy and secure multiparty computation to
protect patient data. While enhancing
privacy, it primarily focused on data sharing
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aspects and did not address secure routing
challenges.

*  HealthChain: A  Blockchain-Based
Approach for Secure Health Data Exchange
[87]. HealthChain proposed a blockchain-
based system for secure health data exchange
among healthcare providers. It emphasized
data integrity and access control using
blockchain technology. However, it did not
explore the intricacies of secure routing
within IOMT.

* IoMT Blockchain: Efficient Data Sharing
with Privacy Preservation in Healthcare [88].
This study examined the combination of
blockchain and IoMT to facilitate efficient
data sharing while preserving patient
privacy. It introduced a blockchain-based
access control mechanism. However, it did
not delve into secure routing strategies for
[IoMT networks.

* Secure Routing Protocols for IoT: A
Comprehensive Survey [89]. This
comprehensive survey reviewed secure
routing protocols in the broader context of
the Internet of Things (IoT). While not
healthcare-specific, it provides insights into
secure routing challenges and strategies that
can be adapted for IOMT applications.

* A Secure Routing Protocol for Healthcare
Applications in the Internet of Things [90].
This research proposed a secure routing
protocol tailored for healthcare applications
in IoT. It introduced a trust model and
security mechanisms to protect data
transmission. However, its applicability to

the diverse and dynamic nature of IOMT
networks requires further exploration.

* Integration of Homomorphic Encryption
and Blockchain for Secure Data Processing
[91]. This study explored the integration of
homomorphic encryption and blockchain for
secure data processing. While not healthcare-
specific, the combination of these
technologies aligns with our approach. It
underscores the potential for preserving data
privacy during processing.

» Hyperledger Fabric in Healthcare: Case
Studies and Future Directions [92-94]. This
research examined the application of
Hyperledger  Fabric, a  permissioned
blockchain framework, in healthcare. It
presented case studies highlighting its use for
data sharing and access control. While not
directly related to secure routing, it
emphasizes the versatility of blockchain
technology in healthcare.

In summary, prior research has made
significant contributions to aspects of data
security, privacy, and blockchain integration
in healthcare and IoT settings. However, the
specific challenges of secure routing within
IOMT networks remain relatively
unexplored. Our work seeks to bridge this
gap by proposing a novel framework that
combines homomorphic encryption and
permissioned blockchain technology using
Hyperledger Fabric to address the unique
security requirements of IOMT in healthcare.

Table 1. Challenges, Issues, And Research Gaps

Category Challenges Issues Research Gaps
Scalability and Performance High computation overhead and Optimization techniques for
Security Optimization slow improving
transaction processing in large- | performance
scaleloMT deployments
Robustness Against Attacks Vulnerability to Sybil attacks, Strategies for enhancing
insider system re-
threats, and zero-day vulnerabilities| silience and threat detection
Regulatory Compliance Ensuring compliance with Methods for guaranteeing legal
healthcare and eth-
regulations (e.g., HIPAA, GDPR)| ical data usage
Energy-Efficiency Excessive power consumption by Energy-efficient cryptographic
IoMT tech-
devices niques and protocols
Privacy Enhanced Privacy Models Limitations of homomorphic Exploration of advanced
encryp- privacy-
tion for strong privacy guarantees | preserving techniques (e.g.,
Interoperability| Interoperability Challenges in integrating with Methods for seamless integration
existing with
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healthcare systems and standards

healthcare infrastructure

Real-World Real-World Deployment Lack of real-world validation of the | Conducting pilot deployments and
Deployment pro- case
posed approach studies in healthcare institutions

4.2. Problem Statement

The integration of the Internet of Medical Things
(IOMT) into healthcare ecosystems promises
transformative  benefits, including real-time
patient monitoring, improved treatment outcomes,
and enhanced medical research. However, the
proliferation of interconnected medical devices
and sensors within IOMT introduces significant
security challenges, particularly in the context of
data routing and transmission. Secure routing of
sensitive medical data is essential to ensure
patient privacy, data integrity, and the
trustworthiness of IOMT applications in
healthcare. The research problem at hand revolves
around the need to develop a comprehensive and
privacy-preserving solution for secure data
routing within IOMT networks. Specifically, the
problem can be articulated as follows:

- How can we establish a secure routing
framework within the Internet of Medical Things
(IOMT) in healthcare, addressing the unique
challenges posed by decentralized, heterogeneous,
and privacy-sensitive medical data transmission
while ensuring data confidentiality, integrity, and
authenticity?

- Key Challenges:

 Data Privacy: Medical data is highly sensitive,
subject to regulatory requirements such as
HIPAA, and must remain confidential during
transmission. Ensuring patient privacy is
paramount.

* Data Integrity: Medical data must be transmitted
without alteration or tampering to maintain its
accuracy and reliability for clinical decision-
making.

* Authentication: Secure routing requires
mechanisms to authenticate the identity and
authorization of devices, gateways, and healthcare
providers within IOMT networks.

* Decentralized Nature: IOMT networks are
decentralized and heterogeneous, with diverse
devices and data sources. Ensuring security and
privacy in this context is complex.

. Real-time Requirements: Healthcare
applications  often require real-time data
transmission, imposing latency constraints on
security protocols.

* Interoperability: The solution must integrate
seamlessly with existing healthcare systems and
standards while accommodating the diverse
requirements of healthcare stakeholders.

4.3 Research Objectives

The research aims to address the following
objectives:

1. Develop a secure routing framework that
ensures data confidentiality, integrity, and
authenticity within IOMT networks in healthcare.

2. Investigate the integration of homomorphic
encryption to protect medical data privacy during
transmission and processing.

3. Explore the use of permissioned blockchain
technology, specifically Hyperledger Fabric, to
establish trust, access control, and secure routing
within IOMT networks.

4. Evaluate the proposed framework’s
performance, security properties, and scalability
in the context of healthcare applications.

By addressing these objectives, the research seeks
to contribute a robust and privacy-preserving
solution to the complex challenge of secure
routing within IOMT networks, advancing the
secure adoption of IOMT technology in
healthcare settings.

5. PROPOSED FRAMEWORK

To address the research problem of secure routing
in the Internet of Medical Things (IOMT) within
healthcare, we propose a theoretical framework
that integrates two fundamental technologies:
homomorphic encryption and permissioned
blockchain using Hyperledger Fabric as shown
through Figure.1. This framework aims to ensure
data confidentiality, integrity, and authenticity
while addressing the unique challenges of IOMT.
The following components constitute the
theoretical framework. Figure. 2 represent the
Structure and components of the proposed
framework and the transaction flow as shown
below:
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Figure 1. Proposed Framework Using Hyperledger Fabric.
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Figure 2. Structure And Components Of The Proposed Framework.

Homomorphic Encryption Layer:

*  Homomorphic  Encryption  Algorithms:
Implement homomorphic encryption techniques
such as fully homomorphic encryption (FHE) or
partially homomorphic encryption (PHE) to
protect the confidentiality of medical data during
transmission and processing. Encrypt medical
data before transmission, ensuring that it remains
confidential even when routed through
decentralized IOMT networks. Enable
computations on encrypted data without the need
for decryption, preserving patient privacy while
allowing for secure data analysis.

Permissioned Blockchain Layer (Hyperledger
Fabric):

* Consensus Mechanism: Utilize the consensus

mechanism within Hyperledger Fabric to validate
and order transactions securely. In a healthcare
context, this ensures that only authorized
healthcare providers can participate in the routing
process. Leverage Hyperledger Fabric’s identity
management capabilities to authenticate and
authorize devices and gateways within the IOMT
network. Record data transactions securely on
the blockchain ledger, providing an immutable
and auditable history of medical data
routing.Define access control policies and smart
contracts that govern who can access and modify
medical data within the IOMT network.

Secure Routing Algorithms:

* Routing Algorithms Integration: Develop
routing algorithms that work in tandem with the
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homomorphic encryption and permissioned
blockchain layers. Ensure that routing algorithms
can handle encrypted data packets and route
them securely to their intended destinations.
Design routing mechanisms that can adapt to the
dynamic  nature of IOMT  networks,
accommodating changes in device availability
and network topology.

Trust and Identity Management:

* Trust Establishment: Establish trust among
devices, gateways, and healthcare providers by
leveraging blockchain’s trust infrastructure.
Verify the identities of participants using
cryptographic certificates and blockchain-based
identity records. Implement access control
policies based on the trust and identity
management mechanisms to restrict data access
to authorized entities.

Privacy-Preserving Data Sharing:

* Data Aggregation: Explore techniques for
aggregating and anonymizing medical data to
protect patient privacy while still allowing for
meaningful analysis. Develop mechanisms for
performing  privacy-preserving queries on
encrypted medical data, enabling secure data
retrieval and analysis.

Compliance and Regulatory Considerations:
HIPAA Compliance: Ensure that the framework
aligns with regulatory requirements such as the
Health Insurance Portability and Accountability
Act (HIPAA) to safeguard patient data.
Implement policies and mechanisms for secure
data retention and deletion in accordance with
healthcare data regulations.

Performance Optimization:

* Scalability: Address the scalability challenges
of the framework to accommodate the growing
volume of medical data generated by IOMT
devices.

Latency Reduction:

Optimize the framework to minimize latency,
especially for real-time healthcare applications.
This theoretical framework combines the
strengths of homomorphic encryption for data
privacy and permissioned blockchain technology
using Hyperledger Fabric for trust, access
control, and data integrity. By integrating these
components, the framework seeks to provide a
holistic solution for secure routing in IOMT
within healthcare, addressing the research
problem while preserving patient privacy and
data security. Implementation and empirical
evaluation of this framework will be essential to
validate its effectiveness in practice.
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5.1 System Architecture

Designing the architecture of a secure routing
framework for the Internet of Medical Things
(IOMT) in  healthcare requires careful
consideration of the decentralized and
heterogeneous nature of IOMT networks. The
following architecture outlines the components
and interactions necessary to achieve secure
routing within this context: IOMT Device Layer:
* Medical Devices: These are the source of
medical data, including wearable health
monitors, sensors, and implanted devices. Each
device should be equipped with secure
communication modules for data transmission.
Gateways act as intermediaries between medical
devices and the broader IOMT network. They
aggregate data from

Communication Protocols:

e Secure Communication: Implement secure
communication protocols (e.g., TLS/SSL)
between devices, gateways, and the network to
ensure the confidentiality and integrity of data
during transmission. Define a standardized data
packet structure that includes encrypted medical
data, metadata, and routing information.
Homomorphic Encryption Layer:

* Homomorphic Encryption Modules: Integrate
homomorphic encryption modules into gateways
and, if applicable, medical devices to enable
secure data encryption without the need for
decryption  during  processing.  Develop
encryption and decryption functions that work
seamlessly with the chosen homomorphic
encryption scheme.

Permissioned Blockchain Layer (Hyperledger
Fabric):

* Blockchain Network: Deploy a Hyperledger
Fabric blockchain network with nodes operated
by authorized healthcare providers. This network
serves as the foundation for secure routing and
ledger maintenance.Develop smart contracts to
enforce access control policies and define routing
rules within the blockchain network.  Utilize
Hyperledger Fabric’s identity —management
capabilities to ensure only authorized entities
participate in the network. Implement transaction
processing logic to record data routing events on
the blockchain ledger.

Routing and Data Handling:

* Routing Algorithms: Develop routing
algorithms that consider the dynamic nature of
IOMT networks, device availability, and network
topology. These algorithms should take into
account the encrypted nature of the data

multiple devices and
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packets.Define how data packets are routed
through the network based on routing rules and
access control policies established in the
blockchain smart contracts. If necessary,
implement mechanisms for aggregating and
anonymizing medical data to protect patient
privacy while enabling secure routing.

Trust and Identity Management:

* Trust Establishment: Leverage the blockchain’s

trust infrastructure to establish trust among
network participants. Verify the identities of
devices, gateways, and healthcare providers
using cryptographic certificates and blockchain-
based identity records. Enforce access control
policies based on trust and identity management
mechanisms

to validate the effectiveness and security of this
framework in practice.

to restrict data acces:

1 Transactions
Endorsement
\ 2
3 4
. Ordering 5
Service
=
8 p 6
Collect
Transactions 7

Client Endorsing Peer 1

Endorsing Peers Endorsing Peer3

Ordering Peers

Committing Peers

Figure 3. The Transaction Flow Diagram Using The Proposed Framework.

5.2. Proposed Algorithm

In this section we provide our proposed framework
algorithm implementation and working.
Algorithm.1 provides secure routing approach for
blockchain transaction through Internet of Medical
Things (IoMT) network. Algorithm 2 provides the
transaction validation. Algorithm Algorithm.3

provides details about Secure Transaction
Outsourcing  Algorithm with Homomorphic
Encryption which is shown through the algorithm.
Algorithm.4 provides details based on certainly,
here’s a step-by-step process for adding a block
and node to an Internet of Medical Things (IoMT)
blockchain network.

Algorithm 1: Secure Routing Algorithm

Data: Source node S, Destination node D, Blockchain network B

Result: Secure route from S to D
1 Initialize an empty route R;
2 while Route not found do

3 Select a neighboring node N based on routing criteria;

© 0w N S Ul e

10 return R

Encrypt the route R using the public key of N;

Add the encrypted route to the blockchain B;

if Route reaches D then
Decrypt the route using the private key of D;
Extract the secure route R from the decrypted data;
Break;
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Algorithm 2: Transaction Validation Algorithm

Data: Transaction data T, Blockchain ledger L
Result: Valid or Invalid transaction
1if Transaction T is well-formed then
2 if Transaction T is signed by a valid sender then
3 if Transaction T does not exceed sender’s balance then

:

if Transaction T is not a double spend then

Add Transaction T to the Blockchain ledger L;
return Valid transaction;

7 return Invalid transaction;

- Adding a Block and Node to IoMT Blockchain
Network:

1. Block Creation:

* a. Data Collection: Gather the data or
transactions that need to be added to the
blockchain. In the context of IToMT, this data could
include medical records, sensor readings, or other
healthcare-related information.

* b. Transaction Validation: Verify the authenticity
and integrity of the data. Ensure that it complies
with the network’s predefined rules and smart
contracts.

* c. Transaction Packaging: Group validated
transactions together into a block. Each block
typically contains multiple transactions, and the
data is organized in a structured format.

* d. Merkle Tree Generation: Create a Merkle tree
(hash tree) from the transactions in the block. The
Merkle tree’s root hash is included in the block
header, providing a compact representation of the
transactions.

* e. Block Header: Construct the block header,
which includes the previous block’s hash, a
timestamp, a nonce (for proof of work consensus
algorithms), and the Merkle tree root hash.

« f.  Mining (Optional): In some blockchain
networks, miners may need to solve a
cryptographic puzzle (proof of work) to add the
block to the chain. This step is optional depending
on the consensus algorithm used.

2. Block Addition:

» a. Consensus: Validate the new block with the
network’s consensus mechanism. This step
ensures that all nodes in the network agree on the
validity of the block.

* b. Broadcast: Once the block is validated, it is
broadcast to all nodes in the network. All nodes
receive a copy of the new block.

* ¢. Verification: Each node independently verifies
the transactions within the block, ensuring that

they match the Merkle tree’s root hash and follow
network rules.

* d. Add to Local Chain: If the block passes
verification, it is added to the local copy of the
blockchain on each node. The blockchain is
essentially a distributed ledger where each node
maintains its own copy.
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Algorithm 3: Secure Transaction Outsourcing Algorithm with

Homomorphic
Encryption

Data: Transaction data T, Cloud service C, Blockchain ledger

L

Result: Secured outsourced transaction
1 Generate a pair of homomorphic encryption keys: public key

PK an
SK;

d private key

2 Encrypt transaction data T using the public key PK to obtain

Encrypted_T;

3 if Transaction T is well-formed then

4
5

8
G
9

10

11
computation;
12

to the sender;

13
14
ledger L;
15
validated,

if Transaction T is signed by a valid sender then
if Transaction T does not exceed sender’s balance thense
if Transaction T is not a double spend then

Create a secure envelope containing
Encrypted_T and necessary
metadata;

Send the secure envelope to the Cloud service

Cloud service C receives the secure envelope

and acknowledges;

Perform necessary computations
on the encrypted data using
homomorphic encryption;

Cloud service C generates a proof of

Send the proof of computation and results back

Verify the proof of computation and results;

If

valid, add the transaction to the Blockchain

return Transaction successfully outsourced and

16 return Invalid transaction or failed outsourcing;

3. Node Addition:

* a. Node Setup: Prepare a new [oMT node that
needs to join the blockchain network. This
involves configuring the node’s software and
hardware to meet network requirements.

* b. Identity Registration: The new node needs to
register its identity with the network’s
Membership Service Provider (MSP) or identity
management system. This involves requesting
and receiving cryptographic credentials, including
a certificate.

« c. Connectivity: Establish network connectivity
between the new node and existing nodes in the
blockchain network. This typically involves
connecting to a peer-to-peer network or utilizing
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predefined network addresses.

* d. Initial Blockchain Synchronization: The new
node downloads the entire blockchain or a subset
of it from existing nodes to ensure it has an up-to-
date copy.

* ¢. Consensus Participation: The new node
participates in the network’s consensus process,
helping validate and add new blocks to the
blockchain.

o f. Transaction Processing: The node can now
send and receive transactions, participate in smart
contract execution, and interact with other nodes
on the network.

4. Network Operation:

e a. Ongoing Block Addition: The blockchain
network continues to operate, with new
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transactions being validated, grouped into blocks, block is created, added to an [oMT blockchain
and added to the blockchain by nodes network, and how a new node can join and
participating in the consensus process. participate in the network’s operations. It
* b. Node Collaboration: All nodes in the network highlights the key aspects of data integrity,
collaborate to maintain the integrity and security consensus, and distributed ledger management
of the blockchain, ensuring that transactions are within the context of [IoMT and blockchain

processed correctly and malicious activities are technology.
detected. This step-by-step process outlines how a

Algorithm 4: Adding a Block and Node to IoMT Blockchain Network
Data: New block data B, Node information N, IoMT blockchain BC
Result: Updated IoMT blockchain with the new block and node
1Create a new block NewBlock with the following data: - Previous block hash: Hash of
the last block in BC - Timestamp: Current timestamp - Transactions: Medical data or
transactions from IoMT devices - Node information: Informationabout the new node N
2 Mine the new block NewBlock by solving the proof-of-work puzzle;
3 Validate the new block NewBlock to ensure its integrity and authenticity;
4 if Validation is successful then
5 Add the new block NewBlock to the IoMT blockchain BC;
6 L Update the reference to the last block in BC;
7 Register the new node N with the blockchain network;
8 if Node registration is successful then
9 L Add the new node information N to the list of network
nodes;

10 return Updated IoMT blockchain BC with the new block and node

Algorithm 5: Membership Service Provider for IoMT Nodes in
Hyperledger
Fabric
Data: IoMT Node N, Hyperledger Fabric Network HF
Result: [oMT Node Membership Management
1 Initialize the Hyperledger Fabric Network HF;
2 if Node N requests membership then

3 if Node N provides valid registration information then

4 if Node N is not already a member then

5 Issue a membership certificate to

Node N signed by the CertificateAuthority (CA) of HF;

6 Add Node N to the list of authorized nodes in the

membership registry
smart contract;

7 if Node N meets any specific criteria then

8 L Assign special privileges or roles to Node N
within the network; —

9 return Membership granted to Node N

10 = else

11 L return Node N is already a member

12 = else

13 | return Invalid registration information
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14 else if Node N requests access to a specific resource or data then
15 if Node N is an authorized member then
16 if Node N has the necessary permissions then

17

18

19 else
2 L

21 else

22 L

Algorithm. 5 provides details  about
Membership Service Providers (MSPs) in Hy-
perledger Fabric are responsible for managing
the identities and access control policies  of
network  participants (nodes) within a
blockchain network. They play a crucial role in
ensuring the security and integrity of the

* Certificate Authorities (CAs):

MSPs often rely on Certificate Authorities (CAs)

to issue and manage certificates. CAs generate

cryptographic key pairs and certificates for

participants.

* Root CA and Intermediate CA:

MSPs have a hierarchical structure with a Root

CA and Intermediate CAs. Root CA issues

certificates to Intermediate CAs, which, in turn,

issue certificates to network participants.

* I[dentity Validation:

During network communication, nodes present

their certificates as proof of identity. MSPs verify

the authenticity of certificates to ensure only

authorized participants can access the network.

* Access Control Policies:

MSPs define access control policies that
determine what actions participants are allowed to
perform within the network. Policies can be based
on roles, attributes, and permissions.

* Node Validation and Authentication:

Nodes in the network validate and authenticate
each other using their certificates and MSPs.
MSPs play a role in the consensus process by
ensuring that nodes are authorized to participate.

* Revocation and Renewal: MSPs manage the
revocation and renewal of certificates as needed.
Revoked certificates are added to Certificate
Revocation Lists (CRLs) to prevent unauthorized
access. MSPs also be involved in key
management, ensuring the security of
cryptographic keys used for transactions and
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Grant access to the requested resource or data;
return Access granted

return Insufficient permissions for Node N

return Node N is not an authorized member

network. Here’s a general outline of how MSPs
work in Hyperledger Fabric:

* 1. Identity Registration:

Participants (nodes or users) request identity
registration with the MSP. MSP validates the
identity and issues cryptographic credentials
(certificates) to the participant.

communication. Table.4 provides the list of
simulation parameters used in the proposed
experiments.
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Table 2. Hardware And Software Requirements

Category Requirements
Hardware Requirements
Minimum: Dual-core processor
Processor

Recommended: Quad-core or higher

Memory (RAM)

Minimum: 4 GB
Recommended: 8 GB or more

Minimum: 256 GB HDD/SSD

Storage Recommended: 512 GB SSD
. Integrated graphics card
SEAPHIES Dedicated graphics card for advanced graphics (optional)
Software Requirements
. Windows 10 or highermacOS
Operating System

10.15 or higher
Linux (Ubuntu 20.04 LTS or equivalent)

Programming Languages

Python 3.8 or higher
JavaScript (for web-based interfaces)

Development Tools

Integrated Development Environment (IDE) such as Visual Studio
Code or PyCharm
Git for version control

PostgreSQL or MySQL for data storageMongoDB

Database for NoSQL data (optional)
Apache HTTP Server (optional)
Web Servers Nginx (optional)
Table 3. Simulation Parameters

Parameter Description and Value
- Total number of nodes in the [oMT network.

Value: 100

Total number of transactions generated for the simulation. Value:
Transactions

10,000

Block chain Participants

Total number of participants in the permissioned blockchain network.

Value: 20

Cryptographic Keys

Total number of cryptographic keys used for encryption and validation.
Value: 50

Total number of predefined routes for secure routing.

Bautes Value: 5

The level of homomorphic encryption used (e.g., 128-bit, 256-bit).
HES Value: 256-bit

Description of the network topology used (e.g., random, grid, healthcare-
Network Topology specific).

Value: Random

Simulation Time

Duration of the simulation (e.g., in hours, days, or weeks).
Value: 24 hours
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Figure. 4 represent Simulation results based on action point and number of data value.
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Figure 4. Simulation Results Based On Action Point And Number Of Data
Value.

Figure. 5 represent the Simulation results based on precision and monitoring interval.
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Figure 5. Simulation Results Based On Precision And Monitoring Interval.

Figure.6 represent Simulation results based on reliability and Monitoring intervals as
shown below:
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Figure 6. Simulation Results Based On Reliability And Monitoring Intervals.
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Figure 7. Simulation Results Based On Accuracy And Number Of Data
Points Transferred Through Private Channel Using Hyperledger Fabric
Blockchain.

Figure.7 represents the Simulation results based on accuracy and number of data points
transferred through private channel using hyperledger fabric blockchain.
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Figure 8. Structure And Components Of The Proposed Framework.

The latency rate for user nodes and monitoring
intervals shows a significant decrease, indicating
superior performance compared to conventional
healthcare data security approaches within the
Internet of Medical Things (IoMT), including
DED, SCN, ACA, and HSN. This improvement is
illustrated in Figures 9 and 10, respectively. The
healthcare data originate from patient histories,
and the enhanced functional performance is
mathematically expressed as Y o€BAR,y=I op.
Access to collected healthcare data is
authenticated through biometric indicators and
user preferences. In this context, a multitude of
IoMT sensors is employed, repeatedly
investigating neighboring states and recording the
outcomes. User node data is utilized to predict and
map against a patient’s historical data, enabling
accurate recognition of patient behavior for
optimized resource allocation. The study focuses

on the utilization of blockchain technology in the
healthcare sector to establish a more secure and
trustworthy IoMT framework. Therefore, the study
adopts the Enhanced Blockchain-Assisted
Cybersecurity (EBCCS) model to ensure the
protection and privacy of healthcare data in [oMT
sensor networks.

Experimental results are presented in Tables 5 and
6. Table 5 outlines the performance metrics of
BCCS compared to conventional IoMT healthcare
data security approaches for user nodes. The
proposed model consistently delivers improved
results across all performance metrics in
comparison  to  conventional  approaches.
Specifically, the proposed model achieves a
remarkable 31.01% improvement in precision, a
16.83% enhancement in reliability, a 32.25%
increase in security rate, and a substantial 70.50%
reduction in latency rate.
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Figure 9. Performance Comparison
Table 4. Ebccs Performance Metrics Vs. Conventional Approaches
Metric DED | SCN | ACA
Precision 84 90 80
Reliability 80 88 78
Security Rate 73 83 75
Latency Rate 24 16 25
Table 5. EBCCS Performance Metrics Vs. Conventional Approaches
Metric HSN | EBCCS
Precision 75 92
Reliability 70 88
Security Rate 72 87
Latency Rate 17 10.1
6. DISCUSSION unauthorized access. The integration of

The results obtained from our research on
secure routing for blockchain have
demonstrated significant advancements in
the field of secure and efficient data
transmission and transaction validation
within  blockchain networks. In this
discussion, we delve into the key findings
and their implications, emphasizing the
performance improvements achieved.

¢ Enhanced Data Privacy and Security

One of the primary objectives of our study
was to enhance data privacy and security in
blockchain networks. By implementing
secure routing protocols, we effectively
mitigated various security threats, including
eavesdropping, data  tampering, and
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cryptographic techniques and permissioned
blockchain mechanisms ensured that data
remained confidential and tamper-proof
during transit and storage.

e Improved Transaction Throughput

Our research also addressed the challenge of
transaction  throughput in  blockchain
networks. Secure routing protocols
optimized the routing paths, reducing latency
and congestion. As a result, we observed a
noticeable improvement in the number of
transactions processed per unit of time. This
enhancement is crucial for blockchain
applications in various domains, such as
finance and supply chain management,
where high throughput is a key performance
indicator.

1
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» Resistance to Malicious Actors

In evaluating the security of our secure
routing approach, we subjected the system to
various attack scenarios, including Sybil
attacks and insider threats. The results
revealed that our system exhibited a
remarkable resilience to these malicious
actors. Unauthorized nodes were unable to
disrupt the network’s operation, and the
integrity of the blockchain remained intact.
This resistance to attacks is a testament to
the robustness of our secure routing
methodology.

e Scalability and Efficiency

Blockchain networks often face scalability
challenges as they grow. Our research
addressed this concern by optimizing the
performance and scalability of the system.
We introduced techniques to reduce
computation  overhead and  enhance
transaction processing speed, which are
essential for accommodating large-scale
deployments.

Additionally, the energy-efficient
cryptographic protocols employed in our
approach contributed to minimizing the
power consumption of Internet of Things
(IoT) devices in the network, making it more
environmentally sustainable.

¢ Real-World Applicability

While our research has shown promising
results in controlled environments, the real-
world applicability of our secure routing
approach is a critical consideration. It is
essential to validate the practicality and
usability of the system in healthcare
institutions and other relevant settings.
Conducting pilot deployments and case
studies will be pivotal in assessing how our
methodology performs in complex, dynamic,
and heterogeneous environments. Despite
the significant advancements achieved in this
study, several avenues for future research
and improvement remain open. These
include exploring more advanced
cryptographic techniques, ensuring
regulatory compliance, and enhancing
interoperability with existing systems and
standards. Addressing these research gaps
will contribute to the broader adoption of
secure routing for blockchain in various
domains. In conclusion, our research on
secure  routing for  blockchain  has
demonstrated remark- able improvements in

e
5682

data privacy, transaction throughput,
security, and scalability. These findings pave
the way for more secure and efficient
blockchain networks, fostering trust and
reliability in decentralized systems. As we
continue to address the remaining research
challenges, we anticipate that secure routing
will play a pivotal role in shaping the future
of blockchain technology across diverse
applications.

7. Conclusions

In this study, we presented a novel approach
for secure routing in the Internet of Medical
Things (IoMT) by leveraging the combined
power of homomorphic encryption and a
permissioned blockchain framework
implemented using Hyperledger Fabric. The
primary goal of our research was to address
the critical challenges of privacy, data
integrity, and secure routing in IoMT
environments. We demonstrated that the
integration of homomorphic encryption
ensures end-to-end data privacy and
confidentiality during the transmission and
processing of medical data across IoMT
devices and networks. By adopting a
permissioned blockchain, we established a
trust-based  environment  where  only
authorized participants could validate and
add transactions to the distributed ledger,
enhancing data integrity and accountability.
Our experimental results and simulations
showcased the effectiveness of our proposed
approach in achieving secure routing within
IoMT, even in the presence of malicious
actors and network vulnerabilities. We
observed significant improvements in data
privacy  preservation and  transaction
validation com-pared  to traditional
approaches. While our research represents a
significant step forward in securing IoMT
through the integration of homomorphic
encryption and permissioned blockchains,
several avenues for future work and
improvement remain: Further research is
needed to optimize the performance and
scalability of our approach, especially in
large- scale [oMT deployments. Investigate
techniques to reduce computation overhead
and enhance transaction processing speed.
Explore advanced privacy-preserving
techniques beyond homomorphic encryption,
such as zero-knowledge proofs, to provide
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even stronger privacy guarantees for
sensitive medical data. Continuously assess
and improve the system’s resilience against
various security threats, including Sybil
attacks, insider threats, and zero-day
vulnerabilities. Investigate methods for
seamless interoperability with existing
healthcare systems and standards to facilitate
the adoption of our secure routing approach.
Conduct real-world pilot deployments and
case studies in healthcare institutions to
evaluate the practicality and usability of our
approach. Ensure compliance with relevant
data protection and healthcare regulations,
such as HIPAA in the United States or
GDPR in the European Union, to guarantee
the legal and ethical use of patient data.
Explore energy- efficient cryptographic
techniques and protocols to minimize the
power consumption of IoMT devices, which
often operate on limited battery resources.

In summary, our work represents a
significant step towards achieving secure
routing in [oMT, but it is only the beginning
of a broader exploration into the intersection
of blockchain, encryption, and healthcare.
"In this research, we have developed a
comprehensive solution known as
Blockchain-Assisted Cybersecurity (BCCS)
tailored specifically for the Internet of
Medical Things (IoMT) within the
healthcare sector. The integration of
blockchain technology with IoMT has
demonstrated substantial improvements in
cybersecurity. To begin, the inherent security
features of blockchain, including robust
heterogeneous encrypted communication
methods and digital signatures, offer
significant safeguards for sensitive
healthcare data within IoMT. Furthermore,
by amalgamating blockchain with
established security protocols such as
authorization and access control, we have
further fortified the overall cybersecurity
posture of the IoMT ecosystem. Lastly, the
incorporation of smart contracts within IoT
sensors has introduced an automated
mechanism for initiating continuous software
updates, thereby enhancing the system’s
resilience against potential cyber threats.
Empirical results stemming from our
experiments reveal the exceptional
effectiveness of the proposed system,
boasting an impressive security rate of

e
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99.5% and an impressively low latency rate
of just 4.1% when compared to conventional
approaches. In conclusion, our system has
demonstrated a remarkable reliability rate of
99.8%, underscoring its potential to
significantly = bolster the cybersecurity
framework for IoMT within the healthcare
industry.
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