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ABSTRACT

Maintaining network security is essential for keeping data safe. It is the responsibility of system
administrators to ensure that the functionality, usability, and security of a network are all adequately
addressed. Access control, virus and anti-virus software, and other security measures can all be used to
keep a computer network safe. Identifying malevolent sensor devices and eliminating the data they collect
is crucial for mission-critical applications. Networks cannot directly use normal authentication and
cryptography systems due to the limited resources of sensor devices. Consequently, to lessen the effect of
malevolent sensors by efficient routing, an energy-efficient approach is required. The rapid growth in
demand for network services and infrastructure in the last several decades has led to the global proliferation
of static networks. The speed of the network's deployment is heavily dependent on the routing protocol
chosen. The creation of a feasible and secure routing protocol is a must to meet the deployment needs while
also satisfying the service level. Using hierarchical routing protocols based on Cluster Heads (CH) in
combination with trust management strategies can be a useful option for creating a secure and reliable
network where each node has complete trust in the next hop on its forwarding path. Using trust
management concepts to develop a safe and attack-resistant protocol for routing in networks is as strong as
ever. In this research, an efficient Trusted Route with Identity based Neighbour Feedback Linked
Clustering (TR-INFLC) model is proposed for selecting the trusted route with linked clustering for secure
data transmission. The proposed model when contrasted with the existing models, proposed model exhibits
best performance.

Keywords: Network Security, Trust Factor, Neighbour Feedback, Routing, Linked Clustering, Data

Security.

1. INTRODUCTION power supply [2]. The largest difficulty for WSNs
is how to meet Quality of Service (QoS)

Wireless Sensor Networks (WSNs) are a type of
self-organizing network that may collaborate on
real-time monitoring and collect multiple ecological
or object information inside its monitoring area [1].
The acquired data is processed by WSNs, and the
WSN is ultimately responsible for delivering the
info. It is possible to categorise the wireless sensor
nodes based on their large number, their small size
and their poor communication and computation
powers as well as their limited and irreparable

requirements, such as delay and fault tolerance,
while also increasing network throughput due to
limited resources including bandwidth, data storage
capacity, and node energy. The fundamental goal of
WSN research is to develop new networking
technologies and interconnected global processing
technologies that can swiftly extract meaningful,
reliable, and timely information for users in highly
dynamic situations with self-organizing capacities
[3]. The WSN structure is shown in Figure 1.
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Fig 1: WSN Structure
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There are a number of security-related solutions for
WSNs, including authentication, key exchange, and
safe routing, as well as security methods for
specific attacks. There is some level of protection
provided by these processes, but they cannot
eradicate most of the security threats [4]. An IDS
could be a solution to a variety of WSN security
threats. A second line of defence for intrusion
detection, a IDS can only identify attacks but has
no ability to prevent or respond to them. In the
event of an attack, the IDSs notify the controller so
that they can take action. IDS based on anomalies
identify intrusions by comparing traffic patterns
and resource usage. False positive and false
negative alarm rates are higher in anomaly-based
IDSs, despite their capacity to detect well-known
and novel assaults [5]. Some IDSs can only be used
in certain situations or with specified protocols [6].
Route anomalies are detected by employing a
proactive routing system, which is used by security
analyzers. Because it is implemented on each node,
detecting routing intrusions requires cooperation
from all nodes. The use of reactive routing
protocols is also found in some intrusion detection
systems [7].

Wireless sensor network security is currently a big
topic. An important technology problem must be
solved in order to identify diverse network threats
[8]. Wireless sensor networks security research can
be classified into passive and active protection.
Studies on active protection for wireless sensor
networks are scarce in comparison to the progress
made in passive defence studies. As a result,
wireless sensor networks cannot be adequately
protected by passive defence, which only responds
to attacks after they have occurred [9]. Active
defensive solutions must be studied urgently so that
harmful intrusions can be detected before attacks

take place. When it comes to protecting wireless
sensor networks, intrusion detection will play a key
role in the process [10].

Devices that are both affordable and energy
efficient have been developed in response to the
fast development of WSN [11]. With the use of
sensors—which consist of digital logic and sensing
devices—nodes in a WSN are able to communicate
wirelessly. Nuclear power plants, petrochemical
facilities, and disaster response centers are just a
few of the many places you could find sensor
networks in use. Each node in a WSN gathers data
packets from its neighbours and sends them
securely to the network's sink node. This allows us
to present the user with the external environment
while also ensuring that the found information is
presented in an easily comprehensible manner. In
data-intensive applications, every network must be
able to recognize data packets [12]. By merging
numerous data packets into one, data aggregation
reduces data traffic and thereby energy
consumption. In order to make the system last
longer in general, many apps have been developed
[13]. The most challenging aspect of implementing
wireless infrastructure is dealing with its self-
organization and variable communication. In a
wireless sensor network, Sensor Nodes (SNs) that
use multi-hop forwarding to transmit the detected
data [14]. Because of multi-hop, in order to provide
data to the sink node, each sensor node depends on
its neighbours. Data integrity is at risk, leading to
security vulnerabilities, the moment an attacker
gains access to one of the cooperating nodes [15].
To prove secure data transfer, this study's routing
strategy for WSN centers on a nominal routing trust
factor that incorporates feedback from neighbors.

2. LITERATURE SURVEY

An intrusion detection system for wireless sensor
networks was created by Zhou et al.[2] using the
immunity idea as its foundation. By installing an
intrusion detection subsystem on every sensor node,
the system mimics the biological immune system's
cloning and denial selection processes. Testing
shows that the system has a false alarm rate of 90%
when it comes to jamming attacks. Artificial
collaborative stimulation has the potential to reduce
false alarm rates; however, it lacks supervision, and
manual collaborative stimulation is sometimes
troublesome for WSNs. A hazard theory-based
intrusion detection system for wireless sensor
networks was proposed by Veerabadrappa et al. [3].
It was designed with the dispersed mechanism in
mind. An intrusion detection system in its entirety
is unnecessary on any one node. In order to identify
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intrusions, the central node maintains a library of
antibodies and receptors, whereas the general node
only detects threats. The method relies on
statistically significant deviations from data link
and network layer attributes to determine local node
risk perception information. However, it fails to
take into account the connection between a diverse
network and multiple features, leading to
insufficient risk data.

Ghosal et al. [5] constructed an intrusion detection
model for wireless sensor networks based on risk
theory. Model components include the dendritic
cell (DC) algorithm and the theory of risk. The
model is made up of the following parts:
environment, decision, parameter library, rule
library, operation library, and intrusion detection
management. Environment monitoring, intrusion
detection, decision subsystem, and detection model
are the four main components that make up a
module. According to the results of the
experiments, the model uses very little energy
while having a high detection rate. Even though this
methodology routinely determines the MCAV
index of antigens, it does so within a specific time
frame. Although the signal and parameter settings
are complex, there is a way to improve the real-
time performance of intrusion detection.

Vishnu et al. [6] proposed a model for intrusion
detection and prevention that relies on the
differentiation of DC cells and operates in real-
time. The model encompasses a number of
domains, including the mathematical growth of DC
cell models, the abstraction of DC cell information
fusion processes, and the definition of the meaning
and function of external signals in wireless sensor
networks. Conducting a performance analysis,
which takes into account factors like complexity,
scalability, and resilience, is the last stage. Equally
convoluted are the signals and parameters that
comprise this model. Alghamdi et al.[8] used the
differential evolution constraint multi-objective
optimization problem as a foundation for their
approach to the method used by intrusion detection
systems in wireless sensor networks. Through the
application of constraint processing and multi
objective optimization techniques, the program
aims to maximize non-self space coverage while
simultaneously decreasing detector overlap. Black
holes in non-self space are subsequently diminished
via differential development. Research examines
the algorithm's performance by mimicking a
network. No factoring in of communication,

processing, or energy consumption expenses is
done.

In order to find criteria for intrusion detection,
Vijayalakshmi et al. [11] adopted an innovative
evolutionary approach. Managing and extracting
rules from different sets is done by looking at how
far apart laws are in the same set and in separate
sets. Automated threat recognition for wireless
sensor networks was presented by Manisha et al.
[13] in their enhanced hybrid intrusion detection
system. In order to lower the power consumption of
the sensor nodes, AHIDS employs a clustered
design and an improved LEACH algorithm. An
AHIDS anomaly and misuse detector is a multi-
layer perceptron neural network with fuzzy rules.

Mehto et al. [14] presented a WSN-NSA intrusion
detection model for wireless sensor networks using
an upgraded V-detector method, due to the benefits
of the negative selection algorithm (NSA) in the
classification domain. Reduce detection
characteristics in the V-detector technique with
principal component analysis by optimizing
detectors and altering detector generation
algorithms. An intrusion detection model was
developed by Anamika et al. [15] using fuzzy
association rules and matching metrics. This model
has the capability to evaluate new samples against
multiple rule sets. For ease of use, samples are
labeled with the class that corresponds to the best-
matching rule set. According to Lin et al. [16],
WSNs exhibit a distinct set of anomalies that can
develop in a cluster of nearby nodes all at once and
last for a long time. In order to make decisions, a
distributed segment-based recursive kernel estimate
can monitor a global probability density and
compare its changes every two time intervals.

New methods for segmenting data have been
developed by Fang et al [18]. The spatial
predictability of a set of contiguous data segments
can be used to identify those who are performing
abnormally by leveraging their predictive capability
to identify a group of random variables. The
realism of existing intrusion detection system
datasets can be evaluated using a fuzzy logic
approach, according to Rachedi et al. [19]. They
created an artificially realistic next-generation
intrusion detection system collection based on the
proposed metric results to aid in future intrusion
detection system design.
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3. PROPOSED MODEL

There is a trust-based routing technique that takes
into account the activities of a prospective router
and their validation status when making a routing
decision. A trust-based routing protocol is another
name for this sort of protocol [18]. A metric known
as the Trusted Node Factor quantifies this
viewpoint. The necessary route from the origin to
the destination can be determined using trust
metrics. Secure data transfer, protection of network
resources from improper use, and maintenance of
network performance are all achieved through the
use of routing based on trust of node and neighbor
feedback [20]. Secure data routing protocols protect
not just the data but also its value, the safety
information it contains, and the transfer of data
between parties. Traditional trust-based routing
algorithms, on the other hand, have a lot of serious
flaws [21]. The trust-based systems address the
dangers that are inherently present in wireless
networks, but they also introduce new risks that
require further attention. In order to solve the issues
that were discussed, a trust-based neighbour
feedback linked node clustering model is provided
in this manuscript. The trusted nodes are only
involved in the routing process. The trusted node
routing process is shown in Figure 2.
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Fig 2: Trusted Node based Routing

Components developed for wired networks cannot
be adequately mapped to wireless networks due to
the wide variety of mobility nodes [23]. This
structure for QoS in WSN is composed of several
layers, like the network and application layers, with
a focus on the network layer. When a session
begins, the network layer's routing protocol must be
able to meet QoS criteria and address portability
concerns. A routing protocol's job is to find the
most secure way to send data packets to a
destination when many paths exist. It is expected
that the performance of a routing protocol remains
unchanged when only defined pathways are

utilized. Only access points with positive feedback
are included in the suggested paradigm, and every
node takes neighbour input into consideration
before trusting other nodes [24]. At first, the node
will be authenticated by the neighboring node using
the trust factor. If the node acts maliciously, it will
lose its authorization and be removed from the
routing process. After the neighbor node has
successfully authenticated, the next step is for the
Trusted Head Node (THN) to authenticate. The
THQ is in charge of monitoring the actions of all
the nodes while data is being transmitted. Our
system's routing algorithm considers not only the
other quality requirements for path selection, but
also the trust measure's features. An efficient
Trusted Route with Identity based Neighbour
Feedback Linked Clustering model is proposed for
selecting the trusted route with linked clustering for
secure data transmission. The proposed model is
explained in the algorithm clearly.

Algorithm TR-INFLC

{

Step-1: Initially the nodes are registered in the
network. The node will be allocated with the digital
label for further identifications. The digital label
will be a unique identity that is allocated to all the
registered nodes in the network. The digital label
allocation is performed as

DL(Node(i)= 5 ¥ nodeaddn(i)

+ gettime[N(i)]N + ener(i)
ieNji=t Th

DLneighi) = neighbow{ Node(i)|- PDR(Node(i))— ener( Node(i))

Step-2: The nodes which are registered with the
network will be allotted with the digital label and
the nodes trust factor is considered based on the
nodes previous data transmission rate and load
capabilities. The trust factor is calculated that is
used to make the node involve in routing process or
remove the node from routing process. The trust
factor is calculated as

N
TL = PDR(Node(i))+ > DL(Node(i)) +TI + eneglevel[Node(i)| + Th

i=1

. Th

Trfactor (Node(i)) = Z max(7L) + DL *
i=0

Step-3: After calculating the trust factor of the
nodes, the Trusted Head Node (THN) is selected
from the trusted nodes which has high trust factor.
The THN node is selected as
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[(No — Np)+ (Mbethér o exclude or include nodes in the routing

THN(Node(i)) = ) max(Trfactor(Node(i)) +
i=1

Step-4: Every node neighbour feedback is
considered and the neighbour feedback based
routing is performed. The neighbour feedback helps
in identification of the nodes behaviours and its
transmission capabilities. The node neighbour
feedback is considered as
NF(Node(i +1))
M
- Z PR(Nodeli 1) - PR(Node(i)) + - erer (Node(0)

L allocener(Node(i))
+ load(Node(i + 1)) - load(Nade(i))
Step-5: Based on the neighbour feedback, the
neighbour feedback node clustering will be
performed for linking the nodes that are normal in
nature based on the feedback analyzed by THN
node. The Neighbour Feedback Linked Clustering
is performed as
5

L) o et

Uil

count(Nf)

Step-6: The optimal route is identified based on the
neighbour feedback linked clustering model with
considering trusted nodes. The routing table is
updated based on the trusted nodes in the linked
cluster and the process is performed as

Troute(LC())
=Emm (Lﬁ[h’ede(i + l]]] - mm(LC[Node:i])J

i=1

+max (PDR[Node(i]}]

. setlink(T'rfactor(Node(i + 1)), Trfactor(Node(i)))
count(DL)
i

4. RESULTS

Due to the fact that it is concerned with the
transmission of data to base stations, routing is one
of the most critical processes in WSNs. Attacks
directed at the routing protocol have the potential to
quickly and severely hinder the operation of WSNs.
The majority of routing attacks originate from
compromised nodes, which means that traditional
security techniques such as cryptography and
authentication are insufficient to defend against
them on their own. Recently, a trust mechanism has
been implemented in an effort to strengthen
collaboration among nodes and increase network
safety. The trust mechanism in routing decides

max(ener(NpRI@Hon based on an estimated trust value.

Among the many uses for trust management are
routing, data aggregation, intrusion detection, and
security access control. The model encompasses
more than simply trust; it also includes reputation
management, which is an integral aspect of any
trust management system. Its primary function is to
oversee the administration of trusts. Data collection
for trust-related decisions, assessing trust-related
criteria in neighbor relationships, and monitoring
and re-evaluating existing relationships are all part
of this process.

TM is concerned with the monitoring of
neighbouring nodes during transmissions, the
detection of misbehaviour, the estimation of trust
values based on the detection
results/recommendations, and the propagation of
trust value/recommendation. All of these concerns
pertain to the context of routing. The proposed is
implemented in TCL script and executed in NS2
simulator. The proposed Trusted Route with
Identity based Neighbour Feedback Linked
Clustering (TR-INFLC) model is compared with
the existing Trust Based Secure and Energy
Efficient Routing protocol (TBSEER) model. The
evaluation parameters and the comparisons are
clearly illustrated.

Figure 3 illustrates the trust value calculation
accuracy levels of the proposed and existing
models. Initially, a node's trust value is calculated
based on previous interactions and suggestions
from its network neighbours. The node's trust value
is referred to as the node's indirect trust value that is
based on its load capabilities also. The trust factor
helps in detecting the normal and malicious
behaviour of nodes.
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Fig 3: Node Trust Factor Calculation Accuracy Levels
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In order for a node to gain the trust of its
neighbours, it takes into account the positive
feedback they have received from their neighbours.
Every node in the network then undergoes
authentication to prevent any nefarious activity.
The neighbour node will initially authenticate the
node. The Figure 4 represents the neighbour
feedback consideration time levels of the proposed
and existing models.
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Fig 4: Neighbour Feedback Consideration Time Levels

The feedback gathered from the neighbour nodes is
linked so that the trusted nodes can be organized to
identify a secure route. The linked neighbour
feedback helps in analysing the node performance
levels. The linked neighbour feedback generation
accuracy levels of the proposed and traditional
models are shown in Figure 5.
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Fig 5: Linked Neighbour Feedback Generation Accuracy
Levels

The nodes which are having positive feedback from
the neighbours and the trusted nodes are considered
in the routing process. On the other hand, in
routing, the trust mechanism includes nodes

depending on the trust estimation. When
determining whether a node is malicious or helpful,
the trust threshold is applied. The Figure 6
represents the trust route detection accuracy levels
of the existing and proposed models.
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Fig 6: Trust Route Detection Accuracy Levels
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Choosing a secured route involves a lot of trust in
the nodes to avoid malicious actions. Each node
maintains a list of neighbours and a trust value for
each one. It is possible to integrate a level of trust
that differs depending on the routing protocol in
order to avoid a malicious node. THN node will
monitor the node selection based on the trust of
node and neighbour feedback to select the optimal
route that securely transmits the data. The trusted
route detection time levels of the proposed and
traditional models.
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Fig 7: Trusted Route Detection Time Levels

The act of transferring data from one node to
another is known as data transmission. Point-to-
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point digital data or channels are used for this
transfer. One or more computational, network,
communication, and electronic tools may be
involved in the transfer of data. Point-to-point,
point-to-multipoint, and multiple point-to multiple
point device transmission and communication are
all possible with this technology. The proposed
model considers a trusted route for secure data
transmission rate. The data transmission security
levels are shown in Figure 8.
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Fig 8: Data Transmission Security Levels

5. CONCLUSION

There are nodes that can move around in other
networks in order to exchange data in WSNs. The
loss of links generated by mobility makes it more
difficult to go back and retrace one's path. In
conjunction with a new routing strategy, more
stable paths from the source to the destination node
can be created by leveraging node velocity,
position, and residuals. It has been proven through
extensive simulations in a variety of operational
settings and scenarios that the approaches presented
are successful. Both the trust factor and the
feedback from neighbours are taken into account
while creating a safe data transfer path in the
suggested method. There are numerous typical
network vulnerabilities during data transmission
hence this research presents a new trust-based
secure and energy-efficient routing protocol. The
primary goal is to increase network security while
reducing attacks as only trusted nodes are involved.
The proposed Trusted Route with Identity based
Neighbour Feedback Linked Clustering method is
able to discover the safest path in the network by
analysing authorised and trusted nodes. The
proposed model decreases latency because of its
high packet delivery. When compared to standard

B TBSEER Model
B TR-INFLC Model [2].

models, the offered model has a low packet drop
rate. In future, multi-level validation and trust
parameter computation methods can be enhanced
and more node parameters are considered for
secured route detection.
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