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ABSTRACT

Internet of things (IoT) is the infrastructure of global network for the information to the nation for societal
use and enabling smart services by interconnecting virtual and physical devices or things based on previous,
current and future technologies. [oT application is important to people yet in case the IoT system can't
safeguard the customer data from software engineer, attacks, and shortcomings. Lightweight encryption is a
space of a customary cryptographic estimation that is proper for resource obliged contraptions in IoT. Related
work for lightweight techniques used for secure data transmission is portrayed in this paper. Security in IoT
is still difficult task, to address security issues Lightweight Cryptography Techniques were introduced and
to answer security aspects here the paper is going to present some techniques PRESENT, and its equivalent
Methods. The term Lightweight came into picture when Lightweight wireless technology is used to run
Lightweight IoT devices. Because the sensors used in IoT Devices are low power and less weight so the need
of low power, less weight became reason to create Lightweight wireless technologies. This paper discusses
major security challenges of IoT devices besides the performance evaluation of various Lightweight
cryptographic algorithms.

Keywords: Lightweight, Cryptography, Security, lot Devices, Block Ciphers, Lightweight Protocols.

1. INTRODUCTION life [3]. At present situation Internet of Things
attracting everyone because of its vast
applications. IoT is the one of the leading
innovative technological enhancements in the
present world to kame everything as smart,
meanwhile it has some security wholes

Internet of Things is the environment where
networked things connected together to enable
things communication over Internet [1]. ToT
provides technical solutions to societal problems
to make society as Smart [2]. [oT devices became
part of our life as they are being used in our daily
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[4]. Through its rapid developments and broad
relevance in certifiable apps that have changed
our lives. The conventions that provide
lightweight, safe and solid correspondence
without trading off the computational and vitality
impediments of the used compulsory IoT gadgets
for good correspondence in 10T are the need for
time. Writing exposes such conventions, such as
CoAP, MQTT, XMPP, RESTFUL Facilities,
6LoWPAN, RPL, etc., which can be transmitted
at various layers to communicate [5]. Information
confidentiality and reliability can be provided by
cryptographic algorithm [6]. Newly adapted
technology can use Low-power enabled devices
they need low-power cryptographic algorithms
such as lightweight cryptographic algorithms [7].
The use of Lightweight Cryptographic algorithms
may make system efficient [8]. One of the main
problems in Lightweight technologies is security
[9]. Integrity of data is accomplished by using
hash function in lightweight cryptography [10].
The next generation of IoT devices will be
assisted on Lightweight cryptographic techniques
[11]. Lightweight cryptography is the better
solution for lightweight devices like sensors [12].
The goal of LWC (Lightweight cryptography) to
encourage the instalment and use of RFID,
Sensors, Wireless cards, wireless devises with
low power and energy consumption [13]. Light-
weight cryptography centres around a wide scope
of resource commitment devices, for example,
IoT end centres and RFID names,[14] which can
be executed with various correspondence
progresses both on gear and on programming
[15]. Due to the size, speed, or power
consumption, it is not possible for an asset-
restricted climate to perform  standard
cryptographic calculations [16]. Slight
cryptography compromises the cost, speed,
safety, running and use of energy on asset limited
gadgets [17]. Lightweight cryptography is
inspired by using fewer memory,[18] fewer
material and less power to provide a safety system
which can work on gadgets with limits on assets
[19]. The lightweight encryption is less
complicated and faster than conventional
cryptography [20]. There is less weakness in
lightweight encryption [21].

Addressing all these aspects the system is going
to provide how Lightweight Cryptography is
useful for an efficient running of IoT devices and
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also without worrying about security issues.
Meanwhile it focuses performance evaluation of
various cryptographic algorithms. Remaining
paper is as follows, Literature Study, Limitations
of  Existing system, Related  Work,
Implementation Results and Evaluation and
Conclusion and future scope.

2. LITERATURE STUDY

The Internet of Things (IoT) gives clear and
reliable union of heterogeneous and assorted end
systems [22]. It has been extensively used in
various applications including astute metropolitan
regions like public water structure, power lattice,
water the leaders, and vehicle traffic signal system
[23]. In these sharp city applications, a colossal
number of IoT contraptions are sent that can
recognize, pass on, figure, and conceivably enact
[24]. The persistent and exact working of these
devices are fundamental to clever city
applications as critical decisions will be made
ward on the data got [25. One of the troublesome
tasks is to ensure the validity of the devices so we
can rely upon the powerful cycle with a high
sureness [26]. One of the characteristics of IoT
contraptions sent in such applications is that they
have limited battery power [27]. A test is to design
a secured shared confirmation show which is
sensible to resource obliged devices [28]. In this
paper, we propose a lightweight common
approval show reliant upon a novel public key
encryption plot for splendid city applications [29].
The proposed show takes an amicability between
the adequacy and correspondence cost without
relinquishing the security [30]. It surveys the
show of our show in programming and hardware
conditions [31]. On a comparative security level,
our show execution is by and large better
contrasted with existing RSA and ECC based
shows [32]. It moreover gives security
examination of the proposed encryption plot and
the normal affirmation show [33]. AES is quite
possibly the most mainstream block figures
utilized in cryptography [34]. The more renowned
and extensively accepted symmetric encryption
computation inclined to be capable these days is
the Significant level Encryption Standard (AES)
[35]. It is sorted out in any occasion six time
speedier than triple DES.A trade for DES was
needed as its key size was unnecessarily little
[36]. With growing enlisting power, it was
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thought about unprotected against careful key
pursuit attack. Triple DES was proposed to
vanquish this disadvantage yet it was found
sluggish [37]. The features of AES are according
to the accompanying —Symmetric key symmetric
square cipher128-bit data, 128/192/256-cycle
keys More grounded and faster than Triple-DES
Give full specific and setup nuances
Programming implementable in C and Java

Time is the one of the main constraints when both
AES and PRESENT algorithms are compared for
their performance evaluation as mentioned and
presented AES has produced many rounds to
make plain text as cypher text but if it applies the
same with PRESENT algorithm it has given
cypher text by taking plaintext with shorter time
than AES algorithm. The performance evaluation
of AES and PRESENT has shown in Results and
Discussion Section.

3. NEED OF LWC:

Point-Point Communication.
Encouraging Lower Resource Devices.
Reducing Size of Circuits.

Optimizing Power Consumption.
Increasing Processing Speed.

Nk e=

The end hubs have a symmetrical key calculation
to achieve safety beginning. The cryptographic
activity with a restricted energy consumption is
significant for the low asset gadgets, such as
battery-fuelled gadgets. Low energy utilisation
for end gadgets can be reduced by the use of
lightweight symmetric key calculations. It is less
than the ordinary cryptographic impression of the
lightweight  cryptographic  natives. The
lightweight cryptographic indigenous peoples
would open up a different network association
with smaller asset gadgets.

4. LIMITATIONS OF EXISTING WORK

While the SHA-256 (hazing) and the RSA/Elliptic
Bend (marking) of the AES (encryption) have
worked admirably with our regular encryption
technology, frames with sensible handling power
and capabilities, these don't spread to a world
where frames and sensor organisations have been
installed. Therefore, lightweight encryption
strategies are proposed to overcome many
ordinary encryption problems. This includes
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requirements with actual size, handling, memory
and energy channel requirements. This paper
traces many strategies which are characterised as
ordinary cryptography within a space web, and
examines a number of patterns in the lightweight
calculation plan. Another factor is GE (Gate
Equivalent) requirements it is clear that
lightweight  encryption  algorithms  were
developed for low power security and circuits
with lower power resistance. 2000-3000 GE is the
determined limit, but with the creation of
Lightweight encryption algorithms it is decreased
into 1000 GE.

5. METHODOLOGY
Lightweight Cryptography

The process of practicing and applying techniques
for secure communication is often called as
Cryptography or cryptology [38]. Cryptography is
the concept of building and doing analysis of
protocols that prevent adversaries as it stops
public reading confidential messages such as
private messages or communications [39].
Current Cryptography is the intersection of
different disciplines such as mathematics,
Computer Science, Communication Science and
so on. Especially in Computer Science at Network
Security there is a need of lot of secure algorithms
as to provide a secure communication [40].
Meanwhile Information Security includes data
authentication, confidentiality, Integrity and Non-
repudiation to be considered as modern
cryptography, the origin of cryptography comes
with the concepts of Encryption and decryption.
Encryption is the conversion of readable form to
non-readable form and the reverse is decryption.

@ I o] i
\l | !\ ‘
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Fig-1 Encryption And Decryption

As it is mentioned Encryption is the process of
creating human unreadable formatted text. As
plaintext, the message found in an encoded
message is referred to as ciphertext in its
scrambled, garbled framework. As simple as
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exchanging messages, fundamental forms of
encryption could be as basic. As cryptography
progressed, more innovations were made by
cryptographers, and decoding proved to be more
problematic. To make complicated encryption
systems, Haggles will be unified. Mechanical
encryption has now been replaced by PC
calculations. Two categorized keys Symmetric
and Asymmetric are seldom used in all types of
algorithms. In the below table list of algorithms
are mentioned. Lightweight Protocols were
introduced to implement Internet of things as it is
mentioned ToT devices are Lightweight, low in
power and energy but to provide security to these
devices it needs lightweight Cryptography that’s
the reason behind combining Lightweight
Cryptography and Lightweight protocols to
achieve data fusion in Internet of Things
(IoT).Three algorithms PRESENT, CLEFIA and
CAMELLIA are being used for achieving
lightweight cryptography as it is mentioned in
MQTT protocol for providing security AES -
Advanced Encryption Standard algorithm is used,
the actual purpose of MQTT protocol is to
implement Lightweight wireless technologies. As
it is described in our proposal, it is going to
present PRESENT instead of AES it can be better
if the system uses PRESENT Cryptographic
algorithm. Let ko, ki, ka...k, be the sub-keys for
all rounds, and then the plain text can be divided
into two equal parts Left and Right, are indicated
as (Lo, Ro) for each round i=0, 1... encryption
Lii=Ri and Ri=LiDF (R;, Ki). Decryption
Ri=Li+1 and Li= ROF(Li+14K;).

PRESENT:

It is a cryptographic block cipher developed for
the implementation of Lightweight technology, as
described here and as PRESENT is very much
notable for its small size, compared to AES is 2.5
times smaller. Actually, Advanced Encryption
Standard (AES) is best for security in all aspects
but it is complex and has lot of rounds that’s the
reason behind of not considering this algorithm
and considering PRESENT algorithm. PRESENT
follows substitute method for encryption and
decryption. PRESENT algorithm follows SP
network or substitution-permutation network is a
combined sequential logical numerical operation
used in block cipher, the main aim of the
algorithm is to produce cipher text by taking input
as plain text and key and to follow several rounds

2520

by applying several combinations of substitutions
and permutations. Above script is the common
interface for encryption algorithm, to make
algorithm specific it has declared a constant
variable Const as CipherAlgo and to find size of
text here it uses size of () function, the block size

is 64 bits.
JUJ]]
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Fig-2 Present S/P-N/W

present can take keys of one or the other 80 or 128
pieces. Be that as it may we centre around the
adaptation with 80-piece keys. The client
provided key is put away in a key register K and
addressed as k79k78 . . . k0. At round I the 64-bit
round key Ki=«63k62 . .. k0 comprises of the 64
furthest left pieces of the current substance of
register K. In this manner at round I we have that:
Ki=x63x62 ...xk0=k79k78 . ..k16. In the wake
of extricating the round key Ki the key register K
=k79k78 .. . kO is refreshed as follows.

C)Proposed Model:

s box Layer

e

Fig-3 Proposed Architecture

Encryption is a cycle by which ordinary
information is changed into a confused structure,
while decoding is a framework by which
unintelligible/coded information is changed over
into its unique structure. Encryption is performed
by the individual who sends the information to the
objective, however the individual getting the
information is decoded. A similar encryption-
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unscrambling calculation with a similar key is
utilized for both. Present day encryption plans use
the ideas of public-key and symmetric-key.
Current encryption strategies guarantee security
since present day PCs are wasteful at splitting the
encryption. On another figuring environment
called IoT associations, a huge load of obliged
devices is related with the Internet. The
contraptions work together with each other
through the organize and give new understanding
to us. To see the value in this new environment,

security of constrained end centre points is
critical. In case one of the centres were sabotaged,
the association might be suffered really.
Regardless, it is hard to complete sufficient
cryptographic limits on obliged contraptions due
to the hindrance of their resources. Function for
converting an array of bytes to a 64-bit integer
unit 64 t fromBytesToLong (byte* bytes) here
64-bit integer is the output by taking a block of
array and will be converted into 64-bit integer.

Table-1 Lightweight Protocols And Its Description

Sno Protocol Description
1 Lightweight Directory Application protocol for accessing and maintaining
Access Protocol distributed directory information services over an Internet
Protocol (IP) network.
2 Lightweight Extensible Wireless LAN authentication method, they are dynamic and
Authentication Protocol WEP Keys, Re-authentication is achieved frequently?
3 Lightweight Presentation Lightweight Presentation Protocol (LPP) describes an approach
Protocol for providing "streamlined" support of Open Systems
Interconnection (OSI) application services on top of
Transmission Control Protocol/Internet Protocol (TCP/IP)-
based network for some constrained environments.
4 Internet Content Adaption | Itis a LWP (Lightweight Protocol) used for Transparency
Protocol purpose in Internet.
5 Skinny client control The Skinny Client Control Protocol is a proprietary network
protocol terminal control protocol SCCP is a lightweight IP-based
protocol for session signalling
6 Open LDAP Open DAP is a free, open-source implementation of the
Lightweight Directory Access Protocol
7 MQTT Lightweight protocol
8 COAP Constrained Application based
9 XMPP Middle based protocol
implement any Device.
Test vectors for PRESENT with an 80-bit key are shown in hexadecimal notation.
6. RESULTS
plaintext key ciphertext
. 00000000 00000000 | 00000000 00000000 0000 | 5579C138 7B228445
Let the system to describe the hardware 00000000 00000000 | FFFFFFFF FFFFFFFF FFFF | ET2C46C0 F5945049
FFFFFFFF FFFFFFFF| 00000000 00000000 0000 | A112FFC7 2F68417B

implementation of PRESENT block cipher, as it
has mentioned running time of two algorithms
AES-Advanced Encryption Standard and
PRESENT differ in hardware implementation,
because the hardware it has been taken by two
systems is differ in terms of block ciphers and the
number of rounds will it be taken by the system to
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FFFFFFFF FFFFFFFF | FFFFFFFF FFFFFFFF

FFFF | 3333DCD3 213210D2

Algoritmo PRESENT

@xFFFFFFFF
BxFFFFFFFF

Datos de entrada:
Contraseta:

Bx3333DCD3
BxFFFFFFFF

Dato codificado:
Dato decodificado:

exited with return
any key to continue . . .

Fig-4 PRESENT Results

] Cipher\Cipher C\Prueba_PRESENT_32_bits.exe

FFFFFFFF
FFFFFFFF FFFFFFFF

21321002
FFFFFFFF
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Table 2 Size Requirements

Sate/Layer GE % module GE % Ref
State of Data 384.39 24.48 |KS: key state 480.49 30.61
Layer of S 448.45 28.57 |KS: S-box 28.03 1.79
Layer of P 0 0 KS: Rotation 0 0 [41]
State Status of counter 28.36 1.81 |KS: counter- 13.35 0.85
XOR
counter: combinatorial 12.35 0.79 |key-XOR 170.84 10.88
Other 3.67 0.23
sum 1569.93 100
Table 3 Various Ciphers Requirements
Block Key |[Block | Cycles per | Throughput at Logic Area Ref
ciphers size | size block 100KHz (Kbps) |process GE | rel.
PRESENT-80 80 64 32 200 0.18um 1570 1
AES-128 128 128 1032 12.4 0.35um 3400 | 2.17
HIGHT 128 64 34 188.2 0.25um 3048 | 1.65| [41]
mCrypton 96 64 13 492.3 0.13um 2681 | 1.71
Camellia 128 128 20 640 0.35um | 11350{ 7.23
DES 56 64 144 44.4 0.18um 2309 | 1.47
DESXL 184 64 144 44.4 0.18um 2168 | 1.38
Stream ciphers
Trivium 80 1 1 100 0.13um 2599 1.66
Grain 80 1 1 100 0.13um 1294 0.82
Various Cryptographic Performance Analysis: Requests / Second vs. User Load
Performance with ECB Data Size = 4 KB
18 - 350
18 300 A o =
14 | 250 —[‘ = - - —e—DES
1z = N — ¢ 200 —s— 3DES
Em _ - & 150 RC2
o | AES 100 Rijndael
' Blowii h 9
ol 0 . . r . :
N 0 10 20 3 40 50 60
; : i User Load
0.5 1 2 5 10 20
Data Block Size (M) Response Time vs. User Load
Data Size =4 KB
Performance with CBC 250
18 200 -
® - : —— T
14 & 100 = RC2
A e DES & v Rindael
iw = 30ES € ,/’f’/
g s AES 0 = " " " "
e . AR 0 10 20 30 40 S0 80
s ) User Load
: o
0 : ——Mf
05 1 2 & 10 X
Data Block size (MB)
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7. CONCLUSION AND FUTURE SCOPE

Lightweight block ciphers play significant role for
providing better security to IoT devices because
IoT devices are in Low-power energy
consumption devices, having Less weighted
sensors. Lightweight and minimal expense
cryptographic calculations are being produced for
IoT devices. These are assessed based on chip
instalment involved in equipment or memory
prerequisites for their software execution.
Devices carrying information needs security with
minimum latency. Two factors significantly
drawing major changes in the design of IoT
devices, one is memory and the other one is
Latency. Design of Block ciphers or stream
ciphers is very crucial for IoT devices because
lightweight block ciphers performance can be
evaluated based on some of the important
requirements such as latency, memory occupancy,
efficiency, security, throughput, hardware and
software’s. Advanced Encryption Standard (AES)
stood one of the best algorithms for providing
security. As stated above it is needed Lightweight
Cryptographic  Algorithms for Lightweight
powered devices, for that it is proposed to change
the block ciphers, many block ciphers introduced
they have its own efficiencies and deficiencies.
PRESENT is one of the good algorithms as
discussed in this paper it gives best results
compared to other algorithms.GE requirements
can be fulfilled by PRESENT Algorithm. The
Future work of this paper is to provide alternative
to PRESENT Algorithm.
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