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ABSTRACT

The study of malicious nodes is an interesting one, but it has had a negative impact on network
performance characteristics. A degraded network response time may be caused by the attacker node's
impact on network throughput. Analytical methods have been employed to combat the problem. The type
of node is determined by analyzing the existing node's activity and its properties using behaviour based
detection for malicious node detection. In the guise of machine learning, intelligent systems are devising
new methods for locating and eradicating malicious nodes from the system. Lowering the severity of the
data transmission degradation will be a difficult task because malicious nodes share many of the same
properties as trusted nodes in the fixed region. Due to an increase in the number of malicious nodes,
network performance will suffer. Malicious nodes in the network can affect metrics such as packet delivery
ratio, performance, detection rate, energy consumption, accuracy value, and link failure. The proposed
model calculates the trust factor of every registered node in the network. The trust factor is used in the
process of node authentication and in detection of malicious nodes in the network. The proposed primary
security module includes a dynamic authentication mechanism that allows current nodes to authenticate
incoming new nodes, resulting in the development of secure links and disseminate authentication between
surrounding nodes. The authentication strategy prohibits external hostile nodes from gaining access to the
system. A Trusted Node Feedback based Clustering model for Malicious Node Detection (TNFC-MND) is
proposed in this research for the detection and removal of malicious nodes in the network. Each node in the
cluster receives the cluster key from the cluster head, and this key is used to exchange data with the cluster
head. Every time a node sends data to the cluster, the cluster head verifies this key to see if it matches the
cluster table. It will only acknowledge this node as a member of the cluster when the match is valid;
otherwise, it will be deemed malicious. The proposed model is compared with the existing model, and the
results exhibit better performance.

Keywords: Network Nodes, Node Behaviour, Trusted Node, Network Cluster, Cluster Head, Malicious

Node, Node Feedback, Data Loss
1. INTRODUCTION Through hop-by-hop transmissions, the sensor
nodes relay data to the base station, the network's

Wireless Sensor Network (WSN) is defined as a
highly dispersed network created by a large number
of small, lightweight sensor nodes for information
gathering and maintaining at central level. Nodes
that collect data and send it to a central location are
called "sensor nodes" in a WSN [1]. The sensor
nodes can sense, interpret data, and interact with
each other over a wireless link, and they are
typically placed in challenging locations [2].

center. At the aggregator node, all of the data is
added together, and then just the totals are sent to
the base station [3]. By reducing network traffic
through aggregation, the overall energy needs of
the network can be lowered.

Different nodes connected by a wireless route
comprise wireless networks. Only a small number
of networks are directly linked to the network by a
single hop [4]. A few examples are the cellular
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voice, data, and IP (Internet Protocol) networks on
sensor devices [5]. Desktop computers have
transformed into networked agents that rely mostly
on separate workstations within the last half a
decade. Some of the unique educational and
business services provided include email, cloud
services [6], and access to the world wide web.
Mobile computing on devices like tablets and
laptops is also growing. Recent decades have seen
an increase in research on digital advertising
networks due to the increasing availability and
demand for wireless communication services [7]. A
WSN is a wireless infrastructure-connected, sensor
device network. Because of their flexibility, self-
governance, rapid deployment, and low-cost
infrastructure [8], WSNs can be used for a variety
of tasks, including environmental monitoring,
disaster relief, and military communications [9].
The multi-hop data transmission technique of a
decentralized system makes it more robust than
network output [10].

Due to the several channels that data might take
in a WSN, the likelihood of one failure point is
greatly lowered. WSNs are able to overcome
difficulties such as network fragmentation or
disconnection because of their evolution over time
[11]. Communications and security in a
collaborative communications environment can
only be improved with proper routing. However,
because of the dynamic topology of the network
[12], wireless connections media, and resource
constraints, WSN faces extra safety and
performance challenges. Because of this, the WSNs
research community has been highly interested in
developing a secure and efficient routing protocol
[13]. A connection can be recognized by observing
the behaviour of evaluated nodes with dimensional
attributes and aggregating this information so that
the original function of a network can be validated
[14]. The behaviours of a contender router and its
validation status are taken into account when a
node makes a routing decision using a trusted
multi-authenticated routing protocol [15]. The
Reliable Validation metric quantifies this point of
view. Trust measures are used to evaluate the best
path to take from one point to another. In order to
protect network performance and resources from
unwarranted use, trust-based routing is essential
[16].

Many WSN applications are critical to national
security and public services, such as for army and
healthcare  purposes. WSN infested with
misbehaving nodes that cause information loss by
misrouting traffic with misinformation or by not

passing packets to their intended destinations [17].
A reliable routing protocol can protect data
transfer, offer safety data, and secure the value of
data. There are, however, certain fundamental
drawbacks to the traditional trust-based routing
approaches [18]. There are inherent risks in
wireless networks, but trust-based solutions
introduce new ones that require extra care. The
cluster head selection in WSN is shown in Figure
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Figure 1: Cluster Head Selection
In WSNs, nodes work together in an
uncontrolled  external environment to do

environmental monitoring. So, there are constraints
on resources like power, data storage, connectivity,
and processing power. This leaves them open to
harm from both natural and man-made sources.
According to the nature of the anomaly, a WSN
classifies abnormal nodes as one of two categories
[19]. Faulty nodes are network nodes that function
incorrectly due to some sort of malfunction or
accident. Malicious nodes are the opposite kind,
and they are the ones that have been compromised
by attackers [20]. Challenge collapse, distributed
denial-of-service, fraudulent data injection (FDI),
and witch assaults are all examples of such
intrusions.

The limited computational, storage and
communication capabilities of individual sensor
nodes in WSNs make them vulnerable to
compromise. Malicious nodes pose a serious threat
to the integrity of the network because they can be
used to launch a wide range of internal and external
attacks including, but not limited to, eavesdropping
on sensitive data as it travels through the network
[21], flooding sensor networks with fake readings,
disrupting the data aggregation process, and
launching a variety of denial-of-service (DoS)
attacks. Because malicious nodes in multipath will
send false data or pollution data to access points in
multiple paths at once, it is easy to cause the smog
data to continue to spread [22], consuming a large
number of valuable assets of intermediate routing
nodes and ultimately shortening the life cycle of
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the entire wireless sensor network. As a result, it is
crucial to detect, locate, and disassociate the
malicious nodes in the routing process [23]. The
malicious node in the cluster group involved in
communication is shown in Figure 2.

Base Station

Clser % : Chster

Cluster

Cluster

Cluster

CH: Cluster Head
MN: Malicious Node
CA: Certificate Authority

Figure 2: Malicious Node in Cluster Group

Malicious node detection has long been a focus
of research in wireless sensor networks, and
numerous credible methods have been developed
by academics [24]. However, many sensor data in
wireless sensor networks are conveyed by
multipath for the sake of reliability, and existing
detection systems of malicious nodes mostly focus
on how to detect and locate malicious nodes in a
single path [25]. A Trusted Node Feedback based
Clustering model for Malicious Node Detection is
proposed in this research for the detection and
removal of malicious nodes in the network, which
allows for the detection and localization of
malicious nodes via different paths.

2. LITERATURE SURVEY

Khan et al.[2] proposed a model for developing
trust among sensor nodes that is essential for
improving security, dependability, and successful
cooperation in WSNs, which have several
applications in domains such as monitoring
systems, army monitoring, healthcare, and
intrusion  detection. For large-scale = WSN,
conventional trust management systems have ended
in failure due to their low consistency, greater
communication, as well as memory overhead. By
detecting malevolent sensor nodes with lower
resource consumption, the author introduced a

general and exhaustive trust forecasting model for
large-scale WSNss that makes use of clustering to
promote cooperation, trustworthiness, and security.
On two levels, intra-cluster and inter-cluster, the
proposed technique uses distributed and centralized
approaches to make accurate trust decisions for
sensor nodes with minimal overheads. One of the
most notable characteristics is its strong trust
estimate function that is attack-resistant, as well as
its efficient trust aggregating at the cluster level. In

dealing  with  hostile nodes, data and
communication trust are critical. Even more
importantly, statistical dispersion is used to

eliminate malicious nodes.

Xia et al. [3] proposed a model that is concerned
about the security of routing in automotive ad hoc
networks. While cryptography-based solutions are
seen as a potential approach, trust-based solutions,
which primarily specify two activities: trusted
computing and security application, are deemed
more accepted as a promising approach. First, the
author investigated trust qualities and develops a
unique trust inference model, which uses two trust
attributes, namely subjective trust and suggestion
trust, to quantify the level of trust in a certain
vehicle. Based on fluctuation recognition, a new
evaluation approach for determining suggestion
credibility is developed, which uses the SCGM
weighted Markov predictive model to accurately
quantify subjective trust. As a result, the author
designed a light-weight trusted multichannel
routing mechanism that can secure and reliably
communicate by selecting trustworthy relay
vehicles. Two approaches, including a forwarding
node reuse mechanism and a trust-aware route
handoff mechanism, are presented to further
increase routing efficiency that avoid malicious
actions.

Zhou et al. [6] proposed a model in light of the
increasing rise of electronic social media platforms
(OSNs), attackers have found OSNs to be a
lucrative target. It's important to note the Sybil
attack, in which a large number of harmful
operations are carried out using Sybil accounts.
Preconditions or assumptions, such as lowering the
amount of attacking edges, are common in existing
Sybil detection techniques. However, in the real
world, only a few of these assumptions hold true.
These methods operate badly when the hypothesis
is not established. In this paper, the author
suggested a solution to increase Sybil detection
capability by using victim prediction. Senders don't
need to make any assumptions to come up with a
solution. A victim classifier was first developed to
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help identify potential victims. As a result of this
prediction [34] process, the graph model's edge
weights are tweaked accordingly. On the graph
model, trust propagation is then carried out. All of
the accounts are now sorted.

Gong et al. [8] proposed a model to provide
feedback control, the sensor networks in smart city
captures and transmits a massive volume of time
and space sensitive data. In a way, it connects the
digital world to the actual world. The
trustworthiness and security of the Internet of
Things are heavily reliant on the reliability of the
data it collects. As a result, sensing nodes must be
identified and proven to be trustworthy as the
collection of data and transmission entity. In
contrast, the existing studies were unable to
identify and measure the trustworthiness of sensing
nodes in real time. There is no viable way to
protect the most sensitive information using
existing methods of trust-proof security. First, this
research presents a multifunctional and fine-
grained dynamic measuring method in a trusted
computing system to overcome these issues. This is
followed by the presentation of an approach to
classifying the trustworthiness of sensor nodes, and
a grouping technique to identify faulty nodes. An
authentication technique for data sources is
proposed that relies on threshold ring signatures.
The attestation node's privacy is fully protected,
and the system is completely anonymous and
untraceable. Because of its small signature and
excellent computational efficiency, the technique is
also well-suited to sensing nodes with constrained
computer resources.

A number of studies have demonstrated that
cluster Wireless Sensor Network are more efficient
in terms of balancing energy consumption and
battery life. As a result of their vulnerability to
assault, clustered WSNs are vulnerable to attack. It
is extremely difficult to detect a selective
forwarding attack. During selective forwarding
attacks, malicious sensor nodes drop some or all of
the data packets they receive. A technique for
identifying selective forwarding attacks (NB-DPC)
is proposed in this paper by Ding et al. [10].
Clustering [32] of the Continuous Feeding
Frequencies of all sensors enables it to detect
assaults that only transmit certain packets. For
quicker identification, the Density Peak Clustering
(DPC) steps in the NB-DPC technique have been
deleted and noise points developed specifically for
spotting malicious behaviour.

WSN nodes are vulnerable to several threats
because of their openness, including dishonest

recommendation attacks, which provide fake trust
values in the attacker's favour. A malicious node
detection technique based on the fuzzy trust model
and an artificial bee colony algorithm (ABC) is
proposed in this paper by Pang et al. [12]. For the
purpose of calculating indirect trust, the imprecise
granting credit is presented, and the ABC method is
used to optimize [33] the trust model. The
suggested variation and interactions index
deviation are both included in the fitness function.

Open communication and distribution in
unsupervised places that make WSNs particularly
vulnerable to a variety of attacks. For two reasons,
the node capture operation is among the most hard
inside assaults to detect. Malicious nodes
commonly get away from detection because the
unit in a tough environment must drop certain data
packets. Reinforcement learning (RL) is used in
this paper by Ding et al. [13] to describe a node
capture attack against smart malicious nodes. The
double-threshold densities peak clustering (DT-
DPC) algorithm is designed to identify selective
forwarding attacks in a hostile environment.
Continual anomalies identify anomalous nodes as
dangerous and isolate them. The neighbour voting
method is used to identify suspicious nodes since
malicious behaviour appears in discrete episodes,
and harsh conditions disrupt aggregate nodes
across all environments. Even if malicious nodes
are able to evade identification by an RL
methodology, DT-DPC increases the network's
performance.

Hassan et al. [14] proposed an approach that
considers the trust factor, neighbour feedback, and
multi-level authentication while creating a secure
data transfer path. In order to prevent malicious
network behaviour, the proposed approach analyses
authenticated nodes to find the secure path. Packet
delivery is improved, and latency is reduced, with
the proposed model's implementation. The
provided model has a very low packet drop rate
when compared to standard models. Node overhead
can be reduced and performance increased by
changing the processes for non - linear and non-
identification and trust factor computation.

3. PROPOSED MODEL

Wireless sensor networks are dispersed at will
and tasked with performing widespread
monitoring. The restricted resources of a WSN and
malicious users make data aggregation a
challenging task. The data may be sent on
malicious node, which is a problem in data
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aggregation. Because of the sensitive nature of
such a huge data transfer, all current methods of
data aggregation are vulnerable to intrusion. The
malicious node detection method is based on the
correlation detection principle, which allows us to
identify malicious nodes. Sensor data is first
analysed for temporal correlations that can reveal
any irregularities. The effects of an abnormal event
on a single node in a WSN will show up in the
perception data for that node as a time series.

By comparing the node's historical data with the
changes in the perceived data at the next time slot,
the node's operational status can be determined.
Spatial correlations can be used to identify
malicious nodes. Since the same kinds of data
transmission occurrences tend to have similar
effects on neighbouring sensing nodes, it is
possible to use their spatial correlation to ascertain
their respective operational statuses. Finally,
malicious nodes may be verified with the help of
event correlation. Event correlations can aid in the
first two steps of verifying malicious nodes because
of the changes in node correlation that occur when
events like data integrity violations and packet loss
occurs.

When an adversary injects false data, it can have
an effect on all of the system's sensors. In order to
locate aberrant nodes, correlation between nodes is
considered to find pairs with a low correlation.
Spatial correlation between malicious nodes is
analysed to identify them. When an assault occurs
in a WSN, a cluster head's correlation fusion value
will diverge from the values of other cluster heads,
making it easier to spot malicious nodes. To
identify malicious nodes, their anomalous
situations are analyzed and compute the
corresponding fusion value. The abnormal
conditions of the nodes are first obtained by fusing
the abnormal circumstances of each attribute datum
by the cluster head. Node probability ranges can be
used to convey the degree of uncertainty associated
with a research problem. As a result, it is frequently
applied to issues involving ambiguity. The cluster
header determines the corresponding fusion value
by calculating the degree of similarity between
nodes based on each aberrant condition. A Trusted
Node Feedback based Clustering model for
Malicious Node Detection is proposed in this
research for detection and removal of malicious
nodes in the network. The process of trusted node
feedback clustering model is clearly represented in
algorithm. The proposed model framework is
shown in Figure 3.

Wit Tt Perform Clustering

[ Node Registration }D

Calculate Linked ’ [>

o

Select CONA Node

o

Calculate One
Neighbour Feedback

o

Update Cluster Set
based on Feedback

o

Malicious Node
Detection

Figure 3: Proposed Model Framework

Algorithm TNFC-MND

{
Step-1:

The nodes in the network will be
considered to involve in data communication. Each
registered node will be allocated with a linked
unique token for easy identification in data
transmission. The node behaviour is considered and
the nodes which has best transmission levels in
previous communications is considered and such
nodes only will be registered. The node analysis
and linked unique token is calculated as

nodelD(I)
Th

NEt(NOde(i)) = ZiENset
ener(i) + Th

LUToken(Node(i)) = ¥, max(Net(i)) +
max(PDR) = IR

max (ener(i))

+ gettime[N(D)]y +

: . Th
TFval(Node(i)) = ¥;_omax(Net(i)) = r———
max( PDR) — min( Loss)

Here Th is threshold value considered at the
node registration and the PDR is the packet
delivery rate, Loss is the data loss rate in the
previous transmissions.

Step-2:

The nodes registered will be considered
for data transmission in the network and the nodes
will be grouped as clusters. The clustering process
will be performed by grouping nodes of similar
location and properties for handling data
transmission operations. The process of clustering
is performed as
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2
ClusterSet(DS(i)) = (@) g
(simm(Node(i.Hl)))z (max(LUToken(ijj)Z
(1-F(i+1,0) + =

Here o is the function that considers the best
trust value, simm function identifies the similarity
of node location to perform clustering. F is the
function considering the tokens of the node and one
neighbour node.

Step-3:

The trusted nodes only will be considered
for communication and among the trusted nodes a
Cluster One Node Appraiser (CONA) is selected
that exhibits Dbetter cluster communication
performance. The CONA node is considered as

CONA(Node(i)) = Z max(TFval(Node())

T;T:(;X(G(i, i+ 1))+ max(PDR)

max( ener(Node(i)) +Th

Here G is the function considering the maximum
computational capabilities and the packet delivery
rate PDR and energy levels.

Step-4:

The cluster nodes will be frequently
monitored by the CONA node for malicious
behaviour analysis. The CONA node will take
feedback from one neighbour feedback node and
verifies the trust of a node and the cluster group
will be updated. The one neighbour node feedback
is considered and analyzed as

M
Feed(CONA(®)) = Z PDR(Node(i + 1))

=
- Loss(Node(i))
availener(Node(i — 1))
allocener(Node(i — 1))
+ G(Node(i — 1))
max (ClusterSet(i — 1))
& LUToken(Node(i — 1))

Step-5:

In order to connect normal nodes, the
CONA node will assess the feedback it receives
from one neighbour node and then execute
clustering based on self-feedback and one node
feedback. Clustering using feedback from one node
and self node and the cluster is updated as

& in (DUTok [
CUpdate(Feed(CONA(D)) = P

max (PDR(Node(i))) + 2 FeedtNode(D)

sizeof (Net)
FCset(Node ([)) o 2?11 max(Simm(ClusterSet(i),Cupdate(i))) +

6(i)
LUToken(Node(i))

Step-6.

The malicious node detection is performed
by analyzing the traffic flow in the network by the
CONA node and the intrusion causing list is
generated. The nodes causing more traffic than
regular and nodes causing packet loss is considered
and the list is generated as

min(Loss)

MNodeset(Node(i)) = ="

- 2
(Rt min(Feset (). + [5its (e )

+

}
4. RESULTS

Since several issues arise in the data processing
technique referred to by each correlation module,
correlation theory can be used to -effectively
identify malicious nodes. Inaccurate temporal
correlation prediction models, data, node
association fusion value calculations in spatial
correlation verification, and the detection of
malicious nodes are all considered in the model.

WSNs play a crucial role in understanding
environmental features, hence protecting the
accuracy of the data they collect is essential.
Spoofing of identity and location by hostile nodes
is one of the biggest threats to the safety of WSNs.
During a phase of discovery, an empirical path loss
model is produced at each node. This strategy takes
into account a wide range of contextual elements,
including mobility, channel characteristics, and
network density and neighbour node feedback.
Furthermore, the new method may pinpoint the
discovered node to a relatively limited region. The
high detection rate of the approach is highlighted
by the simulation results under different settings.
The proposed Trusted Node Feedback based
Clustering model for Malicious Node Detection
(TNFC-MND) model is compared with the
traditional heterogeneous cluster based secure
routing protocol (HCBS) model, Game-Theoretic
Actor—Critic-Based Intrusion Response Scheme
(GTAC-IRS) for Wireless SDN-Based IoT
Networks,Identify Selective Forwarding Attacks
Using Danger Model: Promote the Detection
Accuracy in Wireless Sensor Networks (ISFA-
DM). he proposed model when contrasted with the
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existing model exhibits better performance in
malicious node detection.

It has been suggested that the integrated
attributes model for delivering the security,
dependability, privacy with respect to mobility is
called trust in WSN. Trust in WSN must be
established and evaluated so that nodes can
communicate with one another in a safe,
trustworthy manner. As a solution to access
control, privacy, a safe routing strategy, and
dependable communication in wireless sensor
networks, trust is a crucial issue. The Figure 4 and
Figure 5 shows the Node Trust Factor Calculation
Accuracy Levels of and Table 1 gives the accuracy
values of the nodes in network of the proposed and
existing models.

Table 1: Node Trust Factor Calculation Accuracy

Levels

Nodes in Node Trust Factor Calculation
the Accuracy Levels

Network TNFC- HCBS GTAC- ISFA-

MND IRS DM

50 91 87 83 80
100 93 88.5 84.5 82.5
150 94 90 87 87
200 95.5 90.5 88.5 89.5
250 97 91 89.5 92.5
300 97.5 93.5 90.5 94
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Levels
== HCBS

975

95

925
GTAC-IRS

825 e SFA-DM

e TNFC-MND

Node Trust Factor Calculation
Accuracy Levels
=
N
By

50 100 150 200 250 300
Nodes In The Network

Figure 5: Node Trust Factor Calculation Accuracy
Levels

As with the trust framework, the direct trust
calculation requires three models: the node's
security model, mobility model, and reliability
model. Every node model's trustworthiness is
calculated by the node itself. Along with the direct
trust, indirect trust is calculated from neighbouring
nodes. Trust can be labelled as low trust, medium
trust, high trust, and extremely high trust, or it can
be represented as a continuous variable across a
defined range. When a node in a network receives a
communication request from another node, it
begins determining how much trust to put in the
requesting node before establishing a secure
connection. Table 2 gives the Trust Factor
Calculation Time Levels of the existing and
proposed models and are also shown in bar and
line graphs in Figure 6 and Figure 7.

Table 2: Trust Factor Calculation Time Levels

Nodes Trust Factor Calculation Time
in the Levels
Network | TNFC- | HCBS | GTAC- | ISFA-
MND IRS DM

50 10 17 23 30

100 11 19 25 34

150 12 19 27 36

200 13 21 28 40

250 16 22 30 42

300 17 23 31 45
50
% 45
< 40
E 35
.‘% ;2 = TNFC-MND
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Figure 6: Trust Factor Calculation Time Levels
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Figure 7: Trust Factor Calculation Time Levels
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Node variables of the system are represented by
nodes in cluster-based network models, which then
repeat the resulting dynamics on a directed
network. High-order direct transfer functions
identified from the data provide the basis for the
transition attributes between the nodes. Because of
its ability to perform network node trust
calculation. The trusted nodes will be considered
for cluster generation so that the entire network is
divided into clusters for communication. Each node
inside a cluster will talk to the cluster head to
compile data. The information gathered by each
cluster is sent back to the main hub. The Network
Cluster Generation Accuracy Levels of the
proposed and existing models are illustrated in
Table 3 and are depicted in Figure 8 and Figure 9.

Table 3: Network Cluster Generation Accuracy Levels

Nodes in Network Cluster Generation
the Accuracy Levels
Network TNFC- HCBS | GTAC- | ISFA-
MND IRS DM
50 89 87 83 82
100 91 90 85 85
150 92 92 86 86
200 94 92.5 87.5 89.5
250 95.5 93.5 89.5 91.5
300 98 95 92 93.5
100
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Figure 8: Network Cluster Generation Accuracy Levels
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Figure 9: Network Cluster Generation Accuracy Levels
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Clustering is a crucial procedure to extend the
lifetime of the network in WSN. One type of node
in a cluster is the cluster head, which is responsible
for relaying information from the cluster's sensors
to the main hub. The heads of each cluster might be
chosen at random or according to certain criteria.
The ideal cluster head selected in the proposed
model has a high residual energy, a large number
of neighbour nodes, and a short distance to the base
station. The Cluster Head Selection Accuracy
Levels of the proposed and traditional models are
given in the Table 4 and also shown in Figure 10
and Figure 11.

Table 4: Cluster Head Selection Accuracy Levels

Nodes Cluster Head Selection Accuracy
in the Levels
Network | TNFC- HCBS GTAC- | ISFA-
MND IRS DM

50 86 88 82 84
100 89 90 84 89
150 91 91 84.5 91
200 93 92 86.5 92
250 95 94 91 93
300 98 95 91.5 95
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Figure 10: Cluster Head Selection Accuracy Levels
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To keep track of information gathered during
earlier communications in a network, the neighbour
nodes are used for considering the feedbacks of
other nodes. The status information from the
previous execution can be stored in the feedback
set to analyze the node behaviour. The trusted
nodes in the WSN only will be considered for
considering the feedback. The node feedback will
helps the WSN to accurately identify the malicious
action in the network. The Trusted Node Feedback
Collection Accuracy Levels of the existing and
proposed models are shown in Figure 12 and
Figure 13. Table 5 illustrates the values of 6 nodes
in the network.

Table 5: Trusted Node Feedback Collection Accuracy
Levels

Nodes Trusted Node Feedback Collection
in the Accuracy Levels
Network | TNFC- HCBS GTAC- ISFA-
MND IRS DM
50 88 89 84 84
100 90 90 87 85
150 93 91 89.5 87
200 93.5 91.5 90.5 87.5
250 95 93 93 89.5
300 97 94 95 90.5
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Figure 12: Trusted Node Feedback Collection Accuracy
Levels
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Figure 13: Trusted Node Feedback Collection Accuracy
Levels

The feedback of the node in the network helps in
node behaviour analysis. The malicious nodes need
to be detected and avoided to improve the network
performance. The nodes causing packet loss will be
detected and nodes causing traffic in the network
are identified to avoid such nodes in
communication. The values of the Trusted Node
Feedback Collection Time Levels of the proposed
and existing models are given in Table 6 and
shown in Figure 14 and Figure 15.

Table 6: Trusted Node Feedback Collection Time Levels

Nodes Trusted Node Feedback Collection
in the Time Levels
Network TNFC- HCBS GTAC- | ISFA-
MND IRS DM
50 5 27 18 20
100 10 29 21 23
150 14 31 22 24
200 15 32 23 26
250 16 33 24 27
300 17 36 25 28
o 40
2 35
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|}
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Figure 14: Trusted Node Feedback Collection Time
Levels

——

e

50 100 150 200 250 300
Nodes in the Network

Woow s
S » =

——TNFC-MND

——HCBS
GTAC-IRS

—ISFA-DM

e
w o o S »

Trusted Node Feedback Collection
Time Levels

Figure 15: Trusted Node Feedback Collection Time
Levels

Monitoring the activities of the assessed nodes
with multidimensional attributes and combining
this data allows for the detection of malicious
nodes in a network, ensuring the network's integrity
and proper functioning. A malevolent node is
described as one seeking to refuse access to other
nodes within the network. A malicious node is a
node that tampers with data either before, during,
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or after transmission. WSN features a mathematical
function that enables to set the calculations
required and set the threshold level. A node is
considered harmful if its count is higher than the
allowed maximum threshold. Table 7 represents the
Malicious Node Detection Accuracy Levels of the
proposed and traditional models and are also
depicted in Figure 16 and Figure 17.

Table 7: Malicious Node Detection Accuracy Levels

Nodes | Malicious Node Detection Accuracy
in the Levels
Network e T 7ces | Grac- | IsFA-
MND IRS DM
50 93 87 87 81
100 93.5 89 91 83
150 94.5 90.5 91.5 85
200 96 92.5 92 85.5
250 96.5 93 94 86
300 98 95.5 95.5 90
120
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Figure 16: Malicious Node Detection Accuracy Levels
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Figure 17: Malicious Node Detection Accuracy Levels

5. CONCLUSION

The security of WSN, a crucial information-
transmission  channel, has been recently
compromised by a number of malicious nodes. The
WSN is an autonomous, self-organized collection
of sensor nodes that form a multi-hop wireless
network. It is typically used in unmonitored

settings where attackers can quickly compromise
sensor nodes and skew detection outcomes by
introducing fake data. A WSN is a collection of
nodes/sensors that can considered across a network
dynamically in order to exchange data. Sensor
mobility, speed, direction and residual energy are
used to build more stable intermediate routes
between destination node in the sender and receiver
node paths. A wide range of operational scenarios
and situations have been tested to show that the
methods offered are effective. For WSNs, an
efficient and safe model for malicious node
identification based on a mixed clustering network
that makes use of both mobile trustworthy nodes
and one cluster head is proposed. A Trusted Node
Feedback based Clustering model for Malicious
Node Detection model is proposed in this research
for detection and removal of malicious nodes in the
network. An efficient method for detecting and
localising malicious nodes in WSNs is suggested
that considered the trusted node feedback for
accurate detection of malicious nodes in the WSN.
The findings demonstrated that a greater detection
rate is achieved by collecting a larger number of
samples during the detection phase. In addition, it
is observed that having more nodes take part in the
detection process improves its precision. In future,
multi cluster heads can be considered and the
neighbour feedbacks also can be taken into
consideration for the improvement of malicious
node detection rate.
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