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ABSTRACT

The Internet of Medical Things (IoMT) has gained an extensive reputation in many applications within
medical sectors. The late expansion of using these technologies has helped many organizations to progress
well by delivering high-quality services. Such advancements and developments wouldn’t hide the fact that
such technologies also have many risks associated with their usage. Such risks vary in their severity
depending on many factors, including the type of services [oMT provides and the customers it serves.
However, the most important risks these systems are lately facing are related to their security. Therefore,
any [oMT has to be secure enough in order to gain the trust and credibility of its clients. Although the [oMT
security issues have been considered in several studies, enough attention has not been given to the best
practices for developing secure applications. In fact, not following a precise and well-structured framework
for developing secure IoMT applications has lately resulted in many cyber incidents directed toward such
[IoMT applications. The novelty of this work is to develop a framework that resolves such issues from the
early stages of development. The main purpose of this framework is to provide a roadmap consisting of
several strategic approaches for developing secure IoMT applications that take into consideration the
advancements in artificial intelligence. The framework will also guide [oMT developers on how to mitigate
and detect vulnerabilities, and hence the cyberattacks associated with each layer of a specific [oMT, using
relevant machine/deep learning methods.
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1. INTRODUCTION

Smart healthcare is one concept that has
received much attention lately [1]. This concept
can be defined as the use of intelligent resources
(such as sensors) to collect data, transmit them
through the Internet of Things (IoTs), and process
them using specific devices (e.g., supercomputers)
[2]. Smart healthcare is a terminology that identifies
systems that dynamically use intelligent methods to
provide health services [1]. In other words, smart
healthcare is the ecosystem that connects all
parties in the medical field (patients, doctors, and
hospitals) with the designated services for each of
them. Such an ecosystem would provide medical
services, such as assistance in diagnosing diseases
and suggesting treatments [3], health management
[4], prevention of disease breakout [5], and medical
intelligent virtual assistants [6].

Big data is one of the most promising, emerging
technologies that provide more advancements in

various issues faced globally [7], and of course,
healthcare is one of the most important ones.
Although there are many diverse medical devices that
generate a huge volume of data continuously, such
diversity has resulted in issues related to the
complexity and heterogeneity of such data [8]. These
issues have raised a number of concerns that many
patients have been questioning lately, which are
mostly related to the privacy and security of patients
using those technologies [9] [10].

A large volume of medical data is collected from
devices using the technology of the Internet of
Medical Things (IoMT). In fact, some studies expect
that by 2022, there will be more than 20 billion
devices connected through any form of IoT [11]. Of
course, there is a major concern about the data in these
devices being exploited by unauthorized users. This
has resulted in many studies aiming to identify how
to make the [oMT more secure with regard to securing
the entire data flow process. Moreover, there are a
number of vulnerabilities associated with every layer
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of the IoMT architecture. If such vulnerabilities are
exposed by adversaries, then cyber-attacks might
take place on such devices. A common vulnerability
that commonly occurs within IoMT is when access
controls are not properly configured, which might
cause Same-Nonce attacks [12].

There is a novelty in this study, as this is the first
paper that addresses the challenges associated with
the management of developing secure IoMT
applications. It has been lately noticed that a
considerable number of attacks faced by these
technologies are toward Al-enabled IoMT
applications, for various reasons, rather than the
traditional IoMT devices. Most efforts to avoid such
attacks are directed toward defining solutions for
securing IoMT technologies either from a
configuration or technology perspective. Developing
a framework that resolves such issues from the early
stages of development is thus a must. Such
framework has to be able to provide a roadmap
consisting of several strategic approaches for
developing secure IoMT applications, which take
into consideration the advancements in artificial
intelligence. This paper aims to achieve this goal by
proposing a number of contributions, which are
summarized as follows.

A framework that is considered to be a roadmap for
developing secure IoMT applications.

A set of well-structured documents that can guide
developers in the entire process of developing secure
[oMT applications.

A scorecard assessment methodology for monitoring
and measuring the security requirements involved
during [oMT development.

The remainder of this paper is structured as
follows. Section 2 provides a literature review that
analyses the gap in the existing secure development
frameworks for IoMT applications. Section 3
illustrates the framework proposed in this paper in
more detail. Section 4 shows a sample
implementation of this framework and its different
components. Sections 5 concludes this paper and
provides suggestions for future work.

. LITERATURE REVIEW

With the emerging technological advancements
in the field of medical informatics, meeting the needs
of patients in a very effective and proficient manner
is a must. Intelligent telemedicine applications are
gaining more popularity now as they have become
powered by artificial intelligence and IoT [33].
Furthermore, ToMT can also provide many
advancements in the area of healthcare and medical

domains, especially when powered with artificial
intelligence. An example would be the work
conducted by Godi et al. [34], which suggested a
monitoring system for patients in/out of hospitals
using wearable devices. The system would be
powered with machine learning techniques to provide
monitoring, connecting, and health diagnosing
services for medical staff on the health status of their
patients [34].

Many of the latest emerging technologies heavily
rely on big data technologies for collecting data to
accomplish  their  objectives. In  particular,
technologies that are focused on big data on
healthcare are considered to be crucially important in
terms of security, and hence there must be several
techniques and methods to protect them [35]. Several
frameworks have been developed in the literature to
serve this purpose; and the study of Chandra et al. [36]
identifies a number of them. Furthermore, another
study, conducted by Abouelmehdi et al. [37], has
surveyed most of the works in the area of security for
health big data. This study has identified that most of
the research in this area focuses on four domains:
Authentication, Encryption, Data Masking, and
Access Controls [37]. Another study has also
identified that many of the works in the field of big
data security are related to four major categories
consisting of data management, integrity and reactive
security, data privacy, and infrastructure security
[38]. Another work has outlined the different
mechanisms with regard to the security of health big
data, such as providing double-layered architecture,
authenticator-based techniques, OpenSSL encryption
methods, and AES encryptions [39].

In fact, [oMT technologies can have a major role
in mitigating the breakout of epidemics, such as the
effective use of Watson during COVID-19 pandemic
[40], which is a virtual assistant tool that was used in
the efforts to mitigate COVID-19. Video
teleconferencing is another vital technology that has
been adapted in many medical facilities in order to
reduce the number of visits to hospitals [41], and it
has hence provided more efficient and safe health
consultations.

In many cases, the security of IoMT has been
investigated with regard to the types of security
attacks faced by such technologies. A recent study
conducted by Papaioannou et al. [42] has surveyed
several studies that identified security attacks
targeting IoMT, mapping them to specific security
properties. For example, it has been shown that
cyberattacks, such as traffic analysis attacks,
impersonation attacks, and interrogation attacks, aim
to attack data confidentiality in IoMT applications
[42]. Another study in this regard has surveyed the
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existing works that show how to adhere to the most
popular security properties (i.e., confidentiality,
integrity, and availability) with regard to specific
models within IToMT, such as device security, cloud
security, and connectivity security [43]. A further
study has surveyed the technologies used in securing
specific domains related to data transmission,
authentication, confidentiality, access control, and
privacy-preserving [44].

The most common approach that has lately
gained more popularity is the use of artificial
intelligent methods in detecting anomalies and
cyber-attacks (e.g., machine and deep learning
classifiers). The study of Hameed et al. [45]
surveyed the existing works in this area that aimed
to provide secure solutions in several domains.
However, the most popular works were related to
anomaly detection (37%), authentication and access
controls (28%), intrusion detection (28%), and
malware detection (7%) [45]. Another similar study

was conducted by Arora et al. [46], focusing on the
various types of tools used within the [oMT domain,
including their security concerns, and machine
learning approaches to resolve these issues. A very
specific study in this field investigated the different
types of malwares targeting IoMT and the machine
learning techniques that would detect them [47].
Similarly, other works have been conducted to
identify different techniques of intrusion detections in
IoMT, and how to mitigate them using machine/deep
learning algorithms [48] [49].

Table 1 shows a detailed investigation of several
works that have been conducted on providing secure
solutions for IoMT applications. This analysis has
been done in a number of domains that are considered
to be crucial for the development of secure IoMT
systems. These domains consist

Table 1: IoMT Security Development Domains Comparisons

IoMT Security Development Domains

IoMT
layers

Security
Principles

Security

Study ,
Properties

Security
Vulnerabilities

Security
Attacks

2

Classifiers
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Assessment
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Allouzi et al. [18]
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Kavitha et al. [20]

Yu et al. [21]

Binbusayyis et al. [22]

Kumar et al. [23]

Wang et al. [24]

Kang et al. [25]

Almogren et al. [26]

Nayak et al. [27]
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of studies that takes into account the following
issues: IoMT layers, security principles, security
properties, security vulnerabilities, security attacks,
Al classifiers, and security assessments. The main
purpose of this analysis is to identify the gap in the
existing research, which would eventually help in
developing more secure loMT solutions. Hence, the

most optimal solution for developing secure [oMT
technologies would be the one that considers these
domains from the early stages of development, which
is proposed in this paper.

As shown in the analysis conducted in Table 1,
there is a vital need for a process that combines all
important security domains when implementing any
IoMT system through the use of Al technologies.
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Therefore, the main purpose of this paper is to define
a framework that considers all aspects of different
security domains from the early stages of
development in the [oMT devices.

. PROPOSED IOMT SECURE FRAMEWORK

The main purpose of this section is to illustrate
the proposed framework for developing secure [oMT
architectures. This framework is a novel one, as it
aims to address the security of IoMT architectures
using Al techniques from the early stages of
development. As shown previously, most of the
actions taken in the process of securing IoMT are
related to the security configurations of devices and
networks. However, most of the current JoMTs are
powered with Al models that allow them to
collect data, process it to make interpretable
information, and make decisions on such
information. Such technologies have been

A Three-Layer loMT Architecture

APPLICATION
LAYER

01

NETWORK
LAYER

02

PERCEPTION

LAYER

Figure 1 A Three-Layer IoMT Architecture

lately the target of security cyber-attacks since they
haven’t received much attention with regard to their
security. This raises an alert for security professionals
to take a considerable amount of time to develop
security procedures aiming to protect [oMT models
from cybersecurity attacks. The proposed framework
allows security practitioners to follow a measurable
and well-structured system as a result of a security-
strategic, goals-based process for developing secure
IoMT. The various components of this framework are
shown below in more detail.

loMT Secure Development Framework
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Figure 2: Proposed loMT Secure Development Framework
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3.1. IoMT Architecture Used in Context

There are several types of IoT architectures
defined in the literature, but the most common
architecture for healthcare is the one consisting of
three layers (perception, network, and application)
[50]. As shown in Figure 1, the proposed framework
in this paper is illustrated using the three-layer
architecture. However, the framework proposed here
is flexible enough to be applied to the other
architectures (e.g., four- or five-layer architectures).

The work conducted by Srivastava et al. [51]
provided a detailed explanation of the tasks
implemented by the three layers in [oMT. In terms
of medical devices, data sources feed the perception
layer in the IoMT with datato be processed in
data access sublayers. Then, this data is
transformed to the network layer using methods that
are considered to be short-range technologies for
transmitting data, such as Bluetooth and WIFI
technologies. At the network layer, several platforms
are provided in order to allow any interface for
network protocols to integrate with the system. The
application layer is the one that provides a platform
for utilizing the gathered information for managing
medical information.

3.2. IoMT Secure Framework: Pillars

Figure 2 shows the different pillars of the
proposed IoMT secure development framework. The
proposed framework consists of four pillars, and all
of them will be applicable to each layer of the
considered IoMT architecture (a three-layer
architecture in this work). Those four pillars
represent the steps that need to be taken before
developing any IoMT architecture, regardless of the
type of technology

The first element is to select the security
properties that the [oMT needs to follow to be more
secure. Security properties defined for each IoMT
architecture can range from one to many, depending
on the number of security design principles defined
in Pillar 1. The IoMT security properties, once

enforced, are capable of providing secure
communication between all entities within the [oMT
architecture. Those properties include
Confidentiality, Integrity, Availability, and

Authentication, among others [55].

The other element of the second pillar is to decide
on the security vulnerabilities that might occur
during the deployment of [oMT applications. [oMTs
could face several vulnerabilities if this crucial step

being used. As explained above, this framework is
designed to provide a detailed step-by-step process
for developing secure IoMT architectures. The main
purpose for each of the framework’s four pillars
(Define, Decide, Describe, and Determine) is
illustrated below.

3.2.1. Pillar 01: Define Security Development
Principles. This represents the first pillar in the
framework, and it is responsible for defining a list of
security design principles to which any IoMT
application needs to adhere. Several works have
investigated various security design principles, and it
can be stated that the most common ones consist
of reducing the attack surface size [52], applying the
least privilege [53], and implementing secure defaults
[54]. However, it can’t be decided on specific security
principles unless there is a clear understanding of
the main objectives of the [oMT architecture as well
as the type of environment it is operating in.

3.2.2. Pillar 02: Decide Security Goals. This pillar
is related to deciding on the security goals of the
IoMT architecture. Security goals are those security-
oriented objectives and outcomes that an IoMT
application needs to accomplish during its
development process. Security goals derive their
importance from the fact that they are the ones that
specify how to allocate resources, prioritize efforts,
align developers on certain targets, and their usability
in monitoring progress. This pillar consists of two
major elements that need to be developed accurately
to decide on the specific strategic security goals.
Once these two elements have been identified and
mapped in a proper process, then it becomes much
easier to choose the security goals for any IoMT
application.

is ignored until the late stages of development or, in
some cases, if it is ignored entirely. Many of these
vulnerabilities have been identified in several case
studies. For example, not applying a proper two-
factor authentication process may lead to cyber-
attacks targeting data confidentiality and integrity
within a specific [oMT architecture [56].

3.2.3. Pillar 03: Describe Security Initiatives.
This pillar is responsible for providing a list of
descriptions for security initiatives that need to be
taken by IoMT security developers for the cause of
developing secure IoMTs. Each initiative described
consists of two major elements (i.e., security attacks
faced by IoMTs and their Al detection classifiers).
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Every initiative has to be related to one or many of
the security goals identified in Pillar 02.

The first element here is to identify the types of
cyber-attacks targeting a specific IloMT in all of its
architecture layers. In fact, [oMT applications could
be vulnerable to many types of cyber-attacks for
various reasons. These cyber-attacks could be
categorized into different domains, such as DOS and
malware attacks. The most applicable approach to
achieve the most outcome from this framework
could be by specifying the types of attacks for each
layer in the IoMT architecture. For example, it can
be specified that spoofing, homing, and replay
attacks may target the network layer while jamming
and collision attacks may target the perception layer
[57].

The second element in this pillar is to assign all
cyber-attacks defined above with their detecting or
mitigating  Al-learning  algorithms. Many
machine/deep learning algorithms have been proven
to be very effective in detecting several cyber-
attacks targeting IoMT devices. For example, Al
methods such as KNN, RF, SVM, and RNN are
effective in detecting intrusion and malware attacks
[58].

3.24. Pillar 04: Determine Security
Development Assessments. One of the most
successful strategies to monitor and assess progress
in any particular task comes with the ability to
measure (assess) its progress. One of the earliest
methods used for this purpose is the use of a
balanced scorecard, which was developed by Kaplan
and Norton [59]. Since then, there are several works
that either adopted this system to manage their
strategies or modified it in a way

Initiatives
loMT Layer

Ref.

Overall

Progress

Initiatives
Security

Goal Ref.

Actual

\ Completion

Initiatives Goals

Expected Initiatives

.Completion

Figure 3: Processes of loMT Secure Development
Scorecard

or another to serve their objectives, and healthcare is
no exception [60]. The developed scorecard for this
framework is shown in Figure 3, and it consists of five
elements (i.e., IoMT architecture layers, security
goals, security initiatives, expected completion,
actual completion, and overall progress). Therefore, it
is necessary to look at this pillar to determine the
activities and tasks that need to be monitored as a
result of the outcomes of the previous three pillars.

4. IOMT PROPOSED SECURE
FRAMEWORK IMPLEMENTATION

To illustrate the implementation of the defined
framework in this paper, a case study is used from
the field of telemedicine, powered by IoT and Al
technologies. In fact, telemedicine technologies have
been used widely in the field of healthcare using
several approaches and have been shown to provide
very effective and efficient solutions [61]. A very
useful solution of such technologies is the use of
Intelligent Virtual Assistants (IVA), which were
initially developed to make computer systems take
actions on behalf of people using natural languages
[62]. In terms of healthcare, [V As are found to be very
effective in mitigating healthcare epidemics, and
recently IVAs were also used in the fight against the
outbreak of the COVID-19 pandemic [63]. However,
these advancements come with several challenges,
particularly security challenges [64]. This section
will illustrate how to implement the proposed
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framework in this paper in relation to Intelligent
Virtual Assistants (IVA).

Intelligent Virtual Assistants (IVA) commonly
interact with IoT technologies for healthcare
purposes in order to provide services, such as heart

Security
Development Principles

Security
Goals

03A

APPLICATION
LAYER

NETWORK
LAYER

PERCEPTION
LAYER

Protect Data
Confidentiality

rate pressure monitoring or even tracking activities
of patients. Such systems would require a higher level
of security compared to other systems

Reduce
the attack surface size and
enforce the least privilege

Preserve Data
Integrity

Promote Data
Availability

Figure 4: IoMT Secure Development Framework Map

using [oT technologies. In fact, it requires more
enforcement of security principles and policies in
order to provide a high level of security.

This framework comes up with three main
documents that are developed as a contribution of
this work in order to make the framework more
useful and achieve its objectives. These three
documents consist of a framework map, a framework
initiatives plan, and a framework scorecard. For the
case of IVA, the various steps of the proposed
framework are illustrated as follows.

Step 01: Framework Map Implementation

The first document of this framework is the
framework map responsible for mapping the
identified security development principles with their
relevant security goals. It consists of three parts: the
first is for the security development principles, the
second is for identifying security properties, and the
third is for the selected security goals. The
objective of this document is to map these three
elements with the relevant [oMT architecture layers.

Figure 4 shows a small scale of the framework map
for a specific IVA that is powered with Al models.
For the chosen case study, several studies and reports
have been investigated (e.g., the work of [65]) in
order to select some of the most relevant security
design principles, security properties, and security
practices.

The first step in developing this map is to define
the security development principles which are
specific to the
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chosen case study, and this is supposed to be part of Encrypt Data

“Reduce the attack surface size and enforce the least Use Protective Software (anti-virus and anti-
privilege.” The second step is to choose the security adware)

properties based on their applicability to the selected Use Multi-Factor Authentication

security principles. These security properties consist Secure Physically

of Protect Data Confidentiality, Preserve Data Apply Frequent Update policies.

Integrity, and Promote Data Availability. The third
step is to define the security goals of the IoMT
architecture for that particular case and map them to
specific ToMT architecture layers and their
correspondence security properties. There are
several security goals that have been identified for
the case study here, and their mapping with different
security properties and IoMT layers is shown in
Figure 4. The seven security goals are specified as
follows:

4.2. Step 02: Framework Initiatives
Description Implementation

The second major document for developing a
secure framework for IoMT technologies is the
initiatives description document. Its main aim is to
clearly document each initiative for developing a
secure architecture and its

Implement Role-Based Access Control Policies
Deploy Frequent Audits

01:

= Use Secure methods for transferring and storing data within
Initiative

Description the network layer

02:
Concerned

Man In the Middle

Security Attacks LRE

04: 06:
Cormespondence RACI Mo’rrix
Security Goals

08: Time Plan vea: Encryption
07: Responsible [=gle]lgl=1=T¢
Activities 0éb: Security Team
Q1 e = Accountable
07a: Analyse the 0éc: Project
network flow graph Consulted Manager

07b: Idenlify secure

06d: . .
networking practices ——— Project Client

07c: Apply secure 09a: Acquire

communication ——— i

protocols 09: frustedlicense
Required

07d: Use a cerfificate Resources ;

management system 09b: NA

Figure 5: IoMT Secure Development Framework Initiatives Description

algorithms for specific cyber-attacks. This document
consists of nine different items, which are described
below.

different processes. The major advancement of this
document is that it involves combining several
related parts of the existing methodologies
commonly used in project management, such as the
RACI matrix [66]. This document has also seve

items that have been the focus, such as Al-detection

Initiative Description: This item gives a clear
description of the initiative and its objectives.
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Concerned Security Attacks: This item identifies the
security attacks that are relevant to that specific
[oMT layer. 8)
Relevant Al Classifiers: This identifies artificial
intelligence learning algorithms that can be applied
to detect the security attacks identified in the
previous item.

Correspondence Security Goals: It identifies the
security goals related to this initiative, extracted
from the framework map.

Expected Outcomes: It shows the outcomes of each
initiative that can be measured in the following steps
by this framework.

RACI Matrix: This clearly identifies teams
associated with the development of each initiative
from four perspectives (Responsibility,
Accountability, Consulted, and Informed).
Activities: This is to identify the various
steps/activities that need to be implemented to
achieve the outcomes of each initiative.

Time Plan: A detailed timeline of the starting and

Project Name: Securing IVA enable by loMT | Assessment Period: Q3, 2022

Security Goals
]"MIEGL]?VG’ Gedl Infficfives
: Ref. No.

ending period/time for each of the identified
activities.

Required Resources: This item is the one responsible
for identifying the required resources (e.g., budget,
personnel, or others) to have a successful
implementation of each initiative.

To elaborate more on this part, a sample of a
specific initiative for the IVA case study has been
constructed based on the information collected from
several works, such as [67] and [68]. This initiative
description document has been shown in more detail
in Figure 5. The first item in this document shows the
initiative’s name, which has been identified as “Use
secure methods for transferring and storing data
within the network layer.” This initiative aims to
mitigate the security attacks of Man in the Middle
using several machine learning algorithms (e.g., LR
and RF) as described in items 02 and 03 respectively.
The initiative is associated with the security goal of
Encrypt Data at the

Inifiafives Initiatives Inifiatives

Expected Actual Overall

Complefion Completion Progress
% % %

Application

Perception

Figure 6: IoMT Secure Development Framework Scorecard

network layer, as shown in item 04. Item 05 is the
one responsible for identifying the final outcomes
of this initiative, which is to ensure secure
encryptions of data. The distribution of
responsibilities for implementing this initiative is
outlined in item 06 using the RACI matrix. The

different activities that need to be taken along with
their timelines are shown in items 07 and 08
respectively. Item 09 is the one which shows the
required resources in order for this initiative to  be
implemented successfully, which is to purchase
specific licenses for that specific initiative.
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4.3. Step 03: Framework Scorecard 4) Initiatives Expected Completion: This item identifies
Implementation the expected completion percentage for all initiatives

This represents the third document of the
proposed framework in this paper which is
introduce a scorecard assessment process. The main
goal of this scorecard is to measure the progress of
all initiatives in any case, considering specific security
goals in reference to a specific [oMT architec
layer. This scorecard can be described as an
initiative-based assessment system, and hence, this
would allow to monitor the progress of developing
secure IoMT technologies and enhance quality
assurance more efficiently. Figure 6 shows a sample
of this document, and it consists of several items,
which are outlined as follows.

IoMT Layer Ref.: This represents the specific layer
against which the progress of security goals and
initiatives need to be measured.

Security Goal Ref.: This item shows the reference of
every security goal as defined in the framework map,
against which their progresses need to be assessed
and monitored.

Goals Initiatives No.: This item shows the number of
initiatives for a particular IoMT layer and security
goals that need to be assessed.

completed ahead of their scheduled time. Another
example is shown in security goal (7) of the
perception layer, with four initiatives, and their
expected completion percentage at the period of
assessment is supposed to be 50%. However, the
actual completion percentage of those four
initiatives is 0%, which means that none of them has
been initiated. The low performance of completing
these four initiatives along with the other six ones
for the perception layer have resulted in a low
percentage of the overall completion for that
particular IoMT layer (i.e., the perception layer).

CONCLUSION AND FUTURE WORK

The latest expansions in the use of IToMT
technologies have made such technologies
experience new risks. Many of these risks are
associated with the complexity and het- erogeneity
of IoMT architectures and are directed toward
exposing their security, which if done can lead to
severe outcomes. The security of [oMT applications
has been investigated in several works, but there is
a great need for defining an efficient and effective
security framework that manages all processes of
developing secure IoMT applications. Many of
the currently used plans are related to the general
practices of developing secure systems while

associated with every security goal in a specific [oMT
layer.

Initiatives Actual Completion: This item identifies the
actual completion percentage for all initiatives
associated with every security goal in a specific [oMT
layer.

Initiatives’ Overall Progress: This item is the last one
in the scorecard document and is responsible for
showing the overall progress for all initiatives and
security goals in a particular [oMT layer. It can
represent the progress in three different categories
(Green: indicating on progress; Amber: indicating
slightly below progress; and Red: indicating heavily
behind progress).

From the sample scorecard assessment in Figure
6, it can be seen that the application layer has three
security goals, as documented in the framework
map. Security goal (1), for instance, has three
initiatives, their expected completion percentage at
that period of time is 100%, and their actual
completion percentage is 100%. The initiatives’
overall progress for the application layer shows that
it is 114%, and this indicates that there are initiatives
that have been
[oMTs require special considerations and planning
in this regard. Therefore, this work proposes a novel
framework that aims to resolve most weaknesses of
the several security frameworks in the development
of IoMT applications.

The novelty of this framework lies in it taking
into account the security difficulties and challenges
associated with [oMTs from the early stages of
development. This framework considers the
different characteristics and steps of security
practices associated with ToMTs. It ensures that
security design principles and security properties
are considered, followed, and measured throughout
the entire process of development. It also aims to
specify security practices in an initiative-based
approach that need to be well documented from the
start of development. This would enable accurate
assessment of completion and adherence at any
period during development. The framework also
allows developers to identify cybersecurity attacks
associated with each layer of the [oMT architecture,
and their Al-mitigating methods. This would make
the detection and mitigating steps of cyberattacks to
be considered and tested from the early stages, even
before the actual deployment. The framework thus
defines three major documents related to mapping
the security goals with secure initiatives, defining
detailed activities for each initiative in a timeline

R ————
1464




Journal of Theoretical and Applied Information Technology
28" February 2023. Vol.101. No 4

AN

| N
| <%

© 2023 Little Lion Scientific

" A mmmm—
oYLl

ISSN: 1992-8645

Www.jatit.org

E-ISSN: 1817-3195

approach, and assessing the progress of adherence
to security goals at any time.

Future extensions to this work could be
presented in several areas. The most important one
is related to the development of a tool that
automates all the different processes of this
framework. In fact, when this framework is
automated, then the assessment process could
provide more accessibility and easy monitoring at
any stage. However, the most crucial and challenging
extension of this work is the integration of the
proposed framework with other existing
frameworks used for purposes other than security
for the development of [oMT technologies. Without
any doubt, such developments could lead to more
reliable technologies this regard.
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