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ABSTRACT 
 

Electronic money server-based issuers are faced with the reality of the emergence of threats from information 
technology risks and insufficient knowledge of the impact of the risk of user data leakage on electronic 
systems used. However, on the other hand, the operator does not have an integrated method to identify and 
assess the risk to information technology security and user data privacy. This study focuses on the integration 
risk assessment of information security and user data privacy in electronic money server-based mobile 
applications using ISO 27001:2013, ISO 27005:2018, and ISO 27701:2019. The data was obtained from one 
of the providers in Indonesia through leadership interviews and observations of mobile applications with the 
scope of business processes for user registration, top up of balances, and acting as a Personally Identifiable 
Information Controller. The evaluation uses the KAMI Index version 4.1 for understanding the condition of 
the organization and the final results after the implementation of the risk assessment based on the three 
implemented standards. The results of the study explain that company XYZ has an electronic system category 
with a value of 26 (High), and the value of the application of information security and privacy increases from 
level I (initial condition) to II (basic framework). This study provides a comparative analysis and method of 
information technology risk assessment related to privacy information, so that the use of the three proposed 
standards can be a reference for any organization to expand the control of information technology security 
controls on user data privacy and compliance with regulations. 
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1. INTRODUCTION  
 Development of payment systems also 
known as electronics as transaction no cash has 
grown in Indonesia since the year 2009 with the rise 
of Bank Indonesia regulations in the form of 
regulation regarding electronic money. Bank 
Indonesia must do an effort to strengthen in Thing 
system payment electronic as an effort to enhance 
awareness of the Public for the use of non-cash 
transactions and make it happen ecosystem cashless 
society [1]. 

Technology and changes in people's 
lifestyles greatly affect the development of electronic 
money payment systems as micro-payment 
instruments. This is indicated by the increasing use 
of electronic money in Indonesia. Bank Indonesia 
data for the period 2015-2021 shows the number of 
electronic money instruments in circulation from 34 
million units to 511 million units, nominal 
transactions from 5.28 trillion rupiahs to 132.05 

trillion rupiahs. This is in line with the growth in the 
number of electronic money providers, until 2021 
there have been 60 companies that have licenses. 

The rapid growth of electronic money with 
the support of sophisticated systems makes the 
organizers faced with the reality that there will be a 
threat of information technology risk and insufficient 
knowledge of the impact of the risk of user data 
leakage on the electronic system used. However, on 
the other hand, the operator does not have an 
integrated method for conducting an information 
technology security risk assessment [2], moreover 
the protection or privacy of user data. 

Payment transaction processing regulations 
related to the use of electronic money instruments 
require providers to fulfill consumer protection 
aspects to maintain user data privacy as a mitigation 
or prevention effort amid the threat of fraudulent 
transactions and cybercrimes. One of the main risks 
is the leakage of personal data as a result of threats 
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to privacy along with the massive use of the internet 
and weak protection of data and information. Cyber 
portal site data states that throughout 2020 there have 
been 36 cases of data theft [3]. 

PT XYZ is a financial technology company 
that already has a license to operate electronic money 
with server-based electronic money storage media. 
The company is obliged to maintain the privacy of 
user data from threats of information security risks 
such as leakage of personal data on their electronic 
money mobile applications. Data privacy in question 
such as identity data contained in national population 
data, telephone number data, and email used as 
authentication parameters as well as other related 
data such as transaction data that can initiate user 
profiles. Therefore, companies must have an 
integrated method for conducting risk assessments as 
part of implementing risk management and 
mitigation of various information security risk 
threats. This study applies three standards, namely 
ISO 27001:2013 as an information security standard, 
ISO 27701:2019 as an information privacy standard, 
and ISO 27005:2018 which are linked to carrying out 
the information technology security risk 
management cycle and user data privacy on server-
based electronic money mobile applications. 

This study focuses on the integration risk 
assessment of information security and user data 
privacy in electronic money server-based mobile 
applications using ISO 27001:2013, ISO 
27005:2018, and ISO 27701:2019, so provides a 
comparative analysis and method of information 
technology risk assessment related to privacy 
information acting as PII Controller, so that the use 
of the three proposed standards can be a reference for 
any organization to expand the control of 
information technology security controls on user 
data privacy. Organizations must have the ability to 
carry out information security risk management with 
appropriate and correct methods [4], therefore 
information security aims to protect the company's 
information assets against aspects of confidentiality 
(C), integrity (I), and availability (I). 

 

2. RELATED WORKS 

In research on information security, the ISO 
27001 standard becomes a guide in the 
implementation of information security controls. 
Research [5] describes the handling of information 
security issues in government agencies determining 
security control objectives in the process of 
identifying information assets, risk assessment, risk 

control, and using the System Security Engineering 
Capability Maturity Model (SSE-CMM) method in 
the evaluation process to measure effectiveness 
standard application. The study by [6] conducted a 
risk assessment related to information security 
aimed at determining the risk of information assets 
and their impact on academic information systems 
and then calculating the value of assets and risks 
with CIA criteria such as the principles of the ISO 
27001 standard. The study by [7], implementation of 
information security planning based on ISO 27001 
using the Analytical Hierarchy Process (AHP) 
method at the stage of gap analysis in a government 
institution. On several other issues, the ISO 27001 
standard is implemented by integrating it into other 
standards such as the implementation model of 
information technology service management using 
ISO 20000 to provide recommendations for security 
control on IPTV/VoIP services in 
telecommunication companies in Bosnia & 
Herzegovina [8]. The study by [9] provides 
suggestions from the results of the integration of ISO 
20000, ITIL V3, and ISO 27001 to help 
organizations that implement information security 
standards and information technology management 
simultaneously. 

Implementation of the ISO 27001 standard 
requires organizations to carry out information 
security risk assessment stages [10], which generally 
refers to its family standard, namely ISO 27005 as a 
standard for information security risk management 
techniques. The study by [11] proposes a practical 
guide to managing information technology risk in 
government institutions using the ISO 27005 
standard. In research on the vulnerabilities and risks 
that arise in payment methods using contactless 
smart cards in the transportation system in 
Colombia, propose an evaluation risk based on the 
ISO 27005 standard by identifying threats, 
vulnerabilities, and inherent risks. The ISO 27005 
standard is also used in research to answer problems 
in the maintenance and inspection information 
system in a telecommunications company that has 
not considered the risk assessment aspect in its use 
[12]. Some studies also combine the risk assessment 
process with other standards such as NIST 800-300 
to support ISO 27005 in the stages of risk 
identification, risk analysis, and risk evaluation [13]. 

The ISO 27001 standard has not been 
designed in detail to control risks from privacy-
related threats such as data leakage, data theft, or 
breaches of customer data, so expansion is needed to 
assist companies in mitigating privacy threats and 
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risks [14]. The ISO 27701:2019 standard was 
published to address information security challenges 
and threats as an extension of ISO 27001:2013 to be 
implemented as an additional requirement of 
information security standards and applicable 
guidance for privacy or protection of personal data 
that could potentially affect PII. The ISO 
27701:2019 privacy risk management approach 
follows the same cycle as the information security 
standard, generally referring to the ISO 27005:2018 
risk management methodology [15]. Research [16] 
proposed the design of privacy information security 
controls in the electronic card business process for a 
Driving License (SIM) based on an analysis of ISO 
27001:2013 and 27701:2019. Study by [17] 
evaluated compliance with privacy protection in e-
government systems in West African countries using 
ISO/IEC 29100:2011. 

Protection of information from various 
threats to ensure continuity effort, reduce risk 
business, and improve return investment and 
opportunity business. Information security is an 
effort for protection, at least three principles to do for 
ensuring the effective application of information 
security that is confidentiality (C), integrity (I), and 
availability (A). Besides that’s, aspect information 
security consists of Authentication, Identification, 
Authorization, Privacy, and Accountability [18]. 

A standard that refers to used organizations 
for the implementation of information security is 
ISO 27001. This is standard international already 
used by various sectors of industry good private, 
government, and non-profit sectors. Standard used 
as guidelines and requirements of information 
security, started from initiation, implementation 
until maintenance security in the organization as part 
of control [19]. Standard this has 7 clauses 
requirement domain information security, 14 control 
information security contains 35 controls and 114 
controls or called as Annex A [7]. 

Privacy information is the ability of an 
individual to control or have several influences on 
information personal, everything from related 
information direct to identity that can be identified. 
The use of information technology causes the 
potential risk to privacy information so that needs 
something framework proper work as effort 
protection to data or identifying identity or profile 
individual [16]. 

Research by [20], describes the mechanism 
for implementing information security controls to 
design, maintain, and improve protection aspects 
using ISO 27701:2019. This standard is an extension 
of ISO 27001 and ISO 27002 which are set to 
regulate the management of information privacy. 
The specific control of information privacy 
management based on ISO 27701:2019 is how the 
organization has adequate controls to manage and 
protect aspects of Personally Identifiable Controllers 
(PII). Privacy Information Management requires 
organizations to establish themselves as controllers 
and/or processors of user identity data that they 
manage, as the basis for protecting personal data and 
fulfilling privacy principles, which are oriented to 
the consent and choice of the owner of personal data, 
conveying the purpose of collecting personal data 
individually as specific, restrictions on personal data 
collection, minimal presentation of personal data, 
restrictions on use including data storage and 
disclosure, data accuracy and quality management, 
transparency, providing easy access for personal 
data owners, accountability, protection of personal 
data as control of information security, and 
compliance to the applicable laws. 

This study will produce recommendations 
for information security control controls related to 
user data privacy based on the results of risk 
assessments and ensure that the risks inherent in 
server-based electronic money mobile applications 
can be identified, analyzed, and mitigated following 
company conditions and management expectations 
to improve information security maturity. The 
results of this study can provide comparative 
analysis and information technology risk assessment 
methods related to information privacy so that the 
use of the three proposed standards can be a 
reference for expanding information technology 
security controls related to user data privacy and 
compliance with regulations. 

 
 

3. RESEARCH METHOD 

The analysis of this study conducted a 
review of each standard of ISO 27001 and ISO 
27701. The method approach carried out in this 
study used a qualitative method where the study was 
carried out by analyzing the content of each standard 
of information security and information privacy by 
reviewing and finding links to each other both from 
clauses and annex controls. 
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We formulate information security controls 
related to user data privacy at PT XYZ electronic 
money issuer, identify problems, and explore the 
company's condition on potential risks to 
information security and information privacy. The 
data used in this study were obtained from 
interviews with leadership and observations on the 
user registration business process, electronic money 
balance replenishment, and mobile applications and 
information technology used as part of the 
company's information assets, in addition, we 
conducted interviews with stakeholders, namely the 
head in charge of information technology security 
and the head of risk management. 

The results of the analysis of the review of 
ISO 27001 and ISO 27701 standards will then 
become the basis for later controlling information 
security and information privacy, then the analysis is 
carried out by comparing similarities and differences 
which will produce an integration matrix. In the next 
stage, we run a series of risk assessment processes 
based on the ISO 27005 standard which we mapped 
with the information privacy risk assessment 
requirements as required by the ISO 27701 standard 
so that at this stage we initiated the new information 
security and information privacy risk assessment 
terms (New Infosec & Privacy Risk Assessment). 
Figure 1. Show pictures of the study process that we 
do. 

 
 
 
 
 
 
 
 
 
 

Figure 1. Information Security & Information Privacy Risk Assessment Methodology 

 
In Table 1, describes the mapping between the information privacy requirements of the ISO 

27701:2019 standard which is linked to the ISO 27001:2013 information security standard in terms of the 
implementation of controls.  

Table 1. Mapping of ISO/IEC 27001:2013 against ISO 27701:2019 
 

Clause Number 
ISO 27001:2013 

Title 
Clause Number 
ISO 27701:2019 

Information 

4 Organizational Context 5.2 Additional requirements special for 
privacy 

5 Leadership 5.3 Not required addition requirements 
6 Planning 5.4 Additional requirements special for 

privacy 
7 Support 5.5 Not required addition requirements 
8 Operation 5.6 Not required addition requirements 
9 Performance evaluation 5.7 Not required addition requirements 
10 Enhancement 5.8 Not required addition requirements 

 
Content analysis in the clauses of ISO 27001:2013 and ISO 27701:2019 contains similarities in 

Context Organization and Planning. In context organization, the company in requirements implementation 
privacy information need add and define the role act as PII-Controller, requirements addition about the needs 
and expectations of the parties related with the organization, include mechanism PII processing in determine 
scope, as well as ensure consistency determination and implementation PDCA cycle with requirements of 
ISO 27001:2013 described in Clause 5 of the ISO 27701:2019 standard.
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4. RESULT AND DISCUSSION 

4.1 Content Analysis 
In stages early, we study the respective contents of the ISO /IEC 27001:2013 and ISO/IEC 

27701:2019 standards with destination get results comparison similarities and differences between the two 
standards and generate matrix integration as recommendation control among information security and 
privacy information that will be used for could be chosen as appropriate controls on the privacy of user data 
on electronic money issuers based on PT XYZ server. The analysis result is shown in Table 2. 

 

Table 1. Recommended Integration Matrix Results Control Between Information security and Privacy Information 

Clause-
Annex 

ISO/IEC 27001:2013 clause ISO/IEC 27701:2019 

CL.4 Context of the organization CL.5.2 Context of organization 
CL.6 Planning CL.5.4 Planning: with additional conducting 

additional privacy risk assessment 
A.5.1 Management direction for information 

security 
CL.6.2.1 Management direction for additional 

information security with additional privacy 
guidance 

A.6.1 Internal organization CL.6.3.1 Internal organization with additional privacy 
guidance 

A.6.2 Mobile devices and teleworking CL.6.3.2 Mobile device and teleworking with 
additional privacy guidance 

A.7.2 During employment CL.6.4.2 During employment with additional privacy 
guidance 

A.8.2 Information classification CL.6.5.2 Information classification with additional 
privacy guidance 

A.8.3 Media Handling CL.6.5.3 Media handling with additional privacy 
guidance 

A.9.2 User access management CL.6.6.2 User access management with additional 
privacy guidance 

A.9.4 System and application access control CL.6.6.4 System and application access control with 
additional privacy guidance 

A.10.1 Cryptographic control CL.6.7.1 Cryptographic control with additional 
privacy guidance 

A.11.2 Equipment CL.6.8.2 Equipment with additional privacy guidance 
A.12.3 Backup CL.6.9.3 Backup with additional privacy guidance 
A.12.4 Logging and monitoring CL.6.9.4 Logging and monitoring with additional 

privacy guidance 
A.13.2 Information transfer CL.6.10.2 Information transfer with additional privacy 

guidance 
A.14.1 Security requirements of information 

system 
CL.6.11.1 Security requirements of information system 

with additional privacy guidance 
A.14.2 Security in development and support 

processes 
CL.6.11.2 Security in development and support 

processes with additional privacy guidance 
A.14.3 Test data CL.6.11.3 Test data with additional privacy guidance 
A.15.1 Information security in supplier relationship CL.6.12.1 Information security in supplier relationship 

with additional privacy guidance 
A.16.1 Management of information security 

incidents and improvements 
CL.6.13.1 Management of information security 

incidents and improvements with additional 
privacy guidance 

A.18.1 Compliance legal and contractual 
requirements 

CL.6.15.1 Compliance legal and contractual 
requirements with additional privacy 
guidance 

A.18.2 Information security reviews CL.6.15.2 Information security reviews with additional 
privacy guidance 
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In implementation studies, this needs 
attention main about a clause in ISO/IEC 
27701:2019 PII Controller for planning control 
related privacy of user data on electronic money 
issuers server based which is not Specific set in 
standard ISO/IEC 27001:2013 [20]. Control as PII 
Controller is described in Table 3  

Table 3. Control Privacy Act as PII Controller 

Clause ISO 27701:2019 Control as PII 
Controller 

7.2 Conditions for collection and processing 
7.3 Bonds to PII Principals 
7.4 Privacy by design and privacy by default 
7.5 PII sharing, transfer, and disclosure 

 

4.2 Privacy Risk Management 

Process management risk-related privacy 
information was carried out in the study this is in line 
with the principle applied to the cycle evaluation risk 
information security that uses ISO /IEC 27005:2018 
standard. Application evaluation risk is shown in 
Table 4, as mapping, every stage evaluation risk 
information security with privacy information.  

In terms of privacy, rating risk is also called 
the term privacy impact assessment. Steps are 
identification risk, analysis risk, and evaluation risk 
as well as handler risk. Evaluation risk privacy 
information expects certainty to the organization for 
having adequacy in control from potency loss aspect 
confidentiality (C), integrity (I), and availability (A) 
related to the processing of Personally Identifiable 
Information (PII) in scope privacy information 
management.  

Table 2. Information security related to Privacy Risk 

clause ISO 27001:2013 clause ISO 27701:2019 clause ISO 27005:2018 
CL.6.1.2 Information Security Risk 

Assessment 
CL.5.4.1.2 Information Security and 

Privacy Risk Assessment: 
 Privacy risk 

identification 

 Privacy risk analysis 

 Privacy risk evaluation 

CL.8 Risk Assessment: 
 risk 

identification 

 risk analysis 

 Risk 
Evaluation 

CL.6.1.3 Information Security Risk 
Assessment 

CL.5.4.1.3 Information Security and 
Privacy Risk Treatment  

CL.9 Risk Treatment 

 
4.3 Risk Assessment Privacy Information 

4.3.1 Determination Context Organization 

That the management process risks privacy 
on study this is done in line with framework work 
described in ISO/IEC 27005:2018 which includes 
including the process of understanding context 
organization, appraisal risk, handling risks and 
criteria reception risk. Stages evaluation risk follow 
term as already _ described in Table 4 in implement 
clause 5.4 is information security and privacy risk 
assessment. A series of assessment processes risk in 
the study this only in the scope of 2 business 
processes as described in registration account and 
top up balance electronic money. 

 
4.3.2 Privacy Risk Identification 

Stage this includes doing identification to 
information assets, identification threat, 
identification vulnerability, identification on the 
existing control that has been related with privacy 

data on electronic money issuers with scope 2 
business processes. We have identified 11 assets of 
PT XYZ which consist of categories of data, 
software, and hardware and sources are triggering 
the threat problem of privacy that has been 
happened.  

 
4.3.3 Privacy Risk Analysis 

The purpose of the privacy risk analysis 
stage is to get results from appraisal of risk-related 
data privacy based on the impact and likelihood of 
every identified risk. As for the criteria evaluation to 
the likelihood for justifying frequency incident 
possible risks occur in a year, while criteria impact 
assessment is based on several categories like 
possible risks impact to reputation organization, 
distraction operational, potential loss financial, and 
potential risk law. In phase, this was implemented to 
14 potential risk that has been successfully identified 
with the result of 7 risks is high, 4 risks is medium, 
and 3 risks is low. Formulation results score risk 
obtained based on multiplication between likelihood 



Journal of Theoretical and Applied Information Technology 
15th February 2023. Vol.101. No 3 

© 2023 Little Lion Scientific  
 

ISSN: 1992-8645                                                                    www.jatit.org                                                    E-ISSN: 1817-3195 

 
1073 

 

and impact on every potency the risk that has been 
identified, next results calculation whole risk will be 
evaluated. Table 5 is matrix risk as a reference after 
each potential risk identified assessed and produced 
score level risk low (1-2), medium (3-4), or high (6-
9).  

Formula to define risk score is  
 

Risk Score = Likelihood × Consequence (1) 
 

Tables 5. Likelihood and Impact Risk Matrix 
 

Likelihood X 
Consequence              

Low  
(1) 

Medium 
(2) 

High 
(3) 

High (3) 
Medium 

(3) 
High  
(6) 

High 
(9) 

Medium (2) 
Low  
(2) 

Medium  
(4) 

High 
(6) 

Low (1) 
Low  
(1) 

Low  
(2) 

Medium  
(3) 

 

4.3.4 Privacy Risk Evaluation 

From the result evaluation risk will obtain 
level risk based on evaluation independently 
conducted by subject matter experts in the 
organization. After the whole potency identified 
risks so mapped to matrix criteria from appetite risks 
defined by the organization. Criteria reception risk 
will take effect to mechanism handling risk like add 
control or evaluate control moment this for getting 
score risk at acceptance level i.e., low level to 
medium. For risk level currently too tall already 
should organization to do control mitigation. Figure 
2 shows the assessment and evaluation of the results 
of the risks we have carried out in the study.  

 

Figure 2. Privacy Risk Evaluation 

 

Table 6. Risk Evaluation with Privacy Control Recommendation 

Code 
Risk 
Level 

Control Existing 
Control Recommedation From ISO 27001 | 

ISO 27701 
Risk-001 Low IAM, HTTPS/SSL Encypted Data 

Processing 
Risk Accepted 

Risk-002 Medium IAM CL.6.6.2: User access management with 
additional privacy guidance 
CL.6.6.4:  System and application access 
control with additional privacy guidance 

Risk-003 High - CL.6.10.2 Information transfer with additional 
privacy guidance 
7.4 Privacy by design and privacy by default 
7.5.3 Records of transfer of PII 
7.5.4 Records of PII disclosed to third parties 

Risk-004 High Password (Hash), PIN, 2-Factor 
Authentication 

CL.6.11.1 Security requirements of information 
system with additional privacy guidance 
CL.6.11.2 Security in development and support 
processes with additional privacy guidance 

Risk-005 High - CL.6.11.1 Security requirements of information 
system with additional privacy guidance 
CL.6.11.2 Security in development and support 
processes with additional privacy guidance 

Risk-006 High User Access Matrix CL.6.6.2: User access management with 
additional privacy guidance 
CL.6.6.4:  System and application access 
control with additional privacy guidance 

Risk-007 Medium - CL.6.10.2 Information transfer with additional 
privacy guidance 
7.4 Privacy by design and privacy by default 
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Code 
Risk 
Level 

Control Existing 
Control Recommedation From ISO 27001 | 

ISO 27701 
7.5.3 Records of transfer of PII 
7.5.4 Records of PII disclosed to third parties 

Risk-008 High  CL.6.11.1 Security requirements of information 
system with additional privacy guidance 

Risk-009 Medium  CL.6.10.2 Information transfer with additional 
privacy guidance 
7.4 Privacy by design and privacy by default 
7.5.3 Records of transfer of PII 
7.5.4 Records of PII disclosed to third parties 
 

Risk-010 Medium  CL.6.10.2 Information transfer with additional 
privacy guidance 
7.4 Privacy by design and privacy by default 
7.5.3 Records of transfer of PII 
7.5.4 Records of PII disclosed to third parties 
 

Risk-011 Low GCP Autoscaling Risk Accepted 
Risk-012 Low Load balancer, VPC Network Risk Accepted 
Risk-013 High - CL.5.2 Context of organization 

CL.6.10.2 Information transfer with additional 
privacy guidance 
7.2 Condition for collection and processing 
7.3 Obligations to PII Principals  
7.4 Privacy by design and privacy by default 
7.4 Privacy by design and privacy by default 
7.5.3 Records of transfer of PII 
7.5.4 Records of PII disclosed to third parties 

Risk-014 High - CL.5.2 Context of organization 
CL.6.10.2 Information transfer with additional 
privacy guidance 
7.2 Condition for collection and processing 
7.3 Obligations to PII Principals  
7.4 Privacy by design and privacy by default 
7.5.3 Records of transfer of PII 
7.5.4 Records of PII disclosed to third parties 
 

4.3.5 Evaluation  

Studies apply recommendations for control-related 
data privacy based on results from stages evaluation 
risk, calculate score index related data privacy, and 
assessment by subject matter experts in 
organizations. Assessment results in level 
application data privacy using tool help in the form 
of KAMI Index version 4.1 which we focus on 
calculation aspect personal data protection with 
repair results from value 56% (analysis initial) to 
70% (after evaluation risk). That the process of 
electronic money services server-based is category 
system electronic character tall with value 26, while 
on analysis beginning total value obtained index 
application information security and privacy 
experience enhancement from value 316 become 
420. From 7 aspects as evaluation parameter has 

shown results at implementation level application 
framework work basic, specifically on aspects 
management risk and data privacy experienced 
repair significant though still there is a gap that does 
not fit properly with hope management. Table 7 
explains the results evaluation of application 
information security and data privacy. 

Evaluation calculation formula each aspect is 

Evaluation 𝑖𝑛𝑑𝑒𝑘𝑠 𝑠𝑐𝑜𝑟𝑒 = 


n

i 1

 𝑒v (2) 

evs = (𝑤𝑎 + 𝑤𝑏 + 𝑤𝑐) + (𝑥𝑎 + 𝑥𝑏 + 𝑥𝑐) + (𝑦𝑎 + 𝑦𝑏 + 𝑦𝑐) 
+ (𝑧𝑎 + 𝑧𝑏 + 𝑧𝑐) 

 
evs = evaluation score each aspect 

𝑤, 𝑥, 𝑦, 𝑧 = Total of answer from each question 
𝑎, 𝑏, 𝑐 = Weight for control 1, 2, and 3 
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Table 3. Result gap evaluation of information security 

related to privacy information 

Aspect Target Before After Gap 

1. Governance II+ I+ II 1 

2. Risk 
Management 

II+ I+ II 1 

3. Framework II+ I+ II 1 

4. Asset 
Management 

II+ II II 1 

5. Technology II+ II II 1 

6. Vendor 
Management 

85% 78% 80% 5% 

7. Privacy 
Information -
Supplement 

75% 56% 70% 5% 

 
That the current research provides additional in 

terms of risk assessment of information security and 
information privacy, to what has been proposed in 
previous studies regarding the design of information 
security control designs related to privacy, in 
previous researcher’s aspects of data privacy have 
not been comprehensively discussed in the 
implementation of information security, besides that 
there is no evaluation in measuring the level of 
implementation effectiveness, so the current 
research proposed KAMI Index mechanism to help 
calculate each aspect for evaluation information 
security and privacy.  

5. CONCLUSION AND FUTURE WORKS 

 
Analysis result of information security and 

privacy information on electronic money issuers 
server- based show there is harmony between 
ISO/IEC 27001:2013 and ISO/IEC 27701:2019, 
there are 2 clauses and 20 security annex controls 
information with addition for recommendation guide 
implementation to the privacy information and 4 
clauses main as recommendation control privacy 
because of organization in scope this only Act as PII 
Controller. Assessment results risk from scope 
business registration process user and charging 
electronic money balance there is 30 potential the 
risk that has been successfully identified with result 

3 risks high, 12 risk medium, 12 risk low. The results 
of the evaluation carried out use tool help US index 
version 4.1 gets results at implementation level 
application framework work base with level II 
increased after implementation evaluation risk from 
score start I or show condition start, evaluate aspect 
personal data protection increase from 56% to 70%, 
though still there is a gap that needs strive for 
conducted future improvement come for getting 
appropriate value with hope management. 

Studies this expected capable give analysis 
comparative and method evaluation risk technology 
information related privacy information, so that use 
third proposed standard could become the reference 
for organization anywhere for expanding control 
information security technology on user data privacy 
as well as fulfillment compliance to regulation. 

Suggestions for development studies next could 
be conducted with add criteria organization in action 
as a PII Processor or PII Join Controller and 
additional framework work management risk 
information security and privacy information other 
for strengthening recommendation control related 
specifically with personal data security. 
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