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ABSTRACT 
 

To access the Internet, every device requires an IP address. However, the number of available IPv4 addresses 
is limited and insufficient to meet the growing demand for new addresses for a multitude of connected 
devices, including IoT devices and smartphones. In February 2011, the Internet Assigned Numbers Authority 
(IANA) announced the exhaustion of the /8 blocks of IPv4 addresses allocated to Regional Internet Registries 
(RIRs). Subsequently, the RIRs themselves exhausted their address reserves. Therefore, it is imperative to 
deploy the new version of the Internet Protocol, namely IPv6, which offers a significant expansion of the 
available address space. However, due to the incompatibility between IPv4 and IPv6, given their different 
headers, the transition from the old version (IPv4) to the new version (IPv6) cannot be achieved in a short 
period of time, requiring a gradual deployment. To address this challenge, three solutions are possible: a) 
Equip each device with a dual stack of IP addresses, b) Use tunneling to route IPv6 packets through the 
existing IPv4 network and c) Implement IP address translation, Among these options, tunneling is generally 
considered the most viable solution.  However, it is worth noting that, like any technology, tunneling is 
influenced by potential scalability issues that need to be considered and managed to ensure a successful large-
scale transition from IPv4 to IPv6. This article presents a comprehensive experimental study of the 
performance and scalability of IPv4 to IPv6 transition mechanisms. Our research is based on practical 
implementation in the GNS3 environment, where we increased the number of clients and explored various 
transition technologies to determine the most scalable solution. To evaluate these mechanisms, we used VoIP 
traffic generated through the IP SLA (Service Level Agreement) protocol. The evaluation criteria we 
considered include latency, jitter, the MOS (Mean Opinion Score), and packet loss rate. The results of this 
research are of great significance for network administrators as well as Internet Service Providers (ISPs). 
They provide valuable insights for IPv6 migration planning within networks, thereby enabling a more 
efficient and reliable transition to IPv6. 
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1. INTRODUCTION  
 

The connection between computing nodes 
requires a protocol so that each node is recognized, 
and the source and destination of each packet are 
known. IPv4, the fourth version of the Internet 
Protocol (IP), is widely used at present. IPv4 uses 32 
bits and can only cover 4.3 billion nodes worldwide 
[1][2]. However, with the rapid growth of the 
Internet's size (number of users, Internet of Things, 
etc.), IPv4 has become limited, and some Internet 
Service Providers (ISPs) do not have enough IP 
addresses to meet customer demand. Therefore, it is 
necessary to deploy the new version of IP (IPv6) to 

keep up with the development pace of the Internet. 
IPv6, developed by the Internet Engineering Task 
Force (IETF), is considered more efficient than IPv4 
in terms of scalability, reliability, speed, and security 
[3][4]. Additionally, the size of the IPv6 address 
space is larger than that of IPv4 because IPv6 uses 
128 bits instead of IPv4's 32 bits. With this 
addressing capacity, IPv6 can encompass all nodes 
and services that may require IP, both now and in the 
future [5][6]. 

With the exponential growth of the Internet, 
including the increasing number of users and the 
expansion of the Internet of Things, IPv4 has proven 
to be insufficient. Some Internet Service Providers 
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(ISPs) now face constraints due to the shortage of 
IPv4 addresses to meet their customers' needs. 
Therefore, the deployment of the new version of the 
Internet Protocol, IPv6, has become essential to 
support the continued development of the Internet 
[7][8]. 

IPv6, developed by the Internet Engineering Task 
Force (IETF), offers numerous advantages over 
IPv4, including scalability, reliability, speed, and 
security [9][10]. Furthermore, the size of the IPv6 
address space is significantly larger than that of IPv4, 
as IPv6 uses 128-bit addresses instead of IPv4's 32 
bits. This increased addressing capacity enables IPv6 
to support all nodes and services requiring an IP 
address, both currently and for future needs. Thus, 
IPv6 is not only an immediate solution to the IP 
address shortage but also a suitable response to the 
growing connectivity demands in the ever-evolving 
digital world [11][12]. However, the adoption of 
IPv6 has been gradually increasing in recent years. 
Figure 1 below represents the percentage of users 
who use and connect via IPv6 to Google [13]. 

Figure 1: Percentage of users connecting to Google 
via IPv6 

IPv4 and IPv6 are two versions of the Internet 
Protocol that exhibit a fundamental incompatibility, 
especially regarding the size and format of IP 
addresses [14][15]. This incompatibility necessitates 
a gradual and step-by-step transition from IPv4 to 
IPv6. To facilitate this transition, the Internet 
Engineering Task Force (IETF) has established 
various mechanisms (Dual-Stack, Tunneling, and 
Translation), each with its own distinctive 
characteristics. 

Tunneling mechanisms play a crucial role in the 
transition phase from IPv4 to IPv6. During this 
period of coexistence of both protocols, tunneling 
mechanisms enable seamless connections between 
IPv4 and IPv6 networks. They facilitate the 
transition by encapsulating IPv6 packets within IPv4 
packets to traverse existing network infrastructures 
based on IPv4. This approach allows organizations 

to migrate gradually to IPv6 without disrupting their 
existing IPv4 connectivity [16][17]. 

However, the scalability of tunneling mechanisms 
is a major concern as more and more nodes and 
networks adopt IPv6. The higher the number of IPv6 
clients and applications, the heavier the load on 
tunneling mechanisms becomes. This increased load 
can lead to management, performance, and security 
issues. Many studies have been conducted in this 
context to propose and evaluate the performance of 
various tunneling mechanisms, aiming to select the 
optimal solution. However, few studies have delved 
into the impact of scalability on the performance of 
these mechanisms. It becomes crucial, therefore, to 
undertake a thorough analysis of the scalability of 
these mechanisms. Such a study will help understand 
how these mechanisms respond to an increase in 
IPv6 traffic, identify their limits and constraints in 
terms of scalability, and determine how to optimize 
them to ensure a smooth and efficient transition to 
IPv6, even with the ongoing growth in the number of 
IPv6 clients and applications. 

This article presents an experimental study under 
GNS3 of the performance and scalability of two 
tunneling mechanisms, namely manual IPv6 tunnel 
and automatic 6rd tunnel. This study will be 
conducted within a test network infrastructure 
configured in the GNS3 environment. Our approach 
involves increasing voice traffic by adding more 
clients engaging in VoIP communication, while 
exploring various technologies to identify the 
optimal solution. Performance indicators used in this 
study include latency, jitter, MOS score, and packet 
loss rate. 

The rest of the document is structured as follows: 
In Section 2, we conduct a non-exhaustive literature 
review in this field. Section 3 provides an overview 
of IPv4/IPv6 transition techniques and categorizes 
them into relevant categories. The experimental 
study scenarios are detailed in Section 4. Section 5 is 
dedicated to presenting the results and making a 
comparative analysis of the examined technologies, 
along with a discussion of their scalability. Finally, 
the conclusions and future perspectives are outlined 
in the final section of this document. 

2. LITERATURE REVIEW 
 

The problem of transitioning to IPv6 is a major 
challenge in the field of computer networks. This 
challenge primarily arises from the impending 
exhaustion of available IPv4 addresses, which have 
become insufficient to accommodate the exponential 
growth of connected devices and the need to 
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transition to the new protocol version, IPv6, which 
offers a significantly larger address space [18] [19]. 

Many research studies have proposed various 
techniques, but the efficiency and performance of 
these methods remain a major challenge. Another 
study examines several IPv6 transition mechanisms 
within the Multiprotocol Label Switching (MPLS) 
network to evaluate and compare their performance. 
According to simulation results, ISATAP is the best 
choice due to its high performance in terms of high 
throughput and low packet jitter during data 
transmission [20]. The 6to4 and manual tunneling 
mechanisms were configured simultaneously with 
the RIPng (Routing Information Protocol next 
generation) and OSPFv3 (Open Shortest Path First 
version 3) routing protocols using Riverbed Modeler 
Academic Edition 17.5 in [21]. Performance was 
compared using real-time applications such as FTP 
and Email for different criteria including queue 
delay, throughput for incoming and outgoing traffic, 
packet loss, network convergence time, and sent 
traffic. The results obtained indicate that the 6to4 
tunneling technique outperforms the manual 
tunneling technique. In the majority of observed 
cases, the OSPF 6to4 network performs better than 
other scenarios. Additionally, the studies [22] and 
[23] provide a performance evaluation of three 
IPv4/IPv6 transition mechanisms (dual-stack, 
manual tunnel, and automatic 6to4 tunnel). These 
performances were assessed using two real-time 
applications, namely VoIP and video conferencing, 
taking into account five simulation parameters: 
delay, delay variation, jitter, MOS (Mean Opinion 
Score), and packet loss. The results obtained showed 
that the dual-stack technique performed better 
compared to tunneling mechanisms. In 2022, Al-
Azzawi and Lencse set up a test environment to 
explore two IPv6 transition technologies: 
Lightweight 4over6 and Dual Stack Lite. The 
implementation of each transition technology was 
facilitated by using four virtual machines. This 
testbed was created to establish benchmark 
measurements, enabling a performance comparison 
between two IP tunnel-based transition technologies: 
Dual Stack Lite, as a stateful mechanism, and 
Lightweight 4over6, as a stateless mechanism [24]. 

While IPv6 incorporates security improvements 
over IPv4, it can still be vulnerable to certain attacks, 
particularly Distributed Denial of Service (DDoS) 
attacks carried out through ICMPv6 messages. In 
[25], AIghuraibawi and colleagues proposed a 
method for detecting ICMPv6 DDoS attacks using a 
modified Flower Pollination Algorithm (MFPA). 
The results obtained show that the proposed method 

(MFPA) achieved higher accuracy. In 2022, Al-
Azzawi and Lencse aimed to build a testbed for one 
of the most important IPv6 transition technologies 
(464XLAT) and examined its security analysis. The 
setup of the testbed was explained in detail, and its 
operation was illustrated through an example Denial 
of Service (DoS) attack scenario implemented using 
the hping3 command. Additionally, adjustments 
were made to the testbed to highlight vulnerabilities 
in the 464XLAT technology. As a result, the 
presented testbed proved to be an effective and 
convenient tool for the security analysis of the IPv6 
transition technology 464XLAT, demonstrating 
highly promising performance by simulating the 
actual packet path through the double translation 
mechanism. Therefore, the main conclusion that can 
be drawn from this testbed is that it could also be 
applied to other technologies (not just 464XLAT) 
[26]. Subsequently, in 2023, the same researchers 
conducted a security risk analysis for the IPv6 
transition technology DS-Lite (Dual-Stack Lite), 
based on the STRIDE method, which encompasses 
aspects of Spoofing, Tampering, Repudiation, 
Information Disclosure, and Elevation of Privilege. 
To achieve this, a test environment was developed 
for the DS-Lite topology using multiple virtual 
machines based on CentOS Linux images. This 
testing framework was used to carry out various 
forms of attacks against the DS-Lite infrastructure, 
with particular attention to the B4 (Basic Bridging 
Broadband) and AFTR (Address Family Transition 
Router) components, demonstrating that it is 
possible to deplete the source port pool in just 14 
seconds. The conclusions of this study demonstrate 
that, in the DS-Lite topology, the IPv4 client does not 
require a public IPv4 address to establish 
communication with an IPv4 server. However, each 
component of this DS-Lite topology is vulnerable to 
various types of attacks, including denial of service 
attacks, tampering, and spoofing. Therefore, it is 
imperative to conduct further analysis and address 
these vulnerabilities to ensure the successful 
implementation of IPv6 transition technologies using 
tunneling [27].  

The study of IPv6 routing is essential for a 
successful transition to IPv6. Indeed, IPv6 routing 
was examined in [28]. The dynamic IPv6 routing 
protocols were studied, presenting the principles of 
operation, routing algorithms, and deployment 
limitations for each of them in [29]. The performance 
of IS-ISv6 routing was evaluated through two real-
time applications: voice and video in [30]. The 
results showed that the IS-ISv6 routing protocol 
improves the throughput of video applications in the 
IPv6 network. However, average performance was 
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achieved for the voice application, with reduced end-
to-end delay and packet delay variations. 
Furthermore, an analysis of the impact of routing 
protocols (RIPv2/RIPng, OSPFv2/OSPFv3, and IS-
IS) on the performance of IPv4/IPv6 transition 
mechanisms (dual-stack, manual tunneling, and 
automatic 6to4 tunneling) was conducted for a real-
time video conferencing application in [31]. This 
analysis was carried out on three essential 
measurement parameters: delay, delay variation, and 
packet loss. The results showed that the performance 
of these mechanisms was significantly better when 
associated with the IS-IS routing protocol compared 
to the other routing protocols examined. 

According to the above study, it has been observed 
that many researchers have focused on security in 
IPv4/IPv6 transition environments. Concurrently, 
research has been conducted on IPv6 routing, 
shedding light on various IPv6 routing protocols and 
their impact on the performance of certain transition 
techniques. 

Furthermore, the performance evaluation of 
various tunneling mechanisms has been at the core 
of numerous studies, providing a better 
understanding of their effectiveness and limitations 
in real-world scenarios. These evaluations have 
covered various performance parameters. However, 
the aspect of scalability of tunneling mechanisms has 
not been addressed in these studies. We note that an 
analysis of the scalability of these mechanisms is of 
great importance as it helps determine to what extent 
a tunneling mechanism can withstand an increase in 
load (number of IPv6 clients or applications) on the 
network. This article presents a study of performance 
and scalability of tunneling mechanisms by 
increasing the number of VoIP clients and varying 
different technologies to determine the optimal 
solution. We will measure performance using VoIP 
traffic generated by IP SLA. Evaluation parameters 
include latency, latency variation, MOS (Mean 
Opinion Score), and packet loss rate. 

3. IPV4/IPV6 TRANSITION MECHANISMS 
 

IPv4/IPv6 transition mechanisms are of crucial 
importance in the evolution of computer networks. 
They represent a set of techniques and strategic 
approaches aimed at enabling a gradual transition 
from IPv4 to IPv6 while preserving connectivity 
between these two fundamental Internet protocols. 
These mechanisms are carefully classified into three 
main families, with each family having its own 
distinctive implementation method [32][33] : 

3.1 Dual-Stack 
Within this family, the strategy involves 

simultaneously enabling IPv4 and IPv6 on devices, 
networks, and applications in a way that they operate 
side by side, as illustrated in Figure 2 below. This 

creates a harmonious coexistence of both protocols, 
allowing users to gradually transition to IPv6 while 
maintaining their existing IPv4 connectivity intact. 
Dual-Stack mechanisms are an essential means to 
ensure a smooth transition [34][35].  

Figure 2: Dual-Stack 

3.2 Tunneling 
This technique is implemented when two hosts or 

sites use the same version of the IP protocol but are 
separated by an intermediate network using a 
different IP version [36][37]. Tunneling 
encapsulates IPv6 packets within IPv4 packets to 
transmit them over an existing IPv4 network, as 
illustrated in figure 3 below. This allows IPv6 
networks to traverse IPv4 segments. Tunneling 
techniques are generally categorized into two 
distinct categories: automatic tunnels and manual 
tunnels. Manual tunnels involve manual 
configuration, with predefined tunnel endpoints. In 
contrast, automatic tunneling does not require 
manual configuration or endpoint specification 
[38][39]. Here are some examples of tunneling 

techniques that can be implemented to carry IPv6 
traffic over IPv4 networks: 

Figure 3: Tunneling 

3.2.1 Manual IPv6 tunnel 
A manual IPv6 tunnel is a tunnel configuration 

where the tunnel parameters and endpoints need to 
be manually defined by a network administrator. 
Unlike automatic tunnels, which can be configured 
dynamically without human intervention, manual 
tunnels require direct intervention to specify tunnel 
details [40][41]. 
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In a manual tunnel, the administrator must 
determine the IP addresses of the tunnel endpoints, 
the tunneling protocols to use, as well as other 
tunnel-related parameters, such as security options 
and routing mechanisms [42]. 

3.2.2 6rd (IPv6 Rapid Deployment) 
6rd is a transition technique adopted by some 

service providers to facilitate a quick 
implementation of IPv6 for their customers who 
want to use IPv6 on an infrastructure already 
established in IPv4. 6rd is designed to simplify the 
transition from IPv4 to IPv6 by leveraging existing 
IPv4 addressing and automating the tunnel 
configuration process [43][44]. 

The 6rd mechanism has adopted the operational 
principles of the 6to4 protocol, but it has made 
improvements by addressing the shortcomings of the 
latter. Unlike 6to4, which uses a single prefix 
(2002::/16), 6rd assigns a distinct prefix to each 
Internet Service Provider (ISP). Additionally, 6rd 
replaces 6to4 routers with 6rd routers, and the relay 
router with a Border Relay (BR) router accessible via 
the anycast IPv4 address 10.1.1.1[45]. Various 
tunneling methods can be employed, including 6to4 
[46], Teredo [47], Broker [48], and others. 

3.3 Translation  
This method is used to establish connections 

between hosts or sites using different versions of the 
IP protocol. It involves the use of a device located at 
the border between an IPv4 network and an IPv6 
network, enabling communication between IPv4 
nodes in an IPv4 network and IPv6 nodes in an IPv6 
network. This device performs header translation 
(IPv4 to IPv6 and vice versa) based on source and 
destination addresses, as illustrated in Figure 4 
below. It allows IPv6 networks to communicate with 
IPv4 networks without requiring dual-stack on all 
devices [49][50]. Translation mechanisms include: 

Figure 4: IPv4/IPv6 Translator 

3.3.1 NAT-PT (Network Address Translation-
Protocol Translation)  

NAT-PT is another translation mechanism that 
facilitates communication between IPv6 and IPv4 
nodes. NAT-PT maintains a global pool of routable 
IPv4 addresses and assigns IPv4 addresses to IPv6 
nodes, and vice versa. This works similarly to 

traditional IPv4 NAT (Network Address 
Translation). NAT-PT can also be used in 
conjunction with DNS-PT, which enables automatic 
resolution of IPv4 names to IPv6 and vice versa 
[51][52]. 

NAT-PT can be complemented by DNS-PT (DNS 
Protocol Translation). DNS-PT plays a crucial role 
in enabling automatic resolution of domain names 
between IPv4 and IPv6 formats. In other words, it 
automatically converts IPv4 domain names to IPv6 
addresses and vice versa, thus facilitating seamless 
communication between nodes of both protocols 
[53][54]. 

3.3.2 TRT (Transport Relay Translator)  
The TRT mechanism provides a solution 

operating at the transport layer in the TCP/IP model. 
Its primary purpose is to facilitate the exchange of 
TCP traffic between IPv6 hosts and IPv4 hosts by 
performing protocol conversion from IPv6 TCP to 
IPv4 TCP, and vice versa. Similarly, TRT also 
manages UDP traffic in the same manner. This 
mechanism can be deployed on hosts with dual-stack 
IPv4/IPv6 or on routers [55][56]. 

When an IPv6 host wants to communicate with an 
IPv4 host (or vice versa), the TRT mechanism steps 
in to ensure seamless translation of traffic between 
the two protocols. This translation operation at the 
transport layer enables applications and services to 
work smoothly without being concerned about the 
differences in underlying protocols [57]. A range of 
translation methods is available, including 
NAT64/DNS64[58], SIIT[59], BIS[60], and others. 

4. EXPERIMENTAL FRAMEWORK 
 

4.1 Network Testbed  
In this section, we will examine the scalability of 

two tunneling mechanisms: manual IPv6 tunneling 
and 6rd. To conduct this study, we used the GNS3 
(Graphical Network Simulator) [61] tool to create a 
network testbed project. Using the same network 
testbed, we configured two scenarios for each of the 
technologies: manual IPv6 tunneling and 6rd, as 
illustrated in Figures 5 and 6 below. As background 
traffic, we chose VoIP traffic. To generate this traffic 
and assess the link and application quality, we used 
IP SLA [62], a Cisco method for generating test 
traffic between various network devices, such as 
routers or switches. This method has the advantage 
of not requiring the installation of additional 
equipment or the development of new software or 
protocols. The objective of this study is to enable the 
two IPv6 sites to communicate with each other 
through the IPv4 backbone using both tunneling 
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technologies while measuring their scalability by 
increasing the load in terms of the number of clients 
communicating via VoIP. 

 

Figure 5: Network testbed – Manual IPv6 tunnel 
Figure 6 : Network testbed –6rd tunnel 

 
From this project, we generated 68 distinct 

scenarios. For each technology (manual IPv6 tunnel 

and 6rd), we gradually increased the number of 
clients participating in VoIP communications, 
ranging from 2 to 90 clients. In the provider's 
infrastructure, we used GigabitEthernet technology 
(1000MB) for the core network, while the 

connection between client sites and the provider's 
borders was established using FastEthernet 
technology (10MB). Configuration details are 
provided in Tables 1, 2, 3, and 4 below. 

Table 1: Characteristics of the connection 
technologies used for each scenario 

 
Table 2: Addressing used for each scenario 

 
Table 3: Routing used for each scenario 

4.2 Traffic and Measurement Parameters 
The following table, Table IV, represents the 

criteria for VoIP traffic generated by the IP SLA tool. 

 
 

Table 4: VOIP traffic criteria 

 

The performance evaluation criteria considered in 
this study include: 

Table 5. Performance measurement criteria 

5. RESULTS AND DISCUSSION 
 

5.1 Results Analysis  
5.1.1 Latency  

The results displayed in the figure 7 below provide 
latency measurements, expressed in milliseconds, 

Scenarios 
ISP 

Backbone 
PE & CE 

connections 
ISP Backbone 
connections 

Manual  
IPv6  

tunnel 
IPv4 

FastEtherne
t 

(10MB) 

GigabitEthern
et 

(1000MB) 

6rd IPv4 
FastEtherne

t 
(10MB) 

GigabitEthern
et 

(1000MB) 

Addressing 

Scenarios ISP Backbone IPv6 Sites 

Manual  IPv6  
tunnel 

Addressing 
IPv4 

Addressing IPv6 

6rd 
Addressing 

IPv4 
Addressing IPv6 

Routing 

Scenarios ISP Backbone IPv6 Sites 

Manual  IPv6  tunnel RIPv2 RIPng 

6rd RIPv2 RIPng 

Traffic criteria  

Used traffic VoIP 

Used codec G729 

Number of packets 1000 packets 

Interval between packets 20 milliseconds  

Performance measurement criteria 

Latency Latency: This term refers to the time it takes 
for a packet, from its creation at the source, 
to travel through the network to its final 
reception at the destination, thus measuring 
the entire end-to-end transmission duration. 

Jitter Jitter: It is defined as the variation in end-
to-end transmission delays between packets 
within the same data stream, regardless of 
potential packet loss. This parameter is of 
great importance for voice applications, as 
variations in transmission delay during a 
VoIP conversation can lead to a 
deterioration in audio quality. An ideal jitter 
approaches as close to zero as possible. 

MOS 
Score 

MOS Score: Abbreviation for Mean 
Opinion Score. This indicator is of great 
importance in evaluating the quality of a 
voice application. It is on a scale from 0 to 
5, where 5 represents excellent quality and 
1 indicates poor quality. The MOS score 
depends on the codec used; for example, in 
the case of the G.729 codec (our example), 
the MOS score reaches 4.06 (under ideal 
conditions). 

Packet 
Loss Rate 

Packet Loss Rate: This parameter is 
expressed as a percentage and represents 
the number of packets lost compared to the 
total number of packets sent. It is a crucial 
measure for evaluating the reliability of a 
network or communication. In other words, 
it indicates what proportion of the packets 
sent did not reach their intended destination. 
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for each of the evaluated technologies: Manual IPv6 
Tunnel and 6rd. These latency values are crucial for 
assessing the performance and efficiency of these 
communication mechanisms.  

Figure 7: Latency 
5.1.2 Jitter 

Figure 8 below represents the results related to 
jitter. Upon initial analysis, it is noticeable that the 
jitter variation follows a similar trend to that of 
latency but with different values. Indeed, as the VoIP 
load increases (meaning the number of clients 
communicating via VoIP), the results highlight that 
the automatic tunnel 6rd outperforms the manual 
IPv6 tunnel, recording lower jitter values compared 
to the latter. 

Figure 8: Jitter 
5.1.3 Packet loss rate 

Figure 9: Packet loss rate 

The Figure 9 presented above shows the results 
regarding packet loss rate. According to this 
representation, it is possible to observe that as the 

VoIP load increases, the results indicate that the 
packet loss rate of the automatic 6rd tunnel is lower 
than that of the manual IPv6 tunnel because 6rd has 
better packet management as the load increases, 
resulting in a lower packet loss rate compared to the 
manual IPv6 tunnel. Furthermore, the capacity of the 
6rd tunnel is substantial. The 6rd tunnel could be 
designed to effectively handle a large number of 
packets under high load, minimizing losses.   

5.1.4 MOS score 
The results shown in Figure 10 below illustrate the 

Mean Opinion Score (MOS) associated with the 
examined technologies. A higher MOS score 
indicates better voice quality performance. The 
results revealed by this figure suggest that the 
automatic 6rd tunnel offers superior voice quality 
compared to the manual IPv6 tunnel.  

Figure 10: MOS score 
 

5.2 Scalability discussion  
During this study conducted using the GNS3 tool, 

we examined the scalability of two tunneling 
technologies, namely the manual IPv6 tunnel and the 
automatic 6rd tunnel. Each of these technologies was 
subjected to 68 distinct scenarios, with an increase in 
the number of VoIP clients communicating from 2 to 
90 clients. To evaluate performance, we used VoIP 
traffic generated by IP SLA, focusing on four 
essential measurement parameters: latency, jitter, 
MOS score, and packet loss rate. 

According to our results, the automatic 6rd tunnel 
outperforms the manual IPv6 tunnel for all evaluated 
measurement parameters when increasing VoIP load 
in terms of the number of VoIP clients 
communicating. This can be attributed to the strategy 
adopted by the 6rd tunnel. In general, the automatic 
6rd tunnel significantly automates the process, 
simplifying configuration and management 
compared to the manual IPv6 tunnel. Thus, 6rd 
reduces administrative overhead by allowing for a 
more global and automated configuration, avoiding 
the tedious individual configuration associated with 
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the manual IPv6 tunnel as the number of clients 
increases. Additionally, 6rd exhibits intrinsic 
scalability, designed to expand easily as the number 
of IPv6 clients grows. 

To assess the scalability or scaling capability of 
the technologies studied, it is now necessary to 
simultaneously consider acceptable thresholds for 
latency (400 ms), jitter (50 ms), and packet loss rate 
(3%) to determine which technology will withstand 
the increase in load in terms of the number of VoIP 
clients communicating. 

We observe that: 

 The manual IPv6 tunnel, although it maintains 
an acceptable packet loss rate of 2.82% in the 
scenario with 64 clients, experiences a delay of 
436 ms in the same scenario. Therefore, it 
appears that the manual IPv6 tunnel cannot 
effectively route VoIP traffic from this 
scenario. 

 The automatic 6rd tunnel maintains an 
acceptable delay until the scenario with 76 
clients, with approximately 379 ms. However, 
in the same scenario, the packet loss rate 
reaches 3.14%, making VoIP unusable from 
that point onwards. 

To summarize, Figure 11 below provides a 
comprehensive assessment of the scalability of the 
examined technologies, namely the manual IPv6 
tunnel and the automatic 6rd tunnel, based on the 
number of clients communicating via VoIP, 
considering three crucial parameters: latency, jitter, 
and packet loss. This overall analysis allows us to 
better understand how these technologies perform 
under increasing load, evaluating their ability to 
maintain acceptable performance while accounting 
for these critical quality of service factors. Based on 
these results, it is clear that the automatic 6rd tunnel 
offers superior scalability compared to the manual 
IPv6 tunnel.  

 
Figure 11. Scalability 

6. CONCLUSION AND FUTURE WORK 
 

In this article, we have studied and measured the 
performance and scalability of tunneling 
mechanisms, namely the manual IPv6 tunnel and the 
automatic 6rd tunnel, by increasing the voice load in 
terms of the number of clients communicating via 
VoIP. The study was conducted using GNS3 based 
on four measurement parameters: latency, jitter, 
MOS score, and packet loss rate. The results have 
shown that the automatic 6rd tunnel is more scalable 
than the manual tunneling mechanism. 
Consequently, it outperformed the manual tunneling 
mechanism in all measurement parameters. 

The main objective was to test which tunneling 
technique performs better in terms of performance 
and scalability as the load increases on the network 
in terms of the number of clients communicating via 
VoIP. The future research perspectives could 
encompass the security aspect of these tunneling 
techniques to identify their vulnerabilities and 
address them. This work could be beneficial for 
network administrators, policymakers, and 
researchers aiming to enhance the security of their 
networks and prevent attacks. 
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