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ABSTRACT 

Location-based services (LBS) have become pervasive, reaching all smart devices equipped with GPS, 
delivering substantial value to consumers. Despite their popularity, LBS has its shortcomings, particularly 
concerning the necessity for users to disclose their location data to fully benefit from the service, potentially 
compromising their privacy and security. As a result, numerous techniques have been proposed in the 
literature to offer an optimal solution for preserving privacy in LBS queries. This study will initially delve 
into three established approaches commonly employed for safeguarding privacy in location-based services: 
Zero Knowledge Proof, Oblivious Transfer, and the Bloom filter. Each of these methods aims to minimize 
the disclosure of information while simultaneously establishing an automated performance metric. Among 
the three methods mentioned, Bloom filters arguably exhibit the most efficient runtime performance. 
Nonetheless, Bloom filters exhibit two drawbacks: (a) they leak a maximum of one bit of information per 
query, and (b) the hash functions (Hk) require meticulous design and security analysis to ensure they are 
orthogonal and independent. This signifies that if one H is compromised (secure), nothing can be deduced 
about any other H, preserving the integrity of the remaining hash functions. In response to these challenges, 
we propose an innovative two-phase privacy-preserving framework for LBS, hybrid of Bloom filter and Zero 
Knowledge Proof (HBfZkp). While all three of these methods have demonstrated their efficacy in 
safeguarding a user's private data, our proposed two-phase privacy approach is poised to elevate privacy 
protection further. It is designed to shield users from both internal and external threats by capitalizing on the 
inherent strengths of Zero Knowledge Proof and Oblivious Transfer in safeguarding against these distinct 
types of attacks, respectively. 
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1. INTRODUCTION  

The objective of making queries to a location-based 
service while safeguarding privacy and efficiency 
presents a set of intricate security challenges. The 
first challenge pertains to implementation: Can we 
structure queries to a data store, be it a service, 
database, or website, in a way that divulges the least 
information to the data store while maximizing the 
user's utility? For a long time, it was perceived as a 
daunting task, if not impossible, to reconcile these 
conflicting requirements. Nevertheless, recent 
research has revealed the feasibility of various 
query protocols that can, at least probabilistically, 
strike a balance between these objectives. 

Another concern arises when we contemplate the 
potential compromise of the server or its overtly 
malicious intent. Can we design queries in a manner 
that guarantees responses that cannot be forged, 

making it impossible for the server to generate 
counterfeit responses that appear genuine? Even in 
the presence of a malicious server, eavesdropper, or 
man-in-the-middle attacker, the existence of "1-in-
q" algorithms has paved the way for security 
protocols that can offer probabilistic assurances 
regarding the authenticity of responses. A 
significant cryptographic breakthrough recently 
introduced fully homomorphic encryption (FHE), 
wherein the data store processes encrypted data 
without access to unencrypted information, 
ensuring that responses are genuinely unforgeable, 
not just probabilistically so. This brings us to the 
third concern in privacy-preserving queries, which 
is efficiency. "1-in-q" algorithms can provide 
runtime performance on the order of O(n) or even 
O(1), allowing the strength of the probabilistic 
guarantee to align with the user's privacy goals. The 
accuracy of the response can be improved by 
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incurring a linear or constant-time computational 
overhead. While partially homomorphic encryption 
schemes, such as Routing and Spectrum Allocation 
(RSA), can exhibit exponential computational 
growth, years of experience have yielded 
implementation heuristics that largely prevent 
exponential complexity, ensuring computations 
remain polynomial except with negligible 
probability. In contrast, efficient computation for 
FHE is currently immature, with even simple FHE 
computations potentially taking several seconds. 
This level of performance is presently unsuitable for 
end-user utilization. 

Finally, it's crucial to consider the unique 
requirements associated with location-based data. 
LBS query responses consist of multiple data items, 
making it easier for malicious actors like man-in-
the-middle eavesdroppers to correlate multiple 
queries, potentially compromising privacy. Any 
privacy-preserving solution for location-based 
servers must address this behavior.  

The subsequent sections of this document will 
outline three possible approaches to address these 
challenges: zero knowledge proofs (ZKPs), 
oblivious transfer protocols (OT), and Bloom filters 
(BF). A compelling argument can be made that 
these diverse protocols can be effectively combined 
to create solutions stronger than any individual 
approach. 

Our contribution  

 Propose a 1-bit security guarantee 
achievable through a combination of a 
Zero-Knowledge Proof System (for 
internal attacks) and Oblivious Transfer 
(for external attacks). 

 Devise Privacy-Preserving Queries 
tailored for Location-Based Services using 
the principles of Bloom Filters. 

 Create an algorithm, denoted as "A," 
whether it relies on Zero-Knowledge 
Proofs (ZKP) or Oblivious Transfer (OT), 
aimed at minimizing information leakage 
to 1 bit per query within a pure Bloom 
Filter (BF) system. Additionally, formulate 
an automated performance metric that can 
be computed through simulated execution 
of the composite algorithm to 
probabilistically quantify the value of N. 

Demonstrate that for a well-optimized A, 
N can significantly exceed 1. 

 Develop an advanced procedure that 
transforms algorithm A, initially designed 
for value types, into a functional A that 
operates on function types. Establish two 
performance measures that calculate the 
overall entropy and mutual information of 
a sequence of hash functions before A's 
transformation and after it. Create a 
simulation that computes these measures. 

 Conduct a comprehensive evaluation of 
the proposed approach concerning security 
and privacy efficiency. 

2. RELATED WORK  

In reference to [33], Information Access Control 
serves as a technique aimed at preserving the 
location privacy of LBS (Location-Based Services) 
users. This approach hinges on granting LBS users 
the ability to regulate access to their location data. 
To achieve this, LBS providers enforce the 
utilization of access policies to govern access to 
users' location data. However, a drawback of this 
technique is the potential misuse of location data by 
LBS providers who could act as adversaries. 

Another technique known as the Mix Zone, 
described in [34], relies on an intermediate server to 
obfuscate a user's location. When a user enters a mix 
zone, they are assigned a pseudonym, which is then 
used to submit queries to the LBS server via the 
intermediary server. The user receives a new 
pseudonym when they leave the mix zone. Although 
this method is applicable in scenarios like road 
networks, its vulnerability lies in the risk of 
compromise of the intermediate server by 
adversaries. In [35, 36], the k-anonymity technique 
is employed to protect location privacy. This 
method involves grouping mobile users into clusters 
of k members, defining a bounding region for each 
group, and having users use the bounding region as 
their location when making queries to the LBS 
provider. The intermediate server assists in 
constructing the bounding region. While this 
technique makes it challenging for adversaries to 
pinpoint a user's exact location, it is not immune to 
potential compromise of the intermediate server. 

Another approach, discussed in [37, 38], involves 
the use of dummy locations. In this method, a 
mobile user confuses the LBS server by sending 
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multiple queries, with one containing their real 
location and the rest containing fake locations. 
However, adversaries may leverage side 
information to identify the dummy locations, 
making this technique susceptible to exploitation. 
[39] and [40] introduce the concept of geographic 
data transformation. Users own a location dataset, 
and to share it, a transformation process is applied 
using a secret key. This transformed dataset, hosted 
by an LBS server, is ready for sharing. While this 
transformation process enhances location privacy, 
there is a risk of adversaries analyzing access 
patterns for the transformed locations to potentially 
compromise the real location data. Private 
Information Retrieval (PIR) is another technique 
discussed in [41], [42], [43]. It uses cryptographic 
systems to enable users to access LBS server 
database records without revealing which specific 
record is being accessed. However, this approach 
relies on dedicated hardware with embedded secret 
keys, posing a potential risk if hardware 
manufacturers compromise location privacy. 

In [44], an optimal approach to address current 
location-based query challenges, particularly data 
leakage in query databases, is proposed. The authors 
suggest a two-stage approach involving Oblivious 
Transfer and Private Information Retrieval. They 
evaluate the method's efficiency using a desktop 
machine and a mobile device. Authors in [45] 
introduce the Privacy-Preserving Location Proof 
Updating System (APPLAUS), focusing on co-
located Bluetooth-enabled mobile devices to 
generate location proofs and update a location proof 
server. They use periodically changed pseudonyms 
to enhance security and offer users control over their 
location privacy levels. 

In [46], the focus is on managing privacy protection 
and LBS accuracy based on population and road 
density. The authors propose a context-aware LBS 
system with integrated data privacy and 
communication anonymity, demonstrating its 
efficiency on Google Maps. Authors in [14] address 
the query linking problem in preserving mobile 
users' privacy within LBS. They introduce the V-
DCA algorithm, which combines user rapidity, 
acceleration, and cloaked groups to enhance privacy 
while reducing algorithm complexity. [47] 
introduces a Private Set Intersection (PSI) protocol 
based on oblivious Bloom intersection, offering 
scalability and security in semi-honest and 

malicious models. [48] focuses on location sharing 
services in online social networks (mOSNs) and 
presents BMobishare, a security-enhanced privacy-
preserving location sharing mechanism using 
Bloom Filters. In [49], a privacy mechanism is 
designed for LBS in vehicular ad hoc networks 
(VANET). The authors propose a privacy 
mechanism based on multi-party computation and 
zero-knowledge proofs to protect location 
information. [50] presents a zero-knowledge multi-
copy routing algorithm for mobile social networks 
(MSNs), with a focus on community homes spread 
messages. Authors in [51] address password-
guessing attacks and propose an enhanced Kerberos 
protocol based on public key cryptography. [52] 
employs middleware to generate client certificates 
for pseudonymous usage, while [53] introduces an 
anonymous authentication system. [54] suggests the 
use of zero-knowledge proofs and RSA 
cryptography in web browser login systems to 
prevent password attacks. [55] explores the 
application of tamper-proof hardware for 
universally composable secure computation, 
presenting efficient oblivious transfer protocols. 
[56] discusses protocols for privacy-preserving 
computation using oblivious transfer, k-anonymous 
oblivious transfer, deterministic encryption, and 
Bloom Filters. [57] introduces interactive hashing 
as a cryptographic primitive and demonstrates the 
benefits of interactive hashing in secure 
computation. [58] discusses oblivious transfer 
extensions and presents an efficient OT extension 
protocol for secure computation. [59] focuses on 
privacy in mobile social networks, offering a 
customized privacy mechanism for user profiles and 
communication. [60] introduces the spatial Bloom 
filter (SBF) to store location information and 
presents privacy-preserving protocols for location-
aware applications. [61] addresses the need for 
location privacy in location-aware applications and 
introduces the spatial Bloom filter (SBF) to manage 
location data. [62] presents an approach that 
combines Bloom filters and hash tables to enhance 
the efficiency of Bloom filters in representing sets. 

3. PROPOSED PRIVACY FRAMEWORK  

Among the three methods mentioned earlier, Bloom 
Filters indeed stand out in terms of runtime 
performance. However, they do have two 
significant shortcomings: 
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To address these deficiencies, our proposed 
approach involves combining a Bloom Filter with a 
second technique, which could be either Zero-
Knowledge Proofs (ZKP) or Oblivious Transfer 
(OT). In the proposed approach, we explore two 
methods for combining privacy techniques: 
ZKP+BF and OT+BF. The objectives for both of 
these approaches are consistent: 

 Reducing Information Leakage: The 
primary aim is to asymptotically decrease 
the amount of information that the Bloom 
Filter (BF) leaks, from 1 bit per query to 1 
bit per N queries, for N that can be 
arbitrarily large. This reduction is crucial 
for enhancing privacy and security.  

 Generating Independent Hash 
Functions: Another key goal is to create a 
mechanism, often referred to as an 
"engine," that can produce a set of hash 
functions that are both orthogonal and 
independent. 

a) Information Leakage: Bloom Filters can leak at 
most one bit of information per query. This means 
that, in certain cases, an observer could potentially 
gain some insight or infer partial information from 
the queries made. 

b) Hash Function Security: The hash functions 
(Hk) used in Bloom Filters need to be designed with 
careful attention to security. They should be 
orthogonal and independent from each other. In 
essence, even if one of these hash functions (let's say 
Hi) is compromised or broken, it should not reveal 
any information about the other hash functions (Hj) 

where j is not equal to i. This is crucial to ensure that 
the compromise of one hash function does not lead 
to the breach of the entire system. These hash 
functions should satisfy a specific property, where 
the joint distribution P(Hi|Hj) - P(Hi) - P(Hj) is 
bounded from above by an extremely small value 
denoted as E. It should be such that there is an 
exceedingly low probability of finding any x, y for 
which: 

|| P(Hi(x)|Hj(y)) - P(Hi(x)) - P(Hj(y)) || > E      (1) 

In this equation, P(Hi(x)) signifies the likelihood of 
successfully reversing or inverting the hash function 
Hi, meaning the probability of discovering any x' 
such that Hi(x') = Hi(x). Developing such hash 
function generators, often referred to as 
"mixmasters," is recognized to be a challenging 
problem in the field of cryptography and privacy. 
Figure 1 presents a block diagram of proposed 
hybrid technique to secure LBS privacy.  

 

Figure 1. Block Diagram Of Proposed Hybrid Method 
For LBS Privacy Provisioning 
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Figure 2. Flow Diagram Of Proposed Hbfzkp Method For LBS Privacy Provisioning 

Algorithm 1. Secure Location Data Storage Using 
Hybrid ZKP And BF: 

Step 1: Secure Location Data Storage using 
Bloom Filters: 

 User location data is hashed and 
securely stored within a Bloom Filter. 

 Bloom Filters provide an efficient way 
to query and retrieve location data, 
reducing response times. 

Step 2: Privacy-Preserving Query Authentication 
with ZKPs: 

 When a user queries the LBS, they 
generate a ZKP attesting to their 
proximity to a specific location without 
disclosing the exact coordinates. 

 The ZKP allows the LBS to authenticate 
the user's query without learning 
sensitive location information. 

Step 3:  Integration of Bloom Filters and ZKPs: 
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 The user query is processed through the 
Bloom Filter to identify potential 
matching locations, minimizing false 
positives. 

 The ZKP is then used to verify the user's 
proximity to these potential matches, 
providing an additional layer of privacy 
protection. 

 

4. SECURITY ANALYSIS 

Let: "BF" represents the Bloom Filter, "Q" be a 
user's query, "P(x)" represent the presence of an 
element x in the Bloom Filter, "ZKP(Q)" denote the 
Zero Knowledge Proof for query Q: 

Verify(Q) = (ZKP(Q) AND P(Q)) OR ¬ZKP(Q)   
(2) 

In above equation, Verify(Q) indicates the result of 
the algorithm for query Q. ZKP(Q) represents the 
Zero Knowledge Proof for query Q. P(Q) denotes 
the presence of the user's query Q in the Bloom 
Filter. AND and OR are logical operators. 

The proposed data transfer protocol enables secure 
and privacy-preserving interactions between an 
LBS client and an LBS server. It is designed to meet 
the five specified properties while allowing the 
client to make location-based queries and obtain 
proofs of assertions with varying levels of 
confidence. 

Protocol Properties: 

Proof of Assertion (p): 

The protocol should incorporate a Zero Knowledge 
Proof (ZKP) system. Each query issued by the client 
must include a ZKP component that demonstrates 
the validity of the assertion without revealing 
sensitive information. The probability (p) of 
successfully proving the assertion should be set as a 
parameter. This component will be 
cryptographically verifiable by the server. 

Exponential Increase in Confidence (p): 

To increase the confidence (p) exponentially, the 
protocol will support a feature where the client can 
issue multiple queries in a sequential manner. The 
server will provide independent ZKP responses for 
each query. The client can then combine these 

proofs to increase the confidence exponentially in a 
straightforward way. 

Information Leakage (Negligible Probability): 

To minimize information leakage, Bloom Filters 
will be used. The queries will be processed using 
Bloom Filters to obfuscate the query and response 
patterns. The leakage probability will be made 
negligible through the appropriate design of the 
Bloom Filters and query handling mechanisms. 

Malicious LBS Server Detection (q): 

The protocol will incorporate a reputation system 
for LBS servers. Each query response from the 
server will include a unique digital signature. The 
client will keep a record of responses and verify 
them over time. If any response is found to be 
inconsistent or suspicious, it will contribute to the 
calculation of the malicious server detection 
probability (q). 

Exponential Increase in Detection Confidence (q): 

The client can enhance its ability to detect a 
malicious server by continually interacting with the 
same server. The cumulative probability of 
detecting a malicious server (q) can be 
exponentially increased by collecting a sufficient 
number of query responses and evaluating the 
server's consistency and integrity over time. 

Protocol Workflow: 

Query Generation: The LBS client generates a 
location-based query and computes an associated 
ZKP proof for the assertion. 

Query Transmission: The client transmits the query 
and the ZKP proof to the LBS server. 

Server Verification: The LBS server verifies the 
ZKP proof and processes the query while 
maintaining user privacy using Bloom Filters. 

Response Generation: The server generates a 
response, signs it with a unique digital signature, 
and sends it back to the client. 

Response Verification: The client receives the 
response and verifies the server's digital signature. 
The response is stored for future reference. 

Iterative Querying: The client may choose to repeat 
the process by issuing multiple queries to the server 
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to increase confidence in the assertion's validity and 
detect malicious behavior. 

 The protocol provides strong security and 
privacy guarantees: 

 Zero Knowledge Proofs ensure the privacy 
of user assertions. 

 Bloom Filters minimize information 
leakage. 

 The reputation system helps detect 
malicious servers. 

 The ability to issue multiple queries 
exponentially increases the confidence in 
the assertion's validity. 

5. IMPLEMENTATION AND RESULTS 

 In this section, we assess our proposed privacy 
provisioning hybrid ZKP and BF scheme. Taking 
into account the perspectives of the Location-Based 
Service Provider (LBSP), the LBS user, and the 
Cloud Service Provider (CSP). The software and 
hardware configurations for the LBSP and LBS user 
sides were executed on a 64-bit Ubuntu12.04 LTS 
system equipped with an Intel Core i7 processor and 
16GB of RAM. On the CSP side, a virtual machine 
was employed, running an Intel Xeon processor E5-
4600, with 16 GB of memory on a Dell blade server 
M830. VMware vSphere ESXi was utilized to 
establish a private cloud environment. The 
implementation of pairing group operations was 
achieved using the open-source Charm library [34], 
which leverages standard PBC library support [35] 
and FLINT [36] for finite field arithmetic within 
Zn*. 

To acquire the JAVA source code, the Github 
library [37] was employed, and the FHE over AES 
scheme found in HELib was adopted. Real-world 
location data was drawn from the Open-StreetMap 
dataset [38], featuring a total of 62,556 real-world 
locations. For the simulation, the LBSP and LBS 
user were simulated within a single workstation 
using NS2 [39], while the CSP simulator was 
executed on another workstation employing 
CloudSim [40]. NS2 was chosen for constructing 
intricate network topologies and simulating query 
exchange. Notably, the LBSP served as the routing 
point, where each request from the LBS user and 
each response from LBSP had to pass through the 
CSP, introducing authentication steps and 
anonymization procedures that contributed to 

delays. In essence, the network models were 
extended to cater to the specific requirements of 
simulating the PPQ_FHE scheme within NS2, 
ensuring that all requests and responses traversed 
the CSP. These additional steps, including 
authentication and anonymization, imposed a 
processing overhead on the LBSP, affecting the 
overall performance of the scheme. 

To evaluate the proposed HBfZkp model, we used 
the configuration given in table 1 as follows and 
evaluated entropy as well as the performance of the 
system. Further, we compare our results with 
existing well known approaches proposed in [48] 
and [56].  

Table 2. Configuration Attributes  

Attributes Size 

Social network server to mobile 
user (a) 

64 

Social network server to mobile 
user (b) 

64 

Mobile User to social network 
server 

32 

Mobile User to LBS 32 

J (A) 64 

From the experiments, we found that the entropy of 
our proposed HBfZkp is approximately 0.99 as 
shown in figure 3, which is much better than the 
existing both comparing approaches because of the 
decryption of single message which is most 
relevant.  

 

Figure 3. Entropy Comparison Of Proposed Hbfzkp 
Method With Existing Techniques. 

Further we also evaluated the performance of 
overall systems. When comparing the performance 
entropy of HBfZkp to [48] and [55], it becomes 
evident that HBfZkp offers superior entropy. This 
improvement in entropy is primarily attributed to 
the utilization of the zero-knowledge proof 
algorithm in HBfZkp. 
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Figure 4. Performance Comparison Of Proposed Hbfzkp 
Method With Existing Techniques. 

6. CONCLUSION  

The paper explores the intricate landscape of 
privacy and security in Location-Based Services 
(LBS) LBS inherently face privacy and security 
challenges, particularly when user location data is 
involved. Protecting user data while maintaining 
service efficiency is a complex problem. Traditional 
methods such as Information Access Control, Mix 
Zones, k-anonymity, and dummy locations each 
have their limitations, making them susceptible to 
various forms of attacks and breaches. This paper 
introduces a compelling novel approach HBfZkp 
that is the Hybrid of Zero Knowledge Proofs (ZKPs) 
and Bloom Filters to address these critical concerns. 
This approach aims to asymptotically reduce 
information leakage and enhance security. Zero 
Knowledge Proofs provide a powerful tool for 
enhancing security. By ensuring that the LBS server 
only receives necessary information without 
revealing more, ZKPs offer a promising solution. 
On other hand, Bloom Filters play a vital role in 
optimizing runtime performance. When coupled 
with ZKPs, they contribute to a more 
comprehensive approach that addresses both 
efficiency and privacy. The paper presents 
experimental evaluations of the proposed approach 
to demonstrate its effectiveness and feasibility. 
These evaluations provide insights into the practical 
implementation of the hybrid solution. As 
technology evolves, continuous research in this 
field is essential. Future directions may involve 
refining the proposed approach by implementing in 
real environment, exploring new cryptographic 
techniques, and optimizing the integration of Bloom 
Filters for enhanced privacy and efficiency. 
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