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ABSTRACT

Vehicular Ad hoc Network (VANETS) is high-speed networks, and it is combined with Unmanned Aerial
Vehicles (UAVs) to build effective communication among vehicles. The communication modules of UAVs
assisted VANETSs vehicles to roadside units (RSUs), vehicles to UAVs and UAVs to UAVs. And it gets
further enabled with satellite and the additional module like UAVs to satellite is included with it. Through
UAVs the vehicles are monitored, and it becomes eligible to transfer highly confidential information. So, it
is essential to improve the trustworthiness of the vehicles to communicate. For this purpose, Trust Monitoring
Framework for Satellite Assisted UAVs Enabled VANETs (TMF-SAUAV5) is proposed in this paper. This
method includes two segments such as trust evaluation and trust management. Through trust evaluation, the
trust values of vehicles are calculated using direct trust, indirect trust and comprehensive trust calculation.
Through trust management, the trust history of the vehicles is properly monitored to easily identify honest
vehicles. This method greatly increases the efficiency of the Satellite Assisted UAVs Enabled VANETS.
Using NS2 and SUMO, the simulation is run. Energy efficiency, packet delivery rate, end-to-end delay, and
routing overhead are the factors considered while evaluating value. The outcomes are contrasted with earlier
methods like JRT-UAVs and PDO-UAVs. The results show that, as compared to earlier efforts, the suggested
TMF-SAUAVs approach achieved high efficiency and delivery rate as well as lower latency and routing
overhead.

Keywords: Vehicular Ad hoc Network, Unmanned Aerial Vehicles, Satellite Assisted, TMF-SAUAVs.

1. INTRODUCTION
Without the aid of an infrastructure

vehicles to UAVs, vehicles to RSUs and UAVs to
UAVs. UAVs are widely used in several

equipment, such as access point or base station, an
Ad Hoc Network is a wireless network that enables
simple connection setup between wireless client
devices in the same physical area [1-8]. Vehicular
Ad hoc Network (VANETSs) is combined with
Unmanned Aerial Vehicles (UAVs) to overcome the
drawbacks produced by ground-level obstacles. Due
to the high-speed, unpredictable mobility of cars,
VANETS' first communication models are vehicle-
to-vehicle and vehicle-to-infrastructure, which
results in ineffective communication [9-13]. In
recent days UAVs enabled VANETS are introduced
at the time the communication is performed between

applications which are based on the intelligent
transmission system. UAVs consist of certain
unique characteristics such as high ability, high
mobility, high flexibility and ease to locate [14-16].
Due to this criterion, it becomes a very interesting
topic for both the academia and industry sectors [17-
24].

In [20], the author developed the UAV-
assisted Ubiquitous Trust Evaluation (UUTE)
framework. In terms of accuracy and
communication expense, this framework worked
more effectively. The fundamental problem with
this system, though, is growing latency.
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In [21], the author described a framework
for UAV-assisted trustworthy code dissemination
that helps choose reliable mobile vehicles for code
distribution with opportunistic routing. Although
this architecture provides more throughput, it has
been shown to have a serious fault in that it uses
more energy. Through UAVs the data collection
among the vehicles becomes more effective because
it can able to re-establish transmission among
ground vehicles and it also serves the ground user
equipment and cellular networks. UAVs are
equipped with solar energy so that they can able get
recharged easily and consist of omni- directional
antennas to perform communication. UAVs are a
device that can able to transfer such confidential
information from vehicles so it is very essential to
increase the trustworthiness of the vehicles. For this
purpose, in this paper satellite-assisted UAVs-
enabled VANETS are developed as well as a trust
monitoring process is incorporated with it. The
contribution of the research is described in the
following:

e In order to overcome the VANETSs from the
ground level obstacles UAVs are introduced in
it that greatly help the vehicles to perform
communication through air medium so that it
can get escape from the ground level obstacles.

e To improve the density and to provide overall
coverage satellite-assisted UAVs-enabled
VANETs are developed in this paper.

e To improve the trustworthiness of the vehicles a
novel trust monitoring framework is developed
in satellite-assisted UAVs enabled VANETS.

This major process of the framework is direct
trust, indirect trust and comprehensive trust
calculation with trust management.

As a result of this procedure, the network's
energy efficiency and packet delivery ratio are
both raised, and its delay overhead is
decreased..

The remaining parts of the paper are listed
as follows: The prior works that addressed the
advantages and disadvantages of UAVs and
VANETs are described in section 2. The network
environment is displayed in section 3. The suggested
TMF-SAUAVSs strategy is explained in section 4.
Performance analysis is carried out in section 5.
Results and comparative analyses are reported in
section 6. Section 7 provides a conclusion and
suggestions for additional development.

2. RELATED WORKS

The authors in [22] proposed a provenance-
aware distributed trust approach that aims to achieve
accurate peer-to-peer (P2P) trust assessment and
maximize the delivery of correctly received
messages. This approach uses destination nodes and
resource-constrained network environments to
minimize message delay. Additionally, this work
employs UAVN-pro, which takes a data-driven
approach to reduce resource consumption. The
results show that UAVN-pro's functionality is
compatible with existing UAV network routing
protocols and effectively identifies attacks.

The authors in [25] presented a
collaboration trust interconnection system among
UAVs to evaluate trust and choose low-cost and
high-trust participants to enhance data quality. The
false ratio, packet loss rate, and communication
expense are all decreased by this approach. The
biggest drawback of this framework is that it needs
more power to keep performing.

The authors in [26] achieved an efficient
and reliable network performance by proposing QoS
Aware Hybrid Optimization in VANETSs. The Ant
colony optimization (ACO) algorithm is used for
initial optimal path selection and Effective Whale
Optimization (EWO) algorithm is used to find the
best optimal solution to achieve effective
communication in VANETSs. The results shows that
the performance of the proposed approach is better
for effective communication for the VANETS.

The authors in [27] proposed a Risk-based
Trust Evaluation Advanced Model (RTEAM)
approach. The proposed model work based on
Multifaceted Trust (MT) and Hop-based Trust (HT)
for each required action of both reports. The results
show that the risk-based trust approach outperforms
a purely trust-based approach in terms of undefined
cases and true positive rates.

The authors in [28] proposed a new
software-defined trust based framework. The
proposed framework centralized SDN controller is
served as a learning agent to get the optimal
communication link policy by deep learning method.
The Expected Transmission Count (ETX) used as a
metric to estimate the quality of the communication
link in each connected vehicles’ communication.
Also, the author design a trust framework to avoid
the bad influence of malicious and enhances the link
quality.

The authors in [29] proposed a Context-
Awareness Trust Management (CATM) approach
for estimating the trustworthiness of received
messages. The proposed approach determines the
trust evaluation result of an evaluation request,
remaining unaffected by the presence of conflicting
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evidence and the trust level of entities in the network.
Furthermore, the approach enables vehicles to adapt
the evaluation strategy to maintain accurate
estimation results in different driving situations and
to verify the effectiveness of the proposed approach.
The results demonstrate that this approach can
effectively adjust to various driving scenarios,
requiring minimal additional time.

The author in [30] presented a Low Earth
Orbit (LEO) satellite- and cache-assisted unmanned
aerial vehicle that enhanced throughput while also
achieving ubiquitous connection and high capacity
by employing model-based techniques such as cache
placement optimization and UAV resource
optimization. This strategy increases network speed
and bandwidth while failing to reduce overhead and
delay.

The author in [31] established a non-
orthogonal multiple access (NOMA)-based multi-
unmanned aerial vehicle (UAV) emergency network
but it failed to achieve high efficiency and packet
delivery ratio during communication. After analysis
of the earlier work it is understood that UAVs
assisted VANETs still needs some upgrade to
improve the effectiveness in communication and to
achieve that satellite assisted UAVs enabled
VANETs are developed as so to achieve better
performance trust monitoring framework is
performed in this network which is detailed in the
upcoming sections.

3. NETWORK ENVIRONMENTS

The types are communication which is
performed in this network model is (i) vehicle to
RSUs, (ii) vehicles to UAVs, (iii) UAVs to UAVs
and (iv) UAVs to satellite. In order to overcome the
drawbacks of the vehicle to vehicle communication
and to increase the network density satellite-assisted
UAVs in VANETs are introduced. The network
model of satellite-assisted UAVs in VANETS is
shown in Figure 1.

>
&
L

Figure 1: Network Model

3.1 Vehicle to RSUs communication

Vehicles such as RSUs that are present in
its coverage area initially share information about it.
RSUs are placed on roadsides, and it is static in
nature. RSUs collect the data which is transmitted
from the vehicles.

3.2 Vehicles to UAVs communication

At the time of communication between
vehicles and RSUs there may be a presence of
obstacles in the ground. At the time of transferring
the data, the vehicle verifies the path whether it
consists of obstacles or not. Once the obstacle is
found the vehicles ignore the data transmission with
the respected RSUs and transfer the data to the
UAVs which is present in the coverage area so that
they can get escape from the ground-level obstacles.
UAVs hold access to communicate with any vehicle
at any time.

3.3 UAVs to UAVs communication

Once after receiving the data from the
vehicles the UAVs search for its destination. If the
destination is present in it coverage area then it will
transfer the data to the destination. If not then it will
transfer the data to another UAV which is present in
the line of sight to the destination. UAVs
communication is more stable and to create cost
effective network it is very essential to place the
UAVs in the proper place so that using minimum
number of UAVs the entire network is get covered.

3.4 UAVs to satellite communication

After collecting the data from the vehicles
and the UAVs the current UAVs transfer the data to
the satellite. The satellite is the controlling authority
of the complete network which collects the data
from all the UAVs at the final stage.

4. TMF-SAUAVS APPROACH

In this section a Trust Monitoring
Framework for Satellite Assisted UAVs Enabled
VANETs (TMF-SAUAVs) is developed which
consists of two sections they are trust evaluation and
trust management. The workflow of the proposed
TMF-SAUAVs is shown in Figure 2.
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Finally, the comprehensive trust is
Netuork determined using the direct and indirect trust values,
Formation . . .
and the mathematical expression for calculating
comprehensive trust is provided in equation (4).
Vehicles to Vehicles to UAVs to Satellite to
RSUs model UAVs model UAVs model UAVs model
CTy = (a * DTy) + (B = IDTy) 4
Proposed . i
TME-SAUAVS According to the equation (4) the
comprehensive trust value of each wvehicle is
Trust measured through this process the vehicle
Eueliation transmitted data reached the UAVs or RSUs without
any delay and overhead.
Trust
Management
4.1 Trust Management
Performance
Analysis

Figure 2: Workflow of the proposed TMF-SAUAVs

In this network model each vehicle can be
able to communicate with the RSUs and the UAVs.
So, it is essential to improve the trustworthiness of
the vehicles. Here the trust estimation is performed
On Board Unit (OBU) and for the data. The metrics
which are considered for the trust estimation are data
weight, vehicle weight, and vehicle speed and
diversion rate of the vehicle. According to this
metric, the trustworthiness of the vehicle is
calculated, and it is mathematically expressed in
equation (1).

_ AVpy () + AV () + AVg(6) + AVpr(2) (1)
100

TE, = |1

Equation (1) shows the trust worthiness of
each vehicle. Using those terms, the direct trust,
indirect trust and comprehensive trust values of the
vehicle is measured. The direct first value of the
vehicle is described in equation (2).

AV (0) * (AVDZ +1_ AAVDVfS(f()t) 2)

1+ AV (0)/ AV (0)

DTV =

In equation (2) the terms implies the
possibility of data gets forwarded back to the vehicle
and implies the coverage area of the vehicle with
respect to time. Followed by this the indirect trust
calculation is performed and it is described in
equation (3).

=1 DTy = AV, () = AVs(t) 3)

IDT, =
n DT,

The trust evaluation is performed in the
vehicles before transferring and receiving the data.
Trust management is performed by the RSUs and
UAVs while receiving the data from the vehicles.
Using equation (1) the trustworthiness of the
vehicles are analyzed by the RSUs and UAVs where
it will maintain the historical trust information of all
the vehicles with it. During the communication with
any vehicles, it will check the past history and the
variation percentage of the current trust score and the
past trust score. According to the long-term
behaviors of the vehicle the present variation ratio is
measured through that it predicts the vehicle is
honest or not. In case if it lowers than certain values
then the vehicle is considered as malicious, and the
transmission gets neglected. This is the overall
process of the trust monitoring framework in satellite
assisted UAVs enabled VANETS.

5 PERFORMANCE ANALYSIS

To evaluate the performance of the
proposed TMF-SAUAVs approach in this
simulation real time traffic is used with realistic
simulation in road networks. Real time vehicle
mobility is generated using SUMO and open street
map. That vehicle mobility is applied to NS2 to
analysis the performance of the proposed method
and it is compared with the earlier methods such as
JRT-UAVs [30] and PDO-UAVs [31]. To evaluate
the performance, a few parameters are measured
during the process of simulation. They are energy
efficiency, packet delivery rate, end-to-end delay and
routing overhead. The network is constructed with
1000 vehicles, 10 RSUs and 5 UAVs. Table 1 shows
the input parameters of the simulation platform.

Table 1: Simulation parameters

Software NS2/SUMO
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Simulation Time 300 ms SAUAVs strategy is high when compared to older
Coverage Arca 3000m*3000m methods, as seen in the output graph.
No of Vehicles 1000 Vehicles 100
No of RSUs 10 RSUs
z 9
No of UAVs 5 UAVs £
3
No of Satellite 1 Satellite 9
i
RSUs Radius 200m % 8
UAVs Radius 500m $
a 80
Initial Energy 100 Joules
Transmission Power 0.500 Joules 75 100 300 400 S00 600 700 800 900 1000
Receiving Power 0.050 Joules oo of Vehicles

Figure 3 compares the energy efficiency of
the proposed TMF-SAUAVs technique to previous
research such as JRT-UAVs and PDO-UAVs.
Improving the network's energy efficiency is critical
for improving communication effectiveness.

90

il ﬁﬂwww

100 200 300 400 5S00 600 700 800 900 1000

Energy Efficiency(%)
g€ § 88 3 8

-
© ©

Number of vehicles
WIRT-UAVs W PDO-UAVs uw TMF-SAUAVS

Figure 3: Energy Efficiency Calculation

The TMF-SAUAVs approach achieves an
energy efficiency of 85%, while other works such as
JRT-UAVs and PDO-UAVs obtain 72% and 78%,
respectively. The energy efficiency of the TMF-
SAUAVs approach is high when compared to
previous methods, as illustrated by the output graph,
due to the trust evaluation and trust management
procedure.

5.1 Packet Delivery Ratio Calculation

Figure 4 compares the packet delivery ratio
of the proposed TMF-SAUAVs approach to
previous studies such as JRT-UAVs and PDO-
UAVs. To accomplish successful communication,
the network's packet delivery ratio must be
improved. The TMF-SAUAVs approach achieves a
packet delivery ratio of 97%, while other efforts
such as JRT-UAVs and PDO-UAVs reach 88% and
91%, respectively. Because of trust monitoring
frameworks, the packet delivery ratio of the TMF-

WIRT-UAVS WPDO-UAVS W TMF-SAUAVS

Figure 4: End to end delay calculation

5.2 End to End Delay Calculation

In Figure 5, the suggested TMF-SAUAVs
approach's end-to-end delay is examined and
compared to previous research such as JRT-UAVs
and PDO-UAVs. The network becomes very stable
if the end-to-end delay is low, and the trust
monitoring framework is primarily designed to
reduce the delay caused during the communications
process in the network, resulting in high-speed
mobility in VANETs. The TMF-SAUAVs approach
produces an end-to-end delay of 85ms, whereas
other works such as JRT-UAVs and PDO-UAVs
cause delays of 149ms and 104ms, respectively. The
TMF-SAUAVs strategy has a reduced end-to-end
delay than the previous methods, as seen in the
output graph.

thhlllw||

100 200 300 400 500 600 700 800 900 1000

Number of vehicle:
WIRT-UAVs ® PDO-UAVs \.l TMF-SAUAVs

160

B
s &

g

End to End Delay (ms)
& & 8

~
=3

Figure 5: End-to-End Delay Calculation

5.3 Routing Overhead Calculation

Figure 6 illustrates the routing overhead of
the proposed TMF-SAUAVs approach, which is
compared to previous studies such as JRT-UAVs
and PDO-UAVs. To achieve an effective
performance of the network it is mandatory to
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reduce the routing overhead. Through trust
monitoring process the transmission is carried out in
stable manner that greatly reduced the routing
overhead during communication.

900
800
700
600

il

100 200 300 400 500 600 700 800 900 1000
Number of Vehicles

Routing Overhead (packets)

8

8

HIRT-UAVs WPDO-UAVs W TMF-SAUAVs

Figure 6. Routing Overhead Calculation

The routing overhead produced by the
TMF-SAUAVs approach is 325 packets, whereas
the delay produced by the other works like JRT-
UAVs and PDO-UAVs are 784 packets and 514
packets. As illustrated in the output graph, the
routing overhead of the TMF-SAUAVs approach is
lower when compared with the earlier methods.

6 RESULTS AND DISCUSSION

The comparative analysis of JRT-UAVs,
PDO-UAVs and the proposed TMF-SAUAVs
approach are given in Table 2 where the values for
the parameters such as energy efficiency, packet
delivery rate, end-to-end delay and routing overhead
are discussed.

Table 2: Results Analysis And Measurements

Parameters / JRT- PDO- TMF-
Methods UAVs UAVs SAUAVs
Energy Efficiency 72% 78% 85%
Packets Dehvery 88% 91% 97%
Ratio
End to End Delay 149ms 104ms 85ms
. 784 514 325
Routing Overhead packets  packets packets

Table 2 shows that the proposed TMF-
SAUAVs solution outperforms previous efforts in
terms of energy efficiency, packet delivery rate, end-
to-end delay, and routing overhead. The proposed
TMF-SAUAVs approach is 13% more energy
efficient than JRT-UAVs and 7% more efficient than
PDO-UAVs. In the packet delivery ratio
computation, the suggested TMF-SAUAVs solution
outperforms JRT-UAVs by 9% and PDO-UAVs by
6%. TMF-SAUAVs method has a 65 ms shorter end-

to-end delay than JRT-UAVs and a 20 ms lower end-
to-end delay than PDO-UAVs.

The TMF-SAUAVs approach has 400
packets less routing overhead than the JRT-UAVs
and 200 packets less than the PDO-UAVs. The
suggested TMF-SAUAVs approach outperforms
previous efforts in terms of overall performance, and
such findings were accomplished with the help of the
trust model in satellite-assisted UAVs-enabled
VANETsS.

7 CONCLUSION

In this paper, a new approach is proposed to
enhance the effectiveness of VANETS, called TMF-
SAUAVs, transforming the network into Satellite
Assisted UAVs Enabled VANETSs. This innovation
enables vehicles to bypass ground-level congestion
and expands the network's capabilities. This
approach employs direct trust, indirect trust, and
comprehensive trust calculations, along with robust
trust management, to elevate and oversee the trust
values of vehicles. The NS2 on the Ubuntu operating
system used in the simulation. Four parameters are
applied to evaluat and compare against previous
approaches. The parameters are energy efficiency,
packet delivery rate, end-to-end delay, and routing
overhead. The result shows that the proposed TMF-
SAUAVs solution outperforms these earlier
techniques, achieving 7% to 13% greater energy
efficiency, a 6% to 9% higher packet delivery ratio,
a 20ms to 60ms reduction in end-to-end delay, and a
decrease of 200 to 400 packets in routing overhead.
In future work, the authors should focus on
optimizing bandwidth utilization and improve the
proposed approach with sensors.
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