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ABSTRACT 

Cyber delinquency among school adolescents has become a significant concern associated with negative 
classroom social climates. However, understanding the cognitive distortions contributing to their 
involvement in electronic delinquency remains limited. While previous research has linked cognitive 
distortions to anti-social behaviour, such as delinquency, few studies have explicitly examined this 
association in the context of cyber delinquency among school-delinquent adolescents. Drawing on Beck's 
cognitive theory, this study aims to fill this gap by investigating the relationships between specific self-
serving cognitive distortions (blaming others, self-centeredness, minimising/mislabeling, assuming the 
worst) and cyber delinquency behaviour. The measurement of cyber delinquency includes three dimensions: 
cyberbullying, harassment, and impersonation. The How I Think Questionnaire (HIT) is used to assess 
cognitive distortions. The data was collected from 386 adolescent delinquents aged 18, in grade 12, from 
secondary schools in Saudi Arabia. The study utilises PLS-SEM as an advanced statistical approach to test 
the hypotheses. The model demonstrated a proper fit and revealed significant positive relationships between 
self-centeredness, blaming others, assuming the worst, and cyber delinquency behaviours. These findings 
contribute to enhancing the understanding of the underlying mechanisms that drive engagement in cyber 
delinquency among school adolescents. By investigating specific cognitive distortions, this research sheds 
light on adolescents' inclination to disengage and provides insights into the occurrence of delinquency 
behaviours in the online environment. 
Keywords: Cyber delinquency, Cognitive distortions, Adolescent, delinquent, Secondary Schools, Saudi 

Arabia. 
 

1. INTRODUCTION 

Internet resources and information and 
communication technology (ICT) devices have 
become essential to all adolescents' lives and 
experiences [1]. Effective use of Internet resources 
can lead to many positive opportunities, such as 
effective communication with peers, obtaining more 
information, and using online learning platforms [2], 
[3]. Ideally, the Internet is expected to improve 
adolescents' academic performance [4]. However, 
the Internet can also be used for electronic negativity 
[5], online harassment, bullying, and texting [6]. 
Spending by teens using online activity with positive 
or negative outcomes is a growing concern for many 
academics [2], [7]. Cyber delinquency is described 
as acts of delinquency in cyberspace conducted by 
adolescents [8]. It is a form of conventional deviant 
behaviour carried out by computer or the Internet 
and operates in an understandable name over the 

format it contains [8]. Adolescents' time spent on 
online engagements unassociated with learning 
might benefit them but is harmful to others because 
cyber delinquency is a crime against academic 
achievement and school participation and attendance  
[9]–[11]. 

     Cyber delinquency is a global issue as a survey 
report showed that 37.8 of adolescents had used the 
Internet to cyber delinquent [12]. Various reports 
displayed consistent results of the prevalence of 
cyber delinquency among adolescents, around 20–
40%. The research involving 4662 Korean 
adolescents by KCC & NIA 2019 showed that 20% 
of the respondents reported being involved in cyber 
violence. Marret and Choo (2017)[13] reported that 
52% of students from public secondary schools had 
experienced online victimisation, and about 30% 
were engaging in some form of perpetration online. 
Anecdotal evidence in Saudi Arabia suggested that 
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3.6 million people have fallen victim to cybercrime 
in recent years [9]. These statistics might be under-
reported, and the actual figures might be higher. It 
was found that 75% of cyberbullying occurs via 
social media. 

      Previous studies have investigated the 
antecedents of cyber delinquency through different 
theoretical perspectives, such as social bonding 
theory [8], general strain theory [14], social control 
theory [10], Akers's social learning theory [15], and 
Gottfredson theory [3]. However, several scholars 
[3], [14] have highlighted that research on cyber 
delinquency is still in its infancy stage, which 
warrants more research to examine its potential 
antecedents. Meanwhile, the results obtained by the 
literature review suggest that previous studies on 
cognitive distortions are fragmented. For example, 
some provided evidence for a link between cognitive 
distortions and aggressive behaviours among 
isolated adolescents[16], [17]. In support of this 
view, empirical findings have also demonstrated that 
physical, hostility and violent delinquency display 
unique cognitive distortions related to offending 
behaviour [18], [19]. Furthermore, several studies 
have reported different results on the importance of 
cognitive distortions in influencing the general 
forms of delinquent behaviours [19], [20]. 

This study aims to understand cyber delinquency 
from the theoretical viewpoint of Beck's cognitive 
theory (BCT), focusing on the influence of cognitive 
distortions on cyber delinquency because the theory 
posits the relationship between cognitive distortions 
and externalising problems [21]. 

2. LITERATURE REVIEW 

2.1 Beck's Cognitive Theory and Gibbs' 
(1993) typology of cognitive distortions 

      [22]describes negative thoughts and errors of 
reasoning in adults that cause depression but have 
since been applied to many other mental health and 
externalising problems. The basic principle of the 
theory assumes that perception leads to feelings, and 
the other is that individuals' subjective beliefs about 
depression are distorted. Beck believes that people 
with depression have negative views of themselves 
and their future and that these negative views are the 
natural causes of their depression. Beck found that 
their psychological difficulties were automatic 
thoughts, dysfunctional assumptions, and negative 
self-statement. Automatic thoughts often precede 
feelings but occur very quickly with little awareness. 
Hence, individuals do not value it very much. For 
example, depressed people address themselves 

critically, blaming themselves for everything that 
happens [23]. 

      BCT theory offers another possible explanation 
to link cognitive distortions and cyber delinquency, 
which has not been previously investigated. BCT 
theory describes cognitive distortions, which assume 
that everything teens think and say to themselves and 
their attitudes and ideas are fundamental to their 
negative or positive behaviour [24]. Cognitive 
distortions are often seen as errors in thinking that 
arise from individual perseverance during 
adolescence leading to the development of 
psychological tendencies, including internal 
behaviour problems such as depression, as well as 
external behaviour problems such as deviance [20], 
[21], [25]. As a result, cognitive distortions allow 
individuals to justify their behaviours before, during, 
and after a crime commission [26]. This argument is 
consistent with Owens et al. (2014) and Koolen et al. 
(2012), who found that cognitive distortions protect 
the individual from developing a negative concept of 
self and blaming himself/herself, which leads to anti-
social behaviour, such as aggression. Consequently, 
adolescents who have self-centred and blame others 
attempt to protect their self-image by engaging in 
cyber delinquency. 

   Gibbs (1993) lists four cognitive distortions in 
individuals' thinking processes with anti-social 
behaviour [28]. According to Gibbs (1993), young 
offenders' social cognitive distortions are inaccurate 
and meant to neutralise or rationalise attitudes or 
beliefs concerning themselves and others. The four 
typologies of cognitive distortions fall into two 
categories: primary cognitive distortions, such as 
self-centred feelings and secondary cognitive 
distortions, such as blaming others, 
minimising/mislabeling, and assuming the worst 
[29]–[31]. To evaluate self-serving cognitive 
distortions, the How I Think Questionnaire was 
developed based on the four categories of cognitive 
distortions, namely, assuming the worst, self-
centred, blaming others, and minimising/mislabeling 
[28]. This study may extend the theoretical work of 
Barriga et al. (2001) to a more representative sample 
of delinquent adolescents in high secondary schools. 
Table 1 presents descriptions of Gibbs et al. (1995) 
four categories of self-serving cognitive distortions 
[29]. 

Table 1 A classification of four categories of self-serving 
cognitive distortions 

Self-centred Has immediate views, feelings, and 
desires. 

Blaming 
others 

Misattributes blame to innocent others. 
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Minimising/ 
mislabeling 

Underestimates responsibility or 
consequences of actions. 

Assuming the 
worst 

Assumes that the worst-case scenario is 
inevitable. 

     Wallinius et al. (2011) and Bacchini et al. (2015) 
found that cognitive distortions can predict 
individuals' tendencies toward deviant behaviours in 
adolescents and adults. In other words, individuals 
suffering from cognitive distortions cannot judge 
their actions, which in turn, issue an appropriate 
judgment of their behaviours, subsequently pushing 
them to engage in cyber delinquency. Predicated on 
BCT, we also argue that adolescents more 
committed to cyber delinquency are more likely to 
justify their actions by blaming others, being self-
centred, minimising/mislabeling, and assuming the 
worst [18], [32]. 

2.2 Cyber Delinquency 
    Cyber delinquency behaviour refers to all types of 
delinquent acts committed by adolescents in 
cyberspace that conflict with the law [3], [8]. Cyber 
delinquency includes cyberbullying, hacking, false 
information, violent cyber-harassment, and illegal 
chatting software copying [3], [8], [9]. Wan (2012) 
termed it as offensive behaviour as every act harmful 
to others through the Internet. Wan (2012) classified 
cyber delinquency into three dimensions, i.e., 
cyberbullying, harassment, and hacking [33]. 

     Unlike traditional offline delinquency, many 
teens prefer electronic delinquency to harm others or 
their property because it conceals identity and does 
not reveal it to others quickly, and thus they feel free 
to violate social norms, unlike the real world [8], 
[14]. Cyber delinquent allows adolescents to use the 
Internet without thinking about the implications their 
behaviours can have on victims [34], and most 
importantly, they do not realise the results of dealing 
with that environment [35]. Table 2 illustrates the 
typology of cyber delinquency behaviour. 

Table 2 Typology of Cyber Delinquency Behaviour 

Cyberbullying 
(Verbal and 
Exclusion) 

Posts ill-motivated messages, creates 
fake accounts, to post images and 
videos online about a person. 

Cyber Sexual 
Harassment 

Posting sexual material (pictures or 
videos) on a digital platform is 
considered sexual violence. 

Impersonation Posts personally identifiable 
information, such as a name or credit 
card number, without permission. 

2.3 Self-Centred and Cyber-Delinquent 
Behaviour  

    According to Gibbs et al. (1995), individuals who 
display high self-centeredness rarely consider or 
respect others' views. They are more likely to ignore 

others' legitimate views and think only of 
themselves, thus allowing them to engage in anti-
social behaviour. For instance, self-centred 
individuals are characterised by an egoistic bias that 
reflects further immature moral judgment stages 
stemming from self-centred attitudes, ideas, and 
beliefs [36], [37]. Furthermore, individuals with high 
self-centeredness are likelier to have less empathy, 
moral judgment, low self-esteem, proactive 
aggression, and external problems [28], [31]. That is, 
the relationship between self-centred and cyber 
delinquency could be congruent with BCT theory to 
advance that self-centred can take the form of 
justifying aggressive behaviours. As a result, this 
study could hypothesise that cyber delinquency can 
be derived from self-centeredness. In other words, 
adolescents with high self-centeredness may be 
tempted to show delinquent behaviour to justify their 
actions or misconstrue the consequences. Past 
studies discovered that self-centeredness positively 
impacts proactive aggression and crime delinquents 
[38], [39]. Thus, a hypothesis is suggested as 
follows: 

H1. Self-centeredness has a significant positive 
influence on cyber delinquency behaviour. 
2.4 Blaming Others and Cyber Delinquent 

Behaviour  
    According to BCT, individuals who suffer from 
blaming others are more likely to commit criminal or 
anti-social acts. In other words, adolescents whose 
level of blaming others can be involved in cyber 
delinquency is faultless, and their actions and 
attitudes are justified reactions. It has been found 
that individuals with higher levels of blame tend to 
show a higher level of deviance [18], aggressive 
behaviour [16], and bullying [20]. Moreover, 
Oostermeijer et al. (2017) found that adolescents 
with higher levels of blame for others were likely to 
display a tendency to be involved in aggressive 
behaviour. Hence, we argue that adolescents who 
show blaming others are more likely to engage in 
delinquent behaviours online to direct others' direct 
expression [17]. Therefore, a hypothesis is 
formulated below: 

H2. Blaming others has a significant positive 
influence on cyber delinquency behaviour. 
2.5 Minimising/Mislabeling and Cyber 

Delinquent Behaviour  
     Gibbs et al. (1995) reported that individuals with 
higher levels of minimising/mislabeling would 
probably downplay the responsibility or 
consequences of actions by belittling others [21]. 
When applying BCT, minimisation/mislabeling 
occurs when adolescents view their wrong actions or 
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even deviant behaviours as appropriate and, in some 
cases, even admirable [19]. Meanwhile, individuals 
with a high level of minimising/mislabeling are 
expected to have a high level of anti-social 
behaviour because they may underestimate their 
position to justify these actions [40]. An adolescent 
who has a high level of mislabeling mechanisms has 
a greater tendency to engage in external behaviours 
to be excluded from self-evaluation [41]. Likewise, 
this research could hypothesise that adolescents who 
are minimising/mislabeling others in daily life could 
also contribute to cyber delinquency to achieve 
specific goals and feel good about themselves. 
Hence, we assume: 

H3. Minimising/mislabeling has a significant 
positive influence on cyber delinquency behaviour. 

2.6 Assuming the Worst and Cyber 
Delinquent Behaviour  

     In line with BCT's principle, individuals who 
suffer from the worst assumption are likely to 
neutralise empathy or negative emotions [42]. This 
can lead to high bullying behaviours [43], reactive 
aggression (Koolen & Poorthuis, 2012), and 
anticipatory aggression [37]. That is an increase in 
assuming the worst, which continues to heighten 
proactive aggression levels [39] and likely leads to 
cyber delinquency involvement. In other words, an 
adolescent whose level of assuming the worst is high 
is more likely to engage in delinquent behaviour 
online as unavoidable or to perceive their behaviour 
as something that cannot be improved. These 
arguments lead to the following hypothesis: 

H4. Assuming the worst has a significant positive 
influence on cyber delinquency behaviour. The 
research model is presented in Figure 1. 
 

 

Figure 1 Hypothesised Model 

3. METHOD 

3.1 Sample and Procedure 
     The survey method was used to collect data to 
achieve the research objectives. This study's target 
population was adolescent secondary school 
students in Hafr Al-Batin in the Eastern province of 
Saudi Arabia. However, students must meet specific 
criteria to be eligible to be our participants. First, 
they must have had at least three months of 
experience with deviant behaviours on the Internet. 
We were only interested in those students who 
engaged in cyber delinquent behaviours in the past 
three months. The rationale behind choosing this 
group of students was that they are more likely to 
develop cyber aggression associated with excessive 
technology use [1]. Second, all participants must be 
enrolled in grade 12 of high school for both genders. 
This criterion is because students in grade 12 are 
more likely to engage in online deviant behaviours 
than those in another grade setting, thus producing a 
higher engagement in cyber delinquency behaviour. 

     Before distributing the questionnaires to the 
target population, the survey was pilot tested by two 
academic experts in psychology and cybercrime 
patterns to ensure the face validity of all the scales 
under study. Moreover, 31 questionnaires were pilot 
tested (16 male and 15 female students) in different 
schools to receive feedback from the respondents on 
the survey structure and wording. The pre-test 
sample results showed that all measures were 
reliable, as the Cronbach alpha values for all 
variables were greater than 0.7. A survey package 
was sent to 650 students in the twelfth grade in 42 
secondary schools in Hafar Al-Batin in Saudi Arabia 
through personal contacts. However, we have 
explicitly stated that students must meet the 
abovementioned criteria to be our targets. Based on 
the purposive sample method, out of 650 
questionnaires distributed to the target participants, 
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386 were returned. The respondents include 186 
(48.19%) females and 200 (51.81%) males. 

3.2 Measures 
3.2.1 Cyber Delinquent Behaviour (CYBA) 
    In this study, adolescent cyber delinquency refers 
to adolescents' aggressive behaviour, mainly in 
cyberspace, to harm others or their property. The 
participants were asked to indicate the extent to 
which they typically engaged in cyber delinquency 
behaviours on 12 items adapted from Alvarez-
Garcia et al. (2016) cyber-aggression questionnaire 
for adolescents (CYBA) scale. Based on the CYBA, 
the cyber delinquency scale encompassed three 
dimensions, which were (1) cyberbullying as verbal 
and exclusion (6 items), (2) cyber sexual harassment 
(3 items), and (3) impersonation (3 items). Using 
multi-dimension constructs was to ensure a 
comprehensive evaluation of cyber delinquency and 
simultaneously avoid the drawbacks of previous 
studies using a single-dimension measure [3], [8], 
[10], [14]. 

3.2.2 The How I Think Questionnaire (HIT) 
    This study used the How I Think Questionnaire 
(HIT-Q) scale developed by Barriga et al. (2001) to 
assess self-serving cognitive distortions level. Based 
on this scale, five items were used for each blaming 
others and assuming the worst, self-centeredness, 
and minimising/mislabeling levels of cognitive 
distortions. Blaming others is operationalised as 
adolescents blaming anti-social behaviour on 
external sources, especially another person or group. 
Self-centeredness refers to the adolescent's belief 
that his opinions and needs are essential to the extent 
that they do not consider others' opinions. 
Minimising/mislabeling refers to the adolescent's 
belief that anti-social behaviour causes no harm, 
while assuming the worst refers to the adolescent's 
attributing hostile intentions to others and the 

expectation of worst-case scenarios. Finally, we 
asked respondents to provide their answers based on 
a 5-point Likert scale ranging from 1 - strongly 
disagree to 5 - strongly agree. 

3.3 Data Analysis 
      This paper used PLS-SEM instead of other 
multivariate methods for several reasons that are: (1) 
it can be used with smaller samples, (2) the absence 
of distribution assumptions, (3) a high degree of 
statistical power method, and (4) it is very suitable 
for exploratory research. PLS-SEM path modelling 
was employed using Smart PLS 3.0 software to test 
the theoretical model using a two-step process to 
evaluate the results. We first evaluate the 
measurement model, followed by the structural 
model [44]. 

4. RESULTS 

4.1 Measurement Model 
     Examining the measurement model includes 
indicator loading, internal consistency reliability, 
converging validity, and discriminative validity [44]. 
Table 3 validated convergent validity as the factor 
loadings had relatively high values of 0.7 and above. 
Items with a loading value ranging from 0.4 to 0.7 
can be omitted if removing them from the model 
would lead to a significant improvement in 
composite reliability (CR) and average variance 
extracted values (AVE) value (Hair et al., 2019). CR 
values ranged between 0.923 and 0.957, with each 
exceeding an acceptable threshold of .70, indicating 
a reliable internal consistency of the measurements 
[44]. The AVE for all reflective constructs were 
above 0.5; therefore, convergent validity was 
acceptable. Moreover, as CR and AVE exceeded the 
threshold, we concluded that removing the model's 
indicators with a 0.4-0.7 load was unnecessary.

Table 3 Measurement Model 

Construct 
Item 

 
Factor 

Loadings 
Cronbach's 

Alpha 
Composite 

Reliability (CR) 
Average variance 
extracted (AVE) 

Assuming the worst 
(ASW) 

ASW1 0.906 0.943 0.957 0.815 
ASW2 0.937    
ASW3 0.931    

 ASW4 0.871    
 ASW5 0.867    
Blaming others 
(BMO) 

BMO1 0.943 0.92 0.940 0.758 
BMO2 0.88    

 BMO3 0.874    
 BMO4 0.882    
 BMO5 0.766    
Cyberbullying 
(CYB) 

CYB1 0.575 0.92 0.928 0.523 
CYB2 0.628    

 CYB3 0.696    
 CYB4 0.661    
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Construct 
Item 

 
Factor 

Loadings 
Cronbach's 

Alpha 
Composite 

Reliability (CR) 
Average variance 
extracted (AVE) 

 CYB5 0.659    
 CYB6 0.647    
Cyber sexual 
harassment 
(CYH) 

CYH1 0.766    
CYH2 0.771    
CYH3 0.772    

Impersonation IMP1 0.809 0.896 0.923 0.706 
 IMP2 0.834    
 IMP3 0.804    
Minimising/ 
Mislabeling 
(MIN) 

MIN1 0.906    
MIN2 0.837    
MIN3 0.882    

 MIN4 0.79    
 MIN5 0.781    
Self-centred 
(SCF) 

SCF1 0.873 0.91 0.933 0.736 
SCF2 0.846    

 SCF3 0.883    
 SCF4 0.822    
 SCF5 0.862    

The discriminant validity was evaluated with the 
Heterotrait-Monotrait ratio (HTMT) criterion. As 
shown in Table 4, the AVE's square root was more 
significant than the correlations between the latent 
constructs. Table 4 also shows that all HTMT 
values have an HTMT of less than 0.85 or less 
than 0.90, indicating that discriminant validity is 
not a serious problem in this study [45]. 

Table 4 HTMT Criterion 

 1 2 3 4 5 
1. Assuming the 

worst 
     

2. Blaming 
others 

0.308     

3. Cyber 
delinquent 
behaviour 

0.27 0.317    

4. Minimising/ 
mislabeling 

0.268 0.231 0.227   

5. Self-centred 0.320 0.386 0.353 0.420  

4.2 Structural Model 
     This study evaluated the structural model by 
examining the significance of path coefficients, 
effect size (f2), coefficient of determination (R2), 
and predictive relevance (Q2). Table 5 shows the 
full structural model results. The model fit was 
assessed using the Standardised Root Mean 
Square Residual (SRMR), a measure of the 
approximate suitability of a study's model [45]. 
Table 5 shows that the model had an SRMR value 
equal to 0.10, which yields an acceptable fit [46]. 
Besides, R2 and Q2 parameters were used to 
evaluate the structural model. R2 value indicated 

that the constructs' exogenous variables explain 
approximately 18% of cyber delinquency 
variances. The value of Q2 for cyber delinquent 
behaviour (0.88) was greater than zero, thus 
indicating predictive relevance and the ability to 
explain the endogenous latent variable [47]. 

     The procedure of 5,000 re-samples was used to 
generate the standard error to compute the t-value 
[47]. H1 was supported, indicating that self-
centred has a significant and positive influence on 
cyber delinquent behaviour (β = 0.210, t =4.073, 
p < 0.01; f2 = 0.041). This means that adolescents 
suffering from self-centeredness tend to involve 
in cyber delinquency behaviours. Blaming others 
also significantly positively influences cyber 
delinquent behaviour (β = 0.199, t =4.005, p < 
0.01; f2 = 0.040); thus, H2 was supported. This 
shows that adolescents who reported higher levels 
of blame for others were more likely to engage in 
cyber delinquency. Next, no support was found 
for H3 as minimising/mislabeling had no 
significant influence on cyber delinquent 
behaviour (β = 0.049, t =0.845, p ˃ 0.05; f2 = 
0.002). In other words, adolescents with 
minimising/mislabeling tend not to exhibit high 
online delinquent behaviour levels. Furthermore, 
H4 was supported by assuming the worst was 
found to influence cyber delinquent behaviour 
significantly (β = 0.134, t =2.530, p < 0.01; f2 = 
0.019). Thus, adolescents with higher levels of 
assuming the worst tended to show cyber 
delinquency.



Journal of Theoretical and Applied Information Technology 
15th July 2023. Vol.101. No 13 
© 2023 Little Lion Scientific  

 

ISSN: 1992-8645                                                                    www.jatit.org                                                    E-ISSN: 1817-3195 

 

 
5378 

 

Table 5 Structural Model Assessment 

  Std. 
Beta 

Std. 
Error 

t-value p-value Support
? 

f2 

H1. Self-centred -> Cyber delinquent behaviour 0.210 0.052 4.073** 0.000 Yes 0.041 

H2. Blaming others -> Cyber delinquent 
behaviour 

0.199 0.05 4.005** 0.000 Yes 0.040 

H3. Minimising/mislabeling -> Cyber delinquent 
behaviour 

0.049 0.058 0.845 ns 0.398 No 0.002 

H4. Assuming the worst -> Cyber delinquent 
behaviour 

0.134 0.053 2.530** 0.011 Yes 0.019 

R2.  Coefficient of determination= 0.181 
Q2.  Predictive relevance= 0.088 
SRMR. Standardised Root Mean Residual =0.10 

Note: **p < 0.01 (t-value: 2.33); *p < 0.05 (t-value: 1.96); ns 5 not significant (two-tailed test) 

 

Figure 2 Structural Model

5. DISCUSSION 

   Despite investigating the positive link between 
cognitive distortions and delinquent behaviour, 
significant gaps remain in the literature. Thus, 
neglecting to examine specific cognitive 
distortions on cyber delinquency behaviour could 
lead to an overly simplistic model of external 
problems that affect adolescents. In line with this, 
the study's findings contribute to bridging the 
knowledge gap by discovering the relationship 
between four specific cognitive distortions and 
cyber delinquency among adolescents. Such 
findings of this study hold the potential to identify 

factors associated with cyber delinquent 
behaviour that various types were considered, 
which can inform prevention intervention 
programs. 

    The first result of the study revealed a 
significant positive relationship between self-
centred and cyber delinquency behaviour. This 
finding suggests that self-centred adolescents 
were most probably to perpetrate delinquent 
behaviours online. Self-centred adolescents will 
likely engage in online offending [16], [18], [20]. 
In line with the framework of [27], one can 
assume that adolescents who reported higher 
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levels of self-centred are more likely to justify 
their actions by focusing on their own opinions 
rather than the opinions of others, which could 
lead to engaging in cyber delinquency compared 
to those low in a self-centred. This is also in line 
with the BCT, which suggests that the self-centred 
individual, which may result in a high level of 
irrational thoughts, plays a significant role in 
engaging in cyber delinquency behaviour [48]. 

     Besides, the current study revealed that 
blaming others was found to have a significant 
positive effect on cyber delinquency behaviour, 
indicating that those adolescents who blame 
others are more likely to experience delinquent 
behaviours online. This result is consistent with 
BCT that individuals who blame others engage in 
negative behaviour and delinquency behaviour 
[18], [49]. Besides, while previous studies have 
focused on blaming others for a specific type of 
anti-social behaviour, such as reactive aggressive 
behaviour [16], bullying [20], and externalising 
problem behaviour [31], this study supported the 
applicability of BCT in cyber delinquency by 
demonstrating that blaming others highly 
predicted delinquent online behaviours. This 
finding provides theoretical implications by 
showing that blaming others should be seen as a 
significant predictor of cyber delinquency. 

       Moreover, minimising/mislabeling was 
found to have no significant influence on cyber 
delinquency behaviour contradicting previous 
works [37], [41]. The results indicated that 
adolescents with higher levels of 
minimising/mislabeling do not tend to show 
delinquent behaviours online in a way that suits 
them best and makes them feel good about 
themselves. This aligns with Koolen et al. (2012), 
who reported that minimising/mislabeling did not 
predict aggression proactively. This result is also 
supported by Demeter (2019), who argued that 
minimising/mislabeling does not affect different 
levels of offences. The insignificant result can be 
explained by minimising/mislabeling adolescents' 
tendency to downplay the consequences or 
responsibility for their cyber delinquency over 
time, leading to emotional exhaustion. Esposito et 
al. (2020) reported that cognitive distortions 
develop and persist over time. According to [50], 
the persistence of thinking errors during 
adolescence can depend on individual failure to 
moderate emotional response and delay impulsive 
behaviour. 

       Finally, a positive and significant relationship 
was found between the assumption of the worst 

and cyber delinquency. Consistent with BCT, this 
finding indicates that adolescent cyber-delinquent 
behaviour is greatly influenced by attributing 
hostile intentions to others and the expectation of 
worst-case scenarios. This finding appears to be 
consistent with the hypothesis that adolescents 
with higher levels of assuming the worst is more 
likely to engage in delinquent behaviours online 
[38], as well as with other previous findings that 
highlight the link between assuming the worst and 
developing aggressive intentions [18], [19], anti-
social behaviour [21] or cybercrime [51]. Despite 
the relatively large number of studies that 
examined single indicators of cognitive 
distortions, this study's results expand previous 
findings by assessing the worst assumption on 
cyber delinquency. 

5.1 Theoretical and Managerial 
Implications 

     First, this study has several theoretical and 
managerial contributions to the current cyber 
delinquent behaviour literature. One of the 
literature's contributions is examining the specific 
self-serving cognitive distortions in predicting 
adolescent cyber delinquency behaviour. Until 
now, few attempts have reported which specific 
cognitive distortions such as blaming others, 
assuming the worst, self-centeredness, and 
minimising/mislabeling predict cyber 
delinquency behaviour. PLS-SME, as an 
advanced statistical approach in this area, 
provided an intuitive result to examine every four 
cognitive distortions on cyber delinquency 
behaviour in a Saudi context, comparing the 
results of past studies [12], [16], [19], [32]. By 
applying PLS-SEM, this research demonstrated 
the specific effect of cognitive distortions on 
cyber delinquency behaviour. PLS-SEM provides 
a method for simultaneously testing relationships 
in the hypothetical model, but this method also 
controls measurement error in scales that measure 
cognitive distortions and dimensions of cyber 
delinquency behaviour in the model. Moreover, 
this study was unique. It refined and tested the 
cyber delinquency behaviour scale, including 
three mechanisms of bullying, harassment, and 
impersonation in Saudi Arabia, which is culturally 
different from when this measure was initially 
performed. 

    Second, this study gives additional empirical 
evidence in the domain of BCT. The theory posits 
that individuals with positive cognitive distortions 
lead to higher delinquency behaviour. Instead of 
focusing on the relationship between general 
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cognitive distortions and delinquent behaviour, 
this study has extended the theory by examining 
four types of self-serving cognitive distortions: 
self-centeredness, blaming others, 
minimising/mislabeling, and assuming the worst 
among adolescents in secondary schools. This is 
crucial because focusing on general cognitive 
distortions provides an incomplete view of their 
effect on deviant behaviours [16]. The findings 
support a claim by Gibbs (1993) that self-serving 
cognitive distortions affect school adolescents' 
anti-social behaviour regarding fidelity to their 
underlying theories. 

      From a management perspective, the study 
examined four cognitive distortions and their 
relationship to cyber delinquency behaviour 
among male and female adolescents in grade 12 
in secondary schools; so far, it has received very 
little empirical attention. Hence, including 
adolescents in cognitive distortions is essential for 
high schools when dealing with adolescents' cyber 
delinquency behaviour. Secondary school 
interventions should first focus on identifying the 
specific cognitive distortion that is being adopted, 
causing cyber delinquency behaviour, then focus 
on dealing with the distortions unique to this 
individual during this period. This is because high 
school students are the most appropriate target 
group to apply for intervention programs. To do 
this, schools should provide preventive programs 
for cognitive distortions and cyber delinquency 
training to students. Finally, the current study may 
be the cornerstone of developing effective school 
programs to combat cyber delinquency in 
developing countries, especially Saudi Arabia, 
which seeks to address cyber delinquency and 
reduce the complexity of cognitive distortions 
among adolescent delinquents. 

5.2 Limitations and Future Research 
   First, this study collected data from adolescents 
in high schools located in Hafer Albatin, Saudi 
Arabia, limiting the generalizability of the results 
to the entire working population. Additional work 
is needed to include other school adolescent 
students to generalise the findings. Second, the 
cyber delinquency behaviour Scale was valid and 
reliable in the current study, but further study is 
needed to examine the validity of sub-measures 
across different adolescent groups. Moreover, 
these adolescents' cyber delinquency behaviour 
should be evaluated through objective measures 
(e.g., school counsellor reports) or qualitative 
methods (e.g., semi-structured interviews) to 
increase the scale's validity. A semi-structured 

interview with teachers at school may lead to a 
better knowledge of their students' cyber 
delinquency behaviour problems. Third, future 
research may explore other potential moderators 
to explain the insignificant relationship between 
minimising/mislabeling and cyber delinquent 
behaviour. Lastly, Owens et al. (2014) found a 
significant difference in cognitive distortions 
between genders regarding adolescent bullying 
behaviour. Still, this study did not include gender 
as a moderator variable in the path modelling 
analysis. Therefore, future studies should include 
gender as a moderator variable to get spurious 
findings. 

6. CONCLUSION 

In conclusion, this study fills a significant 
theoretical gap by investigating the relationship 
between cognitive distortions and cyber 
delinquency behaviour among delinquent 
adolescents in a school setting in Saudi Arabia. 
The findings highlight the role of specific 
cognitive distortions in driving cyber delinquent 
behaviours, such as blaming others, being self-
centered, and assuming the worst. These results 
provide valuable insights into the underlying 
mechanisms contributing to cyber delinquency in 
this context. 

The practical implications of these findings are 
noteworthy, as they inform the development of 
targeted intervention programs aimed at 
combating cyber delinquency among high school 
students. By incorporating activities and training 
that specifically address cognitive distortions 
related to blaming others, self-centeredness, and 
negative assumptions, educational institutions can 
effectively equip students with the necessary 
cognitive skills to navigate online environments 
responsibly. Further research is needed to 
generalise these findings to other populations and 
cultural contexts. However, the present study lays 
a foundation for future studies in this area, 
advancing our understanding of cyber 
delinquency and offering strategies to promote a 
safer online environment for adolescents. 
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