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ABSTRACT

The Internet of Things technology for smart home (IoTsh) are homes equipped with communication
networks, systems, and sensors that can be used for controlling, monitoring, and scheduling enabling
hardware IP devices according to user needs. The use of IoTsh can improve self-management, improve social
care systems, and provide a better lifestyle. Although there are many IoTsh advantages, existing studies only
focus on IoTsh acceptance and adoption. Nevertheless, studies regarding the intention to continually use
IoTsh remain scarce, which calls for further investigation. To address this gap, this study proposes an
integrated model for the purpose of understanding the intention of continuous usage of IoTsh among
Malaysian users, as well as for investigating factors that impact or prevent the continuance intention of using
IoTsh. The model combines three information system theories as the underlying theories, namely the Unified
Theory of Acceptance and Use of Technology 2 (UTAUT2), Expectation-Confirmation Model (ECM), and
Hofstede’s theory. The proposed model provides important insights for IoTsh providers, manufacturers and
governments on continuance intention to use loTsh, understanding the users' desires and subsequently

designing their services.
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1. INTRODUCTION

A network comprising home appliances,
vehicles, physical devices, and other objects
equipped with network connectivity, sensors,
software, and electronics is the Internet of Things
(IoT). Data collection and exchange are enabled
through these objects. IoT operates by integrating
multiple  components, such as  sensors,
microcontrollers, communication modules, and
cloud platforms, to create a connected system.
Sensors collect data and transmit it to the
microcontroller, which processes the data and sends
it to the cloud for storage and analysis. From there,
the data can be accessed and acted upon by users and
applications through a network-connected device,
such as a smartphone or computer. According to [1],
the increasing number of IoT active devices
connected worldwide is predicted to reach 30.9
billion in 2025. The potential applications of IoT are
vast, ranging from smart home and health care to
agriculture, transportation, and manufacturing. The
growth of ToT has been driven by advances in
technology, such as the miniaturization of sensors
and the widespread availability of low-cost wireless

connectivity, making it possible to embed sensors
and connectivity into a wide range of devices. IoT is
a constantly evolving field, and nowadays, the
integration of artificial intelligence (AI) with more
IoT devices provides the intelligence and decision-
making capabilities that allow these devices to
perform complex tasks and respond to changing
environments, thus expanding the potential for
connected devices to transform and improve our
lives.

Smart home is an important domain in IoT
applications [2]. Nikou [3], defined the Internet of
Things technology for smart home (IoTsh) as
household-useable digital devices. In other words,
IoTsh is a network where digital data delivery,
storage, and retrieval between the virtual and
physical worlds in real time can be achieved through
the combination of analytics, computing,
communication, and sensing. Moreover, loTsh also
enables adaptability and interactivity between [oTsh
devices. Furthermore, it also offers
multifunctionality, real-time service, and the
capacity to deliver alerts and notifications. The
worldwide annual growth rate (CAGR) for the IoTsh
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market is forecast to increase at a rate of 12.47%
from 2022 to 2027, and in 2027 is expected to
generate a market value of USD222.9 billion and
672.6 million active IoTsh wusers [4]. This
demonstrates that the market for smart home has
bright future prospects [6-8]. As a result, more major
ICT companies, including Amazon, Google, Apple,
Siemens, Philips, LG, Bosch, and Samsung, are
racing to develop IoTsh devices. Aside from
established ICT companies that produce IoTsh
devices, there are also startup companies that make
IoTsh devices. Canary is a New York-based startup
that specializes in home security and currently ranks
first among IoT-based home automation companies.

The COVID-19 pandemic that occurred in
2020 contributed to the rise in IoTsh usage. This is
because individuals spend more time at home due to
lockdown restrictions and utilize IoTsh to work or
study remotely. Home automation using IoT devices
that have been programmed to satisfy the
requirements of individual users is amongst the
applications of ToTsh. Controlling, monitoring, and
scheduling lighting, temperature, pet and plant care,
and other ToTsh equipment in the home via mobile
applications, remote controls, or voice are some of
the advantages of home automation. Home
automation can provide convenient controls [9],
improve quality of life, and increase user satisfaction
[10]. Currently, the total energy consumption used
by the residential sector globally is 20% and will
increase to 60% by 2040 due to population growth,
improved living standards, and economic
development [11]. Therefore, the use of IoTsh
devices for energy management can solve problems
related to energy efficiency. These devices can help
users to determine the electricity consumption at
home, provide the ability to schedule IoTsh devices,
and reduce energy bills. Additionally, IoTsh is used
for Ambient Assistant Living (AAL). The use of
IoTsh to help aging people, which is an AAL service,
is necessary due to the expected increase in people
aged 60 and above by 2050 that will contribute to the
population of 2.1 billion [12]. Therefore, loTsh is
needed for elderly people to achieve independent
living and a safe environment [5].

To date, prior IoTsh studies only focus on
acceptance [3],[10], [14-22], adoption [23-27], and
resistance [28-29]. Although these studies explain
why users accept, use, or reject [oTsh, they do not
provide a clear picture of user perceptions after using
IoTsh. The acceptance and adoption of IoTsh are
important, however the implementation of IoTsh
may become unsuccessful due to the reluctance of
users to continue their usage of loTsh. Therefore, in
order to ensure IoTsh’s success, it is crucial to make

sure that the current users continue using IoTsh.
According to Bhattacherjee [30], the intention of
continuous usage of loTsh is dependent on the time
and direct experience of using [oTsh. For this reason,
there may be differences in perception among users,
which will influence the decision to continue using
or stop using loTsh. Relatively few studies have
examined the continuance intention of loTsh among
end users [31]. Hence, post-adoption studies are
important to ensure the sustainability of the IoTsh
industry in developing countries, particularly in
Malaysia.

The empirical studies using UTAUT 2 for
explaining the continuance intention of using
information system (IS) technologies [32] is lacking,
where there are no previous studies in the IoTsh
context. Additionally, IoTsh faces challenges such as
security and privacy concerns [33-34]. Data
containing sensitive information may be collected by
IoTsh devices, such as health conditions and
financial status [35]. IoTsh also brings risks such as
psychological issues [29], performance
[25],[29],[36], and time [25] issues. However, the
prior studies on [oTsh privacy concern and perceived
risk are only concerning the acceptance and adoption
of IoTsh and involves potential users but not real
users. Thus, it is critical that these studies consider
privacy and security concerns as well as IoTsh risk
after the user has experienced using IoTsh. This is
because the greater the security and privacy concern
and risk perception of IoTsh, the lower the intention
of continuous usage of IoTsh among the users. At the
same time, there are differences between one country
and another [37]. Therefore, the prior post-adoption
model is not suited for use in Malaysia due to the
differences in culture, economics, government
policy, people, and other aspects. Recognizing the
significance of this situation, this study explores the
differences in the continuance intention of using
IoTsh between actual users with low uncertainty
avoidance and high uncertainty avoidance.

This studies’ main purpose is to investigate
factors contributing to the continuance intention of
using IoTsh. There are six sections in this paper.
After Introduction, Section 2.1 investigates the
initiatives carried out by Malaysia to promote the
adoption of ToTsh, the current adoption of IoTsh in
Malaysia, and the impact of the use of IoTsh on
Malaysia’s policy. Meanwhile, a brief overview of
UTAUT2, ECM, and Hofstede’s theory is included
in Section 2. The model developed based on the
integration of the prior lIoTsh adoption factors,
Expectation-Confirmation Model (ECM), new
additional factors, and uncertainty avoidance, which
is one of the factors in the Hofstede theory that acts
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as a moderator, is presented in Section 3. Section 4
describes in detail the hypotheses for this study.
Discussion, limitations, and future work are
presented in Section 5. Finally, Section 6 concludes
the paper.

2. LITERATURE REVIEW

2.1 Malaysia’s progress in IoT smart home

Malaysia is located in South East Asia and is
considered a developing country. The estimated
population in Malaysia was 32.6 million in 2021,
which increased to 32.7 million in 2022 [38]. The
population according to age in 2022 can be divided
into three groups, namely 0-14 years with a
population of 7.6 million (23.2%), 15-64 years with
a population of 22.7 million (69.55%), and
Malaysian citizens aged 65 and above with a
population of 2.4 mil-lion (7.3%) and a median age
of 30.4 years. Malaysia has experienced rapid
urbanization, with 24.4 million (75.1%) Malaysians
living in cities compared to only 8.1 million (24.9%)
living in rural areas [39]. The IoTsh market for
Malaysia is predicted to grow at a CAGR of 15.11
percent between 2022 and 2027, with a market value
of $581.7 million in 2027 and 2.3 million active
IoTsh users by 2027 [13]. IoTsh equipped with
various loT-enabled devices can automate various
household systems such as lighting, heating, and
cooling. Additionally, the adoption of IoTsh can
improve living conditions, improve the quality of
life, enhance sustainability through the reduction of
the carbon footprint of households, and promote
responsible energy consumption through systems
that monitor and regulate energy usage. Thus,
realizing the advantages of IoTsh, Malaysia has
made significant progress in encouraging the
adoption of future technology in the domestic
environment.

The government has been actively promoting
the adoption of IoTsh in the country, with initiatives
such as the five-year plan (2019-2023) with the aim
to increase high-speed internet access using fiber
optic connectivity in Malaysia that is known as the
National Fiberization and Connectivity Plan (NFCP)
[40]. Tt will be easy for users to connect and manage
their smart home devices remotely with high-speed
internet. The use of fiber optic connectivity also
known as fiber internet is more reliable and faster
than traditional copper-based internet connections.
Hence, it allows for more efficient communication
between devices, which can improve the
performance of IoTsh systems. Additionally, in
Malaysia, there are also other initiatives carried out
by government agencies such as the Malaysian
Communications and Multimedia Commission

(MCMC) to promote IoTsh. MCMC has the
responsibility for developing regulations and
standards for IoTsh, encouraging the development of
new and innovative IoTsh technologies, providing
educational resources to wusers and industry
stakeholders, and working with industry partners
such as manufacturers, service providers, and
research  institutions for promoting IoTsh
development and growth in Malaysia [41]. MCMC
encourages competition among service providers to
provide the best price for IoTsh services, which in
turn will make them more affordable for users and
encourage more Malaysians to adopt and
subsequently have the continuance intention to use
IoTsh.

Recent statistics revealed that the percentage of
individual internet users in Malaysia for 2021 was
96.8%, up from 89.6% in 2020 and 98.7% of
individuals in Malaysia used mobile phones in 2021
compared to 98.2% in 2020 [42]. These statistics
show that Malaysian users have a readiness to adopt
and a subsequent continuance intention to use IoTsh
devices. This is because for users to use IoTsh
services, 10T devices need to be connected to the
internet for the controlling, monitoring, and
scheduling process using mobile phones. Although
the Malaysia government has implemented
initiatives and programs under government agencies
and Malaysian has a high readiness with regard to
mobile phone and internet usage, the IoTsh
penetration in Malaysia is still low. Malaysia's [oTsh
penetration in 2027 is expected to hit only 26.0%
compared to those of other developing countries,
which are 41.8% (Romania), 41.7% (Argentina), and
34.0% (China) [4, 13]. The slow adoption rate in
Malaysia becomes the motivation that drives studies
in exploring the success factors [43-45] and ToTsh
adoption barriers [46] to ensure that the adoption of
IoTsh in this country can be improved.

However, the study of loTsh adoption in
Malaysia only contributes to the present
phenomenon. Therefore, an investigation of the
continuance intention to use loTsh services among
actual Malaysian users is urgently needed to identify
drivers and hindrances to the sustainability of IoTsh.
This is because consistent usage of IoTsh among
individuals has an impact on the Malaysian
government policy. First, the National Energy Policy
2022-2040, particularly the Low Carbon Nation
Aspiration 2040, assures environmental
sustainability through the implementation of household
energy efficiency [47]. Second, the National Fourth
Industrial Revolution (4IR) Policy aims to increase
healthy life expectancy from 67 years in 2019 to 72
years by 2030 for a better quality of life index by
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using IoTsh [48]. Third, smart living that including
IoTsh usage is one of the key pillars of Malaysia’s
smart cities [49] with the targets to improve urban
safety and fulfill the Shared Prosperity Vision 2030
to create the sustainable cities [50].

2.2 IS adoption theories
2.2.1 Unified theory of acceptance and use of
technology 2 (UTAUT2)

Figure 1 shows UTAUT2 which is an extended
version of UTAUT and it was developed by [51] in
2012. UTAUT?2 focuses on technology acceptance
among individuals, while UTAUT focuses on
technology acceptance among organizations. The
UTAUT2 model was used to investigate the
acceptance of mobile internet among individuals in
Hong Kong, and it is a combination of numerous
theories, including the Motivational Model,
Diffusion of Innovation (DOI) Theory, Theory of
Reasoned Action (TRA), Social Cognitive Theory
(SCT), Theory of Planned Behavior (TPB),
Technology Acceptance Model (TAM), model of
personal computer use, and a combination of TPB
and TAM. UTAUT?2 consists of seven independent
variables that affect use behavior and behavioral
intention namely price value, habit, hedonic
motivation, facilitating conditions, performance
expectancy, social influence, and effort expectancy.
Age, experience, and gender serve as moderators in
UTAUT2. Unlike the previous UTAUT model, the
voluntariness of use is not a moderator in UTAUT2.
Venkatesh et al. [51] highlight that the use of various
variables extends the unification of theory and
increases the variance of the model. This is
statistically proven, with an increase of 18% in the
behavioral intention variance from UTAUT’s 56%
to UTAUT2’s 74%. There is also a 12% increase in
the variance of use behavior (actual use), which rises
from 40% to 52% when using UTAUT2. The
advantages of UTAUT?2 are this model is holistic
and focuses on the acceptance of technology among
users [16],[52].

| =
Figure 1: UTAUT 2 model
2.2.2 Expectation-Confirmation Model (ECM)
The ECM is shown in Figure 2 and it was
developed by [30] to measure user satisfaction based
on the usefulness and validation of the innovation,

which leads to the continuous use intention of the IS
innovation. ECM, also known as the post-adoption
model, is used to assess improvements in the areas of
productivity, experience that meets expectations,
enjoyment in using the technology, and intention to
continue using the IS innovation in the future. This
is due to the fact that user perceptions may change
over time as a result of design modifications and the
addition of new features. In IS, ECM is often used to
study long-term technology success and post-
adoption issues [32], [68-76].

Perceived ¥
usefulness \
3 Satisfaction | o) IS Continuance
Intention
Confirmation

Figure 2: ECM model

2.2.3 Hofstede’s Cultural Dimension

Individualism versus collectivism, power
distance, masculinity versus femininity, and
uncertainty avoidance are the four cultural
dimensions identified by Hofstede [37]. The fifth
dimension, which is specific to Asian countries and
influenced by Confucian philosophy, is short-term
versus long-term orientation [56] and it was
introduced due to the result of the first four
dimensions being focused on European countries.
Hofstede's Cultural Dimensions, as shown in Figure
3, are used to understand cultural characteristics and
their impact on the adoption [57], [62] and
continuance intention [58],[61] of wusing IS
innovation. Although Hofstede's dimensions are
often used for cross-country studies [59-60], it is also
suitable for the study of individual continuance
intentions [61]. This is due to the fact that each
country usually consists of people with different
cultural backgrounds [62]. Therefore, to understand
the continuance intention of using IS innovations,
one must first understand the individual behavior as
there are differences in the way of feeling, thinking,
and acting between one individual and another.

Figure 3: Hofstede model
3. METHODOLOGY
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This study aims to integrate theoretical and
empirical findings based on past studies related to IS
for the sustainability of IoTsh. The three research
questions upon which this study is based are as
follows:

RQ1: What are the key factors that can result in the
continuance intention of loTsh users?

RQ2: What is the driving moderator behind the
continuance intention of loTsh users?

RQ3: What is the suggested model for the
continuance intention of users using loTsh?

After defining the theoretical basis for the study,
the role of the factors that affect the continuance
intention of IoTsh is determined, focusing on a list
of key factors from previous IoTsh adoption studies
as shown in Table 1. The perceived ease of use and
usefulness from TAM [55] are the two most
frequently used factors in previous IoTsh studies [3],
[51.[10], [18], [22], [25], [53]. However, in this
study, effort expectancy, which has a similar
meaning to perceived ease of use, is used. Factors
from previous IoTsh adoption studies are selected to
assess the role of preliminary adoption in influencing
the continuance intention of using IoTsh, including
the factors from UTAUT2, namely habit, price
value, facilitating conditions, and effort expectancy
[16]. Additionally, previous studies highlighted trust
[10], [18], [22],[26], [52], [54] and the challenges
faced by IoTsh, such as perceived risk [18], [25-26]
and privacy concerns [15], [22], [27]. However, all
these factors were only tested for acceptance and
adoption of IoTsh, while involving potential users
but not actual users. In addition, previous studies
focused on privacy concerns and ignored the security

users have experienced using IoTsh and examine
both privacy and security concerns together.

The next process is to combine ECM factors that
were neglected by previous studies with factors from
previous loTsh studies. Post-adoption of IoTsh
which is examined using ECM, is the intention of
individual to continue using IoTsh and consists of
performance expectancy, confirmation, and
satisfaction. In the study’s next stage, two additional
factors that have not been considered by existing
studies on IoTsh, namely characteristics of IoT and
electronic word of mouth influence, are incorporated
with factors from previous IoTsh studies and ECM.
The results of the combination of factors are depicted
in Figure 4.

& " Factors from N
4" Previous IoTsh studies

Effort expectancy, Facilitating|
conditions, Price value, Habit, |
! Trust, Perceived risk, ~ /
N Securityand privacy 4
X concerns $

IoTsh
%, Continuance
% Intention 4

ECM Factors Additional factors

Performance expectancy, electronic word-of-mouth |

Confirmation, Satisfaction, influence,
Continuance intention Characteristics of
technology

Figure 4: The proposed factor for the continuance
intention of using loTsh

Table 1: List of factors from previous investigations of loTsh adoption
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5 22 | 8% | E3 |23 |28 | : 2 2 52 | 23
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27] v v - - - - - 7
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Current study - - - N | J 7 J J
concerns of loTsh. Therefore, it is imperative for the Studies on IS focus heavily on the cultural
current study to consider all these factors after the Vvalues in technology adoption [57],[62-63].

However, Hofstede’s theory is less used for studying
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the continuance intention of using the IS technology
[58],[61] and prior studies overlooked the
moderation role of individual-level cultural
dimension on the continuance intention of using
IoTsh. To overcome this gap, this study employs one
of Hofstede's theoretical factors [37], namely
uncertainty avoidance, as the moderator for
explaining how the differences between high and
low uncertainty avoidance of [oTsh users will affect
IoTsh continuance intention’s relationship with
effort expectancy, electronic word of mouth
influence, and the characteristics of IoT.

In the following stage of the study, a literature
review is done to show the generalization of
proposed factors for continuance intention across
various IS technologies. Table 2 reveals that no
empirical studies have ever combined the proposed
factors from these studies into a single model. As
these factors have not been previously addressed, the
present literature gap will be filled. Therefore, the
integrated model made up of the combination of
factors is developed, as seen in Figure 5.

4. RESEARCH HYPOTHESES

4.1 Performance expectancy

The extent to which users expect benefit when
using loTsh is referred as performance expectancy
[51]. In prior studies, performance expectancy had
been tested and confirmed as a factor of the users'
long-term technology usage intentions in various IS
domains [32], [65], [73]. The definition of
performance expectancy in this study is IoTsh’s
usefulness in daily life by helping users to complete
tasks at home quickly and thus increasing user
productivity. According to existing studies [16],
[54], the most important factor with regard to users'
IoTsh adoption is performance expectancy. Tam et
al. [32] discovered that performance expectancy
positively impacted the satisfaction and continuous
usage of IS innovation. In addition, when users
believe that using IoTsh can improve the efficiency
of performing tasks at home, their continuance
intention to use IoTsh increases. The proposed
hypotheses as a result of the preceding discussion
are:
H1a: Performance Expectancy has a positive impact

on the satisfaction of IoTsh’s user
H1b: Performance Expectancy has a positive effect
on continuance intention to use loTsh

4.2 Effort expectancy

Effort expectancy is defined as the extent to
which users think ease is associated with using loTsh
without complexity [51]. It is equivalent to TAM’s
perceived ease of use [55]. In this study, its

definition is referring to it should be easy for users
to learn IoTsh with clear and understandable IoTsh
operations and easy for users to become proficient in
using IoTsh devices and services. Prior studies
indicated that the intention of using IoTsh was not
significantly impacted by effort expectancy [16].
Nevertheless, there was also research that found that
effort expectancy impacted the behavioral intention
of'using IS technologies for mobile banking [75] and
mHealth [74]. Prior studies also showed that the
continuance intention of using mobile apps [32] and
web-based learning [76] were significantly impacted
by effort expectancy. Therefore, this study believes
that if IoTsh is user-friendly, there will be an
increase in the wusers’ intention to using it
continuously. The formulated hypothesis is:

H2: Effort Expectancy has a positive effect on

continuance intention to use IoTsh

4.3 Facilitating conditions

Facilitating conditions are the degree to which
users believe IoTsh is supported by existing
technical infrastructure and organization [51]. In this
study, facilitating conditions are defined as technical
assistance by IoTsh providers that can help users to
continue using IoTsh. When users receive real-time
service support, they will continue to use IoTsh.
According to [65], the continued usage of IS is
influenced by facilitating conditions. In addition, the
users must have the required resources, such as a
stable Wi-Fi connection, to continue using loTsh.
Furthermore, user knowledge and skills influence
their decision to continue using loTsh, which include
installing and updating the IoTsh system, changing
the password, and connecting a device to the server.
In summary, access to technical support from the
provider, good Wi-Fi coverage, as well as
knowledge and skills related to the handling of IoTsh
all result in a stronger intention to continue using
IoTsh. Thus, this study’s proposed hypothesis is:
H3: Facilitating Conditions has a positive impact

on continuance intention to use loTsh

4.4 Price value

Price value means the extent to which users
think that there are benefits derived from the costs
incurred in the use of IoTsh [51]. This study
identifies price value as a significant factor for
individuals, as they must incur monetary costs when
using IS innovation. However, when the benefits
achieved by users outweigh the expenditures spent,
the intention to continue using IoTsh will rise.
Additionally, IoTsh’s quality is crucial to its
adoption. According to [25], if the quality of a device
or service is poor, users tend to avoid it. IoTsh
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provides value to the user because the system can be

designed according to the needs and preferences of

the user. Prior studies on IoTsh indicated that the

intention of using loTsh was positively affected by

price value [52]. The formed hypothesis is:

H4: Price Value has a positive impact on
continuance intention to use IoTsh

4.5 Habit

Habit refers to routine behavior of individuals
that develop over time [77]. In this study, habit refers
to behavior from the past, reflex, and automatic
behavior. Users’ attitudes will change into automatic
behaviors as a result of past behaviors [78].
Automatic behaviors of the users will boost the
continuance intention of using IoTsh. According to
prior studies, the behavioral intentions of using
health information applications were positively
affected by habits [79]. Moreover, it was confirmed
that habit was positively affected the continuance
intention of using IS [32]. Therefore, the habit of
using [oTsh in daily life will encourage its use and
subsequently, its continued use to facilitate home
management. The developed hypothesis is:
HS: Habit has a positive impact on continuance

intention to use IoTsh

4.6 Confirmation

The users’ perceptions of how much the IoTsh
usage expectations match the actual performance are
referred to as confirmation [30]. Confirmation is one
of the ECM constructs that directly affects the
perceived usefulness, which is also referred to as
performance  expectancy, and  satisfaction.
Confirmation in this study is based on user
experience, functionality, and meeting user
demands. IoTsh experience is defined as the
experience of users in obtaining the expected
benefits from loTsh usage. Previous studies showed
that experience is the primary factor for continuous
usage of IS services by users [80-81]. If [oTsh users
have a positive experience and the best functionality
is provided, their demands are met. Thus, they are
most likely to continue using IoTsh. This will
ultimately be instrumental to IoTsh wusers’
satisfaction. Studies [32], [65] had discovered that IS
users’ performance expectancy and satisfaction was
positively impacted by confirmation. In accordance
with the preceding discussions, the proposed
hypotheses are:
Hé6a: Confirmation has a positive impact on the

performance expectancy of IoTsh’s user
Ho6b: Confirmation has a positive impact on the
satisfaction of loTsh’s user

4.7 Satisfaction

Satisfaction’s definition is the extent of the
users’ confirmation that ToTsh meets expectations
[30]. Satisfaction is a positive feeling toward IS
devices or services. Oliver [82] discovered that
satisfaction is a vital factor to ensuring the
continuance intention of using IS technology. In
[32], [66-68], it was found that satisfaction
positively impacted the continuance intention of
using IS devices or services. In this study,
satisfaction refers to the use of IoTsh is a wise
decision and brings a feeling of satisfied as well as
pleasure to the user. Nonetheless, a previous study
found that satisfaction had no effect on wuser
continuation of IS innovation [83]. However, the
current study believes that IoTsh users who are
highly satisfied will be pleased and believe that they
have made the right decision. Hence, they will
continue to use loTsh. Based on the foregoing
arguments, the proposed hypothesis is:

H7: Satisfaction has a positive impact on
continuance intention to use IoTsh

4.8 Trust

Trust is the level of confidence of users with
regard to the other party's ability to manage IS
innovation [84-85]. This study divides trust into
three types, namely trust in service providers, the
government, and manufacturers. Trust in the IoTsh
provider is present if users trust that the IoTsh
provider will handle data confidentially. In addition,
users believe that the IoTsh provider possesses
sufficient knowledge and skills to ensure that the
devices or services function optimally and are error-
free [86]. Meanwhile, the definition of trust in the
government is when users believe that the Personal
Data Protection Act (PDPA) of 2010 ensures that
there is a high priority on the privacy protection of
IoTsh users [87]. It had been demonstrated [18] that
the intention of using loTsh was significantly and
positively affected by trust. Cirne et al. [88]
highlight that one of the most significant issues in
the IoT industry is the absence of official security
regulations, which leads to [oT manufacturers not
installing security mechanisms on IoTsh devices. In
order to prevent malicious activities from taking
place as connectivity expands, security protection is
essential. Therefore, trust in the manufacturer is
defined as the users’ confidence that the IoTsh
devices with security certification have been
thoroughly evaluated by security professionals in an
independent laboratory prior to use. In addition, if
the users’ trust in manufacturers is at a high level,
they will perceive that the use of IoTsh is risk-free,
thereby increasing their satisfaction and boosting the
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intention of continuous use of loTsh. Consequently,

the formed hypotheses are:

H8a: Trust IoTsh has a positive impact on the
satisfaction of the IoTsh’s user

H8b: Trust IoTsh has a positive impact on
continuance intention to use IoTsh

4.9 Perceived risk

The users’ exposure to psychological risk [29],
[89], performance risk [25-26],[29], [89], and time
risk [25], [89] is the perceived risk. Psychological
risk happens when users fear that they have lost
control of their home as a result of using IoTsh. On
the other hand, performance risk occurs when loTsh
fails to function as expected and incorrectly
processes instructions, thereby failing to deliver the

desired  benefits.  According to empirical
investigations [29], psychological risk and
performance risk positively and significantly

affected the resistance to using loTsh. Martins et al.
[89] confirmed that performance risk positively
influenced the perceived risk, and subsequently, the
intention of using IS was negatively influenced by
perceived risk. Moreover, users are likely to be
exposed to time risk. Time risk represents the
amount of time lost while attempting to resolve an
IoTsh error. Hubert et al. [25] demonstrated that the
overall risk was positively affected by time, whereas
the intention of using smart home applications was
negatively affected by the overall risk. Users will
trust IoTsh if the perceived risk can be reduced.
Hence, it can be argued that smaller perceived risk
will lead to greater trust and longer-term willingness
to use IoTsh. The proposed hypotheses are as
follows:
H9a: Perceived Risk has a negative impact on the
trust of the IoTsh’s user
H9b: Perceived Risk has a negative impact on
continuance intention to use IoTsh

4.10 Security and Privacy Concerns

The extent to which IoTsh users are worried
that their data will be violated is known as security
and privacy concerns [5]. Concerns about security
and privacy are top priorities in IoTsh [24]. In this
study, security concerns are divided into three
categories: security flaws, smartphone security, and
hacking activities. Concerns about privacy have two
dimensions: the fear of spying via connection and
data collection. The IoTsh devices are vulnerable to
a wide range of attacks [36]. In the most scenario,
hackers enter through gateway routers. A non-
transparent data collection process increases user
concerns. This is due to the users are unaware
regarding for what purpose data is being collected,

how to delete the data, or where the data is stored.
An Al assistant is an example of fear of spying via a
home connection. This is due to the fact that it must
be left on all day in order to assist the users with their
daily tasks. However, it raises privacy concerns,
such as constant listening and unintentional
recording [91]. The study in [90] showed that trust
was negatively impacted by privacy concerns’ four
dimensions (secondary use, errors, improper access,
and collection), and subsequently, trust negatively
impacted the usage intention of location-based
services. Therefore, the greater the users’ security
and privacy concerns, the lower the trust and
intention of continuous usage of IoTsh. Therefore,
the developed hypotheses are:
H10a: Security and privacy concerns has a negative
impact on the trust of the loTsh’s user
H10b: Security and privacy concerns has a negative
impact on continuance intention to use loTsh

4.11 Characteristics of IoT

Characteristics of IoT are described as
providing ubiquitous, compatibility, and energy-
efficient services. IoTsh offers ubiquitous services
and its main goal is user comfort. As a result, a
variety of IoTsh devices comprised of ubiquitous
sensors are linked to the internet in order to
communicate effectively, perform tasks, and provide
services at any time [92]. Compatibility, which is
also known as interconnectivity and interoperability,
is defined as the ability to connect with other IoT
devices that use the same protocols regardless of the
brand or manufacturer in order to exchange data. The
wireless communication protocols for IoTsh devices
include a number of different options, including
ZigBee, Zwave, Bluetooth, and Wi-Fi. Nowadays,
the most commonly used IoT communication
protocols are Bluetooth and Wi-Fi. In IoTsh studies,
compatibility has emerged as one of the factor
domains. Existing studies [3], [25] discovered that
the intention of using loTsh was positively and
significantly affected by compatibility. Additionally,
energy efficiency is an important characteristic of
IoT devices [93], especially for users that use IoTsh
frequently or continuously, as it can help to reduce
energy costs and environmental impact. IoTsh
devices that are designed to be energy-efficient
typically have low power consumption, have
automatic shut-off, and are put in sleep mode when
not in use. The derived hypothesis is thus:
H11: Characteristics of loT has a positive impact on

continuance intention to use loTsh

4.12 Electronic word of mouth influence
The degree to which IoTsh users are influenced
by comments, information, and recommendation
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from social media network is the definition of
electronic word of mouth influence [94-95], [97].
According to [96-97], a comment (either positive or
negative) by actual or potential users of certain
devices or services on social media network is
considered electronic word-of-mouth (eWoM). The
popularity of social media network has been
increasing recently. IoTsh users normally rely on
reviews, information, and recommendations from
other IoTsh users about devices or services rather
than IoTsh providers [95]. Ma et al. [58] found that
satisfaction was positively impacted by eWoM, and
the continuance intention of using cross-border
shopping websites was positively impacted by
satisfaction. However, eWoM’s effects in the IoTsh
context have not been looked into in previous
studies. This study assumes that the intention to
continue using loTsh will be higher if there are more
positive comments, benefits, and recommendations
about [oTsh. Thus, the formulated hypothesis is:
H12: electronic word of mouth influence has a
positive impact on continuance intention to
use [oTsh

4.13 Moderator
4.13.1 Uncertainty avoidance

Uncertainty avoidance is included as a
moderator to gain an understanding of culture’s role
among individuals. Prior studies identified that a
crucial moderating variable in IS studies was
uncertainty avoidance [98-99]. The degree to which
users feel vulnerable to unpredictable situations
involving IoTsh is the definition of uncertainty
avoidance [37]. In this study, uncertainty avoidance
refers to actions that require detailed rules and well-
structured instruction in operating IoTsh. High
uncertainty avoidance results in individuals tending
to avoid making changes when using IoTsh in order
to avoid unknown situations and reduce anxiety
resulting from uncertainty [100-101]. In contrast,
individuals with low uncertainty avoidance have a
high tendency to master new devices or services and
seeking problem-solving strategies when confronted
with unfamiliar situations [59], [100]. Therefore, this
study argues that there is a moderating effect of
uncertainty avoidance on the relationship between
effort expectancy and continued intention to use
IoTsh. A simple process to control, monitor, and
schedule ToTsh can attract users who have high
uncertainty avoidance because they tend to have
high stress and anxiety. This differs from low
uncertainty avoidance users, who are more
innovative, less stressed, and less anxious. This
study assumes that low uncertainty avoidance results
in users relying less on the ease of use in driving their

continuance intention of using IoTsh. Besides that,
empirical testing of the role of uncertainty avoidance
as a moderator has yet to be conducted between the
characteristic of IoT and continuance intention of
using loTsh. There is a high possibility that non-
complicated instructions for using loTsh devices are
very useful for users with high uncertainty
avoidance. For example, when adding new loTsh
devices, users with high uncertainty avoidance need
detailed instructions to ensure that the newly added

IoTsh devices are compatible with the existing [oTsh

devices at home. Additionally, uncertainty

avoidance’s moderating effect on electronic word of
mouth influence’s relationship with the continuance
intention to use IoTsh is examined in this study.

Therefore, this study predicts that to reduce

uncertainty when facing problems while using

IoTsh, users can refer to individuals on social media

to ask for opinions or ask for solutions. Hence,

uncertainty avoidance’s role as moderator is
hypothesized as follows:

H13a: Uncertainty avoidance positively moderates
the effect of effort expectancy on continuance
intention to use IoTsh

H13b: Uncertainty avoidance positively moderates
the effect of characteristics of IoT on
continuance intention to use loTsh

H13c: Uncertainty avoidance positively moderates
the effect of electronic word of mouth
influence on continuance intention to use
IoTsh

5. DISCUSSION, LIMITATION AND
FUTURE WORK

A crucial contribution of this study to the
domain of IS sustainability is the proposal of a
model comprising factors that impact the
continuance intention of using loTsh in Malaysia.
The proposed factors include those extracted from
the Unified Theory of Acceptance and Use of
Technology 2 (UTAUT2), Expectation-
Confirmation Model (ECM), and Hofstede's theory
(Culture), as well as electronic word of mouth
influence, security and privacy concerns, trust, and
perceived risk. In addition, factors that specifically
reflect the case of IoTsh devices, such as the
characteristics of IoT, are integrated into the
proposed model. A total of thirteen hypotheses are
derived from the proposed combinational model.

The drawback of this study is that the factors
only involve three theories and models from IS
theories. Therefore, this current study provides an
opportunity for future works to add factors from
other IS theories to enhance the proposed model’s
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applicability. The second constraint is that the focus
is only on the IoTsh field. Future studies can be
carried out to test the same model for different loT
applications or IS fields in order to increase its
generalizability. The next limitation is that the
proposed model has yet to be validated at the present
time. It is suggested for future work to use
multivariate statical analysis like structural equation
modeling (SEM) for the purpose of investigating
reliability and validity, as well as to measure the
influence of the relationship between two or more
factors found in the model.

6. CONCLUSION

The IoT industry has caused a major change in
user lifestyles, especially in the smart home sector.
Therefore, an integrated model comprising factors
that affect the continuance intention of using IoTsh
is proposed in this study. It comprises factors from
different perspectives, including factors from
technology acceptance and adoption theories (effort
expectancy, facilitating conditions, habit, price
value), factors from barriers to IoTsh adoption
(security and privacy concerns, perceived risk), and
factors derived from the impact of beliefs in IoTsh
(trust). In addition, factors from the expectation-
confirmation model (ECM) (satisfaction,
performance expectancy, confirmation) are also
included in this model. Furthermore, there are
additional factors that earlier studies on IoTsh have
not considered, namely factors related to social
media network influence (electronic word of mouth
influence) and factors related to IoTsh technology
(characteristics of IoT). Also included in the model
is a factor from Hofstede's theory, namely
uncertainty avoidance, which acts as a moderator.
The contribution of this study has developed a
comprehensive model for IoTsh users to determine
the factors that influence their continuance intention
of using loTsh. In addition, this study is needed to
advance knowledge among loTsh stakeholders for
ensuring continuance intention of using loTsh
among existing users, increasing the use of IoTsh
among new users, as well as formulating strategies
for the dissemination of IoTsh to ensure that the
IoTsh market can grow rapidly and mature in
Malaysia.
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Table 2: Previous studies that applied proposed factors for continuance intention in various IS technology
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Figure 5: The proposed model
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