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ABSTRACT 
 

The Internet of Things (IoT) lets millions of smart devices sense, gather, process, and exchange data to 
provide intelligent services. IoT-based communication infrastructure allows cyber-physical devices like 
electric cars to sense, monitor, and be controlled remotely. IoT cannot explore these uses due to 
cyberattacks on traditional communication infrastructure. This paper suggests an algorithm for monitoring 
and managing electric vehicles via the Internet of Things while preventing false data-injection attacks. First, 
a vision-equipped fully autonomous electric vehicle state-space model is described. Smart sensors and 
actuators in the Internet of Things infrastructure watch and adjust system states to compensate for the long 
distance between the electric vehicle and the control centre. Vehicle sensing data is sent to a central 
command centre via a vulnerable communication route. The mean square error principle yields the best 
state estimation method for visualising vehicle states. An optimal control algorithm manages car states 
using semi-definite programming. Simulations demonstrate how well the proposed algorithms can foresee 
and control vehicle states. 

Keywords: Internet Of Things (Iot), Cyber-Attacks, Electric Vehicles, Communication Network, Control 
Center. 

 
1. INTRODUCTION  
 

The intelligent transportation system excites 
academic and business researchers. This research 
improves autonomous car road safety [1]–[2]. 
Maintaining system secrecy and safety is difficult 
[3]. Autonomous automated systems require 
sensing, networking, and communication tools. 
Figure-1 [4] shows that the electric car and 
monitoring control centre are usually far apart. 
Vehicle IoT devices send data to the command 
centre via various communication networks [5]–[6]. 

Communication channels are attacked when data 
is sent to control centres. Attackers place false data 
on the communication network to fool the 
command and control server. The control centre 

estimates mood using data. State estimation 
provides a car state snapshot. State estimation 
visualises the real system. The command centre 
needs figures to act. Control requires exact state 
estimation. This paper proposes an online algorithm 
to track and manage electric vehicles. 

1.1 The Related works 
 

The Internet of Things (IoT) could help remote 
control centres oversee smart physical systems like 
wristwatches, vending machines, emergency 
alarms, garages, home appliances, and electric 
vehicles [7]–[9]. The IoT network connects, 
monitors, and controls all of our daily electronic 
gadgets [4]. Sensors and actuators in micro grids 
and autonomous electric cars make up the Internet 
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of Things [10]. The actuator controls the system 
precisely, while the control centre estimates system 
states using noisy sensing input [11]. Figure-1 
shows how sensors that can fail and be hacked 
gather measurement data [12]. This could upset 
national and financial security, travel, and society 
[13]. 

 

 

Figure 1: Designing an electric vehicle based on IoT to 
protect control centers from cyber attacks 

 

Many algorithms watch and control electric 
vehicles. The linear quadratic regulator controls 
system states, and the Kalman filter (KF) algorithm 
estimates car body slip angle. In [14], a lateral 
dynamic and yaw rate-based electric vehicle H 
observer is created. [15] also presents extended and 
unscented KF algorithms for tracking electric cars. 
The verified Luenberger observer estimates car 
position and shaft torque [16]. [17]'s method for 
estimating the cyber-physical system's state 
accounts for a cyber-attack, but no optimal control 
algorithm is created. 

Autonomous car systems use KF and Chi-
squared detector-based algorithms [18]. In [19], the 
KF and watermarking spot cyberattacks. [20] use 
neural networks and decision trees to defend low-
resource vehicle systems from cyberattacks. An 
optimization approach using mixed-integer linear 
programming reduces motor vehicle safety risks 
[21]. Transport layer security and efficient 
handshaking methods protect vehicle networks, IoT 
mobiles, and wireless terminals [22]. Based on 
LEGO data and information gathering interval, a 
trial-and-error strategy for resilient cyber-attacks is 
offered [23]. An algorithm that uses the Internet of 
Things to estimate vehicle state and defend against 

cyberattacks is still in development. No closed-form 
expressions for optimal gain and error covariance in 
IoT-based electric vehicles allow for cyber-attacks. 
[24] also identifies faulty electric car steering 
actuators. [25] regulates car speed with Takagi–
Sugeno control and Lyapunov stability. The 
Takagi–Sugeno observer estimated car steering and 
sideslip angles simultaneously [26]. Vision-based 
autonomous cars use nested proportional-integral-
derivative (PID) steering controls for lane keeping 
[27]. Electric car lateral stability control was 
improved in [28] with a gain scheduled H 
controller. Finally, [29] suggests a two-degrees-of-
freedom electric vehicle control strategy that 
combines automatic lane-keeping with driver 
steering. Semi-definite programming-based optimal 
control algorithms for electric car systems are rarely 
discussed. 

 
1.2 Important Contributions 
 

In this article, state estimation and control 
algorithms for autonomous electric automobiles are 
proposed. These algorithms take into account the 
possibility of cyberattacks on communication 
channels. The following is a synopsis of the most 
important accomplishments made by this article: 

A state-space framework is used to model the 
interaction between the dynamics of the vehicle and 
the vision system. Internet of Things–enabled smart 
sensors are distributed to capture state information. 
When information is gathered from sensors, it is 
sent to the command centre through a 
communication network that is open to the 
possibility of infiltration. 

The mean square error between the actual system 
states and the estimated system states is suggested 
as the metric of choice to serve as the basis for an 
optimal estimation algorithm that will be used to 
determine and display the states of the vehicle 
based on the received signals. 

Through the use of semi-definite programming, an 
optimal feedback control algorithm is developed in 
order to stabilise the various conditions of the 
vehicle. A convex optimization procedure is used to 
acquire the feedback gain, and the designed gain is 
then applied in order to keep the desired system 
states stable. 

In the numerical simulations, the proposed 
algorithm demonstrates substantially better 
performance than the traditional method. 
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2. COMPLETE SET OF THE 
CHALLENGING TASK 

It is essential to emphasise the fact that the 
precision and accuracy of the measurements as well 
as the sensors play a significant part in the process 
of estimating the state of the vehicle. Installed 
sensors are responsible for data collection, but it is 
possible for them to malfunction or come under 
attack online [12]. Concerns about public safety and 
national security have been raised as a result of the 
possibility of monetary losses, travel disruptions, 
and social unrest [13]. After taking the necessary 
precautions, one of the most challenging aspects of 
ensuring the resilient operation of an IoT-based 
electric vehicle is the detection and mitigation of 
attacks. This is one of the most significant 
challenges. In light of these challenges, the focus of 
this article shifts to the questions of what kind of 
vehicle state estimation algorithm can withstand 
cyber-attacks and what kind of control scheme can 
most effectively regulate the system states when the 
Internet of Things' sensing information is under 
attack. This article provides the answers to these 
questions by designing and implementing the most 
effective state estimation and feedback control 
algorithms for autonomous electric vehicles that can 
be used over an Internet of Things communication 
network. These algorithms were designed and 
implemented with the possibility of malicious data 
injection attacks always in mind. The malicious 
data is intentionally introduced into the system by 
the attackers so that they can deceive the control 
centre of the network. In the following part of this 
article, we will discuss a state-space framework that 
will be utilised to represent the model of a vehicle 
that is equipped with an on-board vision system. In 
a later stage of the algorithm development process, 
we will make use of this framework. 

 
2.1 Space-Based and Internet of Things-Based 
Vehicle Sensing Systems 
 

Traffic congestion and road dangers, caused by 
increased mobility, can make drivers anxious and 
irritable. Vehicle technology may make drivers 
obsolete. Most modern cars have an intelligent 
driver-assistance device. These devices reduce 
driver fatigue and traffic accidents [14, 17, 25]. 
Because of this, intelligent car control algorithm 
design has been a major focus. Assessing system 
performance is the first move. 

Modern electric self-driving vehicles have 
advanced sensing and actuators. To simplify, this 
piece uses the vehicle model with a built-in vision 

system. The model's four main state variables 
accurately describe car motion. The dynamic model 
for car control relies on a wheel's slip angle [30]. 
The lines are detected by a dashboard camera in 
front of the driver's side mirror. Leading tyre yaw 
and angle control the system. Motor power 
maintains steering angle in automatic driving mode. 
After modelling the vehicle dynamics-vision system 
interaction in the state-space framework, the control 
algorithm can be created. Define the vehicle's 
differential equations as follows [14]: 

(1) 

(2) 

Here, Cf /Cr is the front/rear tire cornering 
stiffness, β is the body slip angle, Vx is the vehicle 
longitudinal velocity around the center of gravity, 
m is the vehicle mass, δf is the front-wheel angle, γ 
is the vehicle yaw rate, lr/lf is the distance between 
the center of gravity and the rear/front axle, I is the 
inertia vehicle moment, and Nz is the yaw moment. 
In-wheel motor (IWM) can generate torque as 
follows: 
 

(3) 
Here, Tl/Tr is the rear left/right IWM torque, 

Frl/Frr is the longitudinal force acting on the rear 
left/right tire, r is the wheel radius, and dr is the 
track width. 

The vehicle moves along the road while the on 
board vision system detects the lane and provides 
positional data [14]. The heading angle ψ can be 
described as follows: 

 

     (4) 
The lateral offset at the preview point yl is given by 

   (5) 

Here, ycg is the lateral offset around the center 
of gravity, lpev is the preview distance, and the 
approximation is due to the fact that ψ and β are 
generally very small [14]. The lateral offset around 
the center of gravity is given by 

 

  (6) 
Using (4) and (5), and taking the partial derivative 
of (5) yields 

   (7) 
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Combining (1), (2), (4), and (7), the following discrete-
time state-space framework is obtained: 
 

  (8) 
Where x = [β γ ψ yl] is the system state vector, 
k is the time 
step, , T is the 

discretizing sampling time, u = [δf Nz] is the 
system input, and n is the process noise whose 
covariance matrix is Q. The continuous time 
state matrix Ac and the input matrix Bc are 
given by 
 

 
 

 
 

Smart electric cars may reduce pollution and 
carbon dioxide emissions, according to academics, 
environmentalists, and transportation professionals 
[1]. Due to environmental awareness and the wish 
to limit global warming, many people now drive 
battery-powered or plug-in electric cars. Many want 
IoT-based electric cars in a green, clean, and 
sustainable smart city. The intelligent transportation 
system secures fully autonomous cars. It provides 
automated car tracking, smart fares and parking, 
and real-time traffic updates [1–31]. These services 
could be delivered using IoT devices and networks. 
Smart Internet-connected sensors monitor the 
electric car for the system's operators. 

 

    (9) 
The sensing matrix C, sighting information y, 

and measurement noise v with covariance matrix R 
are given. Figure-2 shows that the sensor processes 
raw measurements locally and transmits 
measurement innovation over the attack channel. 
Attackers fool the command and control server by 
injecting harmful data into the targeted network. 
State prediction uses data to visualise the vehicle's 
state, while control maintains system stability. 

Figure-2 and the state-space model explain how the 
smart actuator controls. 

 

 
 

Figure 2: New methods of communication and algorithms 
for the Internet of Things 

 

3. EMERGING TECHNIQUE FOR 
ESTIMATING STATES 

 
The mean square error concept guides the 

optimal state estimation algorithm for vehicle state 
visualisation. The following theorem can be used to 
find the system's state given a state-space 
framework in (9) and a measurement in (8). 

 (10) 

Here, xk−1 and xk are the a priori and a 
posteriori estimated states. The predicted and 
updated error covariance is given by [31]. 

   (11) 
Gain K minimises error dynamic z, resulting in 

precise vehicle state estimates over time. Figure-2 
depicts state prediction. After estimating car states, 
the proposed control algorithm regulates system 
states. Gain K improves vehicle state estimates by 
lowering the error dynamic z. Figure-2 illustrates 
the state estimation process. After estimating the 
vehicle's state, the proposed control programme 
regulates system states. 
 
3.1 Control Method 

Semi-definite programming is used to design an 
optimal control algorithm for the vehicle states. The 
feedback control law is specified in accordance 
with the separation principle. 

    (12) 



Journal of Theoretical and Applied Information Technology 
31st May 2023. Vol.101. No 10 
© 2023 Little Lion Scientific  

 

ISSN: 1992-8645                                                                    www.jatit.org                                                    E-ISSN: 1817-3195 

 
4037 

 

According to Figure-2, G represents the feedback 
gain that must be created. The controlled action is 
implemented by the actuator. What follows is a 
description of the closed-loop system: 

  (13) 

Here is an optimization problem to find the best 
gain G based on the bounded real lemma in the 
absence of noise: 

  (14) 

 (15) 

Applying Schur’s complement to (15) yields 

(16) 

Using the method of linear matrix inequalities 
(LMI), we can solve the aforementioned inequality 
if we define S = GX. Thus, the aforementioned 
inequality can be expressed as: 

 (17) 

In terms of X and S, we have here a case of LMI. 
After solving (17), one can get X and S. Finally, the 
optimal gain is determined by 

    (18) 

The YALMIP programme can solve this problem 
quickly and accurately. In the following section, we 
examine the efficacy of the proposed approach. 

4. EVALUATING AND DISCUSSING 
SIMULATION RESULTS 
 

Figure-2 shows the modelling process. After 
correctly representing the vehicle and IoT sensing 
models, the proposed estimation and control 
algorithms use the received information. Each cycle 
updates state estimation (10) and error covariance 
method (11). (11). Solving (17) yields the optimal 
feedback gain (18). The intended gain perfectly 
controls system state. The simulation is run with 
and without sensor fault conditions to allow for 
false data injection [3]. 

Attackers ignore sensor errors in time steps 10–
20. Figure-3 shows simulation data showing the 
proposed algorithm outperforms the state-of-the-art 
method. The proposed algorithm minimises 
estimation errors better than the present method 
[17]. When estimation error dynamics are tamed, 

true and predicted states converge. Images 4–6 
depict vehicle dynamics. Here, the proposed 
algorithm correctly predicts system states. Figure 5 
estimates the car slip angle. The current method 
requires over 150 iterations (k×T = 0.15 s) to trace 
system state, while the proposed algorithm only 
needs 22 (time step k sampling time T = 0.022 s). 
Other vehicle states use these prediction precisions. 

 
Figure 3: Results are compared to mean square error in 

the absence of sensor faults. 

 
Figure 4: Body slip angle β assessment in the absence of 

sensor faults. 

 
Figure 5: Vehicle heading angle ψ assessment in the 

absence of sensor faults. 
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Figure 6: Without sensor faults, lateral offset yl and its 

estimation 

Environmental factors and sensor errors can 
prevent sensing components from accurately 
assessing system state. Figure-7 shows the mean 
square error between real and estimated system 
states under sensor fault and cyber-attack 
conditions. Figures 8–10 show system state 
reactions to time steps. It outperforms the 
conventional way. The proposed method takes 
longer when there is no sensor error or cyber-attack 
than when there is. 

 

 
Figure 7: Mean square error is compared to sensor fault 

conditions. 

 
Figure 8: Angle of body slip β and its estimation under 

sensor fault conditions. 

 
Figure 9: The estimation of the vehicle's heading angle ψ 

under imperfect sensor conditions 

 
Figure 10: Lateral offset yl and its estimation in the 

presence of sensor fault conditions 

 

 

Figure 11: Maintaining the trajectories of the vehicle's 
states. 
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Control algorithms usually normalise system 
states swiftly and efficiently. Figure-11 shows the 
proposed control method results. The proposed 
method can control system states in under 1600 
iterations (k×T = 1.6 s). It takes less than three 
seconds to stabilise [25]. The proposed controller 
intelligently determines the optimum feedback gain 
for system stability. 
 
5. CONCLUSION 

 
In order to successfully manage a cyberattack 

on an electric car that was built on the Internet of 
Things (IoT), optimal state estimation and control 
algorithms were necessary. After the on-board 
vision system expressed car dynamics within a 
state-space framework, the Internet of Things' smart 
sensors were able to detect the system's current 
state. assault on the communication highway The 
techniques were developed through the use of semi-
definite programming and the mean square error 
theory. The suggested estimation and control 
algorithms have been shown to be able to 
accurately forecast and stabilise system states 
through the use of simulations. Designers of 
systems for autonomous vehicles can benefit from 
reading this article. Experiments will be done to 
determine whether or not the suggested procedures 
are effective. 
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