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ABSTRACT 
 
Focusing on a significant scientific advancement in image encryption, this paper is an excellent example of 
its kind. It makes use of a 2D sinusoidal logistic modulation map and the advantageous transformation 
features of the Z/nZ group . in witch, we have developed a more suitable key flow by which to create our 
Z/nZ groups as a result of the exceptional hyper-chaotic and ergodic features of our 2D-SLMM maps. By 
randomly rearranging the orientation of its pixels, it is possible to generate a blurring pattern that has no 
foreseeable relationship to the original image. Because of this, the transmitted image is no longer 
recognizable as being based on the original, which is now blurred and unreadable, and its transmission is 
private and safe from prying eyes. In fact, we compared our algorithm to five different methods from the 
literature and employed metrics including the histogram, entropy, correlation analysis, and differential 
assaults. Our simulation findings show that it performs well and achieves a high level of security with the 
optimum algorithmic complexity and adequate protection against unlawful manipulation. In other words, 
when compared to alternative methods, our method performs well when encrypting images. 

Keywords: Image Encryption, Group ℤ/𝑛ℤ, Chaotic Maps, 2𝐷-SLMM And Security 

 

1  INTRODUCTION 

The image plays an important role in 
the modern media more than it ever did in the 
past. And with the increased use of the internet, 
emails, the widespread availability of computers 
and affordable digital cameras, we have 
witnessed a huge and unprecedented expansion 
in the dissemination of digital images and 
photography. The image is used in several 
disciplines including, among others, 
cryptography [10, 12], camera self-calibration 
([7], [8]) and 3D reconstruction ([9], [25]). 
Cameras on smartphones are some of the 
fastest-growing mobile multimedia applications 
that offer technologies that have not been taken 
into account. Despite the inferior size of the 
pictures taken by these cameras, millions of 
shots are taken every day and are also shared 
between millions around the world, sometimes 
they are even used to document important 

events, some of which are dangerous. This 
requires a lot of attention from researchers that 
make sure that security mechanisms are used to 
ensure the transmission of these images across 
networks [13, 14]. To accomplish this 
requirement, cryptography aims to find the best 
way to send these images confidentially ([22], 
[3], [21], [29], [26],[38] ). Despite the diversity 
of these techniques, it is not guaranteed that they 
are flawless or insensitive to unauthorized 
attacks. Furthermore, image encryption remains 
a hot topic that is increasingly attracting more 
and more researchers that are eager to create 
even more effective approaches ([33], [1], [30]). 
Especially since it has been noticed that 
algorithms such as AES and DES are no longer 
used in the field of image encryption because the 
space reserved for the key is limited and the 
confidentiality of the message to be encrypted is 
not ensured. In addition, these algorithms waste 
time, especially at the computational level. 



Journal of Theoretical and Applied Information Technology 
15th January 2023. Vol.101. No 1 

© 2023 Little Lion Scientific  

 

ISSN: 1992-8645                                  www.jatit.org                            ISSN: 1817-3195 

 

 
38 

 

Indeed, traditional encryption schemes are 
unsuitable for image encryption due to the 
enormous capacity of the data and its high 
correlation with the image pixels. For all these 
reasons, most of the currently adapted encryption 
methods are based on chaotic encryption. The 
latter has good capabilities such as :   
• Sensitivity to initial conditions and system 
parameters.  
• Non-periodicity.  
• Topological transitivity.  
• The pseudo-random property.  
In addition to all these advantages, its easy 
implementation and speed of real-time image 
processing are also noteworthy. As well, it is 
applicable in all scientific fields (biology, 
physics, electrical engineering, complex 
networks, etc.). 
This is why we have designed a new image 
encryption scheme based on the chaotic 2D 
SLMM maps and with the good properties of this 
map, which can be refined to simulate the 
characteristics of a random signal. The latter 
helps us to build a ℤ/𝑛ℤ group, which changes 
the positions of the pixels in the original image 
according to the matrix generated by 2D-SLMM. 
It randomly shifts the direction of the pixels 
vertically and horizontally. Then an equalization 
is applied to the resulting image by the second 
2D-SLMM matrix, which makes chaos a very 
interesting phenomenon to hide data. Then we 
performed several evaluation measurements to 
estimate our new approach and compared it with 
the approach of Hua[17],Tong [32], zhu [37], 
Norouzi [28] and Es-sabry[13]. Indeed, the 
experimental results of our algorithm 
demonstrate its robustness and efficiency against 
unauthorized access. 
The present research is divided as followed: the 
first section elaborates the state of the art. The 
second section focuses on the basic mathematical 
concepts we have used in this research. Our 
proposed method is detailed in section 3. Section 
4 describes the experimental results that 
demonstrate the performance and effectiveness 
of our method. And finally,the last section 
presents the conclusion. 

2  RELATED WORK 

There are several types of cryptography 
in the literature, and data security today is based 
on calculation algorithms whose confidentiality 
depends on the number of bits in a key. The 
increasing power of computational techniques 

threatens the confidentiality of these classical 
cryptographic approaches, to alleviate this 
concern one of the techniques that have emerged 
in the last 10 years is chaos ([23], [35], [16], [4], 
[6]). 
It is based on the use of several types of 
cards.One-dimensional [1D] chaotic maps which 
consists of a single variable and several 
parameters. Their structures and chaotic orbits 
are simple for example, logistic, Gaussian, sine 
and Tent maps. The application of these maps is 
limited due to its weakness especially at the 
security level: technological development has 
allowed the estimation of chaotic signs in case of 
extraction of a limited amount of information 
because the orbits can be estimated and the 
parameters predicted for image encryption, when 
based on these maps, several algorithms prove to 
be unsafe, as an example: M.Z.Talhaoui et al 
[31] have designed a new relevant image 
encryption scheme based on the new 1-DCP 
map. They have combined the permutation and 
substitution steps to increase the speed and 
security of encryption. This new card is defined 
by a simple iterative mathematical equation, and 
through several analytical tests, it shows a very 
high chaotic behavior over a wide range of its 
positive real control parameter. 
Chaotic [HD] cards that have more complex 
structures and high performance. Their orbits are 
difficult to predict and therefore they are weak 
and secure. Note that the implementation of 
these maps is relatively complex and quite 
expensive.  
For example, H. Guo et al [15] presented a 
general condition for quadratic functions which 
will help generate pseudo-random sequences in 
chaotic digital image encryption by topological 
conjugation of these quadratic functions with the 
logistic map and tent map, while A.Mansouri, 
X.Wang [24] constructed an image encryption 
scheme based on an Arnold map enhanced by the 
inclusion of a split operation, rotation, and pixel 
scrambling .The evaluation of this improved map 
shows better results in terms of confusion and 
time cost. JAN and AL used chaotic maps and 
adopted the TD-ERCS system to produce 2 
random sequences [35]. HUA and AL [18] used 
one-dimensional and no-linear (1D-NLM) 
models. Comparing the existing chaotic cards 
with these new cards, one can be sure that they 
are more efficient since their capacities are 
larger, their outputs more random and the 
freedom of their attractors is higher. As for 
Mollaeefar and Al, [27] they have based 
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themselves on color image encryption to adapt 
chaotic cards with a high level of protection with 
a lower computing time; less correlation between 
pixels and more performance: Cosine-Arcsine 
and Sinus-Power Logistic map. Zhu and Al [19] 
involved a high-security algorithm based on 
analysis and simulations. It is a two-dimensional 
hyperchaotic system encrypting a single image 
into a local binary pattern. Note that the high 
security depends on the proposed algorithm and 
the performance of the chaotic maps, and they 
can be easily broken and this was the case for 
Belzani and Al [2] who had broken a DNA 
encoding and chaotic systems based on an RGB 
scheme through algebraic analysis. To enhance 
the competence of chaotic maps, chaotic 
modulation must be used through the 
reinforcement of its communication system 
because chaotic trajectories depend on time and 
information. In short, this technique is very 
effective for secure communication. 
 
3  MATHEMATICAL CONCEPTS  

3.1   The group ℤ/𝒏ℤ 
Let 𝑛  be a non-negative integre. We 

define an equivalence relation ∼  on ℤ  by 
putting: 𝑥 ∼ 𝑦  if and only if 𝑛  divides 𝑥 − 𝑦. 
We then write ℤ/𝑛ℤ  the set of equivalence 
classes. 
The equivalence class of an integer 𝑥  is the 
subset of ℤ formed by integers of the form: 𝑛 +
𝑥  , where 𝑘 ∈ ℤ . In the following, we will 
represent the equivalence class of x by the 
remainder 𝑟 ∈ {0,1, … , 𝑛 − 1}  of the Euclidean 
division of 𝑥 by 𝑛. We also note 𝑥 mod 𝑛 the 
equivalence class of x. 
We can define a multiplicative law on ℤ/𝑛ℤ by 
posing: (𝒙 mod 𝒏) × (𝒚 mod 𝒏)=𝒙𝒚 mod 𝒏. 
The set (ℤ/𝑛ℤ)∗  = (ℤ/𝑛ℤ) − {0}  with the 
previous law is not a group in general. In fact, 
(ℤ/𝑛ℤ)∗ is a group if and only if n is a prime 
number (we recall that, if n is not prime, an 
equivalence class does not always have reverse). 
In this work, 𝑛 = 257 which is a prime number. 
So that, the set ((ℤ/257ℤ)∗,×) is a group and 
hence the invertible elements in ℤ/257ℤ are the 
elements represented by the integers: 
1,2,3,4,5,6,7,8, … ,255 and 256. 
 
 
 
 
 
 

Example: 
Multiplication table in the set ℤ/5ℤ. 

∗ [3] [2] [4] [1] 
[1] [3] [2] [4] [1] 
[3] [4] [1] [2] [3] 
[4] [2] [3] [1] [4] 
[2] [1] [4] [3] [2] 

 
[3] [2] [4] [1] 
[4] [1] [2] [3] 
[2] [3] [1] [4] 
[1] [4] [3] [2] 

 
Remark : 
In the previous example, we only used the 
invertible elements in ℤ/5ℤ,  i.e. the elements: 
1,2,3 et 4. 

4  THE PROPOSED TECHNIQUE 

This section will discuss the inductive 
approach of our new encryption method 
regrouping the 2D  chaotic maps and the 
excellent property of the ℤ/𝑛ℤ group. Then we 
will describe it by a graphical representation 
(flow chart) in Fig 2.. 
 
Algorithm 

Step 1: Load and transform the source image I 
into three primary colors R, G, and B, denoted 
by 𝐼 , 𝐼, 𝐼 , 𝑎𝑛𝑑𝐼 = (: , : ,1), 𝐼 = (: , : ,2), 𝐼 =

(: , : ,3). 
Step 2: 𝑈ଵ  , 𝑈ଶ  and 𝑈ଷ  be three 2𝐷  chaotic 
matrices of size 𝑁 × 𝑀  generated by the 
2𝐷 -SLMM sinusoidal logistic modulation map 
which is defined by equation (1).  

൜
𝑥ାଵ = 𝑎(sin(𝜋𝑦) + 𝑏)𝑥(1 − 𝑥)

𝑦ାଵ = 𝑎(sin(𝜋𝑥ାଵ) + 𝑏)𝑦(1 − 𝑦)
(1) 

 Where a and b are control parameters. 𝑎 ∈
[0.1] and 𝑏 ∈ [0.3] 
This generation is done using a 256 -bit secret 
key(x, y, a, H, Gଵ, Gଶ) Its structure is shown in 
Fig. 1 
 

key 
 
52 bits 52bits 52bits 52bits 24bits 24bits 

↓ ↓ ↓ ↓ ↓ ↓ 
𝑥 𝑦 𝑎 H Gଵ Gଶ 

 
Figure  1: The security key’s structure 
 
  (x, y) are the initial values and a is a control 
parameter. H, Gଵ and Gଶ are designed to change 
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the initial values and parameters to widen the 
space of the security key. 

x, y, 𝛼 et H are decimal numbers that 
are generated by a 52 -bit string 
{𝑏ଵ, 𝑏ଶ, … . . , 𝑏ହଶ}  using the IEEE 754 format 
[21], as shown in equation (2)  

 

𝑥 =
∑ఱమ

సభ ଶఱమష

ଶఱమ         (2) 

 
G1  and G2  are two integer coefficients 
generated by a 24 −bit string {bଵ, bଶ, … … , bଶସ}. 
The initial values and control parameters of 2 
D-SLMM to generate two chaotic matrices are 
defined by equation (3) 

 

ቐ

𝑥 = (𝑥 + 𝐺𝐻)mod1

𝑦 = (𝑦 + 𝐺𝐻)mod1

𝛼 = 0.9 + ൫(𝛼 + 𝐺𝐻)mod0.1൯

   (3) 

 where the round number i is 1 or 2. 
In equation (3), the initial values generated will 
fall within the range of [0.1] and the control 
parameter a will be limited within [0.9,1]. 
Thus, 2 D-SLMM has good chaotic performance 
under these parameters. 
In our simulations we randomly generate a 
bitstream to produce the security key. 
Step 3: we sorted the generated data in step 2 in 
each row, and designed three mixed index 
matrices of size 𝑁 × 𝑀, 𝑈ଵ′ , 𝑈ଶ′ and 𝑈ଷ′. 
Step 4: in this case, we take the first and the 
middle rows of these matrices ( 𝑈ଵ′  , 𝑈ଶ′  and 
𝑈ଷ′) denoted respectively by Lଵ , Lଶ and Lଷ. 
Lଵ is used to calculate the product of two vectors 
in the multiplicative group ((ℤ/𝑛ℤ)⋆,×), 
denoted Zଵ as for Lଶ, it is used to generate the 
product of two vectors in the multiplicative 
group ((𝑍/𝑛𝑍)⋆,×) Zଶ and we do the same for 
Zଷ See section II. 
Step 5: For each plane 𝐼 , each pixel is 
encrypted using ITGZ (image transformation by 
the group ℤ/𝑛ℤ) defined by the equation below  

𝛗𝐤 =
𝐅(𝐼)

𝐼(𝑖, 𝑗)
= 𝑣    𝑣 ∈ [0,255], 𝑘 ∈ 1,2,3 

, 𝐼 = 𝐼 , 𝐼 , 𝐼 
F  is the image transformation by the group 

/ n   (TIGZ) which changes the positions of 
the pixel in each plane of the original image I (Ir, 
Ig, Ib) according to respectively to the matrix Zଵ 
,Zଶ and Zଷ matrix generated by 2D -SLMM. It 
seems random and unpredictable to move the 
pixel posi-tions in both directions, vertically and 
horizontally. 
Step 6: Use 𝑈ଵ′  , 𝑈ଶ′  , 𝑈ଷ′  to execute 

equalization transformation for pixel values after 
scrambling: 

𝛙𝐤 = 𝛗𝐤(𝑖, 𝑗) × 𝑈
ᇱ (𝑖, 𝑗)   𝑚𝑜𝑑    256,     

𝑘 ∈ {1,2,3}    𝑎𝑛𝑑    𝑈′ ∈ {𝑈ଵ′, 𝑈ଶ′, 𝑈ଷ′} 
 where 𝜑ଵ, 𝜑ଶ, 𝜑ଷ  are pixel values after the 
rearrangement carried out in the previous steps 
Step 7: In the end, the sequence of pixels 
encrypted for each plane is transformed into a 
matrix of size 𝑀 × 𝑁 resulting in the encrypted 
image 

 
 
 
Flowchart of the proposed method 
 

  
Figure  2: Flowchart of the proposed method. 

 
4.1  Example: 
        This section presents step by step an 
illustrative example of image encryption mixing 
the 2𝐷 sinusoidal logistic modulation map and 
the group ℤ/5ℤ.  First of all, we keep three 
sorted matrices of size 5 × 4 𝑈ଵ

ᇱ , 𝑈ଶ
ᇱ  𝑎𝑛𝑑 𝑈ଷ′} 

which are streams generated by the 2𝐷 chaotic 
maps, the first and the middle of these three 
sorted matrices will be divided into two vectors, 
one will take the vertical part and the other the 
horizontal part respectively of the matrices 
𝑍ଵ, 𝑍ଶ, 𝑍ଷ  which allow us to procreate them as 
shown in Fig 3. 
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0.0239 0.0823 0.0691 0.1064 

0.0551 0.0716 0.0589 0.0808 

0.1432 0.0377 0.0824 0.1133 

0.0914 0.0277 0.0824 0.1011 

0.0931 0.0533 0.0628 0.0761 
 
            𝑈′ଵ 
 

1 3 2 4 
1 3 2 4 
4 1 2 3 
3 1 2 4 
4 1 2 3 

 
 

 𝐿ଵ 
 

1 3 2 4 
4 1 2 3 

 
                   𝑍ଵ  
 

ℤ/5ℤ      [1]     [3]     [2]     [4] 
   [4]      [4]     [2]     [3]     [1] 
   [1]      [1]     [3]     [2]     [4] 
   [2]      [2]     [1]     [4]     [3] 
   [3]      [3]     [4]     [1]     [2] 
Figure  3: An example of the generation of 

index matrix I. 
   

Fig. 4 shows the process of reordering the pixels 
of a plane 𝐼  the original I-image according to 
the positions of the 𝑍ଵ matrix , which indicates 
the references of the locations where the I-pixels 
are changed. For example, 𝑍ଵ[1,1] = 4  means 
that the 𝐼[1,1]  position of the 𝐼  matrix is 
permuted by the 𝐼[4,1]  location; 𝑍ଵ[1,2] = 2 
will permute the 𝐼[1,2]  position by 𝐼[2,2] . 
Since group 𝑍ଵ has four lines, the rearrangement 
processes can be divided into four steps as 
follows : 
The first line of the 𝑍ଵ(4,2,3,1) matrix allows us 
to take the positions 
[𝐼(4,1), 𝐼(2,2), 𝐼(3,3), 𝐼(1,4)] of the original 
image as the first line of the mixed matrix 𝜑. 
The same for the second row of the matrix 
𝑍ଵ(1,3,2,4) , the mixed matrix 𝜑  becomes 
[𝐼(1,1), 𝐼(3,2), 𝐼(2,3), 𝐼(4,4)]. For the third 
row 𝑍ଵ(2,1,4,3)  becomes 
[𝐼(2,1), 𝐼(1,2), 𝐼(4,3), 𝐼(3,4)] . And the last 
line 𝑍ଵ(3,4,1,2)  becomes 

[𝐼(3,1), 𝐼(4,2), 𝐼(1,3), 𝐼(2,4)]. 

 

 
 

Ir 

 
 

201 159 87 65 
149 144 86 50 
111 112 80 51 
99 101 92 70 

       𝛗𝐤 99 144 80 65 
149 159 92 51 
201 112 86 70 
111 101 87 50 

  
Figure  4: An example of pixel blending 

processes 
   
After changing the pixels of an original image 
according to the positions of the 𝑍ଵ matrix. An 
ordinary matrix product is applied between the 
result of the image transformation with the 𝑍ଵ 
matrix (TIGZ) and the 𝑈ଵ

ᇱ  matrix (EIGZ), and 
this contributes to an equalization of the pixel 
values to have an unpredictable blurring pattern 
that eliminates any resemblance or correlation 
with the original image and we do the same for 
the others plans  

 

 
⊗ Is the Product of Hadamard. 
The values of the resulting matrix are between 1 
and 256 (because 0 has no reverse in Z=257z). 
For not having the value 256, we will subtract 
the matrix 

 
Thus, we will get the encrypted image 

 
For decryption, we add the matrix 
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at the decrypted matrix then we obtain 

 
And then, we will decrypt the image 

 

 
would like to point out that 

 

 

i.e. the inverse matrix of  
 

modulo 257 is  
 

5. STATISTICAL ANALYSIS 

This part demonstrates the efficiency 
and resistance of our proposed image 
cryptosystem against all illicit attacks that exist 
in the literature either in terms of statistical, 
cryptanalytic or brute force attacks. 
To do this, we applied these different security 
measures to 8 images of size 256 x 256 using 
the java programming language. 
5.1. Histograms 

A histogram is one of the most common 
criteria for making a comparison between the 
graphical 
representation of the intensity distribution of the 
encrypted images and the original images. This 
is why we have compared the histograms of 8 
original images with very di_erent contents and 
the histogram of their encrypted images using 

our new method. 
According to Figures 6 and 7, we found that the 
distribution of pixels in the histograms of 
the encrypted images is almost uniform, while 
the distribution of the original images has very 
high and very low values. This obvious 
difference between the two histograms leads us 
to say that our new approach demonstrates its 
robustness in terms of security and ensures the 
protection of the images against statistical 
attacks. 

 
Figure 5. Example 1 shows the results of the simulation 

of 4 images. The first line represents the original 
images, the second line shows their histograms and the 
third and fourth lines represent the encrypted images 

and their histograms. (i1) Lena image; (i2) owers 
image; (i3) Parrot image; (i4) image text. 
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Figure 6. Example 2 shows the results of (i5) Peppers 

image; (i6) ski image; (i7) girl image; (i8) image 
bracelet. 

5.2. Correlation coeffcient of two adjacent 
pixels  

Each image is made up of many key 
internal pieces of information, including the 
"correlation 
coefficient of the adjacent pixels", which is the 
target of any statistical attack. So it is necessary 
to strengthen the competence of this coefficient 
while minimizing and even getting rid of it to 
have the weakest and hardest to decipher original 
images. To reach this level of security, the 
following test was put into practice: 5 000 pairs 
of adjacent pixels were arbitrarily selected in 
three directions horizontally, vertically and 
diagonally from the original image and the 
encrypted image, this calculation is applied to 
the images in figures 6 and 7, using the 
following equations 

 

𝑟௫௬ =
௩(௫,௬)

ඥೣඥ
                  (4) 

  

𝐶𝑜𝑣(𝑥, 𝑦) =
ଵ

ே
∑ே

ୀଵ (𝑥 − 𝐸௫)൫𝑦 − 𝐸௬൯ (5) 

  

𝐷௫ =
ଵ

ே
∑ே

ୀଵ (𝑥 − 𝐸௫)ଶ          (6) 

  

𝐸௫ =
ଵ

ே
∑ே

ୀଵ 𝑥                  (7) 

After the test (see table 1), we conclude that: 
_ The coefficient of the original image takes 
values close to 1: 

_ The coefficient of the encrypted image takes 
values close to 0. 
This leads us to say that our method is more 
efficient in destroying the dependency between 
adjacent pixels. 
This test (see table 2) informs that the degree of 
reliability of our method and its high 
performance are better than the approaches of 
Hua[17],Tong[32] and Es-Sabry[13]. And proves 
that it can eliminate any resemblance between 
the original image and the encrypted image. 
 
5.3  Correlation coefficient between the 
original image and the encrypted image 

We reiterate that the above-mentioned 
test was based on 3 directions. Now we will 
calculate the correlation coefficient for each 
pixel of the original image with that of the image 
to be encrypted according to this formula: 

   

𝐶𝐶 =
∑ಾ

సభ ∑ಿ
ೕసభ ൫ூೕିூ̅൯ቀூೕ

ᇲ ିூ̅ቁ

ට∑ಾ
సభ ∑ಿ

ೕసభ ൫ூೕିூ̅൯
మට∑ಾ

సభ ∑ಿ
ೕసభ ቀூೕ

ᇲ ିூ̅ቁ
మ
 (8) 

  

𝐼 ̅ =
ଵ

ெ×ே
∑ெ

ୀଵ ∑ே
ୀଵ 𝐼    (9) 

  

𝐼ᇱ̅ =
ଵ

ெ×ே
∑ெ

ୀଵ ∑ே
ୀଵ 𝐼

ᇱ     (10) 

I : original image and 𝐼 its average. 
I’: encrypted image and 𝐼ᇱ its average. 
N,M: Represent respectively the length and the 
width of the matrices I and I’. 

 
  

Encrypted 
image 

Our Method Es-sabry[13] ZHU [37] 

Lena -1.8735E-4 0.001744 0.002851 
Peppers 8.9482E-4 -0.001332 -0.001650 

  
Table  3: Comparison of CC of our method with that 

of ZHU. 

 
Our method achieves better results than those 
found by the zhu [37] and Es-sabry [13] methods 
because the values obtained are close to ’0’.  
 
5.4  Differential attacks 

To assess the reliability of our approach 
to differential attacks, we took the image of lena. 
We made a small change in a single pixel of this 
image and then calculated the NPCR and ICAU 
as shown in equations (11)  and (12) .The 
values found are respectively greater than 
99.6% and 33.8%(see table 4). 
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𝑁𝑃𝐶𝑅 =
ଵ

ெ×ே
∑ெ

ୀଵ ∑ே
ୀଵ 𝐷(𝑖, 𝑗) × 100%   (11) 

  

𝑈𝐴𝐶𝐼 =
ଵ

ெ×ே
∑ெ

ୀଵ ∑ே
ୀଵ

|భ(,)ିమ(,)|

ଶହହ
× 100%  

(12) 
  

𝐷(𝑖, 𝑗) = ൜
0,     𝑖𝑓      𝐶ଵ(𝑖, 𝑗) = 𝐶ଶ(𝑖, 𝑗)

1,     𝑖𝑓      𝐶ଵ(𝑖, 𝑗) ≠ 𝐶ଶ(𝑖, 𝑗)
    (13) 

 
 
5.5  Entropy information 

The entropy of an image is an indicator 
of its complexity, the higher the entropy, the 
more random the image is. To calculate entropy, 
we use the following formula. 

𝐻(𝑠) = ∑2𝑛−1
𝑖=0 𝑃(𝑠𝑖)log

2
[𝑃(𝑠𝑖)] (14) 

 •  𝑃(𝑠)  represents the probabilities of 
occurrence of each Si 
•  2  marks the total number of states of the 
information source (note the entropy should be 
equal to n for the random information source to 
be perfect and having 2n states). 
As far as we are concerned we will use each 
channel and we will calculate their entropy 
information then the number of states will be 
256 and the ideal entropy 𝑛 = 8. 
 
 

Images   Original   Encrypted  
  Entropy   Entropy 

Lena   7.610197   7.9989244 
Peppers   7.5867806   7.9997215 

 
Table  5: Entropy of the original image and the 

encrypted image 
   
  According to Table 5, the values found are 
close to the ideal 8. This ensures the resistance 
of our approach against any illicit attacks. 

6  CONCLUSION 

         In this article, a novel encryption 
algorithm that is based on a 2D chaotic map and 
the transformation of the Z/nZ group is 
presented. This algorithm has the potential to 
significantly improve the cryptosystem's level of 
safety. The scheme is described in detail. 
For the purpose of determining whether or not 
the proposed encryption method is secure, 
various security analyses, such as correlation 
analysis, histogram analysis, and key sensitivity 
analysis, are carried out. The findings of the 
experiment provide evidence that the encryption 

algorithm offers a high level of security. 
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Table  1: Correlation Coefficients Of Two Adjacent Pixels In The Plain-Image And Cipher-Image. 
 

Image plain-image  + 
  Horizontal   Vertical   Diagonal   Horizontal   Vertical   Diagonal 

Lena   0.975406   0.931383   0.937071   -0.000157   -0.001046   0.014203 
flowers   0.8779182   0.954342   0.900693   -0.003239   0.0011912   0.004434 
Parrot   0.9785220   0.9765191   0.9510852   -0,000742   0.008564   0.0133476 
text   0.7931710   0.702597   0.553564   -0.003533   -0.009137   0.0010205 

Peppers   0.956327   0.9460656   0.954976   0.0120298   0.0014030   -0.009772 
ski   0.9818879   0.9506004   0.946533   -0.003344   -0.013221   0.0076130 
girl   0.9931496   0.8818434   0.965882   0.003811   0.0137725   0.0036377 

bracelet   0.976975   0.929243   0.936798   0.018107   0.010126   -0.001253 

 
Table  2: Comparison Of Correlation Coefficients Of Two Adjacent Pixels In Different Directions Using The Proposed 

Algorithm With Some Other Algorithms. 
 

Encryptedimage Directions 
 

Average 

  Horizontal   Vertical   Diagonal    
Hua [17]   0.002383   0.008576   0.040242   0.017067 
Tong [32]   0.003800   0.005800   0.013300   0.007633 

Es-Sabry[13]   -0,007205   0,025854   -0,009817   0.002944 
Proposed method   -0.005587   -7.195377E-4   0.006429   0.000121 

 
Table  4: The Sensitivity Of The Algorithm For A Change Of A Single Pixel Of The Original Image. 
 

Image  Proposed Method  Es-Sabry [13]  Tong [32]  Norouzi [28] 

Lena 
 NPCR  UACI   NPCR   UACI   NPCR  UACI  NPCR   UACI 

 99.7323  33.61894  99.67576  33.59832   
99.62739 

 33.35064   99.66890   33.55610 

 


