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ABSTRACT 

 

The paper investigates the steganographic method for introducing secret messages into a container 

represented by the image. The research task is improving of the reliability of message storage in the event of 

various image distortions after transmission over a communication channel. To solve this problem, a 

preliminary division of the container image in a form of sectors was used. In the developed method, each 

sector is embedding the same secret message. The geometric shape of each sector can be different, and it 

depends on the distribution of the selected pixels into which the message is embedded. Pixel selection is 

carried out in this paper using edge pixel selection operators in the image, such as: Roberts, Sobel and Prewitt 

operators. For each container image, there is a different distribution of the extracted pixels and a different 

number in each sector. Therefore, the size of the secret message is limited to the sector in which the smallest 

number of extracted pixels is present. The bits of the secret message in each sector are distributed differently 

since the extracted pixels in each sector differ in their location. In case of destruction of a part of the container 

image, the secret message is saved in the remaining parts, which include non-destroyed sectors. To embed 

bits, the shape of the initial container, the geometric shape and location of the sectors, as well as the method 

for extracting pixels is required to be known. The developed method was tested using different images and 

the achieved performance was excellent with accuracy 92%.  

 

Keywords: Steganography, Image, Container, Embedded Message, Edge Pixel Extraction Operator. 

 

1. INTRODUCTION 

 

Today, methods of steganographic information 

protection are widely developing and, in terms of 

their popularity, they reach methods of 

cryptographic information protection [1-5]. The 

popularity of steganographic methods is 

determined by the large number of electronic 

carriers (containers) of confidential information. 

Such media include files: images, sound, text 

document and other media from various software 

applications. Moreover, all such electronic media 

can be presented in different formats. 

Accordingly, different formats require the 

creation of different methods for steganographic 

protection of confidential information. The most 

popular containers are images (files of graphic 

formats: BMP, JPG, TIF, etc.), into which bits of 

secret information are embedded.  

One of the most used methods of 

introducing secret bits is the LSB method [3, 6], 

which is based on replacing the least significant 

bits of each color byte of the container image. The 

choice of the byte sequence of the container is set 

by a special algorithm used by the developer. The 

same secret information in the same container can 

be embedded in different ways. However, there is 

a problem that the transmitted information may be 

distorted. The container image may be distorted 

during its transmission via communication 

channels, during recording on a medium, as well 

as during its opening by various software 

applications. Therefore, steganographic methods 

should be such that hidden information is stored 

in the container in the event of various container 

distortions. Various methods are used to solve this 

problem [7 - 9]. The most used methods are based 

on the repeated distribution of the same secret 

information over the entire field of the container. 

Secret information can be placed in certain sectors 

at a certain distance. Thus, all secret information 
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can be embedded several times in the bytes of one 

set of sectors of the container.  In addition, secret 

bits can be distributed into pixels with different 

colors or into pixels, which are determined by 

certain mathematical dependencies. 

The limitation is the limited amount of 

classified information, as well as the need to use a 

container of large capacity. For greater reliability, 

the volumes of classified information should 

allow many copies to be created. This approach 

implements the formation of invisible digital 

watermarks on the image [10]. In fact, 

steganographic embedding of secret bits is carried 

out into selected bytes belonging to certain sectors 

of the container image. The purpose of this paper 

is to efficiently allocate secret bits based on a 

preliminary analysis of the container image. 

 

2. ANALYSIS OF METHODS FOR THE 

ALLOCATION OF CLASSIFIED 

INFORMATION IN THE CONTAINER 

IMAGE 

 

There are many methods for embedding 

and allocating classified information into a digital 

image [11]. The most common, but highly 

vulnerable, is the LSB method [5, 6]. LSB method 

has poor resistance to attacks. The stability can be 

increased by the random interval method [12], 

which allows the random allocation of the bits of 

the secret message over the container. Placing 

inline adjacent bits across the entire container 

field is done at different distances. This results in 

repeated scans of the container pixels as the secret 

bits are embedded and read. Rescanning occurs 

when the coordinate of the next embedded bit is 

less than the coordinate of the previous one. 

The method of block information hiding is 

also used [13]. The container image is split into 

non-overlapping free-form blocks. A parity bit is 

calculated for each block. In each block, one 

secret bit is hidden. This method reduces the 

impact of the consequences of embedding secret 

bits by increasing the block size. Sufficiently 

resistant to the operations of compression and 

changing the contrast of the image are the 

methods PatcWork [14] and PatchTrak [15]. The 

methods use the analysis of the brightness 

characteristics of two neighboring pixels, which 

increases the brightness of one pixel and 

decreases the brightness of the neighboring pixel. 

This operation is repeated many times. The sum 

of the values of all differences and the 

mathematical expectation of the sum of the 

differences in an empty container are calculated. 

If there are embedded bits, then the sum is 

significantly greater than zero. The described 

method is unstable to affine transformations of the 

container. 

Embedding of secret bits is also possible 

based on the frequency representation of the 

image [16 - 18]. For this, orthogonal 

transformations of images and redistribution of its 

energy are used. Secret messages are embedded in 

the mid-frequency and low-frequency regions. 

This group of methods includes the Koch and 

Zhao method [19, 20]. The container image is split 

into 8x8 pixel blocks. Discrete cosine transform is 

applied to each block. Each block hides one bit of 

secret data. Embedding starts after a random 

selection of a block. This method is highly 

resistant to compression but degrades the image 

quality. 

Methods based on preliminary analysis of 

the container image are widely used. Searches for 

pixels in the image that do not lead to visual 

distortion is carried out. More secret bits can be 

embedded in the codes of such pixels [1, 2, 21]. 

They are based on looking for noise pixels or 

pixels that represent edges or gradients in 

brightness. These methods are used in this work. 

 

3. METHODS FOR EXTRACTING LOW-

INFORMATIVE PIXELS IN THE 

CONTAINER IMAGE 

 

The first method used to implement 

steganographic protection is based on the 

selection of noise pixels [22], or the so-called 

isolated cells. These cells are determined by the 

specified brightness thresholds. The image is 

being converted to grayscale. For different values 

of the brightness threshold, a different number of 

individual pixels was allocated. These are 

individual white pixels within black-pixel boxes, 

as well as lone black cells within white-pixel 

boxes. An example of the selection of such pixels 

on Figure 1 is shown. 
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Figure 1: An example of the selection of individual 

single isolated pixels of the image. Brightness 

thresholds of 50%, 60% and 70% are used. 

 

Isolation of individual single isolated 

pixels is carried out using the theory of cellular 

automata (CA) [23, 24]. In this case, the pixel of 

the image is considered as a cell. Each cell 

analyzes the state of the neighborhood cells. The 

cell is selected, in which all cells of the 

neighborhood have opposite states. The selection 

of cells is carried out according to the following 

logical transition function [25] 

 ���� � 1� � ����� ∧ 
���� ∧ 
���� ∧ 

���∧ 
���� ∨ ����� ∧ 
���� ∧ 
����∧ 

��� ∧ 
���� 

 

were  tbi  - the state of the control cell at time t; 

 txi  - the state of the neighboring i-th 

cell at time t. 

This function uses four neighboring cells 

that make up the von Neumann neighborhood. For 

the Moore neighborhood, eight neighborhood 

cells are used, located vertically, horizontally and 

diagonally. The following logical transition 

function is executed [25] 

 ���� � 1� � ����� ∧ 
���� ∧ 
���� ∧ 

���∧ 
���� ∧ 
���� ∧ 
����∧ 
���� ∧ 
���� ∨ ∨ ����� ∧ 
���� ∧ 
���� ∧ 

��� ∧ 
���� ∧ 
����∧ 
���� ∧ 
���� ∧ 
���� 

 

The Moore neighborhood allows for the 

extraction of completely isolated cells. In this 

case, the number of isolated cells decreases.In the 

obtained selected pixels, the bits of the secret 

message are embedded using the LSB method. An 

example of introducing secret bits into the two 

least significant bits of each byte of codes, 

allocated bits, on Figure 2 is shown. 

 

 
Figure 2: An example of embedding secret bits into the 

two least significant bits of the code of the selected 

pixels for a brightness of 50% 

 

In the example shown, 85 bits are extracted 

and, accordingly, 510 secret bits are embedded. 

The message in the form of alternating zeros and 

ones (010101 ...) is embedded in the least 

significant bits, and alternating ones and zeros are 

embedded in the first bits (1010101 ....). Each 

pixel code consists of three bytes encoding red, 

blue, and green. As can be seen from Figure 2 and 

the original image shown in Figure 1, there are no 

visual differences in the picture. 

The second approach, which is used in the 

work, is based on the use of edge selection 

operators and, accordingly, the pixels that form 

these edges [1, 2]. Various operators are used for 

this. All of them select the edges in different ways 

and are characterized by a different number of 

selected pixels. The most frequently used 
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operators are the operators: Roberts [26], Prewitt 

[27] and Sobel [27]. There are more edge pixel 

selection operators. However, they were not 

considered in the work. The paper [2] also 

considered methods for extracting edge pixels 

based on the CA. Other papers [28-34] discussed 

different methods of image steganography. 

However, they did not show high efficiency when 

introducing secret bits into the selected pixels. 

To select edge pixels, templates of 

coefficients of various dimensions are used, as 

well as the necessary formulas. The Roberts 

operator is implemented based on two patterns of 

2x2 coefficients 

 

��1 00 �1� and � 0 �1�1 0 �, 
 

and also formulas 

 � � ���� � ��� �
������ � �����,���!� � ������,� � ���,���!�

  ,                      

were ���  – pixel code with coordinates i and j. 

 

The Prewitt and Sobel operators are 

implemented based on two 3 × 3 coefficient 

patterns 

For the Prewitt operator 

 

"1 0 �11 0 �11 0 �1# and " 1 1 10 0 0�1 �1 �1# 

 

For the Sobel operator 

 

"1 0 �12 0 �21 0 �1# and " 1 2 10 0 0�1 �2 �1# 

 

The results of using such operators on 

Figure 3 are shown. 

 

 
Figure 3: Examples of application of the Roberts, 

Sobel and Prewitt operators 

 

Figure 3 shows that for complex images 

there are places of a large local accumulation of 

selected pixels. There are areas in the image with 

a dense distribution of the selected pixels, and 

areas with the same color and brightness 

characteristics have a low density of the selected 

pixels. The analysis of the obtained images, after 

applying the operators for the selection of edge 

pixels, showed that a uniform distribution over the 

entire image field is not observed. Using different 

thresholds after applying edge selection operators 

also does not give an even distribution of the 

selected pixels over the entire image area. 

 

 

4. SECRET MESSAGE ALLOCATION 

METHOD FOR EMBEDDING IN NON-

OVERLAPPING SECTORS 

 

The paper considers a method for the 

formation of non-intersecting sectors, in each of 

which one secret message is embedded. The 

simplest way to form sectors is to split the 

container image into equal areas. An example of 

such a separation on Figure 4 is shown. 
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Figure 4: An example of dividing an image with 

selected pixels into sectors of equal geometric shape 

(the middle image is divided into sectors with different 

geometric shapes) 

As a result of analyzing the images shown 

in Figure 4 it becomes obvious that the obtained 

sectors contain a different number of selected 

pixels. There are sectors that contain a very small 

number of selected pixels. The sector that 

contains the smallest number of pixels limits the 

size of the embedded secret message. In this 

situation, for one image of the container, a sector 

shape can be selected that would make it possible 

to obtain approximately equal numbers of 

selected pixels in all formed sectors. 

 In this case, it is considered that in each 

sector the selected pixels have an equal location. 

The embedded of secret bits into the codes of the 

extracted pixels in each sector are introduced line 

by line from left to right and from top to bottom. 

There are several solutions to this problem. The 

first solution is to select container images that 

would give the desired distribution of the selected 

pixels after applying the edge pixel selection 

operators. In this case, the original image should 

contain such patterns that the pixels are extracted 

and distributed over the entire image area (Figure 

5). 

The disadvantage of this approach is the 

initial selection of images of a certain structure, 

which may cause suspicion in the opponent. The 

second method is based on using images of 

containers of arbitrary structure. In such images, 

various options for the location of the selected 

pixels are possible. Therefore, using one 

arrangement of sectors in the image is not 

effective. To determine the shape of the sectors 

and the structure of dividing the image into 

sectors, it is necessary to perform a preliminary 

analysis of the container image. The result of this 

analysis is the choice of an operator for the 

selection of edge pixels, the choice of a threshold 

value for the corresponding operator and the 

choice of the geometric shape of the sector to 

cover the container image. 

 

 
Figure 5: An example of the distribution of selected 

pixels in an image field with patterns based on the 

operators of the selection of edge pixels 

 

The sector shapes can be different. The 

number of sectors can also be different. It depends 

on the size of the secret message that is being 

embedded in the container. The shapes of the 

sectors also depend on the location of the selected 

pixels. If the selected pixels are mainly located in 

one place, then the geometric shapes of all sectors 

and their locations should cover partially selected 

pixels in the container image (Figure 4). Sectors 

can be in the form of a sector of a circle with a 

center located in the approximate center of the 

location of the selected pixels. In this case, the 

type of template of the geometric pattern of the 

coating must be known on the receiving side as 

additional key information. Coating shapes can be 

different and contain sectors of different sizes and 

different geometric shapes. 

To determine the nature of the location of 

the selected pixels, you can scan the image 

template with the selected pixels earlier than the 

scanning windows are set. The number of selected 

pixels is calculated and if the number of selected 

pixels included in the scan field exceeds the 

specified number of bits of the secret message, 

then the remaining area of the container image is 

scanned. An example of dividing an image 

template into scanning fields in Figure 6 is shown. 

In the example (Figure 6), there are two 

images of the template with the selected pixels 

based on the Roberts operator. In the top figure, 
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the image has not been limited to a threshold value 

and therefore each scanning field contains enough 

extracted pixels, which exceeds the specified 

number of secret bits (the least number of 

allocated bits is 94, and the maximum is 160). The 

number of extracted pixels in each sector is shown 

in the figure as a table of sectors, in which each 

cell defines a sector of the image. Each sector is 

10x16 pixels in size. Pixels with code less than 

one are set to zero. 

 

 

 

 

 

 

 

 

 

 

 
Figure 6: An Example Of Splitting An Image Template With Selected Pixels Into Scanning Fields 
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The bottom image is obtained by 

thresholding the top image (the threshold is 100). 

The number of selected pixels is less than in the top 

image. Accordingly, there are sectors that do not 

contain dedicated pixels. Therefore, the presented 

template shapes are not suitable for such an image. 

The following templates are used (Figure 7). 

 

 
Figure 7: An example of dividing an image template with 

selected pixels into scanning fields separated by vertical 

borders 

 

Such division is acceptable for both images 

since each sector of the template contains selected 

pixels. As you can see, the smallest number of 

selected pixels (633) contains the last sector for the 

second template. The first template contains more 

than 3000 selected pixels in each sector. This 

template is the most acceptable. As a result, 

templates with selected pixels are formed, which 

contain different distributions of the selected pixels 

(Figure 8). 

 

 
Figure 8: Formed templates for each sector according to 

Figure 7 

 

With the help of the generated templates, the 

same secret message is embedded in each sector of 

the image. In this example, the sectors have the same 

rectangular shape. As can be seen from the location 

of the allocated pixels in each sector, the bits of the 

secret message will be distributed differently in each 

sector. However, the order of embedding and the 

order of extracting secret bits in the codes of the 

extracted pixels is the same. An image of a container 

into which 15 secret messages are embedded (one 

secret message is embedded in each selected sector) 

in Figure 9 is shown. Secret bits are embedded in the 

least significant three bits of each color byte of the 

codes of the extracted pixels. This method is 

acceptable for text secret messages. It is also 

acceptable for images that can be used as electronic 

watermarks. However, after implementation, the 

geometric structure of the embedded images is lost.  

The accuracy of the developed method using 

400 images were selected randomly were 92%. The 

test was done through applying a distortion to the 

images after introducing secret messages into a 

container. The reliability of message storage in the 

present of distortions after transmission over a 

communication channel was enhanced and detected 

by the receiver.  

 

5. CONCLUSION 

 

The paper considers and investigates a 

method for introducing classified information into 

containers, represented by images with multiple 

duplication over the entire field of the container. For 

greater reliability and high resistance to destruction, 

the container image is divided into sectors of various 

geometric shapes. For efficient storage of classified 

information, a method of scanning an image 

template with selected pixels was investigated, 

which made it possible to analyze the distribution of 

selected pixels over the entire field of the container 

image and select the optimal segment shape. The 

method allows using an image of a container with 

an arbitrary structure. At the same time, the images 

of containers should be multi-gradation, and the use 

of adaptive thresholds made it possible to form 

templates with the required number and location of 

the selected pixels. Pixel selection based on edge 

extraction operators made it possible to use many 

bits of pixel codes to embed secret bits. The 

proposed steganographic method does not distort 

the visual characteristics of the container image. The 

accuracy of the developed method is 92%.  
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Figure 9: Image of the container, into which 15 secret 

messages are embedded according to its division into 15 

sectors. 
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