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ABSTRACT

Database-as-a-Service is one of the prime services provided by Cloud Computing. It provides data storage
and management services to individuals, enterprises and organizations on pay and uses basis. In which any
enterprise or organization can outsource its databases to the Cloud Service Provider (CSP) and query the data
whenever and wherever required through any devices connected to the internet. The advantage of this service
is that enterprises or organizations can reduce the cost of establishing and maintaining infrastructure locally.
However, there exist some database security, privacy challenges and query performance issues to access data,
to overcome these issues, in our recent research, developed a database security model using a deterministic
encryption scheme, which improved query execution performance and database security level. As this model
is implemented using a deterministic encryption scheme, it may suffer from chosen plain text attack, to
overcome this issue. In this paper, we proposed a new model for cloud database security using
nondeterministic encryption, order preserving encryption, homomorphic encryption and database
distribution schemes, and our proposed model supports execution of queries with equality check, range
condition and aggregate operations on encrypted cloud database without decryption. This model is more
secure with optimal query execution performance.

Keywords: Cloud Computing, Database-as-a-Service (DBaasS), Cloud Service Provider (CSP), Database
Security, encryption.

1. INTRODUCTION 1.1. DBaaS Architecture

The cloud database setup is shown in Architecture
that the cloud database is hosted by various cloud

Cloud computing is a technology, provides various
remote services on a pay and use basis. The cloud

services are broadly categorized into three types: 1)

Software-as-a-Service (SaaS) 2)
Platform-as-a-Service (PaaS) 3)
Infrastructure-as-a-Service  (laaS), the prime

example of SaaS is Database-as-a-service (DBaaS),
it allows organizations and end users to easily
outsource their databases and computations and
access data whenever and wherever required
through any device connected to the internet. DBaaS
provides organizations with unlimited data storage
services cost-effectively with higher availability and
easy deployment.

service providers and available over public cloud
network to be rented out, use it as a service. The
architecture of DBaaS is shown in Fig. 1, Cloud
databases offerings bundle together a package of
database management services, where organizations
no need to deploy and manage their database servers
and infrastructures, databases are hosted and
managed by a third party and accessed by users on
the cloud across the globe on pay and use basis. In
which any organization or individual user run the
application and upload or retrieve the data from
cloud databases.
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1.2. Benefits of DBaaS

There are many factors, demanded need for cloud

database services and the following are benefits of it.

e  Highly Scalable: Infinity data storage capacity

e  Cost-Effectiveness: this is a major advantage,
only pay for what we use, cost of hardware and
networking also eliminated

e For businesses struggling to manage their data,
the cloud can provide a low cost alternative to
investing in the infrastructure to manage it all at
their sites

e For DBaaS, the organization pays for what it
uses and time it uses, this is also a big advantage
to the cloud database service users

Public Network
(cloud)

Datebase as = Service (DBaas)

Cloudbase Database Architecture (DBaaS)

Fig.1. Database As-A-Service Architecture

Along with benefits, there are some challenges also
in DBaasS, the biggest challenge is data security and
privacy in the cloud environment. Now a day’s most
organizations or individuals are outsourcing their
databases to the cloud environment, the amount of
sensitive data stored in the cloud is increasing day by
day; hence it should be protected from malicious
parties. It introduces new challenges regarding
database security and privacy. The major threats to
user data are 1) protecting data from external
attackers 2) protecting data from cloud service
providers. Security and privacy to cloud databases
can be provided using 1.Data Distribution
Approaches and 2.Data encryption techniques.
Authors contributed their work to protect cloud
databases from malicious attacks, few of them used
data encryption methods and others used data
distribution methods. In this paper we proposed a
new model for cloud database security using a
combination of data encryption and data distribution
approaches, the basic idea of our proposed method is
initially all the tuples of a relation are encrypted
using AES-CBC-256 algorithm wusing random

initialization vector and a secret key, it outputs
nondeterministic cipher blocks for the same
plaintext block and then the relation is partitioned
vertically with selected columns into two or more
fragments and store these fragments of tables into
different database instances of the same cloud
environment and also one additional index column is
added to each table fragment, index column is
encoded with the hash function, to retrieve the tuple
values, a query will be sent to all database instances,
processed on encrypted database tables, the result
returned to the user is in an encrypted format, the
user will decrypt the result using a secret key. Our
proposed method addresses the data confidentiality
and availability issues of the cloud database and
reduces the query processing time to access the data
from the cloud database.

The remaining part of this paper discusses the
concepts: section II covers related work, section III
explains the proposed model methodology, section
IV Results and Implementation and section V covers
conclusion and future scope.

2. RELATED WORK

In 1978,Ronald L.Rivest et al.[l1] Introduced
encryption is a well-known technique for preserving
the privacy of sensitive data, and also presented the
limitations of the model. The authors also
demonstrated an application that how to protect and
access a small loan company data, which uses a
commercial time-sharing system to store the records
of loan company data bank. For data encryption,
privacy homomorphism techniques are used in their
model. Also introduced some sample privacy
homomorphism, some of them is weak
cryptographically and a “chosen cipher text” attack
may break them.

In 1981,George davida et al.[2] proposed a model
for database encryption using sub-keys, the basic
idea of this scheme is database is encrypted using the
Chinese Remainder theorem which satisfies some of
the required properties such as security, speed,
record level encryption, and attribute based data
access by users using distinct sub-keys.

In 2002, HakanHacigumus et al. [3] proposed a
model to address the problem of data to be protected
from database service providers and also proposed a
technique to execute SQL queries over the encrypted
database. Introduced a database encryption
algorithm for the full SQL query. The basic concept
of the algorithm is first, every tuple of a relation
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must be encrypted with a secure encryption
algorithm, then perform weak encryption to the
some of the attribute values, it is performed by
mapping attribute plain text values into a certain
interval and encrypting that interval by a secrete
permutation. Then these weakly encrypted attribute
values are appended to the actual cipher text.
Therefore different plaintext values may be mapped
to the same cipher text. But the information
available in the plaintext may be destroyed a little bit,
but this is not the same as in an ordinary encryption
scheme. With small post-processing, the remaining
information (like the number of tuples of the table,
or which tuples have similar values in which secret
attributes) is sufficient to query the encrypted
database.

In 2006,Evdokimov et al. [4] introduced a new
security  definition  for  Database  Privacy
Homomorphism, the idea is the construction of
database Privacy Homomorphism based on a
searchable encryption scheme, in this scheme
initially, create some words, those are strings of the
same length and then identify the attributes of the
relation. Then bijectively convert the tuples of the
given relation to the sets of words or documents.
The number of words in each document is the same
as the number of attributes in the relation. The
globally fixed word length is equal to the length of
an attribute identifier plus the length of the longest
attribute value. Then documents are stored on a
remote server by encrypting using a searchable
encryption scheme. To apply an exact select query
on the encrypted relation, queries will be converted
into the search operation and processed as a search
operation, returning a set of encrypted strings. The
strings are then decrypted and converted into the
corresponding tuples. It is a generic construction for
a database PH, this can be proved to be secure in a
relaxed way, but still requires rigorous and plausible

sense under widely accepted cryptographic
assumptions.
In 2012, DongxiShenluWang et al.[5],

contributed work for secure query processing over
the encrypted database, it is named as programmable
order-preserving indexing scheme. This scheme is
built over simple linear expression of the form a*x +
b, the form of expression in public, ‘X’ is the input
value and coefficients ‘a’ and ‘b’ are kept secret (not
known to attackers). By using linear expression the
indexing scheme maps input value ’x’ to a*x + b +
noise, where noise is a random value. If noise is
carefully selected then the order of input values is
preserved. This indexing scheme allows the

programmability of basic indexing expressions, in
which users can select different linear expressions
for different input values for indexing input values.
Programmability improves the robustness of the
scheme against brute force attacks since there are
more indexing expressions. This scheme is used to
process range queries over the encrypted database
and it only depends on linear expression, so that it is
easy to understand by the users. The problem with
this scheme is more processing overhead as different
linear expressions are used to create indexing for
different input values.

Authors in [6] proposed a model for cloud
database security in Database-as-a-Service; it
provides data privacy and security using data
distribution techniques instead of data encryption.
This technique is used by the existing netDB2
service. It is based on the multiple service providers
and secret sharing algorithm, the basic idea of
secrete sharing method is to distribute data to
multiple servers to ensure the privacy of user queries.
If the user wants to outsource data from a data
source (D) to database service providers
(DBS1,DBS2,...... , DBSn), data is partitioned into
n shares and n shares will be stored in » DBS. If the
user wants to retrieve the data from DBS, the query
will be sent to all DBS and data received from all
DBS will be merged and the result will be sent to the
user. To reconstruct secrete value Vs at data source
D, the knowledge of any K can refer to Vs besides
some secrete information X that is known only to the
data source. Therefore with the full knowledge of
(K-1), DBS will not have any knowledge of Vs, even
if X is known to them. In this model, data source (D)
selects a random polynomial equation q(x) of degree
(K-1), where the constant is Vs. Each DBS has
constant Vs and X which is a set of n random points.
The problem with this model is the availability of all
DBS. If any one of the service provider’s server is
down, data cannot be retrieved and another problem
is the computational complexity of n random
polynomial equations for different n values. Another
issue identified in this model is authors only
considered numeric data for encryption, doest talk
about non-numeric data.

In 2017, authors in [7] recently proposed a model
for cloud database security to improve security level,
this model provides security to a cloud database
using a combination of data distribution and data
encryption techniques. This model uses two types of
clouds one is master cloud and another is slave cloud,
the master cloud stores the entire database encrypted
using some encryption algorithms and the slave
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cloud stores the extended columns (i.e. vertically
fragmented columns )of relation. Keys are not
revealed to master cloud service providers. In this
model, when a relation for master cloud is created,
one additional column is added for storing the
indexes of each tuple in that relation. The index
column stores the indexes of the tuple in plain text
format so that the user can query the relation through
that index to access the desired tuples. The index is
replicated in each fragment stored in the slave cloud.
Here master cloud is a private cloud because it is
available within the enterprise limits, it acts like a
proxy server, the task of the proxy server is to create
relations, insert, delete, encrypt, decrypt and process
the queries. The problem with this model is that
since it maintains a private cloud locally in the
enterprise environment, the same infrastructure has
to be established and maintained locally as public
cloud, so there is no benefit of cloud service
reflected. Another issue is all slave cloud servers
must always be available to retrieve the data by users.
If any one of the slave cloud servers is down data
can’t be retrieved, so losing on-demand cloud
service. And also increases query processing time to
access the data as the query has to be split forwarded
to all the slave clouds.

In 2020, Authors in [32] proposed a model for
database security in cloud known as Proficient
Security over distributed Storage: A method for data
transmission in cloud. Authors focused on issues of
data security on multiple clouds. Proposed model
partitioned data into two major types such as normal
data and sensitive data again sensitive data is further
partitioned into two parts. Every individual part is
enciphered and distributed over multiple clouds and
normal data is placed over a single cloud in cipher
text format. While decryption, sensitive data is
retrieved from multiple clouds and combined. The
proposed model also tested against various attacks
and also proved that model is resistant to pollution
attack, known plain text attack and key attacks. But
still this method suffers from availability property of
information security.

3. PROBLEM STATEMENT

We propose a model for the outsourced database
security and availability problem in Fig. 1. The
proposed model involves 3 entities: the data owner,
the cloud service provider (CSP), and a group of
data users. Initially the data owner creates a database,
outsources it to the CSP, and shares it with the group
of data users. Along with the shared database, some
metadata also stored in the data owners local system

to enable database security. Every user in the group
is allowed to access the shared database and to
modify and search the records in the shared database.
When a data user submits a query request to the CSP,
the CSP returns the corresponding records to the
user with and a proof for integrity verification. Then
the user verifies the correctness and completeness of
the query results using the proof. If the results are
correct, the user decrypts the records at user machine
and outputs Accept, otherwise the process
terminates and Reject outputs.

4. PROPOSED MODEL

In our model, the basic architecture of secure
Database-as-a-Service (DaaS) model is shown in
Fig. 2, in which the Data owner outsources
databases encrypted using the secure secret key to
CSP, then data owner shares the secret key securely
to data users through a secure channel, CSP stores
the encrypted database, and process the query
requests received from data owner or user on an
encrypted database. Data users send the query to
process on the encrypted database without
decryption to CSP, and then CSP processes the
query and returns the results to the data user.

Dhata oowner

Dt users
Fig. 2. Basic Architecture Of Secure
Database-As-A-Service (Daas) Model.

In our proposed model we are using the
following database encryption schemes in
combination with the data distribution approach for
enhancing database security in the cloud.

4.1. Encryption Schemes

Traditional Encryption schemes provide strong
security guarantees, such as symmetric encryption
algorithms like AES, DES, etc. However, when
these traditional encryption schemes are used for
database encryption, leads to unavoidable database
search and processing problems, those are mainly
three types: Equality check, Order Checking and
Computability.

Equality Checking: Whenever plaintext data in the
database are encrypted using a traditional encryption
scheme, the same plaintext blocks may be mapped to
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different cipher text blocks if different keys or
initialization vectors are used. So that it is very
difficult to search text.

Order Checking: When numeric data values are
encrypted using a traditional encryption scheme, it
losses the order of numeric data, so it is very difficult
to search order of data, due to this range queries
cannot be applied to the database.

Computational problem: When plaintext data is
encrypted using traditional encryption algorithms,
we cannot perform operations like addition or
multiplication on cipher text data. Due to this
queries with aggregate functions cannot be applied
to the database.

To overcome the above issues, we are using three
categories of algorithms in our proposed model, so
that we can execute range and aggregate queries on
encrypted cloud databases without decrypting the
database tables.

e Nondeterministic Encryption

e  Order Preserving Encryption

e Homomorphic Encryption

Nondeterministic Encryption:The
non-deterministic encryption scheme maps the same
plaintext blocks to different cipher text blocks,
whenever plaintext is encrypted using traditional
encryption algorithms like AES-CBC-256 using a
secret key and a random initialization vector value
using Cipher Block Chaining (CBC) or Cipher
Feedback (CFB) modes. So that it is protected from
Chosen Plaintext Attack (CPA). In our proposed
model, we used the AES-CBC-256 algorithm for
database table encryption, since it is more secure and
efficient.

Order Preserving Encryption: The order
preserving encryption scheme is used for encrypting
numeric data in database relations because it
preserves the order of data in the cipher text. For
example if v1,v2 are two integer values and if v1<
v2, then it holds the order that Enc(k,v1) <Enc(k,v2),
where ‘k’ is a secret key and Enc(k,vl) is the
encrypted values of v1 using secrete key ‘k’. So that
rage queries can be executed efficiently and securely
on the encrypted database without decrypting. It
avoids the order checking problem. We used the
most popular order preserving encryption scheme
used in [8-10], in our model for numeric data
encryption.

Homomorphic Encryption:
Cipher outputs from homomorphic encryption are

more secure and all aggregate operations like sum,
sub, min, max and average operations are performed
on them without decrypting. For example, if x1,x2
are two plaintext values then E(k,x1)*E(k,x2) is
equal to E(k,(x1*x2)) and D(k, E(x1*x2)) is equal to
x1*x2, where E(k, x) is the encryption of plaintext
values using secrete key ‘k’ and D(k,C) is the
decryption of cipher text C using secrete key ‘k’. So
it holds the multiplicative homomorphic property.
This encryption scheme is designed for executing
aggregate SQL queries on cipher text blocks without
decrypting them. In our model, we used the
homomorphic encryption scheme in [7]. This
homomorphic scheme is very efficient

4.2 Proposed model Methodology

First, database relations are encrypted using
appropriate encryption schemes, then relations are
vertically fragmented with selected columns of
relations (i.e. column selection for table partition is
based on data sensitivity level) and stored in cloud
databases. Two types of databases are used, one is a
master database and another is a slave cloud
database, master database is used to store the
metadata information in the data owner environment,
slave cloud databases are used to store the
fragmented tables. The metadata in the master
database includes the relations with fields like
relation name, column names and database name;
this is required for data owners and data users for
easy retrieval of data from cloud databases. For data
encryption, AES-256-CBC uses a secret key and a
random initialization vector is used for
nondeterministic cipher text blocks so that the same
plaintext blocks are mapped to different cipher text
blocks using the same secret key. It provides very
good data confidentiality and high security to the
data with optimal database encryption time, and we
used Order Preserving Encryption (OPE) scheme for
executing range queries over encrypted cloud
database, homomorphic encryption for aggregate
query execution over encrypted cloud database and
also used the hashing encryption scheme for equality
condition checking i.e. blind index, this model is
called as fully secure distributed approach (FSDA)
using the blind index. The methodology of my
proposed model:

e First, additional columns are added in cloud
database relations, one for the blind index for
equality check, one column for storing the
values encrypted using Order preserving
encryption for range condition checking and

another column for storing domain values

e —
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encrypted using homomorphic encryption for
aggregate query processing.

e The data owner encodes the primary key
column domain values of the table using the
hash encoding scheme and stores them in the
blind index column of the cloud database table,
here the SHA-256 encoding scheme is used.

e Then all numeric column domain values are
encrypted using the Order Preserving
Encryption scheme [7] and stored in
additionally added columns of cloud database
for executing range queries over encrypted
database table without decryption.

e Data owner also encrypts the domain values of
columns using a homomorphic encryption
scheme on which aggregate queries are to be
processed and store them in additionally created
columns in the cloud database.

e Finally, the data owner encrypts all the column
values of a relation in a database using
AES-256-CBC encryption algorithm, a secret
encryption key and a random initialization
vector (IV), this key is known only to the data
owner and it should be securely shared to the
data users.

e Then the encrypted database tables or relations
are vertically partitioned into two or more
fragments with selected columns by considering
data sensitivity criteria and also add index
column for each vertically fragmented relations,
this index value must be replicated in all
fragments for the tuple of un-partitioned
relation so that the user can retrieve the tuple
data easily and reduces the query execution
time.

e Uploads the encrypted and vertically
fragmented table in multiple database instances
of the same cloud service provider environment.

metadata in the

owner-private environment to know the
locations of fragments stored in cloud
databases.

e Data owner maintains

e Data owners must authenticate users to perform
operations on a cloud database, for
authentication users must register with the data
owner with their details.

e The data owner will share the user credentials
with cloud service providers (CSP), so that CSP

verify the user credentials with credentials
already shared by the data owner to CSP, if a
user is valid then CSP grant permissions to the
user to access data.

e Datausers can send the query request to the data
owner for the metadata information.

e The data user can retrieve the encryption key
from the data owner and perform operations on
databases like selection, insertion, deletion and
updating.

e The data owner or user retrieves the data from
the cloud database in encrypted form only and
performs decryption at the client environment
using the secret key. So CSP doesn’t have any
knowledge about the data stored in the cloud.

e  When the user sends the SELECT query to
retrieve the data from the database, it must
include the JOIN clause with a predicate on the
index column.

So the advantage of our proposed cloud
database security model is that 1) it is strongly
protected from Chosen Plaintext Attack(CPA)
because, in this model we used a random
initialization vector in AES-CBC-256 Algorithm for
database relation encryption, it maps the same
plaintext into different cipher text blocks. 2) As
database relations are partitioned vertically and
distributed into multiple database instances if the
attacker compromises the data in one fragment,
cannot get the complete information. The cloud
service providers will be unaware of the data stored
in the database because all attribute values of records
in database relations are stored in cipher text format.
3) Proposed model provides high availability service
compared existing approaches in literatures, as in
our proposed model database is stored in single
cloud service provider’s environment instead of
multi-clouds.

5. IMPLEMENTATIONS AND RESULTS

5.1 Cloud Computing Tools

For simulation of our model, we designed an
application using PHP and My-SQL server, also
used HTML for front end design, for this installed
the XAMPP tool and application is deployed on
local system. Then we created a public cloud
computing account at cloud clusters.io, which
provides an open-source cloud computing service.
We have created a My-SQL server managed with
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PhpMyadmin for experimental purposes and then
created two slave databases in the cloud for storing
fragments of database relation. The configurations
of servers created on the cloud are 3(core)
Processors, 4GB RAM, 100GB SSD. Then run my
application on my local system configured with Intel
Core i5 processor,10GB RAM and 360GB hard disk
space. The network speed is 150mbps.

5.2 Results and Performance Evaluation

For our experimental work, we have taken employee
datasets and stored them in cloud databases. For
simulation purposes, we have created two database
relations on our local system one for storing
metadata and another for storing employee records
with fields id, emp id, emp name, emp emalil,
emp_salary, and emp_age., this is called data at data
owner side, we also created two slave databases in
cloud environment each one for storing fragmented
relations and also note that we can create more
number of slave databases, which may be equivalent
to several fields in data owner base table. We have
created a fragmented table schema in slave
databasel with fields id, emp_id, emp name,
emp _email and blindindex, here the blindindex
column is used to store the hash encoded values of
emp _id field, and here we have taken emp id filed
as the primary key. Also created another fragmented
table in slave database2 with two columns i.e.
emp_salary, and emp age. Thenl000 records of
employees are encrypted using a suitable encryption
scheme and inserted into the cloud databases, the
results are shown in figures. Fig. 3. shows the data
stored in the data owner local system, it is in plain
text format. Fig. 4. shows the data stored in a
vertically fragmented table in cloud database server
1, in which field values emp_id, emp name and
emp_email are encrypted by data owner using the
AES-256-CBC algorithm and secure encryption key
and stored in cloud, bindex column values are
encoded values of emp id column using an
SHA-256 encoding scheme, bindex column values
are required for executing select queries with
equality check condition on encrypted database

relation without decryption in the cloud environment.

Fig. 5. shows the data stored in a vertically
fragmented table in cloud database server2, these
column values are encrypted by the data owner using
the AES-256-CBC algorithm and secure encryption
key and stored in the cloud.
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10 SFUMIDACK2ISODJEZNknZGdGZnF IZ2090jorkFhamALQVCQTZG... MHGQzFSHEE JDViMy10dz090] .
1 23 MEIECSJIYGY. 2 Q2IoVSSMLytzdz030pNVERY cJ#xkZVaok
12 TU INNBIRVewUTO90jpFQ+SCBByRNSKH. K1JWEHUbUQ! inDmki

13 ZFgb1pyWURZVZQZWVicWVLTnMvZz090jdS: Z2NsQ3drZ2JEN3VAN] @1BtUT090joL QuDod5/R3058Qz

14 R2FKAGICTIdPZXgyMVhCZXJZZ2NaUT090jq2KCIQWsHg1IA+Pe. VOXQREpZMIE1VVhqekpXekw5ZHM1Zz090jpF6PXrviuTfxgEW.

15 TnRhUGS00WUazFmYzIOMC35c1RHQT090jqadBUmBbzTALFz0a .  THIGU1 1aW95dloyUT090jq2a8CcGXHK0QIRA..

16 WWZKaHNYYT] i IXIVY6ZWI UFFITFUSL W1222090jqML2C8aNGCINErGD
17 dFVKVOZSN3VScWNZUUJBYisSTOFPUT090ircuPDNTkoJFZ+ont. WTBWI fo+XKDdw1+hcBRam.

Fig. 5. Table data after encryption and fragmentation
stored in cloud database server2

Fig. 6. shows the emp age column values
encrypted using a homomorphic encryption scheme
by the data owner and stored in a cloud database for
executing SQL queries with aggregate functions on
an encrypted cloud database without decryption. Fig.
7. shows the emp salary column values encrypted
using an order preserving encryption scheme by the
data owner and stored in a cloud database for
executing SQL queries with range conditions on
encrypted cloud database without decryption. In our
proposed model we have stored these column values
in an isolated cloud server, these records are
retrieved using the replicated id column values in
each fragmented table.
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id E(n, Age
136018311391535898537933318185370136982049778993833328
652399214608403358299976812372479312758936664981003133
316017503793295980557346019774952873350402853757447193
4632755277941753244769944470080007567 13262786553296440
407736376032947742317502522281019593803861083096894074
248794846767840601998812891159037972017753529347906670
1 115102073743113844729055362820067136347267468191965027
288005142623433538872709799727277147845131328074032538
00913616676845309738238333485566238182884942021412763215
B859726704897933233204382904927 1453011069341 14483463848
224098848245019087316257232974456392637374738704517509
67539977509400984721008

T91607519735294231475143711303095785632318422527954492
161069115623089421103942274293336087614471240170684227
71633505650126201785569458983275507035782089047709406767
165431411658476170795204909897531242740693151679774947
T40078650422183792624440090233986505542269853441627307
TE7932145377211816161772545542518136874548413074475961

TT17891882567758310333434310393110292629767633640801188
BT73468791944240436392007878070133295011899643544663267
3174004112706198478391982845902162486857341637148269681

176586233383112386303223687988049911855921225944064138
546705338392325495886106680769015593187618073326596960
6120591104254151076976

Table 1.Time Delay In Seconds To Encrypt And Insert The
Records In Cloud Databases

Time delay to upload Data in Cloud
database(Seconds)
No. of Records SCA(sec) FDSAC(sec)

106 58.87 87.39
206 114.22 184.69
306 177.63 265.06
406 243.00 349.15
506 297.23 442.66
606 423.89 473.61

135965436091360496051047231717947893588650105414791463
4662335983025735931748491288395034509389132217776453969
260830180796656759711389786357394988544757250277561674
B844161586766958852247567506656291787659084389836326466
284563050113181847245156163309892718914015662242634026
041239517657651338956229744001098806450031900314583149
401602978583972237825462555445027591044119926932404486
615063414777977964220405614894526736051967280947626057
08983480099874810031376678639192609828087025273186484782
T39908571175217702483516734223935742185368730286325527
174607248400567671317778669096219648521994800808688689
50232908726313182495270

69994047311487919195736123613489055309482905533583574643315046
947657822376743907752319854946267385788228252066040590234957150
68220077956780946814562579997226390577223949919125658943280702
50927722531200899378045895428243330350146127807290724743627589
064086452680803980676 13462674720! 197948978362398452569
784569207719659929821424078864345102646070979534995089231528142
12367183317633739578262690979111167174861801581912747931361887
17025092888209189757187227698540742647936322899756256974330175
22906696522643302385492402621521227225782832705421390382703399
3076963058911837114744082792188306014431200834613395416475

510249839495401698015556322456168607789224738057893661

447092027531049934078856332415773228494814776578921226
979210658113528280430282462T767983830261163649148222460
511828506969574881503070927739865797581574312039924997
428997090594472014149607603359932672701812287053738321

621806989335530574115814547390785383026954191449330808
653921424192294473675748290789004935732610378474087803
352114953641186022504653096075601654669076536749857247
078863815953041743544359555366936277019968436540808051

140588783261316348090858483084760954480002391744291394
T37097646635114092259119770632389124055150353674103038
23293390437116213028208

Fig. 6. Emp_age field values encrypted using
homomorphic encryption

i OPE[ Selan
1 il

) 151804128

Fig. 7. Emp_Salary Encrypted Using Order Preserving
Encryption

We evaluated the performance in terms of a time
delay to encrypt and upload the data in cloud
databases and to retrieve records from a cloud
database and decrypt at the client-side and show the
result to the user. The performance of our method is
compared with the existing methods. For
performance testing of our proposed model, the first
106 records are encrypted and inserted in cloud
databases then 206,306,406,506 and 606.

500.00

43000 )ré
400.00 4

E 35000 / /

& 30000 /

E 25000 !/ /

'E 20000 }./// —4—3CA(sec)
g 15000 —B-FDSA(sec)
g

Y4
100.00 B
50.00 /

DDD T T T
100 200 300 400 500 600

No. of Records

Fig. 8. Time Delay In Seconds To Encrypt And Insert The
Records In Cloud Databases Of FDSA And SCA Models

Table 1. shows the performance in terms of the
time delay of Secure Centralized Approach (SCA)
and Fully Distributed Secure Approach (FDSA)
using nondeterministic encryption (i.e. our proposed
model) ) for encrypting and inserting the records in
cloud databases. The data recorded in table 1 are
used to compare the time delay of the existing model
with our proposed model for encrypting and
executing INSERT/UPDATE query to insert or
update data in the cloud database.

Fig. 8. shows that our proposed model
performance in terms of time delay for encrypting
and inserting the data in cloud database is a little bit
slower than the existing model, but as security is a
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concern our model is more secure than the existing
models.

Table 2.Time Delay For Select Query Execution To
Retrieve All Records From Cloud Database And Data
Decryption At Client Side

Time delay to Retrieve Datafrom cloud database (seconds)

No. of Records SCA(sec) FDSAC(sec)
106 1.02 1.04
206 1.89 1.82
306 2.74 2.76
406 3.50 3.03
506 4.29 4.18
606 4.62 5.18
£.00
5.00 A
i
8 400
g /
,E, 3.00
2 ——5CA(ser)
8 2.00
E : ~f—FD5A[sec)
£
100
0.00

100 200 300 400 500 600

No. of Records

Fig. 9. Shows Time Delay For Select Query Execution To
Retrieve All Records From Cloud Database And Data
Decryption At Client Side Of SCA And FDSA Models

Table 2. shows the data recorded for testing the
performance in terms of time delay for SELECT
query execution to retrieve all records from cloud
database and data decryption at the client-side with a
varied  number of records such  as
106,206,306,406,506 and 606 records of our
proposed model and SCA models.

Fig. 9. shows that our proposed model
performance in terms of time delay for SELECT
query execution on cloud database servers and
decrypting the results returned by the query at the
user side is almost the same as the existing model,
but as security is a concern our model is more secure
than the existing models.

6. CONCLUSION AND FUTURE SCOPE

In this paper, we proposed a model for cloud
database security and availability problem using

data distribution and nondeterministic encryption
approach for Database as a Service in Cloud. The
proposed model employed AES-256-CBC algorithm,
order-preserving encryption and homomorphic
encryption schemes for database encryption and
vertical fragmentation technique is used for data
distribution. For implementing our model, designed
a web application using PHP and My-SQL, we run
our application using the XAMPP tool on the local
machine and created a database server on open
source cloud service provider cloudcluster.io and
evaluated the performance of SELECT query
execution with equality check, range check
predicates in WHERE clause on encrypted cloud
databases and measured the time delays to access the
records from the cloud. In our research, we have
compared the performance of our model with
existing state of art methods and found our model is
more secure with optimal query execution time and
with high availability service. Our future research is
to introduce novel methods to further enhance the
data security level and data upload performance.
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