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ABSTRACT 
 

Today, various areas of business depend on information systems. The more sophisticated the technology, 
the more diverse the data collected to help business processes. However, as technology develops, there are 
also information system security risks that must be a concern. Therefore, various areas of the company 
need to mitigate to overcome possible security problems that arise. One of the fields of business that 
currently uses information systems to assist its business processes is education. Many education technology 
companies create educational platforms in their business processes. As the number of students increases, 
there needs to be a qualified risk assessment. One of the common methods is using OCTAVE Allegro is a 
method that helps organizations to detect risks and make decisions.  
Keywords: OCTAVE Allegro, Risk Assessment, Information Security, Risk 

1.  INTRODUCTION 

As technology develops, the types of jobs 
available will be more complex and competitive, 
especially in the digital and technology fields. For 
enterprises, it is critical to master digital 
transformation to drive innovation. Robotic 
technology, artificial intelligence, Big Data, 
infrastructure, and security are the key technologies 
for digital transformation. Companies must have the 
ability to carry out this digital and technological 
transformation in order to survive in the future [1]. 
Recognizing this, it is important for companies to 
have the best resources who understand digital and 
technology. The need for experts in this field is also 
increasing. Many fresh graduates or experienced 
workers want to increase their skills in technology 
and digital through free or paid courses. 

Rakamin academy, is a company in Indonesia 
that provides courses in technology and digital. This 
company offers in-depth training on digital 
marketing techniques, data science, and UI/UX 
design by bringing in tutors who are proven in this 
field. The training was carried out for 3 months 
with the number of students in each batch ranging 
from 30-50 people. Currently, teaching and learning 

activities at Rakamin Academy have reached the 
15th batch with more than 1,000 students. This 
number will continue to grow every month in 
accordance with the target of Rakamin Academy 
which wants to become the leading Ed-tech in 
Indonesia. 

Applications of technology for the educational 
process (Ed-Tech) are technological devices used in 
the education sector to assist the educational 
process [2]. Towards an ed-tech based company, 
Rakamin Academy tries to innovate by creating an 
education platform for students. Education 
platforms can help ed-tech companies to develop 
businesses and summarize user data to become a 
valuable commodity [3]. The education platform 
created by Rakamin Academy is in the form of 
software used by teachers and students to connect 
with each other and carry out the teaching and 
learning process. The use of this platform is not 
only for managing online learning, but students can 
continue to use this platform to consult careers or 
get the latest job information throughout their 
careers. 

Table 1 Information system development History 
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Date Information System 
Development 

April 2020 Using 3rd party for the learning 
system. Namely Google 
Classroom 

April 2021 Started to use independent 
learning management system for 
learning process 

July 2021 Matured learning management 
system which have after sales 
purpose to track student careers 
and solved their problem to have 
new job. 

  

 The table above showed the system 
development history of this company. With the new 
system, the companies started to collect students’ 
data to maximize their information system usability.  

However, in data collection it is necessary to 
have a great responsibility to protect the data, 
include customer or companies’ data. Mayer stated 
that in this network world, every organization 
required to implement information security and risk 
management if they want to survive [4].  

Not many online learning companies have 
carried out risk assessments on the information 
systems they use, whereas on the other hand, 
information systems have become an inseparable 
part of almost every business process in an 
academic institution. If there is a disturbance in the 
information system, it can disrupt the continuity of 
the business process of the academic institution 
concerned if it has not carried out a risk assessment. 
Several studies have shown that internal data 
corruption can be caused by several things, such as 
accidentally spilling data, loss of transmission, or 
even an attack on the data [5]. Based on the results 
of an interview with the Learning Manager of 
Rakamin Academy, this company has never 
conducted a risk assessment and does not yet have 
formal/written rules/policies regarding risk 
mitigation so that this company does not yet know 
what appropriate action to take to reduce the risks 
that occur. 

Table 2 Risks that occur at Rakamin Academy in 2021 

Event Impact 

Network 
Problem 

User can’t access the internet 
and ac can’t access education 
platform. If the education 
platform can’t access, user 
won’t be able to upload the 

assignment in time, so they’ll 
get low score because this 
issue. This issue can potentially 
damage companies’ reputation. 

Software bugs Some of software bugs 
occurred. For example, when 
student can’t upload their 
assignment, or the assignment 
uploaded more than 1 time. It 
causes wrong scoring process 
and increase the number of user 
complaints 

Server Problem Damage to server that make 
user can’t access the education 
platform. It can cause the user 
can’t upload their assignment in 
time and potentially damage 
companies’ reputation. 

 

Information assets can be in the form of 
hardware, software, systems, information, and 
people, this is an important asset for an organization 
that needs to be protected from security risks from 
both external and internal parties of the 
organization. Information security does not only 
depend on information security tools or technology 
but requires an understanding on the part of the 
organization to prioritize what must be protected 
and determine exactly what solutions can be used to 
address the problems of information security needs. 

 

Figure 1 Three Aspects of Information Security 
 

 The picture above represents three important 
elements of information security and should serve 
as the basis for guidelines in risk management, 
namely [12]: 
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1. Confidentiality 

Confidentiality is an aspect that ensures 
the confidentiality of data or information, 
ensures that information can only be 
accessed by authorized persons and 
ensures the confidentiality of data sent, 
received and stored. 

2. Integrity 

Integrity is an aspect that ensures that data 
is not changed without the permission of 
the authorized party, the accuracy and 
integrity of the information must be 
maintained. 

3. Availability 

Availability is an aspect that ensures that 
data will be available when needed, 
ensuring that authorized users can use the 
information and related tools when 
needed. 

For this reason, it is necessary to identify threats 
and analyze risks to improve security and reduce 
the risk of damage to information systems. With 
information technology risk management, it is 
expected to reduce the impact of damage in the 
form of: financial impact, declining reputation 
caused by unsafe systems, cessation of business 
operations, failure of assessable assets (systems and 
data) and delays in the decision-making process [6]. 
One method that can be used for information 
technology risk management and analysis is to use 
the OCTAVE (Operationally Critical Threat, Assets 
and Vulnerability Evaluation) method. OCTAVE 
was developed by the Software Engineering 
Institute (SEI) of Carnegie Mellon University. 
OCTAVE known as a suite methods, tools and 
techniques for the assessment and planning of risk-
based information system [7]. There are three 
different types of OCTAVE, namely: OCTAVE, 
OCTAVE-S and OCTAVE Allegro. For this 
research, we use OCTAVE Allegro which known to 
focus on the information and data assets that 
support the information and is considered suitable 
for use in conducting comprehensive risk 
assessments without extensive involvement of the 
organization. 

In this study, an observation of website-based 
academic services will be carried out that focuses 
on the identification, analysis and risk assessment 
of website-based academic information systems at 
universities using the OCTAVE Allegro method. 
Based on the study described above, the 

formulation of the problem that will be raised in 
this research is determined, namely the occurrence 
of difficulties experienced by the management 
regarding the delivery of the importance of risk 
management in maintaining the information system 
and its assets for the sustainability of business 
processes. This is related to the absence of policies 
and risk assessments related to the management of 
information systems at Rakamin Academy.  

In addition to the formulation of the problem 
that has been determined, the objectives and 
benefits of this research are also determined. The 
purpose of this research is to facilitate the process 
of identifying, analyzing, and managing 
information system risks at Rakamin Academy, to 
make risk management policies to support 
academic goals in reducing the impact of losses 
due to damage to information systems at Rakamin 
Academy, as well as to develop security strategies 
to improve security for information system at 
Rakamin Academy.  

And finally, the results of this research are 
expected to provide benefits for reducing risks and 
losses when damage occurs to the information 
system and its assets at Rakamin Academy, 
increasing the security of information systems at 
Rakamin Academy, and so that the management 
has a firm grip on the policies that have been made 
regarding maintain the security of information 
systems that can cause disruption of business 
processes in Rakamin Academy. The scope of this 
research is to carry out a risk assessment that will 
focus on information systems only to protect 
important assets. The risk assessment carried out 
only relates to the IT Division which is responsible 
for managing the academic information system at 
Rakamin Academy, and the method used in risk 
assessment is the OCTAVE Allegro method. 

2. LITERATURE REVIEW 

2.1 Information System 

Nowadays, many companies using information 
system as the foundation of their business model. 
According to Berdik, Information system already 
became a fundamental role in this era [8]. This 
statement matched with Gordon & Otoum 
statement that Information system refer to 
hardware, storage, internet utilities, digital 
application and any other aspect of technological 
infrastructure of business, government, schools, 
organizations, or other firm which using the notion 
of big data structure and management [9][10]. 



 
Journal of Theoretical and Applied Information Technology 

31st October 2022. Vol.100. No 20 
© 2022 Little Lion Scientific  

 
ISSN: 1992-8645                                                                    www.jatit.org                                                    E-ISSN: 1817-3195 

 
6261 

 

2.2 Information System Security 

Companies commonly using Information 
System security as a way to maintain the privacy 
and protect companies important information [11]. 
As the objective of information security, there are 3 
main pillars in information security. The three 
main pillars are confidentiality, availability, and 
integrity [12]. 

Based on industry survey, Humans are the 
highest factor causing data breaches compared to 
technical issues [13]. When building information 
system, we need to take care with information 
system security. It is because someone can 
potentially enter the organization’s account and 
take the data. So the information system security 
created to prevent outsider who doesn’t have 
access to get into the system [14].  

2.3 Risk 

Risk can be defined as the possibility of loss, 
injury and damage if something occurs [15]. This 
situation is such as uncertainty situation. So, the 
companies or organizations should be understood 
and effectively managed by the organization itself. 
When the risk managed effectively, this can be a 
good value and help the companies to achieve their 
objectives or goals [16]. 

Identifying risk must be followed by risk 
analysis. As part of information system security, 
risk analysis used to examine the current system 
and find the likelihood of exposure and the impact 
of the risk when it happens [17].  

2.4 Risk Management 

Risk management is a process that allows IT 
managers to balance operational costs and 
economic costs for security measures in an effort to 
protect IT systems and data that support the 
organization's mission [14]. 

Information system and risk management are 
required for every organization [18]. To meet the 
specific needs of the organization, successful risk 
management must balance risk control and risk 
financing techniques by considering the vision, 
mission, values, and goals of the organization. 

Risk management in general is a process with 
the aim of striking a balance between efficiency 
and realizing opportunities to gain profits and 
minimize vulnerabilities and losses. Risk 
management should be created by organizations 
which have the objective to assess the level of risk 
associated with Information system assets. With 

risk management, the organizations or companies 
can reduce the risk to an acceptable level [19]. 

2.5 Risk Assessment 

Risk assessment is part of risk management, 
risk assessment is a process to assess how often the 
risk occurs or how big the impact of the risk. Risk 
assessment is a continuous work and must be 
followed by accumulating, evaluating, and 
processing information about factors that affect the 
risks[20]. 

 
Figure 2 Information System Security  

Risk Management Workflow [12] 
 

Commonly, risk assessment is carried out 
using qualitative techniques. The qualitative 
techniques mention three categories of risk 
assessment, namely : low, medium, and high [21]. 
These scales captured by interviewing the expert 
and other intelligent method and represent the 
importance of the risk. 

The benefits of conducting a risk analysis 
include creating a clear cost-to-value ratio for 
security protection. It also affects the decision-
making process related to hardware configuration 
and system software design. 

The purpose of the risk assessment is to 
identify: (i) threats to the organization (e.g., 
operations, assets, or individuals) or threats 
addressed through the organization to other 
organizations or countries; (ii) Possible harm to the 
organization resulting from exploitation of 
vulnerabilities; (iii) the identification and analysis 
of security controls for the information system 
[20]. 
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2.6 OCTAVE 

OCTAVE (Operationally Critical Threat, 
Asset, and Vulnerability Evaluation) known as a 
methodology or technique to identify and evaluate 
information security risks in organizations or 
companies [6]. The use of OCTAVE itself are 
consists of 3 phases. 

 

Figure 3 OCTAVE Steps [6] 

The processes involved in each phase are [22]: 

A. Process in phase 1: 

 Process 1: Identifying Senior 
Management Knowledge. The 
participants in this process are senior 
managers of the organization. 

 Process 2: Identify Operational Area 
Management Knowledge. The 
participants in this process are the 
organization's operational area 
(middle) managers. 

 Process 3: Identify Staff Knowledge. 
The participants in this process are 
members of the organization's staff. 
Information technology staff 
members who typically participate in 
a workshop separate from those 
attended by general staff members. 

 Process 4: Create a Threat Profile, 
The participants in this process are 
team member analysis. During 
process 4, the team identified the 
assets that were most important to the 
organization and explained how those 
assets were threatened 

B. Process in phase 2: 

 Process 5: Identification of key 
components the participants in this 
process are the analysis team and 
selected members of the information 
technology (IT) staff. The main 
objective of process 5 is to select 
infrastructure components to be 
examined for technological 
weaknesses during process 6. 

 Process 6: Evaluating Selected 
Components The participants in this 
process are the analysis team and 
selected members of the IT staff. The 
objective of process 6 is to identify 
technology weaknesses in the 
infrastructure components identified 
during process 5. 

C. Process in phase 3: 

 Process 7: Conducting Risk Analysis 
The participants in the analysis 
process 7 are team members, and the 
purpose of this process is to identify 
and analyze risks to the organization's 
critical assets. 

 Process 8 : Develop a Safeguard 
Strategy The objective of process 8 is 
to develop a safeguard strategy for 
the organization, a mitigation plan for 
risks to critical assets, and a list of 
short-term actions. 

Nowadays, there are three different types 
of OCTAVES, namely: OCTAVE, OCTAVE-S 
and OCTAVE Allegro. Different with other 
OCTAVE methods, OCTAVE Allegro focused on 
getting information of assets within the context of 
how they are used, where they are stored, 
transported and processed, and how they are 
affected by the threat, vulnerability, and disruption 
as a result [6]. 

3. RESEARCH METHODOLOGY 
Many risk assessment methods which we can 

implement to assess information system security. 
One of the popular methods is OCTAVE 
(Operationally Critical Threat, Asset, and 
Vulnerability Evaluation). OCTAVE is a method 
that can evaluate the information security risks and 
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defines its critical components of a comprehensive, 
systematic, and context-driven evaluation [23]. 
With OCTAVE method, organizations can take a 
decision based on CIA (Confidentiality, Integrity, 
Authentication). This decision can be implemented 
for critical information technology assets and 
protect the organizations information [24]. 

To evaluate and identify the information 
security risks, OCTAVE intended to help the 
company in terms of: (a) Develop a qualitative risk 
evaluation criteria that describe the company's 
operational risk tolerance; (b) Identify assets that 
are important for achieve the company's mission; 
(c) Identify vulnerabilities and threats to those 
assets; (d) Determine and evaluate to deal with the 
consequences that occur to the company if the 
threat occurs. 

Nowadays, there are three known variants of 
OCTAVE. The variants are OCTAVE, OCTAVE-
S and OCTAVE Allegro. OCTAVE is a set of 
techniques, methods and tools which can be used 
for risk-based information system security 
assessment and planning. Basically, OCTAVE 
Allegro created with more simple method with a 
focus on information assets. We can use OCTAVE 
Allegro using a collaborative method and 
workshop-style. There are eight steps of OCTAVE 
Allegro to evaluate and identify the information 
security risks in the company. 

 

 
Figure 4 OCTAVE Allegro 

 

OCTAVE Allegro consist of 4 main activity 
area that mentioned 8 activities. Here are the 
activity area of OCTAVE Allegro [19]: 

A. Establishing drivers: in this area, the 
companies will develop criteria of risk 
measurement that are consistent with 
companies’ drivers. In this area, there is 
one step to do, namely Establish Risk 
Measurement Criteria. 

B. Profile Assets: this area consists of 
Develop Information Asset Profile and 
Identify Information Asset Containers. 
These activities’ purpose is to identify the 
critical assets, so the critical assets will be 
focused on risk assessment. To do that, 
companies should understand each of 
assets so they can identify the potential 
thread and vulnerabilities. 

C. Identify threats: this area’s purpose is to 
make documentation of vulnerabilities 
based on their containers. These 
vulnerabilities documented through 
identifying areas of concern and threat 
scenarios. 

D. Identify and mitigate risks: after risks 
already analyzed and identified based on 
thread information, the next step is to 
create mitigation strategies to overcome 
the risks. In this area, there are several 
activities to do, namely: identify risks, 
analyze risks, and select mitigation 
approach.   

4. RESULT AND DISSCUSSION 

From the methods that have been selected and 
explained from the previous methodology chapter, 
the following is a description of the results of the 
methods that have been chosen: 

4.1 Establishing Risk Measurement Criteria 
In the first step, the organizational drivers that 

have been built will be used to evaluate the impact 
of a risk on the company's mission and business 
objectives which will be identified as the basis for 
determining the impact area. Then the 
determination of the impact area that is considered 
to be the most important will be carried out along 
with the value of the priority scale in the 
predetermined impact area. Risk measurement 
criteria are used to evaluate the impact in each 
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area. It includes qualitative measures whose risk 
can be evaluated and forms the basis of an 
information system risk assessment. The following 
is a priority impact area and the determination of 
the impact area of reputation and trust: 

 
Table 3 Impact Area Priority Scale and Values 

Priority Impact Areas 
5 Customer Reputation and Trust 

4 Financial 

3 Productivity 

1 Safety and Health 

2 Fines and Penalties 

 
Table 4 Impact Area – Customer Reputation and Trust 

Impact 
Area 

Low Medium High 

Reputation Reputation 
was slightly 
affected; it 
only takes a 
small effort to 
repair 

Reputation 
is being 
affected; 
reputation 
has been 
badly 
affected 
and it takes 
effort and 
money to 
repair 

High 
reputation 
affected; 
the 
reputation 
has been so 
badly 
affected 
that it can 
barely be 
repaired 
 

Customer 
Trust 

Customer 
Trust was 
slightly 
affected; 
customer 
reduction < 
2% 

Customer 
Trust is 
being 
affected; 
customer 
reduction < 
2% - 10% 

High 
Customer 
Trust is 
affected; 
customer 
reduction > 
10% 
 

Financial Financial are 
slightly 
affected; 
financial 
reduction < 
2% of income 

Financial 
are being 
affected; 
financial 
reduction < 
2% - 10% 
of income 

High 
financial 
affected; 
financial 
reduction > 
10% of 
income 
 

Productivit
y 

Productivity 
is slightly 
affected; 
productivity 
down < 2% 
from many 
activities that 
existed before 

Productivit
y is being 
affected; 
productivit
y down < 
2% - 10% 
from many 
activities 
that existed 
before 

High 
productivit
y affected; 
productivit
y fell >10% 
from many 
previous 
activities 
 
 

Fines and 
Penalties  

Fines and 
Penalties are 
slightly 
affected; fines 
and penalties 
are subject to 

Fines and 
Penalties 
are being 
affected; 
fines and 
penalties 

High Fines 
and 
Penalties 
affected; 
fines and 
penalties 

<2% of 
income 

are subject 
to < 2% - 
10% of 
income 

are subject 
to > 10% of 
income 
 

Safety and 
Health 

Safety and 
Health are 
slightly 
affected; it 
only takes a 
small effort to 
repair 

Safety and 
Health; 
health and 
safety has 
been badly 
affected 
and efforts 
and costs 
are required 
for repairs 

High Safety 
and Health 
affected; 
safety and 
health have 
been 
impacted so 
badly that 
they can 
hardly be 
repaired 
 

 

4.2 Building an Information Asset Profile 
The second step is to build an information 

asset profile on critical information assets based on 
the company's core processes. A profile is a 
representation of an information asset that 
describes its unique features, qualities, 
characteristics, and values. This method is very 
useful for ensuring that the assets are clearly and 
consistently described so as to avoid ambiguous 
definitions of asset boundaries and make it easier 
to formulate information security requirements. In 
this case study, it will start from student data to the 
final grade report in the form of a grade transcript. 
Then the next activity is to determine the critical 
information assets that will be recorded on the 
critical asset information worksheet. The selected 
information assets must be considered based on 
their importance in daily activities and which if lost 
could interfere with the mission and objectives of 
the company. Based on the above considerations, 
the distribution of important information assets is 
divided into three categories, namely: subject 
profiles, student profiles, lecturer profiles, and 
student value transaction profiles. The following is 
an information asset profiling of value transactions 
from students: 

 
Table 5 Information Asset Profiling: Student Data 

 
Critical Asset Rational Selection 

Student Data The role of students is very 
important in every company's 
business processes so that if 
student data is damaged/lost it will 
have an impact on the continuity 
of company activities. 

Owner 
Learning Manager 

Security Requirement 
Confidentiality Only certain parties can access this 
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asset. This information is very 
important for students, lecturers, 
and departments, so only certain 
administrative divisions can use 
this information to print student 
transcripts. 
 

Integrity Only certain parties can modify 
this asset. This information must 
be true and accurate, subject to 
change and modification by the 
lecturer, and only certain operators 
in the administration section can 
enter or modify student scores. 
Values are important information 
for students, if there are errors it 
will harm students, therefore the 
value of integrity is very 
important. 
 

Availability These assets must be available to 
all parties, safe 24 hours, 7 
days/week, 52 weeks/year. This 
information should always be 
available to students, faculty, and 
student administration. 
 

 
Table 6 Information Asset Profiling: Student Value 

Transactions 

Critical Asset Rational Selection 
Transcripts Used to determine the GPA and 

determine the quality of students 
consisting of the final grades of 
students. 
 

Owner 
Learning Manager 

Security Requirement 
Confidentiality Only certain parties can access this 

asset. This information is very 
important for students, lecturers, 
and departments, so only certain 
administrative divisions can use 
this information to print student 
transcripts. 
 

Integrity Only certain parties can modify 
this asset. This information must 
be true and accurate, subject to 
change and modification by the 
lecturer, and only certain operators 
in the administration section can 
enter or modify student scores. 
Values are important information 
for students, if there are errors it 
will harm students, therefore the 
value of integrity is very 
important. 

 
Availability These assets must be available to 

all parties, safe 24 hours, 7 
days/week, 52 weeks/year. This 
information should always be 
available to students, faculty, and 
student administration. 
 

 
Table 7 Information Asset Profiling: Application 

 
Critical Asset Rational Selection 

Application Used to input, store, and process 
transaction data to simplify the 
company's business processes. 
 

Owner 
IT Unit 

Security Requirement 
Confidentiality Only certain parties can access this 

asset. This information is very 
important for students, lecturers, 
and departments, so only certain 
administrative divisions can use 
this information to print student 
transcripts. 
 

Integrity Only certain parties can modify 
this asset. This information must 
be true and accurate, subject to 
change and modification by the 
lecturer, and only certain operators 
in the administration section can 
enter or modify student scores. 
Values are important information 
for students, if there are errors it 
will harm students, therefore the 
value of integrity is very 
important. 
 

Availability These assets must be available to 
all parties, safe 24 hours, 7 
days/week, 52 weeks/year. This 
information should always be 
available to students, faculty, and 
student administration. 
 

 
Table 8 Information Asset Profiling: Application 

 
Critical Asset Rational Selection 

Server Used for the center of all data 
generated by the company, 
including storing applications and 
databases on client or connected 
computers, providing security 
features, protecting all connected 
computers and providing IP 
addresses on connected computer 
machines. 
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Owner 
IT Unit 

Security Requirement 
Confidentiality Only certain parties can access this 

asset. This information is very 
important for students, lecturers, 
and departments, so only certain 
administrative divisions can use 
this information to print student 
transcripts. 
 

Integrity Only certain parties can modify 
this asset. This information must 
be true and accurate, subject to 
change and modification by the 
lecturer, and only certain operators 
in the administration section can 
enter or modify student scores. 
Values are important information 
for students, if there are errors it 
will harm students, therefore the 
value of integrity is very 
important. 
 

Availability These assets must be available to 
all parties, safe 24 hours, 7 
days/week, 52 weeks/year. This 
information should always be 
available to students, faculty, and 
student administration. 
 

 
 
 

Table 9 Information Asset Profiling: Switch 
 

Critical Asset Rational Selection 
Switch Used to connect all existing 

computer networks. 
Owner 
IT Unit 

Security Requirement 
Confidentiality Only certain parties can access this 

asset. This information is very 
important for students, lecturers, 
and departments, so only certain 
administrative divisions can use 
this information to print student 
transcripts. 
 

Integrity Only certain parties can modify 
this asset. This information must 
be true and accurate, subject to 
change and modification by the 
lecturer, and only certain operators 
in the administration section can 
enter or modify student scores. 
Values are important information 
for students, if there are errors it 
will harm students, therefore the 

value of integrity is very 
important. 
 

Availability These assets must be available to 
all parties, safe 24 hours, 7 
days/week, 52 weeks/year. This 
information should always be 
available to students, faculty, and 
student administration. 
 

 
Table 10 Information Asset Profiling: Access Point/ 

Lightweight Access Point Protocol (LWAPP) 
 

Critical Asset Rational Selection 
Access Point/ 
Lightweight 
Access Point 
Protocol 
(LWAPP) 

Used to manage a large number of 
light-weight access points by 
network admin staff. 

Owner 
IT Unit 

Security Requirement 
Confidentiality Only certain parties can access this 

asset. This information is very 
important for students, lecturers, 
and departments, so only certain 
administrative divisions can use 
this information to print student 
transcripts. 
 

Integrity Only certain parties can modify 
this asset. This information must 
be true and accurate, subject to 
change and modification by the 
lecturer, and only certain operators 
in the administration section can 
enter or modify student scores. 
Values are important information 
for students, if there are errors it 
will harm students, therefore the 
value of integrity is very 
important. 
 

Availability These assets must be available to 
all parties, safe 24 hours, 7 
days/week, 52 weeks/year. This 
information should always be 
available to students, faculty, and 
student administration. 
 

 

4.3 Information Asset Profiling: Student Value 
Transactions 
In the third step, identification of the 

information asset container will be carried out. 
Containers are places where information assets are 
stored, shipped, and processed. In the third step, all 
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containers that store, ship and process, both 
internal and external will be identified. The 
following is an example of an Information Asset 
Risk Environment Map (Techniqal) from Student 
Value Transactions: 

 
Table 11 Information Asset Container 

 
Container  Description Internal/

External 
Owner(s) 

Technical Module: Data input 
transactions can be 
processed 
 

Internal IT Unit 

Database: Data is 
stored in enterprise 
database for web 
applications. 
 

Internal IT Unit 

Internal network: All 
transactions run in the 
network. 
 

Internal IT Unit 

Academic Information 
System: Data is 
accessed and processed 
in a web application for 
changes to student data 
information. 
 

External Student 

Physical Request data: Student 
Administration Staff 
requests student data 
using a data request 
letter to the IT unit 

Internal Departme
nt Staff 
Student 
Administr
ation 
IT Unit 

Student files at 
admission 

External Departme
nt Staff 
Student 
Administr
ation 
Student 

Human Department Staff 
Student Administration 

Internal Departme
nt Staff 
Student 
Administr
ation 

Student External Student 
 

4.4 Identifying Areas of Concern 

In the fourth step, identification of areas of 
concern is carried out by reviewing each container 
to see and determine potential areas of concern, 
then proceed with documenting each identified 
area of concern. The area of concern will be 
expanded to obtain threat scenarios and then 
documented to see if these threats affect security 

requirements. The following is a table of areas of 
concentration from the case studies in this study: 

 
Table 12 Area of Concern 

 
No Area of Concern Related Asset 
1 Network failure Infrastucture 
2 Hacker Attack 
3 Fire 
4 Change of master data 

and transaction data 
Application 

5 Theft or dissemination 
of important 
information 

6 Abuse of access rights 
7 Human or technician 

error 
People 

 

4.5 Identifying Threat Scenarios 

In this fifth step, the areas identified in the 
previous step will be expanded into a more detailed 
threat scenario and detail the properties of a threat, 
including using actors, means, motives, outcomes, 
and security requirements. This step is useful for 
giving consideration to the possibilities in the 
threat scenario. The following is a table of 
properties of threat from student value transactions: 

 
Table 13 Threat Scenarios 

 
Area of 
Concern 

Threat of Properties 

Network 
failure 

Actors IT Unit 

Means Error in network 
configuration 

Motives Accidental 

Outcome Interruption 

Security 
Requirements 

Carry out network 
control by always 
monitoring and 
maintaining 
system security 
which is reviewed 
regularly 
 

Hacker Attack Actors IT Unit 

Means Lack of security 
guard 

Motives Human error 
(Accidental) 

Outcome Destruction 
Modification 
Interruption 

Security 
Requirements 

Protect against all 
possible hacker 
attacks 
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Fire Actors Department staff 
Student 
Administration 
IT Unit 

Means Mistakes in 
guarding against 
disaster 

Motives Accidental 

Outcome Destruction 

Security 
Requirements 

Providing a safe 
space for disaster 
protection 
 

Change of 
master data 
and transaction 
data 

Actors Department staff 
Student 
Administration 
IT Unit 

Means Loss or 
overwriting of 
data in backing up 
data that is done 
routinely 
(transaction data) 
or occasionally 
(master data) is 
enforced 

Motives Human error 
(Accidental) 

Outcome Destruction 
Modification 
Interruption 

Security 
Requirements 

Planning a 
periodic data 
back-up schedule 
 

Theft or 
dissemination 
of important 
information 

Actors Department staff 
Student 
Administration 
IT Unit 

Means Data loss or 
leakage occurs 

Theft or 
dissemination 
of important 
information 

Motives Human error 
(Accidental) 

Outcome Destruction 
Modification 
Interruption 

Security Manage limited 

Requirements data access rights 
and log every 
activity carried out 
on the application 
 

Abuse of 
access rights 
 

Actors Department staff 
Student 
Administration 
IT Unit 

Means The occurrence of 
abuse of access 
rights owned 

Motives Human error 
(Accidental) 

Outcome Destruction 
Modification 
Interruption 

Security 
Requirements 

Doing logging of 
every activity 
carried out on the 
application 
 

Human or 
technician 
error 

Actors Department staff 
Student 
Administration 
IT Unit 
Student 

Means An error occurred 
due to an action 
taken by the user 

Motives Human error 
(Accidental) 

Outcome Destruction 
Modification 
Interruption 

Security 
Requirements 

Guidance and 
socialization are 
provided for using 
the application 
 

 

4.6 Identifying Risk 

In the sixth step, risk identification will be 
carried out which aims to determine how the threat 
scenario will have an impact on the company and 
determine grouping based on high, medium, or low 
levels. Identification of this risk is important to see 
the consequences for the organization if a threat 
occurs and needs to be recorded, in order to get a 
complete risk picture because a threat can have 
potential consequences for the company. 

 

 Table 14 Impact Area Value 
 

 

Impact 
Areas 

Priority Impact Value 
Low 
(1) 

Medium 
(2) 

High 
(3) 

Customer 
Reputation 
and Trust 

5 5 10 15 

Financial 4 4 8 12 
Productivity 3 3 6 9 
Safety and 

Health 
1 1 2 3 

Fines and 
Penalties 

2 2 4 5 
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4.7 Analyzing Risk 

In the seventh step, the relative score will be 
calculated to assist the company in analyzing risks 
in determining the right strategy to deal with these 
risks. A quantitative measurement of the extent to 
which the company is affected by the threat is 
calculated. The relative risk value is obtained by 
considering the extent of the consequences of the 
risk impact on various impact areas and estimating 
the likelihood. 
 
 
 
 

Table 15 Relative Risk Value 
 

Area of 
Concern 

Risk 

Network 
failure 

Severity Impact Area Value Score 
Customer 

Reputation 
and Trust 

Med 10 

Financial Med 8 
Productivity High 9 
Safety and 

Health 
Low 1 

Fines and 
Penalties 

Low 2 

Relative Risk Score 30 
Hacker 
Attack 

Severity Impact Area Value Score 
Customer 

Reputation 
and Trust 

High 15 

Financial High 12 
Productivity High 9 
Safety and 

Health 
Low 1 

Fines and 
Penalties 

Med 4 

Relative Risk Score 41 
Fire Severity Impact Area Value Score 

Customer 
Reputation 
and Trust 

Low 5 

Financial High 12 
Productivity High 9 
Safety and 

Health 
High 3 

Fines and 
Penalties 

Med 4 

Relative Risk Score 33 
Change 
of master 
data and 
transactio
n data 

Severity Impact Area Value Score 
Customer 

Reputation 
and Trust 

High 15 

Financial High 12 
Productivity High 9 
Safety and 

Health 
Low 1 

Fines and 
Penalties 

Med 4 

Relative Risk Score 41 
Theft or Severity Impact Area Value Score 

dissemin
ation of 
important 
informati
on 

Customer 
Reputation 
and Trust 

High 15 

Financial High 12 
Productivity High 9 
Safety and 

Health 
Low 1 

Fines and 
Penalties 

High 5 

Relative Risk Score 42 
Abuse of 
access 
rights 

Severity Impact Area Value Score 
Customer 

Reputation 
and Trust 

High 15 

Financial High 12 
Productivity Low 3 
Safety and 

Health 
Low 1 

Fines and 
Penalties 

High 5 

Relative Risk Score 35 
Human 
or 
technicia
n error 

Severity Impact Area Value Score 
Customer 

Reputation 
and Trust 

High 15 

Financial High 12 
Productivity High 9 
Safety and 

Health 
Low 1 

Fines and 
Penalties 

Med 4 

Relative Risk Score 35 

 

4.8 Choosing a Risk Reduction Approach 

In the last step of the OCTAVE process 
Allegro will determine the risks that require 
mitigation and develop strategies to reduce those 
risks. This is done by prioritizing risks based on 
relative risk values, then developing a mitigation 
strategy by considering the value of assets and 
security needs, containers of assets, and the 
company's unique operational environment. 

 
Table 16 Relative Risk Matrix 

 
Relative Risk Range Score Pool 
30 - 45 Pool 1 
16 - 29 Pool 2 
0 - 15 Pool 3 

 
Table 17 Mitigation Approach 

 
Mitigation Approach Pool 

Mitigate Pool 1 
Mitigate or Defer Pool 2 
Accept Pool 3 
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Table 18 Risk Mitigation by Area of Concern 
 

Risk Mitigation 

Area of Concern: Network Failure 
Pool Pool 1 

Action Mitigate 

Container Control 

Security 
Requirement 

Carry out network control 
by always monitoring and 
maintaining system 
security which is reviewed 
regularly 

Area of Concern: Hacker Attack 
Pool Pool 1 

Action Mitigate 

Container Control 

Security 
Requirement 

Protect against all possible 
hacker attacks 

Area of Concern: Fire 
Pool Pool 1 

Action Mitigate 

Container Control 

Security 
Requirement 

Providing a safe space for 
disaster protection 

Area of Concern: Change of master data 
and transaction data 

Pool Pool 1 

Action Mitigate 

Container Control 

Security 
Requirement 

Planning a periodic data 
back-up schedule 

Area of Concern: Theft or dissemination 
of important information 

Pool Pool 1 

Action Mitigate 

Container Control 

Security 
Requirement 

Manage limited data 
access rights and log 
every activity carried out 
on the application 

Area of Concern: Abuse of access rights 
Pool Pool 1 

Action Mitigate 

Container Control 

Security 
Requirement 

Doing logging of every 
activity carried out on the 
application 

Area of Concern: Human or technician 
error 

Pool Pool 1 

Action Mitigate 

Container Control 

Security 
Requirement 

Guidance and 
socialization are provided 
for using the application 

5. CONCLUSION 

Based on our research, the Octave Allegro 
method is one of the methods in information system 
risk management that can be applied to course 
student without requiring extensive involvement in 
the company and is focused on critical information 
assets for the sustainability of the company's 
business processes in achieving its mission and 
goals. 

This risk assessment can provide an overview 
related to the possibility of threats to the company's 
critical assets as well as how to take steps for 
appropriate prevention in minimizing the possibility 
that these threats will occur. 

As a result of the risk assessment, policy makers 
can make and decide on a strategic plan to properly 
safeguard critical information assets with recovery 
measures if a threat scenario does occur. 
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