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ABSTRACT 

The internet related data processing system has several kinds of threats that direct to huge damages in 
major loss of data in Wireless Sensor Networks. Additionally, the group of data transmission with WSNs is 
huge in size that will target by the group of attackers regularly. The highest amount of security will be 
provided for secured data transmission with WSNs. The intrusion detection should be provided for 
necessary element in network communication, there are several techniques have been developed for 
effective intrusion detection constantly. This paper proposes Fuzzy related feature selection technique with 
Optimized classification in spite of selecting a large amount of attack data for detection of attacks in 
WSNs. Fuzzy related feature selection technique is used for identifying the intrusion and monitoring the 
network to protect from the malicious activity and unauthorized access. The efficiency of the proposed 
technique is enhanced according to the utilization of data which also enhances the detection rate and 
minimizes the error rate. 
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1. INTRODUCTION 

Several security structures have the internet 
related applications as the Intrusion detection 
which has both inside and outside attacks. The 
intrusion detection system has been provided the 
high security that reduced the internet related 
attacks [1]. The signature related framework has 
the highest level of dependency for discovering 
the intrusion detection using the improved 
operations and grouping methodologies [2]. The 
enhancement of security in network transmission 
with the Internet is a difficult task while 
processing the pre-processing stage into the 
discovery of interruption stage [3]. The Intrusion 
detection can be classified as the network related 
attacks and server related attacks as the 
arrangement of the Intrusion detection has been 
established through the traffic management. The 
user data has been targeted by the intruder; the 
soft computing related techniques have been 
implemented for detecting the malicious intrusion 
threat [4]. The improved optimization techniques 
are required for monitoring network data in spite 

of capturing the anomalies and intrusion 
efficiently. The soft computing related technique 
is more effective for intrusion detection as it can 
analyze the intrusion from the traffic data and 
handling the attack types in various types [5]. The 
pre-processing methodology is used for reducing 
data in spite of enhancing the effectiveness of the 
network system. The data of attacking the normal 
information is the difficult process for 
discovering the attackers successfully from the 
large amount of dataset and the enough amounts 
of attributes has been utilized for intrusion 
detection can minimize the intrusion detection 
performance.  
 The intrusion detection methods could 
identify the known intruders because of the strong 
learning capabilities. The main aim of 
implementing the fuzzy set has to exploit the 
capability of identification among uncertainty, 
minimizing the false alarm rate efficiently [6]. 
The Intrusion detection is connected with the 
techniques of misuse and anomaly detection as 
every behavior needs to be analyzed briefly. The 
improved attack types have been identified by 
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updating the profiles in huge organization is the 
challenging task [7]. The multi featured logic has 
the specification of the fuzzy sets as the linguistic 
parameters could be identified with the 
components of the membership degree functions 
and utilized the fuzzy rules from the input data to 
the output data through mapping concept. The 
fuzzy related intrusion detection methodologies 
have been used the fuzzy clustering functionality 
through the classifiers and feature extraction 
concepts. These techniques have the capacity of 
identifying the intrusions through the behaviors 
and uncertain information. An amount of fuzzy 
techniques have been used for solving the misuse 
detection issues, the proposed technique is 
constructed to solve this kind of issues [8]. 
 The primary problem of identifying the 
intrusion detection is to detect the behavior of the 
intruders and the malicious attacks. Additionally, 
the fuzzy logic is utilized for making decisions 
through uncertainty and the feature selection 
process can help for increasing the performance 
by extracting the significant features for efficient 
performance. The proposed technique employs a 
fuzzy set related classification process for the 
group of data is transmitted with the internet for 
security purpose. The total amount of features is 
involved for achieving the balance within the 
real-time scenario and the optimized detection 
rate. The proposed model is used the dataset with 
high detection rate by the optimization technique 
for reducing the computational complexity. The 
monitoring framework is constructed called as the 
intrusion detection system which identifies the 
suspicious activities and produces the alerts while 
it is identified by the system. According to the 
alerts, the security operations could be responded 
and analyze the problem for taking specific 
actions to enable the security. 

2. RELATED WORKS 

 Several works have been implemented 
for Intrusion detection process as the 
classification technique related on SVM and 
decision trees [9] for enhancing the accuracy and 
detection rate. The enhanced performance 
parameters are utilized for evaluating the 
intrusion detection for enhancing the quality of 
service in WSN transmission and it is constructed 
the functionality which handles the effective fault 
tolerance and energy efficiency with security 
[10]. A Meta-TMP [11] methodology has been 
implemented for providing the improved network 
performance which demonstrates the 

measurement of the malicious behaviour and it 
has the reduced network lifetime. The decision 
trees [12] have been used with the machine 
learning techniques for several applications like 
signal discovery and robot management. The 
intrusion dataset has been gathered from the 
network database through the internet 
connectivity. The integration of several 
techniques utilizing the fuzzy logic mainly for the 
fuzzy integral [13] concept is used to segregating 
the large dataset into smaller groups for 
performing the data mining for sub sets 
individually. A rule related technique [14] has 
been used to perform the decision making in 
networks in support of intrusion detection which 
is monitoring the abnormal behavior of internal 
attackers through the classification after the 
decision making process.  
 The improved classification technique 
[15] has been derived a collection of classification 
process through the dataset and maintained the 
rules for generated rules which is suited for real-
time environment. The main positive of this kind 
of technique is the utilization of simple rules for 
producing efficient classification process. 
Moreover, several intrusion detection techniques 
have been faced the problem of fault tolerance, 
low detection rates and minimized accuracy. The 
feature selection process has been implemented to 
provide operative classification for intrusion 
detection. The optimization of the attribute 
reduction assists the transformation functionality 
to survive the scrap in the discovering procedure. 
 The fuzzy enabled feature selection 
technique has been implemented for discovering 
the suitable feature subsets which has been 
evaluated through the dataset for enhancing the 
performances [16]. The Fuzzy C-means technique 
has been enabled to discover the intrusion 
detection through the local optima concept that 
the probability of computing the local optimal 
values have been improved through the 
evaluation process and also indicated the metrics 
[17]. The hybrid classification technique has been 
constructed according to ABC and AFS 
algorithms for implementing the correlation and 
clustering related feature selection process for 
removing the unwanted features. The necessary 
rules have been constructed from the specific 
datasets. The computational complexity and time 
cost have been minimized; the detection rate is 
higher while compared with the other techniques 
[18]. 
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 The GA-Fuzzy technique [19] has been 
implemented as the hybrid intrusion detection 
process for discovering the attacks by minimizing 
the missed alarm rate that the feature selection 
procedure which eliminates the repeated features 
and reduces the dataset features for increasing 
speed of intrusion detection. The fuzzy classifier 
is used for producing the patterns from the input 
features that the clusters are used for detecting the 
packet types from the specified dataset and this 
technique has enhanced the detection accuracy in 
efficient way. The fuzzy based rough set theory 
has been used to perform the intrusion detection 
and enhanced the detection rate through 
minimizing the processed information with 
feature selection technique; it also implements the 
decision tree technique with feature selection 
technique [20]. 
 The security and energy efficiency are 
the key factors of intrusion detection system as 
the classification process needs to enhance the 
detection rate. The malicious behaviour has been 
identified to enhance the network lifetime which 
also increases the network performance. The 
fuzzy logic is used for dividing the huge dataset 
into smaller pieces for performing the decision 
making and identifying the abnormal behaviors of 
the attackers. The main drawback of the intrusion 
detection system is it needs some components for 
identifying the attacks and produces the false 
alarms. The intrusion detection system 
periodically alerts the network to false positives 
than the threats and produces the log information 
to the known attacks.  

3. PROPOSED FRAMEWORK 

 The proposed system has been 
constructed with the two algorithms as the fuzzy 
set related attribute discovery algorithm produces 
the final set from the group of input functions of 
predecessors, resultants through the fuzzy related 
input and output parameters. The fuzzy based 
classification algorithm produces the fuzzy group 
from the set of attributes and the classifier can 
identify the intrusion detection from the dataset. 
The proposed framework is constructed with the 
data pre-processing, feature selection, 
classification, rule generation, knowledge and 
testing process and it is illustrated in Figure 1. 

 
Figure 1: The proposed framework 

 The pre-processing process has been 
performed the redundancy check and removes the 
error values and also it changes the numerical 
data from the original data for providing the 
normalization. The network information related 
dataset are delivered to the redundancy checking 
process that verifies the redundant information 
and generates the integrity checking process. 
According to the procedure, it eliminates the error 
data and finally it executes normalization of the 
entire process to produce the unified formation. 
The normalized data will be stored in the database 
for testing and training functions that input 
values, reduced values have the reduction process. 
The entire pre-processing process is demonstrated 
in Figure 2. 

 
Figure 2:  Data Pre-processing 
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 The fuzzy interference system has the 
fuzzy rules from the input parameters as the 
membership function values are used for 
constructing the proposed architecture. The 
relationship within the input and output 
parameters have the knowledge about the 
information of input and output parameters. 
Fuzzy logic is used to complete the reasoning 
through the incomplete data and also the robust 
functionality as the truth values will range within 
0 and 1. The fuzzy set generates the relevant 
information with uncertainty values and the 
feature set assists real knowledge base values and 
user specified information. The classification of 
the dataset has been used for the continuous data 
and may be inherently exploited. Let Fs is the 
finite group, 𝛼, 𝛽 ∈ 𝐹𝑠, X is the finite element. 
Let 𝑌 ⊆ 𝑋 is the group of Y features. The fuzzy 
based approximations have been identified with 
the fuzzy equivalence class in Eq. (1). 

𝜔𝑅𝑍(𝛼) = 𝑖𝑛 𝑓ఉ 𝛾(𝜔𝑅(𝛼, 𝛽), 𝜔 𝑍(𝛽))       (1)  

 Another way of defining the equivalence 
class is defined in Eq. (2). 

𝜔𝑅𝑍(𝛼) = 𝑠𝑢 𝑌ఉ  𝜓(𝜔𝑅(𝛼, 𝛽), 𝜔 𝑍(𝛽))    (2) 

 Where 𝜓 is the implication function, 𝑅 
be the similarity related which is defined in Eq. 
(3). 

𝑌: 𝜔𝑅(𝛼, 𝛽) =  𝜓 ∈ 𝑌{𝜔𝑅(𝛼, 𝛽)}          (3) 

 The feature subset 𝜔𝑅 is the object 
similarity of 𝛼 and 𝛽. The 𝜔𝑅(𝛼, 𝛽) crisp region 
in a fuzzy set using Eq. (4) 

𝜔𝑅(𝛼, 𝛽) =  𝑌{𝜔𝑅(𝛼, 𝛽)}              (4) 

 The fuzzy dependence degree of 
𝜓

ᇱ (𝐷) to the subset Y is defined in Eq. (5). 

𝜓
ᇱ (𝐷) =

∑ 𝜔()(𝛼)ఈ

|𝐹𝑠|
               (5) 

 The fuzzy set related attribute discovery 
algorithm is demonstrated in Algorithm 1. 

Algorithm 1 – Fuzzy set related attribute 
discovery 

Begin Procedure 

Input: P is the group of predecessors; R is the 
group of resultants 

Output: S, the Final set 

 𝑆 = ∅ 

 𝜓௦௧
ᇱ = 0 

 𝜓
ᇱ ≠ 0 

 while 𝜓௦௧
ᇱ ≠ 𝜓

ᇱ  do 

 for every 𝛼 ∈ (𝑃 − 𝑆) do 

  if 𝜓ௌ∪{ఈ}
ᇱ ≠ ∅ then 

   𝑆 = 𝑆 ∪ {𝛼} 

   𝜓௦௧
ᇱ =  𝜓்(𝐷)  

   𝐶ℎ𝑒𝑐𝑘(𝑆, 𝜓ᇱ, 𝛼, 𝑇) 

  end if 

 end for 

  𝑆 = 𝑇 

 end while 

  Return 𝑆 

End Procedure 

 The fuzziness communicates to the 
boundary values of the specific parameters which 
is dependent on the membership functions as the 
uncertainty measurement of the entropy value. 
The fuzziness properties contains the degree to 
reach the highest value as every membership 
degrees equivalent to the smaller value which 
demonstrates the fuzzy set. The proposed 
technique is constructed to maintain the 
relationship within the input and an output 
variable with the particular weight value is 
checked. It should maintain the low error rate, so 
the produced accuracy is high compared with 
other related methodologies and the proposed 
technique utilizes the fuzzy based classification 
algorithm and the representation is illustrated in 
Algorithm 2. 

Algorithm 2 – Fuzzy based classification 

Begin Procedure 

Input: The group of classes P, Q, the group of 
adjacent elements A 

Output: Final group of attributes Q 

  𝐴 = {} 

  𝑇 = 1 

 𝑡𝑜𝑡𝑎𝑙 = 1 

 For every 𝛼(𝑦)  ∈ (1 ≤ 𝑦 ≤ 𝑛)do 
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 𝑥 =  |ห𝛼 − 𝛼௬ห| 

 if 𝑖 < 𝑇 then 

  𝐴 = ൛𝛼௬ൟ ∪ 𝐴௧௧ + + 

 else if 𝛼௬is closer to then 

  𝐴 = 𝐴 − ൛𝛼௬ൟ 

  𝐴 = 𝐴 ∪ ൛𝛼௬ൟ 

 end if 

 end for 

 Find the adjacent elements 

 For every 𝑞௬ ∈ 𝑄 do 

 𝐹𝑢௫(𝛼) =
∑ ி௨ೣൣ|หఈିఈห|൧

షమ
ഁషభೖ

సభ

∑ ൣ|หఈିఈห|൧

షమ
ഁషభೖ

సభ

 

 end for 

 Output S 

End Procedure 

 Let 𝛼 = {𝛼ଵ, 𝛼ଶ, … , … , … , 𝛼} is the 
training dataset elements, 𝛼 is the testing data 
performing the segregation of ∅ on 𝛼 that 
generates the fuzzy sets 𝐹𝑠ଵ and 𝐹𝑠ଶ. The fuzzy 
set 𝐹𝑠ଵ is computed in Eq. (6). 

𝐹𝑠ଵ = (𝑓𝑠ଵଵ, 𝑓𝑠ଵଶ, … , … , 𝑓𝑠ଵ)           (6) 

     The range for the fuzzy set 𝐹𝑠ଵis denoted in 
Eq. (7). 

0 ≤  𝑓𝑠ଵ



ୀଵ

≤ 𝑛            (7) 

The fuzzy set 𝐹𝑠ଶis computed in Eq. (8). 

𝐹𝑠ଶ = (1 − 𝑓𝑠ଵଵ, 1 − 𝑓𝑠ଵଶ, … , … ,1 − 𝑓𝑠ଵ)     (8) 

The upper approximation is computed in Eq. (9). 

𝜔௨(𝐹𝑠ଵ) = max൫1 − 𝐹𝑠 , 𝐹𝑢൯          (9) 

The lower approximation is computed in Eq. (10). 

𝜔(𝐹𝑠ଵ) = min൫𝐹𝑠 , 𝐹𝑢൯           (10) 

 The proposed technique finds the 
smallest amount of features and enhances the 

detection rate while compared with the related 
techniques. The dataset has been normalized for 
producing the improved result based on the 
feature selection. The data has been classified 
with related techniques on improved features will 
provide the good accuracy and low error rate. 

4. PERFORMANCE ANALYSIS 

 UNSW-NB15 dataset [21] is the group 
of host based intrusion detection which has the 
system call time series as the real data into the 
detection framework. Several simulated attacks 
have been included into the network, the training 
data and the network traffic includes several 
network communications. The redundant 
information and duplicated data have been 
removed from the dataset. The dataset has several 
attack categories as the normal communication 
details, Backdoor category for maintaining access 
to systems through security parameters, Analysis 
of intrusion technique in several metrics, Fuzzers 
have the technique for discovering security threats 
in huge amount of data, Shellcode is the 
technique which controls the destination machine, 
Reconnaissance is the attack technique for 
collecting network data, Exploit is the small code 
which controls the destination machine, DoS is 
the technique which damages the resources, 
Worms is the malicious virus in the network, 
Generic is the method which utilizes the hash 
function of the block cipher. 
 The proposed technique is compared 
with the related techniques of FCM [16], GA-
Fuzzy [19], GA-GOGMM [20] in the 
performance parameters of True Positive ratio, 
False Positive Ratio, Precision, Recall, Accuracy, 
F1-score, Detection rate (%), Error rate (%), RoC 
and Time taken for intrusion detection. The 
proposed technique utilizes the dataset for 
traditional intrusion detection process which 
specifically minimized attack information and 
huge element of conventional traffic by 
implementing the training data, the intrusion 
detection with the dataset has high attack 
information traffic and the accuracy rate is 
eventually enhanced. The detection rate is the 
ratio of the total amount of attacks with the 
exactly classified attacks and it is computed in 
Eq. (11). 

𝐷ோ =
𝐴𝑐𝑡𝑢𝑎𝑙𝑙𝑦 𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑 𝑎𝑡𝑡𝑎𝑐𝑘𝑠

𝑇𝑜𝑡𝑎𝑙 𝑎𝑚𝑜𝑢𝑛𝑡 𝑜𝑓 𝑎𝑡𝑡𝑎𝑐𝑘𝑠
      (11) 
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Figure 3: Detection rate (%) 

 The error rate is the ratio of the wrongly 
classified attacks with the total amount of attacks 
and it is computed in Eq. (12). 

𝐸ோ =
𝑊𝑟𝑜𝑛𝑔𝑙𝑦 𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑 𝑎𝑡𝑡𝑎𝑐𝑘𝑠

𝑇𝑜𝑡𝑎𝑙 𝑎𝑚𝑜𝑢𝑛𝑡 𝑜𝑓 𝑎𝑡𝑡𝑎𝑐𝑘𝑠
             (12) 

  

Fig. 3 demonstrates the detection rate and Fig. 4 
illustrates the error rate for the proposed 
technique compared with the related techniques 
and the results proved that the proposed technique 
is performed well. 

 

Figure 4: Error rate

 The proposed technique with several 
data elements has been tested and the accuracy is 

measured as the dataset is used for training the 
intrusion detection and the ratio of non-attack, 
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attack data elements have been identified. The 
proposed technique has enhanced the accuracy of 
more than 99%, the features are needed for the 
detection has been minimized. 
 The performance parameters are used for 
evaluation the classification capability of the 
proposed technique which is compared with the 
relevant techniques. The accuracy is the 
estimation of the correctly classified attacks from 
the total elements in the dataset and it is 
computed in Eq. (13). 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑟 + 𝑇𝑟ே

𝑇𝑟 + 𝑇𝑟ே +  𝐹𝑎 + 𝐹𝑎ே

         (13) 

 Where 𝑇𝑟 is the amount of correctly 
classified elements into the normal class, 𝑇𝑟ே is 
the total amount of classification into the attack 
class, 𝐹𝑎 is the amount of wrong classification 
into the normal class and 𝐹𝑎ே  is the total amount 
of wrong classification of the normal class. The 
precision is computed as the correctly classified 
attacks into the total amount of detection attack 
components and it is computed in Eq. (14). 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑟

𝑇𝑟 +  𝐹𝑎

                     (14) 

 

Figure 5: Performance metrics 

 F1 score is measured as the harmonic 
mean of Recall and Precision parameters for 
measuring the detection ratio. Figure 5 illustrates 
the performance metrics of precision, recall, 
accuracy and F1-score for the proposed technique 
compared with the related techniques. The True 
Positive Ratio is computed as the rate of correct 
classification of attacks from the total amount of 
attacks and it is computed in Eq. (15). 

𝑇𝑃𝑅 =
𝑇𝑟

𝑇𝑟 +  𝐹𝑎ே

                     (15) 

 

Figure 6: True Positive Ratio 

The False positive ratio is computed from the 
normal classification elements falsely detected as  
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attacks from the total amount of attacks and it is 
computed in Eq. (16). 

𝐹𝑃𝑅 =
𝐹𝑎

𝑇𝑟ே +  𝐹𝑎

                     (16) 

 
Figure 7:  False Positive Ratio 

True positive ratio is illustrated in Figure 6 for the 
proposed technique with the related techniques 
and false positive ratio is demonstrated in Figure 
7. The proposed technique has the enhanced true 
positive ratio and minimized false positive ratio 
compared to t he relevant techniques. 

The RoC curve is plotted according to 
the trade-off within the True positive ratio to false 
positive ratio through several threshold values. 
The region within the RoC curve is utilized 
through the performance metric for the detection 
technique. RoC curve is the indicator for 
generating FPR and TPR, the total amount of 
positive and negative values are involved to solve 
the imbalance issues. The value of RoC has been 
varied for every instances of the dataset that will 
ensure the detection rate of the intrusion detection 
system which is demonstrated in Figure 8. The 
time taken for performing the intrusion detection 
is illustrated in Figure 9 that the proposed 
technique has minimized amount of time taken 
compared with the relevant methodologies. 
 

 
Figure 8: RoC 
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Figure 9: Time taken for intrusion detection 

 The time complexity of the proposed 
technique for the training and the testing sample 
is computed as the 𝑂(𝜃ଵ ∗ 𝜃ଶ + 𝜃ଶ ∗ 𝜃ଷ) into the 
pre-processing stage. The fuzzy based classifier is 
used for replacing the actual classifier, the time 
complexity is completely similar and the final 
time complexity is computed as 

𝑂൫𝑚 ∗ 𝑙 ∗ (𝜃ଵଵ ∗ 𝜃ଶଵ + ∑ 𝜃ଶ ∗ 𝜃ଶାଵ
ே
ୀଵ + 𝜃ଶே ∗ 𝜃ଷ൯. 

5.  CONCLUSION 

 In this paper, Fuzzy related feature 
selection technique with Optimized classification 
is proposed according to the multi-class 
classification that improves the detection 
accuracy and minimized false positives. The 
traffic pattern information is taken from the 
Internet in a sequence of big data and that 
information has been pre-processed to eliminate 
the redundant data with efficient temporal for 
completing the feature selection process. Hence, 
the fuzzy based technique identifies the good 
features for performing the classification through 
the dataset. The proposed technique is produced 
the alert system which identified the intrusion and 
protected from the unauthorized access and 
malicious activities. The proposed technique has 
been evaluated and more than 99% detection rate 
achieved which is larger than the related 
techniques.  
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