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ABSTRACT 
 

This paper present an efficient optical High efficiency video coding (HEVC) cryptosystem using input and 
Fractional Fourier (FrFT) planes random encoding. The encryption of the proposed optical HEVC 
cryptosystem using input and FrFT planes random encoding starts by separating each HECV plainvideo 
frame into RGB channel components and every one of HEVC RGB channel components is modulated in 
the input plane with the first random phase mask (RPM1). After that, the FrFT is applied to each one of 
HEVC RGB channel components. Then, every one of modulated HEVC RGB channel components in the 
FrFT is modulated again with the other RPM2 and the inverse of FrFT is employed. Finally, the HEVC 
RGB channel components are merged to get the HECV ciphervideo frame. The decryption of the proposed 
optical HEVC cryptosystem using input and FrFT planes random encoding starts by separating each HECV 
ciphervideo frame into RGB channel components and every one of HEVC ciphervideo frame RGB channel 
components is subjected to FrFT and modulated in the FrFT plane using the conjugate of RPM2. After that, 
the inverse of FrFT is applied to every one of modulated HEVC ciphervideo frame RGB channel 
components and modulated in the input plane using the conjugate of RPM1. Finally, the decrypted HEVC 
ciphervideo frame RGB channel components are combined to get the deciphered HECV frame. The 
proposed the proposed optical HEVC cryptosystem using input and FrFT planes random encoding is tested 
with different security metrics like visual inspecting, statistical, cipher quality, differential, and occluding 
tests. The outcome of tests ensures and confirms the effectiveness of the proposed optical HEVC 
cryptosystem using input and FrFT planes random encoding. 
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1. INTRODUCTION  
 

Now, multimedia security technology has gained 
a lot of interest as a research topic because of the 
spread evolution in applying multimedia over the 
Internet and communication networks [1-5]. The 
multimedia streaming market may include hot 
commercial names like Netflix, Whatsapp, 
YouTube, Facebook, and Instagram. The 
multimedia streaming market may be subjected 
many attacks and so efficient security techniques 
must be employed to secure this market [6-12]. 

Multimedia encryption may be divided into 
scrambling-based encryption systems and 
substitution-based encryption systems [13-14]. In 
scrambling-based encryption systems, the main idea 
is based changing only the location of pixels. 
However scrambling-based encryption systems 
offer simplicity, and high speeds, but they suffer 
from weak security since they depend only on 

changing the positions of pixels. Examples of 
scrambling-based encryption systems may include 
chaos encryption [15-18]. A lot of researchers have 
introduced chaos encryption as a tool to achieve 
multimedia security. But, there exist many serious 
issues related to chaos encryption such as data 
expansion, performance speed, and weakness 
against differential attacks.  

In substitution-based encryption systems, the 
main idea is based changing the values of pixels 
[19-22]. However substitution-based encryption 
systems offer good security, but they suffer serious 
issues like speed and their suitability to multimedia 
contents. Examples of substitution-based encryption 
systems may include RC5 [23], RC6 [24-25], and 
AES [26]. 

Optical encryption presents various benefits 
compared to common cipher systems. Optical 
encryption can encrypt with full speed and has no 
impact on the performance. In addition, it has low 
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computational costs, can work with different 
transport protocols and there is no need for any 
extra hardware [27-33]. 

In [34], the authors presented an optical image 
encryption system that encrypts an image into a 
cipherimage which appears as a white noise on each 
other. The encryption is performed in the fractional 
Fourier domain. Their system depends on a 
quadratic phase system (QPS) which provides the 
necessary planes for encryption. The encryption key 
consists of 6 parameters that control the QPS 
alongside the RPM. The tests have shown that this 
system is secure than other previous optical 
encryption systems. 

In [35], the authors proposed a mono-spectral 
integral imaging encryption approach which is 
based on mono-spectral camera array (MCA). Their 
system removes color crosstalk between the 
neighboring spectral channels. Their system reduces 
the color image encryption to grayscale image 
encryption and consequently, their system is 
approximately three times faster than similar color 
image encryption. They also presented an optimized 
super-resolution rebuilding system to improve the 
viewing resolution of the images. 

Most of optical encryption systems are 
symmetric. Symmetric encryption systems have the 
key distribution problem, which address how to 
securely transfer the key to the receiver for 
decryption. This problem does not exist in the 
asymmetric encryption systems.  

In [36], the authors presented a biometric key-
based asymmetric optical ciphering system. Their 
system is constructed using phase-retrieval system 
and phase-truncated Fourier transformation (PTFT). 
The encryption keys are the biometric and the PTFT 
RPM keys. The decryption keys are the binary and 
the PTFT phase-only mask keys. 

In [37], the authors presented proposed a double 
opto encryption. The encrypted image is acquired 
by encoding it twice; first at the sender and then at 
the receiver. Consequently, no key exchange is 
required between the transmitter and the receiver. 
They presented two variants of their system; the 
first one utilizes optical encryption for both 
encryption operations. The second variant utilizes 
optical encryption for the first encryption operation 
and numerical encryption for the second encryption 
operation. Their tests have shown that the scheme 
produces high-quality decrypted images. 

In [38], the authors presented opto image 
encryption using the DRPE and the Kronecker 

product of two random matrices in the Fresnel 
transform. The proposed system is analyzed and 
showed a high degree of robustness against various 
attacks.   

In [39], the authors proposed optical encryption 
system that is capable of encrypting multiple 
images as once. Their system is based on computer 
generated hologram (CGH) and angle multiplexing. 
The images are encrypted in the Fresnel domain by 
modulating them using two independent phase keys 
with different diffraction distances, then a 
compound image is generated by coherent 
superposition the modulated images with solid 
angle multiplexed reference beams. Lastly, the 
Roman coding technique is used to encode the 
compound image to a CGH. This system has the 
advantage of using multiple keys in the form of 
diffraction distance and wavelength. In addition, 
this system is both time- and space-efficient. 

In [40], the authors presented an optical image 
cipher system using joint transform correlator (JTC) 
and confused cipher image. Their system has 
enhanced security compared to traditional JTC 
cryptosystem since it eliminates the linear 
characteristics of the JTC-based cryptosystem. 
Their system is secure against linear attacks based 
on iterative Fourier Transform (IFT).  In addition, 
their system is simple and cheap to implement. 

The primary contributions of the proposed optical 
HEVC cryptosystem using input and FrFT planes 
random encoding are: 
1- The proposed optical HEVC cryptosystem using 

input and FrFT planes random encoding has the 
ability to resist different types of attacks. 

2- The proposed optical HEVC cryptosystem using 
input and FrFT planes random encoding is simple 
and can maintain low and minimized 
computational cost. 

3- The proposed optical HEVC cryptosystem using 
input and FrFT planes random encoding has a 
negligible impact on the HEVC encoding 
efficiency. 

4- The proposed optical HEVC cryptosystem using 
input and FrFT planes random encoding can be 
adapted for both low- resolution and high-
resolution HEVC bitstreams. 

The rest of paper is organized as follows. Section 
2 presents the fractional Fourier transform (FrFT). 
Section 3 introduces the proposed optical HEVC 
cryptosystem using input and FrFT planes random 
encoding. Section 4 explores the obtained results 
and discussions. Section 5 presents the results of 
occluding with different percentages. Section 6 
illustrates a comparative study of the proposed 
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optical HEVC cryptosystem using input and FrFT 
planes random encoding and a recent proposed 
scheme. Finally, Section 7 gives the conclusion of 
the paper. 

 
2. FRACTIONAL FOURIER TRANSFORM 
(FRFT) 
 

The FrFT represents a generalized form of 
conventional FT. The FrFT operates by rotating 
continuously the signal in time plane coordinates (i, 
j) to frequency plan coordinates (u, v) with a 
rotating angle α = aπ/2, 0 ≤ a ≤ 1. 

The FrFT of )(ix , with a transforming angle α is 
denoted )(uX and can be mathematically 

expressed as [41-47]: 
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where a and α denote the fractional transform order 
and FrFT operator [41-47]. 

 
3. THE PROPOSED OPTICAL HEVC 
CRYPTOSYSTEM USING INPUT AND FRFT 
PLANES RANDOM ENCODING 
 

The proposed optical HEVC cryptosystem using 
input and FrFT planes random encoding has two 
modules; the encryption module and the decryption 
module. 

The encryption of the proposed optical HEVC 
cryptosystem using input and FrFT planes random 
encoding starts by separating each HECV 
plainvideo frame into RGB channel components 

and every one of HEVC RGB channel components 
is modulated in the input plane with the first 
random phase mask (RPM1). After that, the FrFT is 
applied to each one of HEVC RGB channel 
components. Then, every one of modulated HEVC 
RGB channel components in the FrFT is modulated 
again with the other RPM2 and the inverse of FrFT 
is employed. Finally, the HEVC RGB channel 
components are merged to get the HECV 
ciphervideo frame. Figure 1 depicts the encryption 
module of the proposed optical HEVC 
cryptosystem using input and FrFT planes random 
encoding. 

The encryption module steps of the proposed 
optical HEVC cryptosystem using input and FrFT 
planes random encoding are as follows: 

1. Separate HEVC plainvideo bitstreams
),( ji yxPVF  into HEVC plainvideo frames

),(1 ji yxPVF , ),(2 ji yxPVF , ……, 

),( jin yxPVF . 

)),( ....., ,),( ,),((),( 21 jinjijiji yxPVFyxPVFyxPVFyxPVF 
 (6) 

2. Separate each HECV plainvideo frame 
),( jik yxPVF  into its red, green and blue 

components ),( jirk yxPVF , ),( jigk yxPVF , 

and ),( jibk yxPVF , where nk ,.......3,2,1 . 

)),( ,),( ,),((),( jibkjigkjirkjik yxPFyxPFyxPFyxPF 
   (7) 

3. Each one of HEVC RGB channel components 
are modulated using the RPM1. 
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4. The FrFT is applied to each one of HEVC 
frame RGB components. 
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5. Each one of complex modulated HEVC RGB 
channel components in the FrFT is again 
modulated with the RPM2 and the inverse of 
FrFT is applied. 
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6. Combine HEVC ciphervideo frames 
),(k ji yxCVF to get the HEVC ciphered 

bitstreams ),( ji yxCVF . 
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The decryption of the proposed optical HEVC 
cryptosystem using input and FrFT planes random 
encoding starts by separating each HECV 
ciphervideo frame into RGB channel components 
and every one of HEVC ciphervideo frame RGB 
channel components is subjected to FrFT and 
modulated in the FrFT plane using the conjugate of 
RPM2. After that, the inverse of FrFT is applied to 
every one of modulated HEVC ciphervideo frame 
RGB channel components and modulated in the 
input plane using the conjugate of RPM1. Finally, 
the decrypted HEVC ciphervideo frame RGB 
channel components are combined to get the 
deciphered HECV frame. Figure 2 depicts the 
decryption module of the proposed optical HEVC 
cryptosystem using input and FrFT planes random 
encoding. 

 

Figure 1: Encryption module of the proposed optical 
HEVC cryptosystem using input and FrFT planes random 

encoding 

The decryption module steps of the proposed 
optical HEVC cryptosystem using input and FrFT 
planes random encoding can be listed as follows: 

1. Separate HEVC ciphervideo bitstreams 
),( ji yxCVF  into HEVC ciphervideo frames 

),(1 ji yxCVF , ),(2 ji yxCVF , ……, 

),( jin yxCVF . 

)),(C ....., ,),(C ,),((),( 21 jinjijiji yxVFyxVFyxCVFyxCVF  (12) 

2. Separate each HECV ciphervideo frame 
),( jik yxCVF  into RGB components

),( jirk yxCVF , ),( jigk yxCVF , and 

),( jibk yxCVF , where nk ,.......3,2,1 . 
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3. Each one of HEVC ciphervideo frame R, G 
and B components is subjected to FrFT and 
modulated in the FrFT plane using the 
conjugate of RPM2. 
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4. The inverse of FrFT is applied to each one of 

complex modulated HEVC ciphervideo frame 
red, green and blue components and modulated 
in the input plane using the conjugate of 
RPM1. 

  (15) 
5. Combine HEVC decrypted ciphervideo frames 

),(k ji yxPVF  to get the HEVC decrypted 

bitstreams ),( ji yxPVF . 
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Figure 2: Decryption module of the proposed optical 

HEVC cryptosystem using input and FrFT planes random 
encoding 
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4. RESULTS AND DISCUSSIONS 
 

For security testing of the proposed optical 
HEVC cryptosystem using input and FrFT planes 
random encoding, four HEVC plainvideos are 
employed as the source plainvideos which are 
encrypted using the proposed optical HEVC 
cryptosystem using input and FrFT planes random 
encoding. The plainvideos include Vassar, 
Balloons, Ballet, and Ballaroom videos as depicted 
Figure 3. For testing the security of the optical 
HEVC cryptosystem using input and FrFT planes 
random encoding, a set of tests are employed like 
visual inspection, entropy, histogram, ciphervideo 
quality, differential, and noise occluding tests [14-
19]. 
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Figure 3: Plainvideo test samples with its RGB channel 
components 

4.1 Visual Inspecting 
The visually inspected results for encrypting 

Vassar, Balloons, Ballet, and Ballaroom plainvideos 
with their RGB components by the proposed optical 

HEVC cryptosystem using input and FrFT planes 
random encoding are illustrated in Figure 4. It is 
demonstrated that plainvideos RGB channel 
components are totally hidden. So, the proposed 
optical HEVC cryptosystem using input and FrFT 
planes random encoding gained in hiding the 
specifics of plainvideos. 
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Figure 4: Visual results of ciphervideo RGB channel 
components of different plainvideo test samples for the 
proposed optical HEVC cryptosystem using input and 

FrFT planes random encoding 

4.2 Histograms Testing 
The histogram of plainvideo frame illustrates the 

relationship among pixel intensities against the 
occurrences number of each pixel intensity [48-49]. 
The histograms of the ciphervideos using the 
proposed optical HEVC cryptosystem using input 
and FrFT planes random encoding are shown in 
Figure 5. It may be confirmed that the ciphervideos 
statistical distributions are completely different 
from statistical distributions of their corresponding 
plainvideos which again confirms the efficiency of 
the proposed optical HEVC cryptosystem using 
input and FrFT planes random encoding. 
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Figure 5: Histogram of ciphervideo RGB channel components of different plainvideo test samples for the proposed 
optical HEVC cryptosystem using input and FrFT planes random encoding 

4.3 Entropy Testing 
The entropy may be mathematically formulated 

as follows [50]. 

𝐼𝐸(𝑥) = ∑ 𝑃(𝑥௜)logଶ
ଶಿିଵ
௜ୀଵ

ଵ

௉(௫೔)
          (17) 

where 𝐼𝐸(𝑥) and 𝑃(𝑥௜) denote the entropy value 
and the occurrence probability of the symbol 𝑥௜. 

The entropy results of ciphervideo RGB channel 
components of different plainvideo test samples for 
the proposed optical HEVC cryptosystem using 
input and FrFT planes random encoding is shown in 
Table 1.  

It is obvious that the entropy of ciphervideo RGB 
channel components of different plainvideo test 
samples for the proposed optical HEVC 
cryptosystem using input and FrFT planes random 
encoding are near to its ideal value of 8.0, which 
can indicate that the information leakage amount 
during the ciphering may be neglected. So, the 
proposed optical HEVC cryptosystem using input 
and FrFT planes random encoding can be 
considered immune and resistant to entropy attack. 

Table 1: Entropy results of ciphervideo red, green, and 
blue components of different plainvideo test samples for 

the proposed optical HEVC cryptosystem using input and 
FrFT planes random encoding 
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Vassar 5.332 5.332 5.332 5.332 
Balloons 6.943 6.943 6.943 6.943 

Ballet 5.259 5.259 5.259 5.259 
Ballaroom 6.903 6.903 6.903 6.903 

 
4.4 Correlation coefficients (CC) Tests 

The CC(P, C) between the plainvideo frame 
𝑃(𝑥, y௝) and ciphervideo frame 𝐶(𝑥, y௝) can be 
mathematically expressed as [51]: 

𝐶𝐶(𝑃, 𝐶) =
ா{(஼ିா(஼))⋅(௉ିா(௉))}

ඥா{[஼ିா(஼)]మ}ඥா{[௉ିா(௉)]మ}
       (18) 

where 𝐸{⋅} is the expectation sign. 

The CC results of ciphervideo RGB channel 
components of different plainvideo test samples for 
the proposed optical HEVC cryptosystem using 
input and FrFT planes random encoding is shown in 
Table 2.  

It is obvious that the CC values of ciphervideo 
RGB channel components of different plainvideo 
test samples for the proposed optical HEVC 
cryptosystem using input and FrFT planes random 
encoding are relatively low, which can indicate that 
the proposed optical HEVC cryptosystem using 
input and FrFT planes random encoding can be 
considered immune and resistant to correlation 
coefficient attack. 

Table 2: Correlation coefficients results of ciphervideo 
red, green, and blue components of different plainvideo 

test samples for the proposed optical HEVC cryptosystem 
using input and FrFT planes random encoding 
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Vassar 0.2022 0.2661 0.1665 0.1739 
Balloons 0.2251 0.0023 0.1997 0.2394 

Ballet 0.2451 0.2668 0.2874 0.1811 
Ballaroom 0.4760 0.5602 0.5524 0.3155 

 
4.5 Irregularity tests 

The irregular deviation tests the encryption 
quality with respect to how the deviation due to 
ciphering is irregular [52]. 

The irregular deviation DI can be mathematically 
denoted as follows [52]: 

D୧ =
∑ ୌୈ (୧)౟సమఱఱ

౟సబ

୒ ∗ ୑
        (19) 

𝐻D(𝑖)  =  |𝐻(𝑖)  −  𝐻M|       (20) 
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where N and M denote the image dimensions. The 
lower the irregular deviation is, the better the 
encrypted image quality. 

The irregular deviation results of ciphervideo red, 
green, and blue components of different plainvideo 
test samples for the proposed optical HEVC 
cryptosystem using input and FrFT planes random 
encoding is shown in Table 3.  

It is obvious that the irregular deviation of 
ciphervideo RGB channel components of different 
plainvideo test samples for the proposed optical 
HEVC cryptosystem using input and FrFT planes 
random encoding are low, which can indicate the 
effectiveness of the proposed optical HEVC 
cryptosystem using input and FrFT planes random 
encoding. 

Table 3 Irregular deviation results of ciphervideo RGB 
channel components of different plainvideo test samples 
for the proposed optical HEVC cryptosystem using input 

and FrFT planes random encoding 
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Vassar 1.9843 1.9842 1.9843 1.9844 
Balloons 1.9769 1.9777 1.9765 1.9765 

Ballet 1.9846 1.9812 1.9807 1.9919 
Ballaroom 1.9825 1.98148 1.9817 1.9844 

 
5. EFFECT OF OCCLUSION ATTACK 
 

The immunity to occlusion attack is the ability to 
decipher the ciphervideo correctly while subjected 
to occlusion during transmission. The resistance to 
occlusion attack of the proposed system is tested by 
occluding the ciphervideo with different occlusion 
percentages prior to decryption. Several measures 
are used to test the impact of occluding attack like 
peak signal to noise ratio (PSNR), Structure 
Similarity Index Method (SSIM) and Features 
Similarity Index Matrix (FSIM). 

The PSNR is calculated as [53-54]: 

PSNR(O, D) = 10 logଵ଴
(ଶହହ)మ

୑ୗ୉(୓,ୈ)
      (21) 

where MSE is defined as [53-54]: 
MSE(O, D) =

ଵ

୑୒
∑ ∑ [O(x, y୨) − D(x୧, y୨)]ଶ୒ିଵ

୨ୀ଴
୑ିଵ
୧ୀ଴  (22) 

where O(𝑥௜ , y௝) and 𝐷(𝑥௜ , y௝) represent the pixel 
value at position 𝑥௜ , y௝. 
The SSIM is calculated as follows [55]: 

SSIM =
(ଶ୫౥୫౨ାୡభ)(ଶ஢౥౨ାୡమ)

(୫౥
మ୫౨

మାୡభ)(஢౥
మା஢౨

మାୡమ)
       (23) 

The FSIM can be calculated as [56]: 

𝐹𝑆𝐼𝑀 = [𝑆௣௖]௔ . [𝑆ீ]௕                     (24) 

𝑆௣௖ =
ଶ௉஼భ௉஼మା భ்

௉஼భ
మା௉஼మ

మା భ்
                          (25) 

𝑆ீ =
ଶீభீమା మ்

ீభ
మାீమ

మା మ்
                          (26) 

 

Video 
name 

Ciphervideo  with 
25% occlusion 

percentage 

Decrypted video 
with 25% 
occlusion 

percentage 

Vassar 

  

Balloons 

  

Ballet 

  

Ballaroom 

  

Figure 6: Ciphervideos and decrypted ciphervideos with 
25% occlusion percentage of different plainvideo test 
samples for the proposed optical HEVC cryptosystem 

using input and FrFT planes random encoding 

 

Video 
name 

Ciphervideo  with 
50% occlusion 

percentage 

Decrypted video 
with 50% 
occlusion 
percentage 

Vassar 

  

Balloons 
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Ballet 

  

Ballaroom 

  

Figure 7: Ciphervideos and decrypted ciphervideos with 
50% occlusion percentage of different plainvideo test 
samples for the proposed optical HEVC cryptosystem 

using input and FrFT planes random encoding 
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75% occlusion 

percentage 

Decrypted video 
with 75% 
occlusion 
percentage 
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Figure 8: Ciphervideos and decrypted ciphervideos with 
75% occlusion percentage of different plainvideo test 
samples for the proposed optical HEVC cryptosystem 

using input and FrFT planes random encoding 

The visual inspecting results of ciphervideos and 
decrypted ciphervideos with 25%, %50, and %75 
occlusion percentages of different plainvideo test 
samples for the proposed optical HEVC 
cryptosystem using input and FrFT planes random 
encoding are illustrated in Figures 6, 7, and 8. The 
visual inspecting results confirm the success of the 
proposed optical HEVC cryptosystem using input 
and FrFT planes random encoding in decrypting the 
ciphervideos even with 25%, %50, and %75 

occlusion percentages and retrieving most of the 
plainvideos. But, the probability of retrieving 
decrypted videos increases with decreased 
occlusion percentages. 

The results of PSNR between the plainvideo and 
decrypted ciphervideos with 25%, %50, and %75 
occlusion percentages for the proposed optical 
HEVC cryptosystem using input and FrFT planes 
random encoding are shown in Tables 4, 5, and 6. 
From the PSNR results, we can make a conclusion 
that the PSNR increases with decreasing the 
occlusion percentage. 

Table 4: PSNR results of decrypted ciphervideos with 
25% occlusion percentage and their corresponding 

plainvideos for the proposed optical HEVC cryptosystem 
using input and FrFT planes random encoding 
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Vassar 65.61 64.32 65.56 66.96 
Balloons 61.40 61.300 61.34 61.58 

Ballet 63.65 62.73 62.77 65.46 
Ballaroom 66.90 66.37 67.36 66.98 

Table 5: PSNR results of decrypted ciphervideos with 
50% occlusion percentage and their corresponding 

plainvideos for the proposed optical HEVC cryptosystem 
using input and FrFT planes random encoding 
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Vassar 60.19 59.73 60.26 60.60 

Balloons 55.65 55.36 56.18 55.44 
Ballet 59.84 58.63 58.76 62.13 

Ballaroom 58.21 56.88 58.10 59.65 
 

Table 6: PSNR results of decrypted ciphervideos with 
75% occlusion percentage and their corresponding 

plainvideos for the proposed optical HEVC cryptosystem 
using input and FrFT planes random encoding 
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Vassar 59.47 58.86 59.54 60.00 
Balloons 54.62 54.60 54.99 54.25 

Ballet 58.46 57.38 57.41 60.59 
Ballaroom 57.60 56.38 57.55 58.88 

 
The results of SSIM of the plainvideo and 

decrypted ciphervideos with 25%, %50, and %75 
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occlusion percentages for the proposed optical 
HEVC cryptosystem using input and FrFT planes 
random encoding are shown in Tables 7, 8, and 9. 
From the SSIM, we can make a conclusion that the 
SSIM increases with decreasing the occlusion 
percentage. 

Table 7: SSIM results of decrypted ciphervideos with 
25% occlusion percentage and their corresponding 

plainvideos for the proposed optical HEVC cryptosystem 
using input and FrFT planes random encoding 
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Vassar 0.9978 0.9971 0.9978 0.9984 
Balloons 0.9945 0.9942 0.9944 0.9949 

Ballet 0.9965 0.9958 0.9959 0.9977 
Ballaroom 0.9985 0.9983 0.9987 0.9985 

Table 8: SSIM results of decrypted ciphervideos with 
50% occlusion percentage and their corresponding 

plainvideos for the proposed optical HEVC cryptosystem 
using input and FrFT planes random encoding 
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Vassar 0.9913 0.9903 0.9915 0.9921 
Balloons 0.9752 0.9734 0.9782 0.9742 

Ballet 0.9894 0.9869 0.9873 0.9941 
Ballaroom 0.9859 0.9818 0.9861 0.9899 

Table 9: SSIM results of decrypted ciphervideos with 
75% occlusion percentage and their corresponding 

plainvideos for the proposed optical HEVC cryptosystem 
using input and FrFT planes random encoding 
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Vassar 0.9901 0.9887 0.9903 0.9913 
Balloons 0.9694 0.9690 0.9722 0.9671 

Ballet 0.9865 0.9836 0.9837 0.9921 
Ballaroom 0.9843 0.9799 0.9845 0.9883 

 
The results of FSIM of the plainvideo and 

decrypted ciphervideos with 25%, %50, and %75 
occlusion percentages for the proposed optical 
HEVC cryptosystem using input and FrFT planes 
random encoding are shown in Tables 10, 11, and 
12. From the FSIM, we can make a conclusion that 
the FSIM increases with decreasing the occlusion 
percentage. 

Table 10: FSIM results of decrypted ciphervideos with 
25% occlusion percentage and their corresponding 

plainvideos for the proposed optical HEVC cryptosystem 
using input and FrFT planes random encoding 
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Vassar 0.9488 0.9479 0.9481 0.9505 
Balloons 0.9599 0.9616 0.9573 0.9607 

Ballet 0.9536 0.9519 0.9523 0.9567 
Ballaroom 0.9798 0.9819 0.9813 0.9762 

 
Table 11: FSIM results of decrypted ciphervideos with 

50% occlusion percentage and their corresponding 
plainvideos for the proposed optical HEVC cryptosystem 

using input and FrFT planes random encoding 
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Vassar 0.9523 0.9546 0.9539 0.9486 
Balloons 0.9361 0.9378 0.9342 0.9363 

Ballet 0.9288 0.9257 0.9261 0.9345 
Ballaroom 0.9414 0.9401 0.9413 0.9419 

 

Table 12: FSIM results of decrypted ciphervideos with 
75% occlusion percentage and their corresponding 

plainvideos for the proposed optical HEVC cryptosystem 
using input and FrFT planes random encoding 
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Vassar 0.9223 0.9247 0.9214 0.9209 

Balloons 0.8904 0.8950 0.8897 0.8866 
Ballet 0.8857 0.8819 0.8832 0.8919 

Ballaroom 0.9169 0.9166 0.9173 0.9168 

 
6. COMPARATIVE ANALYSIS  

To prove the efficiency of the proposed optical 
HEVC cryptosystem using input and FrFT planes 
random encoding for efficient transmission of 
HEVC, a comparison is performed on the proposed 
optical HEVC cryptosystem and a recent proposed 
scheme [57] in terms of PSNR, SSIM, and FSIM. 
The comparison is employed using the Balloons 
video and the results of comparison are listed in 
Table 13. Form the comparative PSNR, SSIM, and 
FSIM results in Table 13; it is observed clear that 
the proposed optical HEVC cryptosystem using 
input and FrFT planes random encoding 
outperforms the proposed scheme in [57] in terms 
of PSNR, SSIM, and FSIM. 
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Table 13: Comparison between proposed optical HEVC 
cryptosystem using input and FrFT planes random 
encoding and a recent state-of-the-art scheme [57] 

Scheme 
Measure 

Proposed Ref. [57] 

PSNR 61.40 9.8048 
SSIM 0.9945 0.0457 
FSIM 0.9599 0.5337 

 
7. CONCLUSION 

This paper introduced an efficient optical HEVC 
cryptosystem using input and FrFT planes random 
encoding. The proposed optical HEVC 
cryptosystem using input and FrFT planes random 
encoding has two modules; the encryption module 
and the decryption module. The proposed optical 
HEVC cryptosystem using input and FrFT planes 
random encoding modulates the HEVC plainvideo 
bitstreams in the input plane using RPM1 and in 
FrFT using RPM2. A group of security tests like 
visual inspecting, statistical, cipher quality, 
differential, and occluding attacks are performed on 
the proposed optical HEVC cryptosystem using 
input and FrFT planes random encoding. The 
results of security tests indicate that the proposed 
optical HEVC cryptosystem using input and FrFT 
planes random encoding is resistant and immune 
against different types of security attacks. 
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