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ABSTRACT

The internet has grown so rapidly that most of the individuals prefer to use the internet as the main medium
for transferring data. Data protection is very important especially when sending secret data from one place
to another. This paper proposes a zig-zag mapping transposition encryption-decryption algorithms and
Least Significant Bit (LSB) steganography algorithm for data security improvement. The hardware
implementation methods of these algorithms into Field Programmable Gate Array (FPGA) for data
protection in real-time communication are also offered. The FPGA Intellectual Property core (IP core)
resulting employed minimal LUTSs resources. The encryption and steganography algorithms occupy 107
LUTs and take 1.821 ns for each 64 bits data processing. Whereas steganalysis and decryption algorithms
needed108 LUTs and 2.172 ns processing time.

Keywords: Encryption-decryption, LSB steganography, LUTs FPGA resources, Zig-zag Mapping

Transposition

1. INTRODUCTION text message (readable text) into a ciphertext
message (readable text) based on an algorithm

Various methods of data security have been known to the sender and receiver. Ciphertext
developed and will continue to grow. A method messages can be restored to their original, plain
can be implemented in the form of software or text form. Messages that have been encoded
hardware. Software uses programming language cannot be read by anyone except the intended
instructions, and their ~embodiments are recipient [3]. The most frequently used methods
implemented using devices (programs) designed to encrypt a given data are substitution and
to allow computers to read those instructions, transposition techniques [4] [5]. Rail Fence cipher
while hardware is a device where functions are is one of the basic transposition ciphers [6]. The
implemented to produce computations [1]. advantage that the Rail Fence cipher has over
Software applications, applications must be other transposition ciphers (such as sawtooth) is
installed first which refers to layer 7 Open the variable spacing between successive letters.
Systems Interconnection model (OSI) or That is, the letters do not need to be arranged in
application layer. Hardware applications are fixed vertical descending columns but can also be
implemented at OSI layer 1 or physical layer. The arranged in a zigzag manner [7]. The weakness of
physical layer is more difficult to hack because the Rail Fence cipher comes from the cipher's
the data is represented as electrical quantities. The key. The number of keys is small enough for a
speed of the process carried out at the physical cryptanalyst to break. These ciphers basically
layer is also faster than the software application offer no communication security and are quite
layer [2]. visible, making them easily vulnerable to attacks.
Cryptography and Steganography are methods It cannot be used to encrypt images that contain
for encrypting and hiding data. Cryptography uses large areas of a single color. Although Rail Fence
a reversible algorithmic process to convert a plain ciphers are weak, rail fence ciphers can be mixed
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with other cryptographic algorithms such as
substitution ciphers to enhance security [8].

Zigzag Cipher is one of many classical
cryptographies that uses character permutations in
its transposition technique. The original message
will remain unread unless the person has the
decryption key. Zigzag Cipher is a classic
cryptographic algorithm that is not secure. In the
Zigzag Cipher algorithm, the transposition used
during encryption must be the same as that used
during decryption to obtain the same plaintext
result. Based on a linear graph, the length of the
plaintext is proportional to the processing time,
which means that the longer the plaintext, the
longer it takes to encrypt [9].

Based on the explanation of the transposition
technique, this research was conducted using a
mapping key or index mapping. Input data, both
in terms of form and amount of data, are flexible.
This research is intended so that all forms of data
can be used as input data for the transportation
cipher.

Steganography is a technique to hide the
existence of secret information in other objects,
especially in an image [10]. Altaay conducted a
comparative study between steganography and
cryptography methods [11]. The advantage of
steganography over cryptography is that
confidential data or information is hidden or not
physically visible, so it does not attract attention
as an object of surveillance. Messages encrypted
by cryptography are physically visible, thus
attracting attention to being hacked. This shows

that steganography is more secure than
cryptography when it comes to sending
confidential information. The perfect

Steganography technique embeds data into the
carrier image with a high level of security [12].
Research by Jatin Chaudhari and K.R.Bhatt in
[13] proposed an  implementation  of
steganography with X-Box tables. the drawback
of this implementation method is that the
resources obtained are large (2411 slices) because
the method must call the X-BOX table data
repeatedly. Research by Kunjan Pathak and Manu
Bansal in [14] proposed an implementation of the
steganography method using LSB using grayscale
images by ignoring the encryption-decryption
process on the input data. Research by Chiung-
Wei Huang, Changmin Chou, Yu-Che Chiu, and
Cheng-Yuan Chang in [15] proposed of
implementing a steganography method similar to
that of the Kunjan Pathak researcher with a
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difference in the implementation of LSB in the
last 3 bits.

Encryption-decryption and  steganography
methods can be used to increase security. The
approaches from previous studies that can be used
to optimize FPGA-based encryption and
steganography in this study are:

1. Many FPGA implementations use only
one method, steganography, but previous
researchers still use grayscale images for
steganography.

The FPGA resources used are still very
large.

This research raises the topic of implementing
transposition algorithm with key mapping, and
steganography with RGB image into FPGA
hardware  with  minimal resources. The
Steganography section adopts the LSB insertion
model for each image pixel. This study aims to
develop algorithms and prototypes as a solution to
the problems and shortcomings of the techniques
that have been carried out by previous researchers
that can overcome the optimization of FPGA
hardware.

2. LITERATURE REVIEW

2.1 Cryptography

The National Institute of Standards and
Technology (NIST) defines the term computer
security as the protection afforded to automated
information systems for the purpose of
maintaining the integrity, availability, and
confidentiality of information security resources
[5]. The three main goals of network security
include:

1. Confidentiality: Only authorized users can

access the submitted information.

2. Integrity: Only authorized users can make
changes to submitted information and
programs.

3. Availability: Authorized users can use all
services provided by the system and
permission should not be denied.

A security attack is an attempt to modify,
disable, steal information or even gain
unauthorized access to exploit data sent over a
communication  channel. The  substitution
technique is a cryptographic technique that
involves replacing the given plaintext letters to
other letters, numbers, or symbols. The plain text
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bit pattern is replaced with the ciphertext bit

pattern.

While

the

transposition

technique

involves a kind of permutation on plaintext letters
[4]. Table I is the result of technical research that
has been carried out.

Table 1: Comparison Of Substitution And
Transposition [4]

Substitution Transposition
Aspect . .
Technique Technique
. Change§ its identity Changes its position
Principle but retain its Lo .
. but retain its identity
position
. . More complex than
Complexity Simple process substitution technique
. Easy to crack the Difficult to crack the
Security
code code
Unauthorized users | Difficult for intruders
Access can easily access to access the
the data information
The time . .
. . The time complexity
Completion complexity of ;
. . of encryption and
time encryption and decrypiion is high
decryption is less P &
Example Caesar cipher Columnar cipher

2.2 Steganography

Steganography maintains data integrity, this
means that there will be no modification in the
information content during communication. An
overview of steganography can be seen in Figure
1. The input data is a cover image and
confidential information which can be in the form
of text or images. Steganography blocks generate
stego images, steganalytic models take stego
images as input data to detect and possibly extract
confidential information. In some methods the
input data image is normalized or the stego image
is given as the output data. Text data, color
images or grayscale are usually used as secret
media [12].
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2.3 FPGA

The Security in the hardware area and its
integration between different security services in
embedded systems still requires methods,
techniques and most importantly prototypes that
are efficient in performance and power
consumption. For this reason, it is still possible to
create, improve and develop new methodologies
and expand the use of this emerging technology
in applications in fields such as education and
industry, using programmable circuits and other
embedded system platforms [16].

FPGA provide reconfiguration as well as
robustness for image processing. FPGA functions
can develop alternative approaches based on
embedded FPGA systems for image processing.
Without requiring hardware replacement, the use
of FPGA-type Devices can extend product life by
updating data stream files. In FPGA-based
designs, the hardware area used is provided in the
form of LUTs or Configurable Logic Block
(CLB) slices. However, for the comparison of
designs based on similar FPGA devices, all
resources must be considered. Some of the most
commonly used FPGA resources are number of
LUTSs and number of slices [17] [18]

FPGA have the ability to hold the entire system
on a single chip and also allow in-platform testing
and system debugging. In addition, it offers the
opportunity to leverage hardware/software co-
design to develop high-performance systems for
various applications by including processors, on-
chip buses, memory, and hardware accelerators
for specific software functions. The FPGA was
chosen for its ability to be reconfigured [19].

3. PROPOSED METHOD

The research was conducted by combining
development algorithms and development
methods that can optimize FPGA performance.
Thus, the method for the desired result is the use
of minimal components so that the resources used
are smaller than previous studies. The object of
this research is an RGB image in the form of 8-bit
binary as a cover image to which binary data will
be inserted. Figure 2 is the process flow from
transposition encryption to steganography and
Figure 3 is the process flow of steganalysis (data
extraction) to transposition decryption.
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TRANSPOSITION ENCRYPTION AND
INPUT DATA STEGANOGRAPHY PROCESS OUTPUT DATA

SEPARATE THE COVER

IMAGE INTO RED (R) REPLACING THE 1st RETURNING THE RED (R),
COVER IMAGE GREEN (G), AND BLUE“(B) BIT OF A PIXEL WITH GREEN (G), AND BLUE (B) STEGO IMAGE
it ENCRYPTED DATA COLOR SEGMENTS INTO RGB

COLOR SEGMENTS

ORIGINAL o] TRANSPOSITION
DATA “| ENCRYPTION

A

MAPPING INDEX

Figure 2 : Process flow of mapping transposition encryption and steganography

THE PROCESS OF STEGANALYSIS AND

INPUT, DATA DECRIPTION OF TRANSPOSITION OUTRUTDATA
SEPARATE THE COVER
y IMAGE INTO RED (R) GETTING THE 1st
STEGO IMAGE GREEN (G), AND BLUE (B) BIT OF A PIXEL MASEINGINDEX
COLOR SEGMENTS

! |

TRANSPOSITION ORIGINAL
DESCRIPTION DATA

ENCRYPTED DATA

The secret data is pasted on the cover image Encrypled Data
with a key that has been created on the FPGA
hardware to become a stego image. The key used
for transposition encryption is the same as the key L]
for transposition decryption. The mapping key Srcriped dota s
used is a matrix that has dimensions of 8x8 which orginal data
contains decimal values from 1 to 64 [20] [21]. :
Encryption in the mapping transposition method
is the process of transferring data based on
addresses or mapping index parameters. The data IR ERIeENy
resulting from the transfer is referred to as
encrypted data. So, the mapping index is the
position adjusted to the key.

Mapping key index

I‘MMMH\HM“,‘.

Figure 5 : Transposition Decryption lllustration

Figure 4 is an illustration of data that has been
transposed using a mapping index. Decryption in
the mapping transposition method is the process
of returning the data position to its original
position using the same mapping index key as
encryption. Figure 5 is an illustration of data that
has been transposed using a mapping index. The
matrix is done in a zig-zag pattern and converted
into vector form to produce the key shown in
Figure 4 and Figure 5 of the 4th row.

LSB steganography is done from the first
pixel up to the amount of data. For example, if the
number of data is 64, then the data insertion is
carried out on the 1st pixel up to the 64th pixel. If

Original Data
Data index

Mapping key index

Encrypted data index
Encrypted Data

Figure 4 : Transposition Encryption Illustration
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the amount of data is 128, then data insertion is
carried out on the 1st pixel up to the 128th pixel
and so on. The pixels are converted to 8-bit
binary for the embedding process. Extraction is
carried out by taking binary at the Ist position of
the LSB of the image pixels from each pixel
shown in Figure 6. The stego image in the
extraction process will take the data that has been
inserted and the decryption process is carried out
with the key that has been created. Then, stego
image will be data and cover image. The
encrypted data in steganography is divided into 3
groups shown in Figure 7. Each group of
encrypted data consists of 22 binary data bits.
Group 1 is the Ist encrypted data to the 22nd
encrypted data. Group 2 is the 23rd to 44th
encrypted data. Group 3 from the 3rd to the 22nd
data is the 43rd encrypted data to the 64th
encrypted data. The Ist to 2nd data in group 3 are
filled with data value of 0.

Data [ o [T 1 T o ]
Cover Image |1100 0001|1110 0000 {1000 0111

»

Stego Image |1100 0000|1110 000110000110

| o |

Data [ o [ 1

Replace the first
pixel bit with
data
(Steganography)

take the first bit
(Steganalysis)

Figure 6 : Illustration Of The Steganography And
Steganalysis Process

Steganalysis is carried out by taking binary at
the 1st position of the LSB of the image pixels
from each pixel. The results of the extraction in
steganalysis are grouped first according to the
color of the extracted pixels shown in Figure 8.
The grouping process is carried out, namely: the
Ist red pixel is placed in the R extract data group
at position 22 (far right), the 1st green pixel is
placed in the G extract data group at 22 position,
the 1st blue pixel is placed in the data group.
extract data B at position 22, the 2nd red pixel is
placed in the data group R extract data at position
21, the 2nd green pixel is placed in the data group
data extract G at position 21, the 2nd blue pixel is
placed in the data extract data group B at position
21 and so on.
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Data Index [ 1] 2[.[.[21]22]23]24].
Data 1l | [ 1] of o 1]

43[44]45[46]. . [63[64]
1 1] ol [ [ of 4

L]
L

1st red pixel

1st green pixel

1st blue pixel

2nd red pixel

2nd green pixel |*

2nd blue pixel

Figure 7 : Illustration of the insertion laying process

1st red pixel

1st green pixel

1st blue pixel

2nd red pixel

2nd green pixel

2nd blue pixel l

vy Vv

Data Index [ 1] 2[.[.]21]22[23]24].].[43[44] a5]46].].[63] 64]

Figure 8 : Illustration Of The Extraction Laying
Process

4. RESULTS AND DISCUSSION

The input data used in Xilinx was {0110 1
101011000010110111001110101
011100110110100101100001001
01110} Clock 1 was the beginning of the
process, so the data value was '0". Clock 2 was the
beginning of incoming data, namely binary data.
The beginning of the data was marked by an
increase in the 'we' signal. Binary data was
entered up to Clock 8. The data was transposed at
clock 9 and the result was {01 1001101110
011100011010101010101000100
01111001111011001100101 1 03}.
The results of the encryption were then pasted
into pixels. Figure 9 was the result of the
integration of transposition encryption and
steganography. Clock 10 to clock 24 had input
data binary pixels of red, green, and blue cover
images. The results of the stego image were also
issued at clock 3 to clock 31.
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Binary pixels on the cover image

Clock 11
Clock 10
40 ns 45 ns ]SO ns 1 155 ns T 160 ns 65 ns

01101101
00000000 10000110 10001110 00100011 10111010
10110000 01001100 00100001 11000110
00000000 10101100 00101110 10001101 10000100
00000000 10000110 10001111 00100011
00000000 10110001 01001101 00100001
00000000 10101100 00101111 10001101

5000 ps

Binary pixels on stego image

p————————— — o o o o o o
135 ns 1140 ns 1145 ns 1150 ns |255 ns |160 ns 1165 ns 1170 ns
01101101
01110010 00111011 10011100 01000110 01001101
l 01000100 01001010 10101100 01001100
01001011 01100011 01111111 01001011
01110001 01110010 00111010 10011101 01000111 01001100
10011100 01000101 01001010 10101101 01001100 01001101
10110111 01001011 01100010 01111110 01001010
5000 ps

Figure 9 : The Results Of The Integration Of Transposition Encryption And Steganography On ISIM

[ Device Utilization Summary

Slice Logic Utilization Used | Available | Utilization
'Number of Slice Registers | 247| 126,800 1%
Number used as Flip Flops 246
Number used as Latches 1
Number used as Latch-thrus [ 0
Number used as AND/OR logics | o|
Number of Slice LUTs 107 63,400 1%
[ Number used as logic | 38 63,400 1%
Number using 06 output only 31
Number using O5 output only | 0
Number using O5 and 06 7
Number used as ROM I 0
Number used as Memory 0 19,000 0%
Number used exclusively as route-thrus | 69
Number with same-slice register load 69
Number with same-slice carry load | 0
Number with other load 0
Number of occupied Slices 46 | 15,850 1%
iNumber of bonded 10Bs ] 55| 210| 26%

Figure 10 : Device Summary Integration Of
Transposition Encryption And Steganography

Figure 10 was a device summary of the
integration that had been done. The integration of
transposition encryption and steganography used
46 occupied slices, and 107 LUTs. The
integration process of transposition encryption
and steganography used 10 latencies and 31
cycles. Figure 11a and Figure 11b were an RTL 1
and RTL 2 schematic integration of transposition
encryption and steganography on Xilinx. Figure
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12 was a timing summary on integration. The
integration of transposition encryption and
steganography took 1,821 ns or worked at a
maximum frequency of 450,572 MHz.

enkiipsi_stego:1

Transposisi penyisipan_ver2
r—

enkripsi_stego

Din(7.0). outB(7:0)
PXB(LQ |
PG |
——UG(7:0)
PR |
r: 1 (-
we | e QUIR(7:0)
A 4
enkripsi_stego

enkiipsi_siego

(@) (b)

Figure 11 : (4) RTL 1 Schematic Integration Of
Transposition Encryption And Steganography On
Xilinx, (B) RTL 2 Schematic Integration Of
Transposition Encryption And Steganography On
Xilinx

Speed Grade: -3

Minimum
Minimum

Maximum
Maximum

period: 2.219ns (Maximum Frequency: 450.572MHz)
input arrival time before clock: 1.181ns

output required time after clock: 0.640ns
combinational path delay: No path found

Figure 12 : Timing Summary Of Transposition
Encryption And Steganography Integration
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Clock 1 Clock 2
0 ns 5 ns 10 ns 15 ns
stegor(7:0) 00110011 uuuuuuuu 20000110 20001111 00100011 e
j0og(7:0) 00101101 Uuuuuuuu ~0110001 01001101 00100001
WA stegob(7:0) 00011011 Uuuuuuuu 20101100 00101111 10001101
WA dout(63:0) 000C00000000000(
e clk period
Binary pixels on stego image
— — — — —_— — —_— -—
Clock 23 ¢
116 ns [ |118 ns [120 ns |122 ns 1124 ns 126 ns |
01001100
01001101
> 01001010
0000000:0000000 l 0110110101100001011011100111010101110011001010010110000100101110 l

5000 ps

Decrypted data or original data
Figure 13 : The Results Of The Integration Of Transposition Decryption And Steganalysis On Isim

Figure 13 was the result of the integration of
decryption and steganalysis on Isim. The results
on 'dout' were the same as the original data on the
integration of encryption and steganography.
Clock 2 to clock 22 had input data of binary
pixels of red, green and blue stego images. The
results of the decrypted data were issued at clock
22. After the stego image data entered, the next
clock had carried out the steganalysis process so
that at clock 22 the steganization process was
completed. Figure 14 was a device summary on
the integration of transposition decryption and
steganalysis. The integration used 77 occupied
slices, and 108 LUTs. Figure 15a and Figure 15b
showed the RTL 1 and RTL 2 schematic on the
integration of transposition decryption and
steganalysis. Figure 16 was a timing summary on
integration. Integration took 2,172 ns or could
work at a maximum frequency of 517,411 MHz.
The integration process used 22 latencies and 22
cycles.
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Utilization S y
‘Slke Logic Utilization Used Available Utilization
Number of Slice Registers 202- 126,800. 1%.
Number used as Flip Flops 202, [ |
Number used as Latches 0.
Number used as Latch-thrus 04
Number used as AND/OR logics 0'
Number of Slice LUTs 108. 63,400' 1%
Number used as logic 104' 63,400' 1%
Number using 06 output only 98
Number using O5 output only 0.
Number using 05 and 06 6.
Number used as ROM Ov
Number used as Memory o/ 19,000 0%|
Number used exclusively as route-thrus 4v [
Number with same-slice register load 4>
Number with same-slice carry load 0'
Number with other load 0.
vNumber of occupied Slices 77. 15,850' 1%
'Number of bonded 0Bs T 70| 210| 33%|

F igure 14 : Device Summary Integrﬁtioﬁ of Dec@ption
And Steganalysis
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dekripsi_stega:1

dekripsi_stega steganalisis dekripsi
[ 4 ~ 6 A r Al
e —Laweo - -
0O j
sopnz I 4
= | | dev2
[ A
— devl
A 4
dekripsi_stega L o)

dekripsi_stega

(a) (b)

Figure 15 : (a) RTL 1 schematic on the integration of
transposition decryption and steganalysis, (b) RTL 2
schematic on the integration of transposition
decryption and steganalysis

Speed Grade: -3

Minimum
Minimum
Maximum
Maximum
Figure 16 : Timing summary of integration of
decryption and steganalysis

period: 1.933ns (Maximum Frequency: 517.411MHz)
input arrival time before clock: 1.532ns

output required time after clock: 0.640ns
combinational path delay: No path found

The experiment on the FPGA board was
carried out with the Nexys A7-100T series board.
The test was carried out by utilizing the 7-
Segment contained in the Nexys A7-100T FPGA
as the output of the encryption and decryption

results. The experiments carried out display the
results of mapping transposition encryption and
mapping transposition decryption. The
representation of 7-Segment on FPGA hardware
was a hexadecimal number. The concept of

steganographic  encryption and  decryption
steganalysis testing was shown in Figure 17 and
Figure 18.

The data used in the steganographic encryption
test was "4321uyab". The key used was the same
as in the previous trial, namely the zig-zag pattern
lock. Figure 19a showed the results of the
steganographic encryption test on the Nexys A7-
100T FPGA hardware. The encryption result
obtained was "2E85836AC862789E". Figure 19b
showed the results of the decryption steganalysis
test on the Nexys A7-100T FPGA hardware. The
decryption result obtained was
"3433323175796162" or if it was converted back
to text, it was "4321luyab" (same as the original
data).

Top level steganographic encryption trial

Stego Imag

!

I l

seg_out(7:0)

Rst — et | Transposition Dens——i — sdataok—»
Data —» e vpion —Encrypted data (63:0—>{ Steganography ——sdok—» BCD Converter sSegDemo
P J—> R [—sdataout (63:0)—»
RGB Image
an_out(7:0)
- « -« - - -« -« -«
° ° ° ® ° ° ° e “
A I I I A ] I
an_out(7) to an_out(0) to each LED
Figure 17 : The Concept Of Testing Of Encryption Steganography
Top level steganalysis decryption test
Clk FL
Rst stego Dens R o —Decrypted data (63:0)—» sdataok—>
image ] Steganalysis —Encrypted data (63:0)—> description dok- BCD Converter - sSegDemo
an_out(7:0)
| <=
« <« « <« -« <« -« ‘
° ° ° ° ° . ° o
' I I I I

an_out(7) to an_out(0) to each LED

Figure 18 : The Concept Of Testing Of Decryption Steganalysis
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The number of binary data bits that could be
inserted into the cover image was the total pixels
of the cover image. For example, if the cover
image had a size of 256x256 so that the number
of binary data bits that could be inserted was

2eBsa36d

(a)

16,777,216. The smallest image size that could be
used was an image with a total of 64 pixels
because the number of keys in this study was 64.

39333231

(b)

Figure 19 : Test Results (A) Transposition Encryption On The FPGA Board And (B) Transposition Decryption On The
FPGA Board

The Chaudhari et al. method, the Huang et al.
method and the Pathak et al. method only
implement LSB steganography so that the
performance that was compared was only the
steganographic ~ method. @~ The  experiment
conducted by Chaudhari used an image with a
size of 512*512 RGB and the amount of data was
not presented. The study was also compared with
the same device using the Huang method and the
Pathak method for steganographic resources. The
experiment conducted by Huang used an image
with a size of 256*256 grayscale and the amount
of data inserted was 32,768 and 524,288,
respectively. The experiment conducted by
Pathak used an image with a size of 128*128
grayscale and the amount of data inserted was
16,384. The steganographic method obtained in
this study uses the same device as the previous
researcher. The resources used are smaller than
the Huang method (270 slices and 340 LUTs with
Spartan 3E devices) and Pathak methods (160
slices and 322 LUTs with Spartan 6 series
XC6SLX45T devices).

Integration of transpose encryption and
steganography requires 46 slices and 107 LUTs,
and integration of steganalysis and transpose
decryption requires 77 slices and 108 LUTs. The
total slice of this integrated method is smaller
than the Chaudhari method (2,411 slices), the
Huang method (270 slices), and the Pathak
method (160 slices). Table 2 shows a
performance comparison between the different
device methods used in the previous study and the
results of this study.

Table 2:Resource Comparison
No Name Device Slice | LUT
Chaudhari and
1 Bhatt method N/A 2411 N/A
[13]
C.-W. Huang, C.
Chou, Y.-C.
2 Chiu and c. Spartan 3E 270 340
Chang method
[15]
K. Pathak and Spartan 6
3 M. Bansal seri 160 322
method [14] XC6SLX45T
Spartan 3E 69 56
4 Proposed Spartan 6
method seri 30 39
XC6SLX45T
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5. CONCLUSIONS

The component (IPCore) of transposition and
steganography process were obtained and has
been optimized. These results were optimized
because of 1 bit substitution in insertion and key
stored in a table as mapping index. The
transposition encryption and steganography
process took 1,821 ns and the FPGA resource
needed was 46 occupied slices and 107 LUTs.
The transposition steganalysis and decryption
process took 2,172 ns and FPGA resources
needed was 56 occupied slices and 103 LUTs.
These results showed that this research objective
was fulfilled which were used smaller resources
compared to other methods.
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