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ABSTRACT 
 

The study on the complexity of an algorithms have great impact on the whole fields of computer science, 
data security and data communication. The more efficient algorithms are the better the data security, 
communication and sharing of information on various platform. Data security is very important especially 
in an environment of unprotected data transmission network. There are various techniques of data transfer 
which leaves the users with the questions of how such data is being secure; cryptographic algorithms 
provides solution to the security of data transmission whereby ensuring integrity, confidentiality and 
authentication of any form of data. However, there are still challenges of which cryptographic algorithms is 
suitable in terms of computation speed and memory usage. Therefore, this study is concerned with the 
complexity of RSA and ElGamal cryptographic algorithms in terms of time and space usage while 
encrypting and decrypting video data in order to establish which of the algorithms is more efficient. C-
sharp programming language was used to implement the RSA and ElGamal cryptographic algorithms and 
the experimental result showed that RSA cryptographic algorithm performed better in terms of time 
complexity while Elgamal cryptographic algorithm is memory efficient. 

Keywords: Cryptographic algorithm, Complexity, Video data, Data security, Data communication. 
 
1. INTRODUCTION  
 

Comparative study provides a means of 
comparing two or more characteristics of different 
algorithms to a given problem to accomplish a level 
of efficiency. It is a quality and ability of 
performing tasks effectively without wasting 
resources such as time, memory and energy [1]. 
Thus, comparative study deals with the efficiency 
of algorithms that is identification of the better of 
two algorithms solving the same problem [2],[3]. 
An algorithm is simply a precise method usable by 
a computer for the solution of a problem [4]. An 
important property of an algorithm is its 
effectiveness. Ensuring algorithm effectiveness 
demands application of design techniques, which 
have been proven useful in devising good 
algorithms. Algorithms are usually written in order 
to fulfil the obligation of generality, which are then 
translated into executable programs in some chosen 
languages. Many of the algorithms studied by 
computer scientists that ensure data and information 
security are known as cryptographic algorithms [5]. 

There are many cryptographic algorithms and we 
must ensure that whichever algorithm has been 
chosen must be suitable and efficient for the given 
task. This study aim at comparing the RSA and 
ElGamal algorithms in terms of time and space 
complexity analysis for better resource allocation. 

Data authenticity plays a big role in data 
processing, as it describes whether the data received 
at the collection point is original and was received 
exactly as it was sent by the sender [6]. 
Communication has always existed from the 
beginning of human existence, and it has been 
necessary for social development [7]. Humans 
communicate through several media including: 
verbal, non-verbal, written, oral, among others, and 
with these various methods of communication 
available, humans must then ensure a way to protect 
their communicated information so that someone 
who the information was not intended for should 
not have access to it, this method is known as 
cryptography. Cryptography is generally a method 
of converting plain data into an unintelligible form 
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and vice-versa to prevent it from third parties 
known as adversaries [8].  

In the earlier cryptography, the process was 
effectively based on encryption and decryption that 
are computed practically and solved by hands using 
paper and pen and this was known as classic cipher. 
Classic ciphers are classified into the conversion 
cipher and the replacement cipher [9],[10]. In the 
conversion cipher, the characters themselves appear 
unaffected, but are scrambled according to a well-
defined basic encryption scheme in which each 
plain text is written backwards. In the substitution 
cipher, characters (or sets of words) are 
systematically substituted by other characters 
throughout the code (or group of letters). The 
Caesar cipher is a well-known illustration of the 
substitution cipher in which each letter in the 
message is replaced by the letter three positions 
forward in the alphabet. For example, a was 
replaced by d,b with e and so on while x,y, and z 
are replaced by a,b,c respectively. 

Modern cryptography deal with the process of 
securing data based on mathematical techniques and 
use of computer. Modern cryptography is the 
foundation of the defense of computers and 
communication systems [1],[11]. Its foundation is 
based on various concepts of mathematics such as 
number theory, computational complexity theory, 
and probability theory. It is effectively a way of 
protecting information that is either stored or 
communicated over a network [12]. Modern 
Cryptography ensures confidentiality, integrity, 
non-repudiation and authentication of various forms 
of data especially the concerned video data.  

There are 3 types of cryptosystems which are the 
private key (symmetric key) cryptosystem, public 
key (asymmetric key) cryptosystem and the hash 
functions. In private key cryptosystem, both the 
sender and the receiver share one single key 
[12],[13]. As shown in figure 1, the sender uses the 
key to encrypt the message and then sends the 
cipher file to the receiver who then applies the same 
key to decrypt the cipher file and get back the 
message. In public key cryptosystems, the 
encryption and decryption processes are based on 
two keys; public key that is known to everyone and 
private key which only the recipient knows 
[12],[14]. As shown in figure 2 the sender uses the 
receivers public key to compose the cipher file and 
then sends it over to the receiver, who then uses 
his/her private key to decrypt the cipher file and get 
the message. In hash functions, no key is used. A 
fixed-length hash text is computed as per plain text. 

 

 
Figure 1: Symmetric Algorithms  

 

 
Figure 2: Asymmetric Algorithm 

 
Computational complexity is the measure of the 

amount of resources needed to run a system or 
program. It is the execution time and storage space 
required to perform a computational task.  We carry 
out complexity study of algorithms to find out how 
algorithms behave in different situations. An 
algorithm is shown to be effective when the 
parameters of its component are minimal or rise 
slowly relative to an increase in the input size. 
Different inputs of the same length which allow the 
algorithm to have distinct characteristics, so best, 
worst and average case definitions may all be of 
realistic importance to the user. 
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The RSA Cryptographic Algorithm  

The public key cryptography RSA was from 
Diffie and Hellman, who invented the exponential 
key exchange process. In 1976, Ronald Rivest, Adi 
Shamir and Leonard Adleman, all young graduate 
students of the Masschusettes Institute of 
Technology, started working on a new method of 
cryptographic architecture [15]. Rivest and Shamir 
were computational scientists at the MIT, while 
Adleman was a numerical researcher at the MIT. 
Ronald and Adi would create concepts in their 
project, while Leonard would try to knock the ideas 
down by breaking them down. Leonard had been 
able to break them again and again until one night, 
when Ronald created an algorithm that Leonard 
could not crack. The Algorithm was called RSA, 
named after Rivest, Shamir, and Adleman 
[16],[17],[18]. The heart of RSA has withstood any 
assault by the finest cryptographic minds. RSA has 
played a critical role in the area of electronic media. 
As the very first example in the existence of the 
public key cryptography, and worth little, the only 
form that has survived more than 30 years of 
attacks, the RSA has now become a preferred 
algorithm for features such as phone call 
authentication, Internet credit card encryption, e-
mail protection, and various other Internet security 
features. RSA continues to increase its functions 
and to reward its contributions, Rivest, Shamir and 
Adleman won one of the most prestigious prizes in 
the field of mathematics, the Alan Turing Award of 
the Association for Computing Machinery in 2002. 
It is no wonder that RSA security remains a core 
subject of cryptographic studies in both theoretical 
and functional applications [19],[20]. 

 

ElGamal Cryptographic Algorithm 

The ElGamal cryptographic algorithm is closely 
connected to the Diffie Hellman key exchange 
protocol because the users can exchange a private 
key over an unsecured channel and then use this 
key to encrypt a message and send to the other [21]. 
The security of this cryptosystem is based solely on 
the difficulty of solving the Diffie-Hellman 
problem. ElGamal cryptosystem is a non-
deterministic algorithm which is based on the 
discrete logarithm problem [22]. ElGamal 
cryptography is among the encryption schemes that 
uses randomization in the encryption algorithm, 
while others include McEliece encryption and 
Goldwasser-Micali and Blum-Goldwasser 
probabilistic encryption. The underlying principle 
driving randomized encryption strategies is to use 

randomization to improve the privacy protection of 
the encryption process via one or all of the 
following approaches – maximizing the effective 
size of the clear text file space – prescribing or 
reducing the efficacy of selected plaintext attacks 
by one-to-many cipher-text modeling; and – 
Preventing or lowering the efficacy of predictive 
attacks by reducing the a priori probabilistic model 
of inputs. 

Nwe & Phyo [23], in their paper discussed about 
the performance study of RSA and ELGamal 
cryptographic algorithms for audio security 
depending on the execution time. The study also 
acknowledged the fact that due to significant 
improvement in hardware specification, 
cryptographic computation can be performed faster, 
but this also means that attackers can attack faster. 
Therefore, there is a need for longer key size and 
fast security services, so public key cryptography is 
the best. Their experimental result showed that the 
RSA cryptographic algorithms was significantly 
faster than the ELGamal cryptographic algorithms 
in terms of encryption and decryption of the audio 
files. The study made further suggestions that more 
analysis should be carried out in other file formats 
such as (.txt, .jpg etc) for performance comparison. 

Abari et al, [24] in their paper examined the 
speed of encryption and decryption as well as the 
size of the ciphertext of both RSA and ELGamal 
cryptographic algorithm. From the study’s results, it 
was stated that the RSA takes longer time to 
generate its key than the ELGamal algorithm. It was 
also stated that the ELGamal takes longer time in 
term of encryption and decryption of plain file and 
cipher text respectively. The study also highlighted 
that the ciphertext generated by the ELGamal 
algorithm was twice as large as the ciphertext 
generated by the RSA algorithm, therefore 
establishing the fact that the ELGamal consumed 
more storage space than the RSA algorithm. The 
study concluded that the ElGamal is proven to be 
mathematically safer than the RSA, but the RSA is 
significantly faster than the ELGamal cryptographic 
algorithm. It was further recommended that 
mathematical approach is to be made in carrying 
out comparative analysis of the two cryptographic 
algorithms. 

Siahaan et al, [1], in their paper carried out a 
comparative analysis of both RSA and ELGamal 
cryptographic algorithm. According to the analysis 
of the results, the encryption and decryption time of 
the RSA is better than the ELGamal. The study 
stated that the cipher text of the RSA had fewer 
numbers then the ELGamal, it also further 
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discussed the ELGamal algorithm whose cipher text 
was a pair (each encrypted plain text will generate 
two cipher text values). It was also discussed that 
for security reasons, the ELGamal algorithm (which 
lies in calculation of discrete logarithms) has 
proven to be more secure than the RSA (which lies 
in factorization of large prime) due to the challenge 
in solving discrete logarithms in real time. 

Kyaw et. al., [25] discussed the encryption and 
decryption time performance analysis of RSA and 
ElGamal public-key cryptosystems. The researcher 
encrypted the plaintext (text, image and audio) file 
with a public key RSA and ElGamal and show the 
comparison of encryption time for the two 
algorithms. The result shows that RSA is about four 
times faster than ElGamal during the encryption 
process and also RSA is faster than ElGamal during 
the decryption process. 

2. MATERIALS AND METHOD 
 

This study implements RSA and ElGamal 
Asymmetric Cryptographic Algorithms on video 
dataset to determine the time and space 
complexities of both algorithms for proper 
infrastructure design, decision making and resource 
allocation. The encryption time, decryption time 
and memory usage of both algorithms were 
obtained and analyzed with tables and graphs. 
Figure 3 and Figure 4 depicts the flowchart design 
for RSA and ElGamal asymmetric algorithms 
respectively. 

RSA Key Generation, Encryption and 
Decryption Techniques 

This section discuss how RSA algorithm 
encryption, decryption, and key generation are 
performed in theory, along with some real 
implementations, and diagrams 

Key Generation 

Detailed below is the Key Generation process; 

Randomly pick two big, distinct prime numbers p 
and q. 

Calculate n, the multiplication of p and q; n = p * q 

Calculate the phi function ϕ(n) = (p - 1) * (q - 1) 

Select a random numbere, such that 0 < e < ϕ(n) 
and the GCD of e and ϕ(n) is 1. 

Compute d, such that e * d mod ϕ(n) = 1, using the 
Extended Euclidean Algorithm 

The private key is given as (n,d) and the public key 
as (n,e) 

Encryption 

Given the message to be M and the Cipher C 

Encryption is done using the public key (n,e) 

Compute C, such that C =M^e  mod n 

Decryption 

Given the message to be M and the Cipher C 

Decryption is done using the private key (n,d) 

Obtain the cipher file C. 

Compute M, such that M = C^d  mod n 
 

Design of the RSA Algorithm (next page) 
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Figure 3: Flowchart for the RSA Algorithm Design 

ElGamal Key Generation, Encryption 
and Decryption Techniques 

The ElGamal cryptographic algorithm is 
based on a discrete logarithm. The security strength 
of the cipher is a function of the sizes of the 
modulus. It requires module exponentiation 
operation for the encryption and decryption 
processes. This section outline how encryption, 
decryption, and key generation for the ElGamal 
algorithm are performed in theory, along with some 
actual implementations. 

Key Generation 

Detailed below is the Key Generation process; 

i. Randomly pick a big, distinct prime p. 

ii. Choose a generator number g. 

iii. Select an integer x, such that 0 < x < p-2, x 

becomes the secret number. 

iv. Compute y, such that y = gx mod p. 

The private key is given as (p, x) and the public key 

as (p, g, y) 

Encryption 

Given the message to be M and the Cipher C 

i. Encryption is done using the public key (p, g, y) 

ii. Select an integer k, such that 1 < k < p-2. 

iii. Compute C1, such that a = gk mod p. 

iv. Compute C2, such that b = (yk * M) mod p 

The cipher file C is given as C = (C1, C2) 

Decryption 

Given the message to be M and the Cipher C 

i. Decryption is done using the private key (p, x) 

ii. Obtain the cipher file C = (a, b) 

iii. Compute a, such that a = (C1x) p-2 mod p 

Compute M, such that M = (a * C2) mod p 

 
 
 
 
 
 
 



Journal of Theoretical and Applied Information Technology 
15th August 2022. Vol.100. No 15 

© 2022 Little Lion Scientific  
 

ISSN: 1992-8645                                                                    www.jatit.org                                                    E-ISSN: 1817-3195 

 
5442 

 

Design of the ElGamal Algorithm 
 

 
Figure 4: Flowchart for the ElGamal Algorithm Design 

 
3. RESULTS AND ANALYSIS 

This section provides a comprehensive 
overview of comparative study of the RSA and 
ElGamal cryptographic algorithms on video data, 

its features and how it functions. Information 
regarding the various methods used in designing 
this software application, as well as, how the 
software functions are discussed. 

Results 
The time taken to encrypt, and decrypt is 

given in seconds (s), while the original size and 
space used of the video data is given in kilobytes 
(kb). Table 1 to Table 4 display the tabular 
representation of comparative study of time and 
space used for both encryption and decryption of 
video data using RSA and Elgamal Cryptographic 
Algorithms. 

Table 1: Encryption Time Taken for Video Data 

S/N Video Size 
(kb) 

RSA 
Encryption 
Time 
Taken (s) 

ElGamal 
Encryption 
Time Taken 
(s) 

1. 282 10.525 22.114 
2. 295 11.234 24.076 
3. 733 26.077 55.411 
4. 743 27.310 58.463 
5. 848 31.363 72.252 
6. 1740.8 33.501 93.143 
7. 5120 86.124 245.332 

Table 2: Encryption Space Used for Video Data 

S/N Video Size 
(kb) 

RSA 
Encryption 
Space Used 
(kb) 

ElGamal 
Encryption 
Space Used 
(kb) 

1. 282 6786.44 848.29 
2. 295 7096.51 887.04 
3. 733 17841.30 2199.07 
4. 743 17943.80 2230.14 
5. 848 20358.91 2544.86 
6. 1740.8 23924.38 4379.15 
7. 5120 35546.20 10437.62 

Table 3: Decryption Time Taken for Video Data 

S/N Video Size 
(kb) 

RSA 
Decryption 
Time 
Taken (s) 

ElGamal 
Decryption 
Time Taken (s) 

1. 282 107.41 17.83 
2. 295 113.49 19.58 
3. 733 252.44 51.38 
4. 743 261.61 56.43 
5. 848 292.69 52.60 
6. 1740.8 302.32 99.41 
7. 5120 423.51 225.54 
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Table 4: Decryption Space Used for Video Data 

S/N Video Size 
(kb) 

Space Used 
for RSA 
Decryption 
on Video 
data (kb) 

Space used for 
ElGamal 
Decryption on 
Video data (kb) 

1. 282 848.29 848.29 
2. 295 887.04 887.04 
3. 733 2230.14 2199.07 
4. 743 2249.45 2230.14 
5. 848 2544.81 2544.87 
6. 1740.8 2832.74 4379.15 
7. 5120 3479.80 10437.63 

 
Graphical Analysis of the each Data Table 

 

 
 

Figure 5: Graphical Display of Encryption Time of RSA 
and ElGamal on Video Data 

From Table 1 and Figure 5, it can be 
deduced that RSA used lesser time during the 
encryption of video data while Elgamal Algorithm 
uses larger time for encrypting video data. 

 

 
Figure 6: Graphical representation of Space Used for 

Encrypting Video Data 

The Table 2 and Figure 6, shows that RSA 
algorithm generate larger files during encryption 
process, thus used large space for the cipher data 

while the cipher file ElGamal generate during 
encryption process is relatively low compare to 
RSA algorithm. 

 
Figure 7: Graphical Display of Decryption Time Taken 

of RSA and ElGamal Algorithms on Video Data. 

The Figure 7 and Table 4 shows that ElGamal used 
lesser time in decrypting video data of various file 
size while the time taken by RSA algorithm in 
decrypting video data pf various file size is 
relatively high. 

 
Figure 8: Graphical Display of Space Used by RSA and 

ElGamal Algorithms for Decrypting Video Data. 

The Table 4 and Figure 8 shows that there 
is no significant difference between the space used 
by RSA and ElGamal algorithms a smaller file size 
during video data decryption but as the video file 
size increases RSA uses smaller space of memory 
compare to ElGamal algorithm that the space used 
increases as the video file size increases. 
Result Interpretation 

Based on the statistics in the tables as well 
as the graphical representation of each table, it can 
be deduced that the RSA performs better than the 
ElGamal while capturing the time used in 
encrypting video data, while the ElGamal algorithm 
performs better in terms of decrypting time of video 
data. It can also be deduced that ElGamal algorithm 
performs better in terms of space usage while 
encryption video data, while RSA algorithm 
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performs better in terms of space usage while 
decryption video data. 

 
4. CONCLUSION 

 
The study conducted a comparative study on 

RSA and ElGamal cryptographic algorithm to 
determine the time and space complexities of both 
algorithms on video data. The study were able to 
compare and results of both algorithms and produce 
a result that suggests which of the algorithms is 
more efficient on video data. It was deduced that 
the RSA cryptographic algorithm is superior in 
terms of encryption time to the ElGamal 
cryptographic algorithm, and the ElGamal 
cryptographic algorithm superior in terms of 
decryption time to the RSA cryptographic 
algorithm. Also, it was observed that when the data 
sizes become bigger, both algorithms take a longer 
time to perform encryption and decryption of video 
data. From this study, it was concluded that RSA 
algorithm is time efficient for video data while 
ElGamal algorithm is memory efficient for video 
data. Moreover, with the amount of data that is 
being generated daily, it is therefore imperative that 
algorithms that can comprehend larger data sizes at 
a lesser time and memory usage should be 
developed to help improve infrastructure design, 
decision making and allocation of resources. 
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