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ABSTRACT 
 

The Internet of Things is interrelated computing devices; each one has a unique identifier, one of the main 
advances of it the possibility of transfer data over the network without the need of human assistance. 
However, transfer data over the network susceptible to different types of attacks. The required encryption 
time of the classical encryption, techniques are not suitable to secure IoT data. This introduces the need for 
lightweight encryption algorithms in order to provide the required security level and decreasing the 
encryption time. In this paper a lightweight of one encryption round algorithm is proposed based on the 
Skew Tent Map. This map is used to produce the required confusion as well as diffusion effects to decrease 
the required encryption time to be used for real-time IoT applications. The obtained security analysis results 
confirm the high security level of the proposed algorithm. Moreover, the required encryption time 
comparing to the presented IoT encryption algorithm is less time. Encryption time and standard security 
analysis of the proposed cryptosystem confirms that this proposal is suitable for securing real-time 
applications. 
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1. INTRODUCTION  
 
Today, different kinds of communication channels 
have been used to transmit data, most of these 
channels are unsecured ones. As a result, huge work 
is devoted to develop cryptosystems to protect 
sensitive and critical information during 
transmission process [1]. IoT devices exchange data 
over network in order to complete their tasks. The 
exchange data in most of cases are plain and can be 
interrupted, read, and modify by any illegal user. 
Nevertheless, the required encryption time of the 
classical encryption method is not suitable for IoT 
applications.  

Cryptosystems require a deterministic system 
producing the random or pseudo random behavior, 
this property one of the most powerful and 
important one in chaos theory. Using chaotic maps 
for encryption algorithms is new field of research 
that has been studied during last decade. The 
chaotic maps can be used as symmetric (the same 
key used for encryption and decryption) or 
asymmetric (two keys, the public is used for 
encryption and the private one for decryption in 
most cases) encryption algorithms [2]. Most of 
chaos-based encryption algorithms have been 

proposed for image and some of them for videos 
[3]– [9]. 

Researches have shown that chaos systems are 
extremely sensitive to the changes of control 
parameters and initial conditions. They have the 
pseudo-random behavior for non-authorized parties 
[3], [10]–[16]. Experimental results show that the 
chaos-based encryption algorithm achieves security 
purposes in an efficient and adaptive ways 
compared to the classical encryption algorithms 
(such as DES and AES) [17]–[22]. 

The basic properties of any secure system are 
confusion and diffusion, this has been stated in 
Shannon’s paper [23] "In a strongly ideal cipher all 
statistics of the cryptogram are independent of the 
particular key used". In simple words, the target of 
using confusion layer is to increase the complexity 
relation between the secret key and the ciphered 
data/image. However, the secure system requires 
increasing the complexity relation between the 
plain-text/image and the cipher-text/image; this can 
be accomplished using the diffusion layer.  

In [5], [6], Fridrich has proposed the first published 
chaos-based encryption algorithm. Three chaos-
based maps are used to achieve the required 
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confusion level: Backer map, Cat map, and the 
Standard map. While a non-linear feedback register 
is used in order to achieve the required diffusion 
effect. 

Masuda et al., [8], [9] presented two types of 
chaotic finite state maps: S-boxes and chaotic 
mixing transformation. They proposed block 
ciphers based on uniform and Feistel networks. 
In fact, they estimated bounds for the differential 
probability and the linear probability to make their 
cryptosystems resistant to differential and linear 
cryptanalysis. Since our cryptosystem based on a 
non-linear map used on this work, 
this map will be described in details in the next 
section.  

Image encryption algorithm based on enhanced 1-D 
Chaotic was proposed in [4]. The proposed 
algorithm accomplishes substitution-permutation 
round r times. Two PWLCM maps are used: The 
first map is used during the substitution process to 
implement the addition modulo 256 and bit-wise 
operations. While the permutation process is 
achieved using the second map. Some of weakness 
of this algorithm are the error propagation caused 
by the used 
of perturbation technique and the slow encryption 
speed.  

Yang et al., [24], presented an image encryption 
algorithm that includes the authentication property. 
In this scheme, 128 bits are generated from a hash 
algorithm while the input of this hash function are 
the secret hash keys and the plain image. The output 
(i.e., hash value) is used as a secret key during the 
encryption and the decryption processes. 
Furthermore, the hash secret key is used to 
authenticate the decrypted image. The permutation 
and substitution are performed in a single scan of 
the plain image pixels. The permutation process is 
achieved by the modified standard map and the 
substitution 
process (based on a logistic map). It is important to 
note that this algorithm depends on the plain-image 
to generate the secret key that is not recommended. 
Finally, in [25], fast and secure cryptosystems were 
proposed. To the best of our knowledge, these 
cryptosystems seem very secure, robust against 
attacks, and faster than the previous chaos-based 
cryptosystems. The cryptosystem results are used in 
security and execution time comparison with our 
proposed cryptosystem. However, Farajallah et.al 
presented a 
cryptanalysis model of this fast and secure 
algorithm in [26]. 

The rest of the paper is organized as follows: The 
most related works are presented in section 2. The 
proposed cryptosystem is presented in 3. Section 4 
evaluate the time complexity and security 
robustness. Finally, conclusion is 
given in Section 5. 

2. RELATED WORK  

In 1997, a chaos-based encryption scheme 
was introduced by Fridrich [5] [6]. It becomes the 
core structure of the most 
chaos-based cryptosystems and it is widely 
referenced since 1997. The general Fridrich 
architecture is shown in Figure-1 [27].  

 
Figure. 1. Fridrich Image Encryption Architecture 

 
The Fridrich encryption scheme includes 

two layers: The 2-D BAKER chaotic map to 
achieve the confusion effect. Where the second 
layer is based on equation 2. During the confusion 
layer, the 2-D chaotic map is used to 
calculate the new byte position using equation 1. 

 

 
 

In the second layer, function G is some 
arbitrary function of the gray level which is 
implemented using a lookup table. In [28] Lian et 
al., the security of the Fridrich algorithm 
was evaluated and analyzed. They found some 
weaknesses, and they proposed some improvements 
of these security failures. 

 
In 2010, Fridrich encryption algorithm has been 
broken by [29], Solak proves that the Fridrich 
algorithm can be broken using a chosen cipher-text 
attack. Using this type of attack, 
some secret permutation of the algorithm has been 
revealed.  
In [9], a cryptosystem is introduced by Masuda et. 
al., this cryptosystem uses the modified Finite State 
Tent Map (FSTM) of equation 3 in the encryption 
side, and equation 4 in the decryption one, this 
encryption scheme is enhanced version of the one 
in [8]. 
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The inverse of 3 was calculated as: 

 
Where 

 
 

3. THE PROPOSED CRYPTOSYSTEM 

The proposed research has based on 
research presented by Elassad et.al., [30] regarding 
the dependent confusion and 
diffusion with one round. Moreover, The Skew 
Tent Map analysis and weakness overcome is 
presented by Farajallah et.al., [27]. The proposed 
cryptosystem mode of operation is 
based on the Cipher-Block Chaining (CBC) mode 
[31]. When encryption based on block by block 
instead of encrypt the whole image it minimizes the 
total number of bits that are resulted from 
propagation error. The proposed cryptosystem 
uses our implementation of the chaotic generator 
that has been proposed by El Assad and Noura 
patent [32], the implementation produces a 32-bit 
samples. The general block diagram of any 
encryption scheme that uses CBC mod is shown in 
Figure.2. 

P0 is the first block from the plain image, 
IV is the initial vector, it is generated by the 
implemented chaotic generator, C0 is the first 
ciphered block which will be transferred to the 
receiver side. The dash boxes represent the 
proposed encryption algorithm. This process is 
repeated for all blocks in the image. 

 
Figure. 2. Encryption Based On CBC Mode 

 
 

3.1 Confusion Layer 
 

The modified Skew tent Map in [33]is used to 
perform the permutation process. 

 
Where 

 
 

In the previous equation 7, A and B are dynamic 
keys of 8 bits which are generated by the 
implementation of the used chaotic generator, these 
dynamic keys are changed four times inside the 
same block to increase the dynamic key space, X is 
the pixel position in the block, Q is the block size 
which is 256 in our proposed algorithm, FA(X) is 
the new position of the pixel. The MFSTM [33] is 
developed and designed to overcome the STM 
weaknesses and also to work as permutation layer 
for all positions between 0 and Q – 1 inclusive. 
In our proposed cryptosystem, the MFSTM is used 
as permutation layer to calculate the new pixel 
position from the old one and not as substitution 
layer. This technique decreases 
the time complexity while produce and distribute 
the required confusion effect.   

 
3.2 Diffusion Layer 

 

To use the MFSTM as a diffusion layer, it is not 
necessary to be invertible, and so the slow ceil 
operation can be replaced by the fast floor one:  
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Where A1, B1 and X in equation 9 has the same 
range as in equation 8. This generator is used as 
diffusion or substitution layer, the input value is X 
and the new value is GA1(X). Algorithm-2.1 is 
proposed in order to achieve the both previous 
equation (diffusion and confusion) using the same 
encryption round to be used for real-time IoT 
applications. 
 
3.3 Complete encryption scheme 

The idea in this algorithm is not similar to 
that one used in most cryptosystems. Usually, the 
basic idea is to move or exchange the values 
between X and FA(X) in the permutation or swap 
process. In our proposed cryptosystem the 
encryption method based on transfer the diffusion 
and the confusion effects from the pixel at position 
X and the previous ciphered pixel (through the 
dynamic key generation process as presented in 
equation 11 to the pixel at position FA(X). 
 
The proposed encryption scheme is designed to 
achieve the confusion and diffusion effects pixel by 
pixel instead of achieved them block by block or 
image by image. Wong applied this idea of 
sequential diffusion in his cryptosystem [34], which 
increases the spreading of one pixel effect to the all 
next pixels; the general block diagram of the 
proposed cryptosystem is shown in Figure.3. The 
cryptosystem is designed such as the required 
security level is achieved from the first encryption 
round. Algorithm summarizes the encryption 
process. 

 

 
Figure. 3. General Block Diagram Of The Proposed 

Image Encryption Scheme 
In the decryption side, equations 11 and 12 

are used to retrieve the original plain pixel from the 
ciphered pixel as: 

 
where P(X) is the plain pixel at position X, 
C(FA(X)) is the ciphered pixel at position FA(X), 
Key is the dummy variable used to transfer 

confusion and diffusion effects, the input value 
of the generator at the first pixel (i.e C(FA(-1))) is 
derived from the implementation of the used 
chaotic generator. 

 
Algorithm 3.1 

 
 
3.4 Complexity And Security Analysis 
 
NIST (National Institute of Standards and 
Technology) has proposed three types of criterions 
in order to evaluate any proposed cryptographic 
algorithms: - Security, Cost and Implementation 
characteristics [48-49] those criteria have been 
validated in sections 2.2.2 to section 2.2.8. in 
addition to section 2.3. 
 
First of all, the complexity of any proposed 
cryptosystem is important evaluation factor, since 
the lightweight cryptosystem is proposed for IoT 
applications. Traditionally, in most research papers, 
this factor is evaluated by measuring the 
encryption/decryption time. In the next section this 
measurement tool is used. However, new 
complexity measurements are used, which are 
throughput, and number of cycles are required to 
encrypt/decrypt one byte. Second, some theoretical 
security analyses are presented. Finally, the 
common experimental and statistical analysis is 
used to test the robustness of the proposed 
cryptosystem for all kinds of known attacks in the 
literature. 

 
3.4.1 Complexity analysis 
The process of calculating the execution time of the 
encryption and decryption processes of our 
proposed cryptosystem is carried out using a GCC 
compiler of the C programming, on a PC with 3.1 
GHz processor Intel ® Core ™ i3-2100 CPU, 4GB 
RAM, and Windows 7, 32-Bit operation System. 
The image under the test was gray and color Lena 
image of different sizes (256×256×3, 512×512×3 
and 1024×1024×3). The calculated time is 
compared with fastest IoT and real-time 
cryptosystems. From Table I, it is clear that our 
proposed cryptosystems are faster than all 
cryptosystem in the literature. Table II presents the 
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encryption throughput (running speed) 
in MBps (Mega Byte Per Second) and the  number 
of cycles that are required to encrypt/decrypt one 
byte. The encryption throughput is calculated by 
equation 13 in bytes. While equation 14 is used to 
calculate the number of cycles that needed to 
encrypt one 
byte. 

Table 1: Encryption/Decryption Time Of Different 
Algorithms(In Milli-Second) 

 
 
 

 
 

Table 2: Encryption Throughput And Number Of Cycles 
For One Ciphered Byte 

 
 
From Tables (I-II), it is clear that our proposed 
cryptosystem faster than both IoT and chaos-based 
cryptosystems. However, the encryption speed is 
not sufficient to evaluate the cryptosystem. Since 
any proposed cryptosystem shall have high security 
level beside the fast encryption and decryption 
speed. 
 
3.4.2 Known plain-text attack 
Fridrich proved that his proposed model is secure 
against known plain-text attack based on the fact 
that the difference between the cipher-texts 
encrypted by the same key for two plain-texts 

differs on one bit is large enough to keep a high 
security level against the known plain-text attack. 
However, Lian in [28] pointed out another known 
plain-text attack that can be used to cryptanalyze 
the Fridrich model. Since the 
fixed point problem was not solved in the 2-D cat 
map, Baker or standard maps were used in the 
Fridrich model, and so the cipher of the first plain 
pixel of any image will remain in the first position 
(that means c0 is the encryption of the p0, and so, no 
permutation is done on the first pixel). Then it is 
easy to find the initial value of the diffusion key (Q-

1) in the Fridrich model (more details of this attack 
are in [28]). 
 
To overcome this drawback, Zhang et. al.  
presented a simple solution by swapping between a 
random pixel in the image and the top-left pixel. On 
the other hand, in the Zhang cryptosystem, some 
ciphered pixels have limitations on mapping to all 
possible values. For instance, the ciph(1; 0) can 
only come from the  plain pixel at arr(1; q1), where 
arr is the plaintext array, q1 is the used dynamic key 
in Zhang cryptosystem. 
 
In our proposed cryptosystem, the first kind of 
known plaintext attack is solved, and it satisfies a 
high security level. This is well stated by our 
proposed cryptosystem in section (2.2.4). The 
second kind of known plain-text attack does not 
exist in our proposed cryptosystem, since the fixed-
point problem is solved by adding the B and the B1 

dynamic keys to the original FSTM as a generator 
and also as a substitution map. Our solution has two 
advantages, first, it increases the dynamic key space 
of the FSTM. Second, any pixel can be mapped to 
any position with the same probability. 
 
3.4.3 Plain-text Sensitivity Attacks 
The sensitivity of any cryptosystem to one bit 
change in the plain-text is important to resist the 
known plain-text and the chosen plain-text attacks 
[28] [40]. The test scenario to evaluate the 
sensitivity of the proposed cryptosystem is: Two 
plain-text P1 and P2(with one bit differs between 
them) are selected to encrypt them using the same 
secret key, to analyze the difference between their 
corresponding ciphertexts. In most research papers, 
the different bit between P1 and P2 is the first bit in 
the image. However, in our proposed cryptosystem, 
this bit is chosen to be located in the beginning, 
middle and the end of the first block, the plain-text 
results are calculated as an average of these three 
cases). The security parameters are used to measure 
the resistance of any proposed cryptosystem 
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regarding the plain-text sensitivity attacks are: The 
Number of Pixels Change Rate (NPCR) and the 
Unified Average Changing Intensity (UACI), they 
are given by the following equations respectively: 
 

 
 

 
 
The optimal NPCR value is 99.61%, and the 
optimal UACI value is 33.46% [41] [42]. These 
tests are used in general to evaluate any propose 
algorithm regarding differential attacks 
introduced by Eli Biham and Adi Shamir [43]. 
The previous tests are important but not sufficient 
to be sure that the proposed cryptosystem is secure 
against the plaintext sensitivity attacks. A new 
measurement test is called Avalanche effect is used. 
The output of the system should be changed 
significantly (50% of the output should be changed) 
when a single bit change on the input [44]. The 
scenario of 
this test is exactly similar to the previous one, but 
here the Hamming distance is used to evaluate the 
cryptosystem if it has the Avalanche effect or not: 
 

 
The scenario of testing the proposed cryptosystem 
for plaintext attacks when the different bit is the 
first one is shown in Figure.4. The Hamming 
distance (HD) between the corresponding ciphered 
images C1 and C2 should be closed to 50% 
(probability of bit changes). Therefore, the plain-
text sensitivity attack would become useless 
attacking method. Table III presents results of the 
previous tests for different image based on different 
sizes (the image type and image sizes are chosen 
to be similar to that one in the compared 
cryptosystems).  In that table it is clear that the HD 
value is too close to the optimal one. The UACI and 
NPCR values are also too 
close to the optimal.  

 
Figure. 4. Plain-Text Sensitivity Attack Scenario 

 
All values in that table indicate that the proposed 
cryptosystem is very sensitive to one-bit change in 
the plain-text. Hence, a high security level is 
reached. 

Table 3: Hd, Uaci And Npcr Plain-Text Sensitivity Tests 

 
 
3.4.4 Key Sensitivity Attack 
The second type of sensitivity attacks is based on 
one bit different in the secret key, any cryptosystem 
should resist this type of sensitivity attacks. It is 
almost similar to the key sensitivity attacks 
scenario. A slight change in the secret key should 
produce a completely different ciphered image, and 
then the cryptosystem has a high security level 
relative to the key sensitivity attacks. The testing 
scenario of the key sensitivity is almost similar to 
the plain-text sensitivity attacks test as follows: 
Only one plain-text P is required, two secret keys 
differ in one bit (K1; K2). First, P is encrypted using 
K1 to obtain C1. Then the same plain-text P is 
encrypted using K2 to obtain C2. The previous 
equations of the NPCR, UACI and HD (15, 17 and 
18) are used to evaluate the key sensitivity attacks 
of the proposed cryptosystem. The scenario of 
evaluating key sensitivity attacks is shown in 
Figure.5. Table IV presents the average results of 
the key sensitivity attacks of the proposed 
cryptosystem using the same parameters were used 
in Table III.  
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Figure. 5. Plain-Text Sensitivity Attack Scenario 

 
From Table IV, the proposed cryptosystem has high 
security level relative to the key sensitivity attacks 
which confirms the robustness of the proposed 
cryptosystem regarding the sensitivity-based 
attacks. 
 

Table 4: Hd, Uaci And Npcr Key-Text Sensitivity Tests 

 
 
3.4.5 Histogram Analysis  
To resist one of important attacks based on 
statistical analysis, the histogram of the ciphered 
image should be uniformly distributed. Figure-6 
shows a) the plain-image, b) the corresponding 
cipher image, c) the histogram of the plain image, 
and d) its corresponding histogram of the ciphered 
image. It can be observed that the ciphered image 
histogram is close to the uniform distribution and 
so there is no visual or statistical information can be 
observed from the ciphered image. To statistically 
confirm the uniformity of the ciphered image 
histogram, chi-square test is applied (see equation 
19). 

 
Where Nv is the number of levels (here 256), oi is 
the observed occurrence frequencies of each color 
level (0-255) on the histogram of the ciphered 
image, and ei is the expected 
occurrence frequency of the uniform distribution, 
given here by ei = L×256 C×P. The obtained result 
is presented in Table V. 
These results of the Chi square test are taken from 
histograms of three ciphered images of different 
natures (i.e., Lena, Boat, and Baboon) having the 
size of 128×128×3, with a significant level of 0.05. 
The obtained values in that table meet the condition  

 
 
Then the tested histograms are uniform and do not 
reveal any information for the statistical analysis. 
 
3.4.6 Correlation Analysis  
The ciphered image should be greatly different 
from its plain one. One of measurement tools to 
evaluate this critical and required property is the 
correlation analysis.  

 
Figure. 6. Lena Image And Ciphered Lena And Their 

Histograms 
 
In fact, it is well known that adjacent pixels in the 
plain images are very redundant and correlated. So, 
in the ciphered images, adjacent pixels should have 
a redundancy and a correlation as low as possible.  

Table 5: Chi-Square Results 

 
 
To perform the correlation test between two 
adjacent pixels, the following procedure was 
carried out. Firstly, 10000 pairs of two adjacent 
pixels are selected randomly in vertical, horizontal, 
and diagonal directions from the plain-image as 
well as the corresponding ciphered one. Then, the 
correlation coefficient was computed according to 
the following formulas: 
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Table 6: Correlation Analysis Results 

 
 
 

 
Figure. 7. Correlation Analysis Of Lena And It’s 

Ciphered Image In Three Directions 
 
N=10000 is the sample size, while x and y are the 
gray-level values of the two adjacent pixels in the 
image. The test image is a Lena gray scale image of 
512×512×3. The obtained results are shown in 
Table VI and Figure.7. These results demonstrate 
that the correlation coefficient, in all directions, of 
the plain-text images is close to one, whereas the 
correlation coefficient of the ciphered images is 
close to zero. This means there is no detectable 
correlation exists between the original and its 
corresponding ciphered image. Subsub section has 
to be in sentense case with no spacing  above or 
blow the srat of it.  
 
3.4.7 Measurement of encryption quality 
This measurement is introduced first by [47], it 
evaluates the difference between the frequency of 
the pixel value before and after the encryption, as 
this difference is higher as the encryption quality is 
better, to summarize this new security measurement 
tool, the following pseudo code is presented. 
 

Algorithm 3.2 

 
 
The optimal value for RC5 and RC6 in [47] is 721, 
our proposed cryptosystem produce a close value 
for the same test image (Lena gray scale image of 
512 × 512) which is 673, this value with previous 
security tests guarantee the high security level of 
our proposed cryptosystem.  
 
 
4. CONCLUSION 
 
The modified FSTM is used in novel scenario in 
order to speedup the computation time as well as 
enhance the security level. The proposed chaotic 
cryptoystem is fast, simple, and robust against 
known attacks for secure image and data 
transmissions over network for IoT applications. 
The proposed structure is formed by a diffusion 
layer based on a modified FSTM for a substitution 
function and it is well-known that FSTM has a high 
non-linearity property. The confusion layer is 
achieved using the same modified map but for a 
permutation function during the key generation. 
The time evaluation section ensures that the 
proposed cryptosystem is faster than all IoT and 
chaosbased cryptosystems in the literature. The 
security analysis of the obtained experimental 
results shows that the proposed cryptosystem is 
resistant to all attacks identified in the literature. 
One of the most important results of the proposed 
cryptosystem that it requires only one iteration to 
provide sufficient security level. Moreover, the 
proposed algorithm is suitable for hardware 
implementation and it is convenient for IoT real 
time applications. Finally, this algorithm is suitable 
for lightweight IoT applications that required 
medium security level and very fast encryption 
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speed. While for high security level this algorithm 
is not sufficient. 
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