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ABSTRACT 
 

COVID-19 has accelerated the growth of E-commerce revenue and market size within a few months, causing 
the quality of E-commerce systems to be top-notch to gain a competitive edge. This study attempts to 
maximize feasibility and boost confidence throughout the development of e-commerce systems. This paper 
presents different types of software development methodologies, including traditional and agile 
methodologies. This study also presents related works on software development methodologies, comprising 
Extreme Programming, Scrum, and Kanban, and a particular software quality model, ISO/IEC 25010. Their 
challenges and advantages are discussed. The sub-characteristics of ISO/IEC 25010 are mapped to the 
features of e-commerce systems. As a result, Scrum with frequent and effective meetings can minimize 
technical debt, design failures, stress, miscommunication, ambiguity, improve shared vision, continuous 
feedback for verification, productivity, team morale, delivery predictability, project visibility, risk reduction, 
and engineering discipline. The ISO/IEC 25010 contributes to the success of E-commerce systems. 

Keywords: Software Development Methodology, Software Quality Model, Extreme Programming, Kanban, 
Scrum 

 
1. INTRODUCTION  
 

COVID-19 global pandemic occurred since 2020 
has signified and proved its disruption of business 
domestically and internationally, which may be 
severe for business conditions and human lives if 
there is no e-commerce for enterprises to generate 
revenue and consumer to purchase goods online 
[1],[10].  

McKinsey reported that in February 2021, 
companies which adopted E-commerce for their 
business development experienced five-times-faster 
revenue growth, between 40 and 60 percent cost 
reductions, and 30 percent higher acquisition 
efficiency within sales [2]. E-commerce systems 
consists of various subsystems which contribute to 
the overall complexity and performance of the 
systems [2], [41]. The e-commerce systems can carry 
out operations, including the acquisition, selling, 
transfer, and exchange of services, products, and 

information with the involvement of computer 
networks and the Internet [3].   

Studies have shown that the long-term success of 
the e-commerce system, which is widely accepted by 
users, is based more on the quality of the services 
provided, rather than the concepts of the e-commerce 
system, because other competitors could take the 
concepts [4],[5]. Thus, every organization that relies 
heavily relies on software development prioritizes 
improving the performance and quality of software 
[6].  

According to statistics reported for online 
shopping in Malaysia [7], 60 percent of respondents 
reported that their online purchases increased 
tremendously compared to pre-COVID levels, and 
household items and packaged food promotions and 
sales helped shoppers with great savings. It is also 
reported that in this year, 2020, the Shopee e-
commerce platform experienced 82 percent growth 
only from quarter 1 to 2 and dominates dominate the 
rankings because during the Covid-19 pandemic 
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lockdown era, Shopee made the most of consumers 
[8]. Compared to last year, revenue generated from 
the Shopee e-commerce platform alone increased by 
about 187.7 percent [9]. This evidence further 
signifies the impact on consumer, especially the 
convenience of e-commerce systems. 

Furthermore, since the lockdown, customers of all 
ages have desired to purchase things online, and e-
commerce makes it more convenient, accessible, and 
affordable for them, culminating in the loss of 
ancient behaviours that require customers to 
physically go shopping [1][10] 

The aforementioned assertion is consistent with 
the findings of the forecast that by 2050, all 
commerce would be e-commerce [11]. Furthermore, 
when it comes to online purchasing, females are 
more reliant on e-reputation, commerce's whilst 
males are more reliant on levels of perceived trust in 
e-commerce [12]. As a result, one of the key 
variables in the e-commerce system is client trust 
[13]. 

2. LITERATURE REVIEW 

2.1 Types of Software Development 
Methodologies 

Traditional Methodology - The following is a 
description of the variations: Traditional 
development follows a top-down approach that 
makes any transition difficult, follows architectural 
leadership style, ensures pre-planning for executing 
subsequent phases, only requires customer 
involvement in the initial requirements gathering 
phase, builds project plan before beginning the 
system development process, allows only project 
manager to govern project ownership, follows the 
one-time dispatch of product discipline, and obeys 
mechanical requirements [16].   

Agile Methodology - Leaders from diverse 
working backgrounds developed the Manifesto for 
Agile Software Development to include values and 
principles to optimize the method of software 
development [18]. The four Agile Manifesto basics 
are described below: 

 Individuals and interactions over processes and 
tools 

 Working software over comprehensive 
documentation 

 Customer collaboration over contract 
negotiation 

 Responding to change over following a plan 

As with the agile development approach, it makes 
it easier to experiment with various strategies to 
identify the best possible solution, enables the free 
flow of communication that welcomes team 
members’ ideas, improves flexibility and 
adaptability of workflow for adjustment, actively 
engages customers to ensure success, prepares each 
module with the demonstration to allow the customer 
to receive project work incrementally with the 
correct direction, allows a sense of shared ownership 
of project contribution, follows the incremental 
dispatch of the product, and obeys organic structure 
that encourages cooperation with flexibility and 
participative that commonly utilized in the small and 
medium organization [16]. 

The agile method will aid crisis management 
during software development if certain techniques in 
the study [19] are followed. According to a study 
[20], the agile approach experience had no effect on 
the degree of stress, and that every new agile 
practitioner enjoyed the change in implementing the 
agile approach that follows collaborative practices, 
which helped practitioners avoid stress and provide 
a better overall project experience. 

According to an annual report [21] from 2020, the 
top 5 reported advantages of implementing agile 
practices include (1) ability to manage changing 
priorities, (2) improve project visibility, (3) enhance 
business or IT alignment, (4) reduce time-to-market, 
and (5) improve team morale, which can be 
summarized as a trend for improving speed and 
adaptability. Moreover, the two-key metrics for 
assessing the success of the use of the agile 
methodology recent years have been consistently 
comprising of customer satisfaction and business 
value [21].  

As for the challenges, a study [23] shows that from 
8 papers published from 2017 onwards, the 7 most 
universal challenges faced during decision-making 
for requirements in agile development environment 
consist of (a) rapid evolving market trends, (b) low 
drive from team members in knowledge contribution 
for requirement engineering, (c) minimal of 
development time because of frequent disagreement 
from each stakeholder with different experiences, (d) 
difficulty in ascertaining requirements during the 
preliminary phase of development, (e) 
miscommunication of project goals between 
stakeholders and development teams, (f) dominance 
of High Paid Person Opinion (HiPPO) during 
development, and (g) unforeseeable drawbacks from 
customer involvement for the development team. 
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Furthermore, to facilitate highly complex product 
development, companies must scale up their agile 
approach. A case study [24] for a world-leading 
Swedish telecommunication company in Sweden, 
implementing a large-scale agile approach for their 
product management and found technical ability 
challenges and contextual difficulties. 

Additionally, the former difficulties include poor 
ability to forecast due to a vast amount of content, 
decreased ability to prioritise because of disputes 
between multiple stakeholders involved, and 
complex planning due to vague requirements and 
ambiguous position of operational product owners 
[24]. Secondly, since the work environment is an 
open space where regular meetings, the contextual 
difficulties consist of distracting other departments 
[24]. Thirdly, because of the capabilities of some 
teams due to different opinions on team capabilities, 
it will be poor team build-up [24]. For example, the 
teams are unable to deliver what the operating 
product owner has promised, and the teams feel 
incapable of doing so, resulting in dissatisfaction and 
stress from both sides [24]. 

2.2 Related Work of Software Development 
Methodologies  

Extreme Programming Methodology - From 1999 
to 2009, Extreme Programming was the most well-
known methodology for software development [25], 
which overlaps with the claim [26] that there were 9 
cases of “XP-Distributed Team” participation during 
that time. Furthermore, according to a survey [6], 
about 80% of companies agree that a comprehensive 
model of software quality is crucial for the XP 
process and product. 

Difficulties: According to a study [27], the rapid 
development and delivery of codebase by team-
based Extreme Programming found that it has 
potential to be detrimental to the long-term 
maintenance of software quality, resulting in 
technical debt because there is too little time for 
proper design to be considered and is consistent with 
the results of this study [28]. It could also due to the 
unawareness of the context of meaning for the term 
technical debt, which caused the team to be thinking 
it as a trivial issue [27]. A study [29] states that 
among other characteristics, design is the most 
common technical debt, including test, project 
convention, performance, documentation, build, and 
security. The report [30] shows that the impact of 
technical debt would be harmful to quality of 
systems. If the practices or modifications in phases 
increase, the complexities of XP increase a XP is 
comprised of poor architectural structure with 
minimal documentation [28]. In addition, there is a 

lack of sufficient guidance provided to resolve XP’s 
limitations [28]. The XP software development 
approach was also found to be the least preferred 
approach among the 50 respondents in the context of 
very small organizations [31]. The most frequent 
agile methods implemented in Extreme 
Programming (XP) during the period between 1999 
and 2009 were continuous integration and pair-
programming [25]. The pair-programming practice, 
however, poses controversial concerns and is 
challenging from the viewpoint of implementation 
[28]. 

Advantages: According to a study conducted [27] 
between 2015 and 2016, the Extreme Programming 
approach was found to be the second most efficient 
team-based development technique with the lowest 
effort needed for the unstructured process between 
Scrum, Scrum with Kanban, and Banana. 
Furthermore, the use of Extreme Programming 
followed by Scrum with Kanban, and Scrum, 
contributed much to user story decomposition [27]. 
Importantly, the frequent use of user story 
decomposition allows the team to minimize stress 
[20]. First, the outstanding functionality provided by 
Extreme Programming (XP) comprises of 
Requirement as Story Cards. Secondly, Simplicity. 
Thirdly, Continuous Interaction. Fourthly, Test 
Driven Development, and Fifthly is the Refactoring 
[32]. An empirical study of the impact of technical 
debt awareness [27][33], has found that not only 
Extreme Programming can provide teams with 
certain benefits, including improved communication 
and collaboration, and facilitating improvements and 
feedback to continually enhance the development 
and maintenance of system. 

Scrum Methodology: From 2010 to 2016, the 
Scrum technique was the most often used agile 
methodology in all remote teams [25]. Importantly, 
according to an annual report [21], the Scrum 
approach has consistently implemented the Scrum 
agile methodology, with at least 75% of respondents 
practising Scrum and 58 percent of respondents' 
firms using it. 

Difficulties: According to a study [33], it was not 
easy to observe at least 100 practitioners who worked 
on past projects utilizing traditional development 
methodology and their mindset transition to agile 
development methodology. Furthermore, a 
particular team was initially unable to meet the 
Sprint's timeframe, causing frustration and animosity 
throughout the entire team.  

However, after a few Sprints, the teams began to 
adjust to the protocols in a logical manner, and 
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everything became normalised [33]. Furthermore, 
the conference call was packed, resulting in lengthy 
meetings with minimal participation from attendees, 
poor meeting outcomes, and little progress [34]. 
Furthermore, several project teams had to work 
together to keep track of project progress by 
describing the system to ensure everyone was on the 
same page and encouraging other teams to check the 
system right away [34]. Finally, because multiple 
teams were working on the same project and the code 
average was low, the implementation of units and the 
required end-to-end tests took an inordinate amount 
of time [34]. 

Advantages: According to a research study [35], 
the value of the Scrum agile methodology suggested 
by 136 Agile practitioners claimed that the customer 
collaboration, shared vision, and continuous 
feedback for verification were the advantages of the 
Scrum approach. The Scrum software development 
approach assisted in incrementally identifying flaws 
during feature delivery [34], resulting in a project 
with a small number of faults. The incremental 
delivery approach also aided the quality assurance 
team in assessing the project early on, allowing the 
developers to address any flaws [34].  

Furthermore, the Scrum approach has numerous 
benefits, including early detection and correction of 
defects, reduced exposure to costly rework, 
increased emphasis on quality assurance activities, 
and participation in a sustainable pace situation [34], 
all of which may reduce the risk of working on the 
edge of the timeline. It also increases adaptability for 
easier handling. For example, all further requests 
submitted to the product backlog will be prioritised 
and enforced in succeeding Sprints [34]. 

According to a survey [34] on the effectiveness of 
using the Scrum approach, project team members 
have improved in a variety of ways, including team 
collaboration, team understanding, the business 
value of the finished product, time wasted on tasks, 
daily productivity, optimal effort allocation, 
avoidance of extremely stressful times, and better 
team spirit and relationships between team members. 
In addition, the agile Scrum strategy boosts team 
productivity, project predictability, and project risk 
reduction [21]. The aforementioned benefits, such as 
product reliability and delivery speed decrease, are 
in line with a study [22] on lead-time in the product 
design and development process. These findings 
show how agile approaches to software development 
can have a significant impact. In addition, the agile 
Scrum strategy boosts team productivity, project 
predictability, and project risk reduction [21]. The 
aforementioned benefits, such as product reliability 

and delivery speed decrease, are in line with a study 
[22] on lead-time in the product design and 
development process. These findings show how 
agile approaches to software development can have 
a significant impact. 

Kanban Methodology According to the annual 
agile report [21], in 2019, 76 percent of respondent 
organizations (the largest percentage) are using 
Kanban board as their agile project management 
method. The workflow of software project 
development can be managed using Kanban boards 
for planning, designing, development, and delivery 
[36]. 

Empirical studies and experience reports - 
benefits: From the field of software engineering, 
there are 15 types of benefits reported [37] in 23 
studies, and the studies are listed in the appendix A 
as P1, P2, P3, P4 and so forth. Interested readers may 
refer to the paper [37] for the complete version. The 
benefits are synthesized and described in the table 
below: 

Table 1. Reported benefits of Kanban from empirical 
studies and experience reports 

 
Empirical studies - challenges: According to an 

empirical study [37], it summarized the challenges 
reported from 14 studies and they are listed as P4, 

Category 
Number of 

benefits 
Reported benefit 

Process 
(18 studies) 

16 
Poor understanding and lack 
of guidance for Kanban 
implementation 

12 
Performance assessment 
using metrics for lead-time, 
and vice versa 

10 
Improve identification of 
impediments 

7 Better workflow 

5 Reduce time-to-market 

4 Better tasks prioritization 

4 Reduction of defects 

4 Improve quality 

4 Increase intuitiveness 

People 
(14 studies) 

7 
Better collaboration and 
communication 

6 Increase team motivation 

5 
Better team building and 
cohesion 

6 
Increase customer 
satisfaction 

Organization 
(8 studies) 

6 
Cultivate continuous 
learning 

3 Better strategic cooperation 
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P5, P6, P7, P9, P10, P12, P14, P15, P16, P17, P18, 
P22, P23 in the appendix A.  

As shown in the table below, the 14 research 
indicated the problems in using Kanban in software 
engineering, and the 8 key challenges have been 
recognized and divided into three broad categories: 
process, people, and organization: 

Table 2. Reported challenges of Kanban from empirical 
studies 

Category 
Number of 
challenges 

Reported challenge 

Process 
(6 studies) 

1 
Setting up and retaining the 
use of Kanban 

People 
(8 studies) 

5 
Hesitant on using Kanban 
from Management 

4 
Poor understanding of 
Kanban core practices and 
concepts 

2 
Communication handling 
between teams and 
customers 

Organization 
(11 studies) 

6 
Continuous adaption of 
evolving organizational 
culture 

5 
Insufficient practices for 
Kanban 

5 
Insufficient training for 
Kanban 

1 
Poor knowledge 
management of Kanban 

1 
Setting up and retaining the 
use of Kanban 

5 
Hesitant on using Kanban 
from Management 

4 
Poor understanding of 
Kanban core practices and 
concepts 

2 
Communication handling 
between teams and 
customers 

6 
Continuous adaption of 
evolving organizational 
culture 

5 
Insufficient practices for 
Kanban 

5 
Insufficient training for 
Kanban 

1 
Poor knowledge 
management of Kanban 

 

Experience reports - benefits: The table below is 
based on the reference of a study [37], and the table 
indicates the benefits of Kanban from 22 experience 
reports which are massively context specific. The 
experience reports were published between 2006 and 
2016. Furthermore, the 22 reports are listed as ER1, 
ER2, ER3, ER4, and so forth in the appendix B. 
However, ER4 does not show any benefit in this 
case. 

Table 3. Reported benefits of Kanban from experience 
reports 

Category 
Number of 

benefits 
Reported benefit 

Process 
(22 reports) 

15 
Assist decision-making 
process and facilitate 
visibility 

15 
Improve workflow and 
cultivate continuous 
improvements 

6 
Facilitate entire 
development process 

6 
Improve predictability in the 
delivery of final products 
and greater work estimation 

4 
Reduce lead time and cycle 
time 

2 Improve workload balance 

People 
(8 reports) 

8 
Guarantee cohesiveness of 
teams and skills 
improvement 

Organization 
(12 reports) 

8 
Establish self-organization 
and facilitate coordination 

7 
Drive and support 
organizational change 
management  

 

Experience reports - challenges: A total of 17 
experience reports between 2006 and 2016 revealed 
the challenges related to the use of Kanban for the 
practitioners in this case [37]. The 17 experience 
reports include ER1, ER3, ER4, ER5, ER6, ER7, 
ER8, ER9, ER12, ER13, ER14, ER16, ER17, ER19, 
ER20, ER21 and ER22, and they are similarly listed 
in the appendix B, and the recorded challenges of the 
usage of Kanban is summarized in the table below: 

Table 4. Reported challenges of Kanban from experience 
reports 

Category 
Number of 
challenges 

Reported challenge 

Process 
(5 reports) 

4 
Poor understanding and lack 
of guidance for Kanban 
implementation 

1 
Performance assessment 
using metrics for lead-time, 
and vice versa 

People 
(8 reports) 

7 
Kanban adopting motivation 
required for staff 

1 
Unpredictable workflow and 
task switching 

Organization 
(20 reports) 

11 
Costly, complex and time-
consuming due to integration 
required by Kanban 

4 
Continuous adaption of 
changing organizational 
culture 

4 
Lack of expertise and 
training 

1 
Deep understanding of Lean 
is required for Kanban 
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2.3 Related Work of Software Quality Model 
ISO/IEC 25010: The E-commerce system is a 

software-intensive computer system that includes 
multiple stakeholders who use, procure, develop, and 
improve the computer system [38]. The essence of 
ISO/IEC 25010 is meant to be used to carry out a full 
specification and assessment of the efficiency and 
quality of software-intensive computer systems in 
order to assure value to stakeholders [38]. The 
ISO/IEC 25010 quality model can be used to 
describe significant quality characteristics that are 
helpful in achieving certain specifications' criteria, 
allowing high-quality software products to increase 
their ability to prevent negative consequences and 
deliver value to stakeholders [38]. 

According to study in 2018 [39], ISO/IEC 25000 
series standards implemented in 2008 were the 
renewal edition of ISO/IEC 9126, and the ISO/IEC 
25000 is the most well-known quality standard 
amongst Boehm, McCall, ISO (International 
Organization for Standardization), and FURPS 
(Functionality-Reusability-Portability-Security). 
Furthermore, the improvements of the quality model 
include compatibility, security factors, satisfactions, 
freedom of risk, context coverage, reusability, and 
restructuring capabilities that comprise 
interoperability and portability [39]. ISO/IEC 25010 
is a more comprehensive software quality in use than 
ISO/IEC 9126 [40] and the readers who are 
interested in learning more about the history of 
ISO/IEC 25010 can refer to Đorđević’s study [40]. 

The three key stages of the product life cycle that 
can be measured using the ISO/IEC 25010 quality 
model [38] are during product development, during 
product assessment, and throughout product use. 
According to the study [6], a quality product can be 
obtained by prioritizing the method's quality first and 
assessing the product's quality metrics second, using 
the ISO/IEC 25010 quality model. 

In addition, the ISO/IEC 25010 quality model will 
direct the design, development, and assessment of 
the E-commerce system [2][41]. The system design 
element is also consistent with the findings of 
another study [42], which found that design or 
ergonomics was ranked as the top-quality discipline 
for E-commerce system by practitioners and 
scholars, followed by information diversity, 
reliability, security, ease of use, responsiveness, 
service quality, performance or efficiency, 
reputation, and vice versa. For interested readers, can 
refer to Stefani’s other work [2][41] on ecosystem 
indicators for the design of quality E-commerce 
systems. 

3. DISCUSSION 

The implementation of the recommended agile 
development approach and software quality model, 
as defined above, will be discussed in the subsections 
that follow. In general, according to a study [43] on 
the framework for evaluating e-commerce websites, 
the e-commerce system must take into account 
security assurance, intuitive navigation, real-time 
assistant, content quality, and learnability. 

3.1 Adopting Scrum Methodology 
Scrum methods, including stand-up meetings, 

backlog, and Sprint or iteration, are the most 
effective agile practises in the Scrum methodology 
in all situations, according to a literature analysis 
[25] on agile practises in global software 
development. Successful meetings and predictable 
delivery, which the Scrum methodology enabled, 
also helped the project team to reduce stress [20]. 
According to the same annual agile report [21], 1,121 
complete survey responses show that the top 5 agile 
strategies embraced are agile methods such as (1) 
Daily Stand-Ups, (2) Retrospective, (3) Sprint 
Planning, (4) Sprint Review, and (5) Short Iterations, 
and their percentages are 85, 81, 79, 77, and 64 
respectively. 

Scrum's agile tactics will benefit the project team 
in a variety of ways, including all Scrum meetings 
save the Sprint Retrospective, which will improve 
planning and Sprint Review. Additionally, Stand-
Ups can be positively impacted by communication 
and transparency, while Sprint Retrospective 
facilitates the transmission of information and input 
of feedback. Furthermore, Continuous Integration 
reduces the product time-to-market and increases 
transparency of the product. Scrum-of-Scrums 
improves the aspects of communication, including 
planning, structuredness, and transparency [44]. 
Scrum roles also will increase the empowerment and 
satisfaction of the team [44]. The Scrum strategics 
that should be followed for the growth of e-
commerce system are outlined: 

Scrum-of-Scrums: This is a weekly meeting with 
a large team or a project lead to ensure that the team 
is on track to complete the project successfully. 

Daily Stand-Ups: This is a weekly small group 
gathering where everyone can catch up on work 
progress. It can be divided into three categories:  

(1) only for the purpose of status monitoring,  

(2) an hour-long meeting, and  
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(3) an unprecedented decline in the frequency of 
the meeting, but with the effect that it will be a long 
meeting. 

Sprint planning takes place during the Sprint shift. 
All departments will be given a breakdown of the 
backlog, and each team will be accountable for its 
own preparation. 

Sprint Review: This is a meeting with team leaders 
and representatives to discuss not only work progress 
but also what has been accomplished. Any of the 
evaluation sessions might be casual and unstructured 
if there is no agenda. 

Retrospective: This is a meeting that will vary in 
length depending on the time. At the meeting, the 
teams review their progress and discuss how to 
overcome any obstacles. If the goal is clearly 
established, it may be beneficial to carry it out within 
each team. 

Backlog: It's akin to a to-do list for objects. The 
items defined in the Backlog can be changed by 
priority, which is dependent on the current situation. 
Each team or project phase may have many backlog 
items to attend to. 

3.2 Adopting ISO/IEC 25010 Quality Model  
As shown in the table, the quality goals identified 

in the ISO/IEC 25010 quality model are mapped with 
the sub-characteristics and recommendations for 
improving the production of modern e-commerce 
systems. To reinforce the discussion, the initial 
report of ISO/IEC 25010:2011 by ISO is used [38]. 

Table 5. Mapping of quality goals, sub-characteristics, 
and recommendations 

Quality Goal 
Sub-

characteristic 
Recommendation 

Usability 

Appropriateness 
recognizability 

System or product 
appropriateness 

User-interface 
aesthetics 

Satisfying design 
and interaction 

Learnability 

Simplicity, 
effectiveness, 
efficiency, freedom 
of risk, and 
satisfaction 

Operability 
Ease of operate, 
control, simplicity, 
efficiency 

User error 
protection 

Constraints against 
errors 

Functional 
suitability 

Functional 
completeness 

Focus of specified 
tasks, and user 
objectives 

Functional 
correctness 

Correct results with 
precision 

Functional 
appropriateness 

Facilitation of tasks 
accomplishment 

Performance 
efficiency 

Time behaviour 
Throughput rate of 
system 

Quality Goal 
Sub-

characteristic 
Recommendation 

Capacity 
Capacity limit of 
system 

Reliability 

Maturity 
Reliability under 
normal operation 

Availability 
Constant operation, 
and accessible when 
required 

Fault tolerance 
Operate in the 
presence of faulty 

Recoverability 
Re-establish desired 
state in the event of 
failure(s) 

Security 

Confidentiality 
Data accessibility, 
and privacy 
concerns 

Integrity Modification rights 

Non-repudiation 
Proves of events, 
and transaction 
security 

Authenticity 
Genuine products, 
and services 

Maintainability 

Modularity 

Discrete 
components, and 
minimal impact on 
changes 

Analysability 
Failure diagnosis, 
and impact 
assessment 

Modifiability 

Stability, 
changeability, and 
minimal impact on 
modification 

Testability 

Test criteria 
establishment, and 
test case for test 
criteria established 

 
Discussion on the mapping of each of the sub-

characteristics following their quality goals, and 
recommendations is presented below: 

Usability Appropriateness recognizability: 
Appropriateness of the system or products for needs 
[38]. It determines whether customers can find 
products to fulfil their demands when using an e-
commerce system. The higher the recognizability, 
the better the e-commerce system's conversion rate, 
and hence the more money the e-commerce platform 
may make. Customers would spend less effort and 
time locating their perfect products by minimising 
product selections in the e-commerce system, 
according to a research study [38]. It also decreases 
confusion and cognitive strain among customers. 

User-interface aesthetics: Pleasant and satisfying 
interaction [38]. An e-commerce system's user 
interface can have a negative impact on the overall 
user experience, especially in terms of perceived 
customer information overload [45]. The manager 
and product designer play a crucial role in the 
aestheticism of user-interface design, and the design 
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of an E-commerce system must be approached from 
psychological, business, and technological 
viewpoints [2][41]. The non-ambiguous design of 
user interfaces will certainly enhance the motivation 
of customers towards the e-commerce system [45]. 
In addition, research studies [29][46][47] argue that 
design problems were a major factor in the reason for 
system failures. 

Learnability: Ease of use and effectiveness [38]. 
End-users' ease of understanding, particularly during 
their initial visit to the e-commerce system. The 
more user-friendly an e-commerce system is, the 
easier it is to learn and the less cognitive burden it 
requires. Information ambiguity has a bigger impact 
on user motivations for utilising the e-commerce 
system than does information complexity [45]. 
Similarly, quick access to information coincides with 
user engagement and can have a substantial impact 
on consumer happiness and E-commerce 
performance [13]. The E-commerce system's poor 
design increases the number of steps required to 
achieve consumer goals and, as a result, diminishes 
its learnability. As a result, it's critical to keep the 
proportion of total steps to fulfil an objective versus 
job completion as low as possible [48]. Color 
palettes, for example, would also contribute to 
efficacy [48]. 

Operability: Error tolerance, controllability, and 
conformance to user expectations are all factors that 
affect operability and simplicity of operation and 
management [38]. The ease of use of online stores 
will positively influence customers' attitudes toward 
e-commerce, and customers who have a good user 
experience are more likely to offer the E-commerce 
system higher feedback ratings [49].  The attributes 
to be met include the speed of page loading to 
provide customers with a smooth experience because 
slow page response times are the key contributor to 
page abandonment and decrease sales order in online 
shops [15], and the slow access to content in the e-
commerce portal would increase customers’ 
perceptions of information overload [45]. 

User error protection: Customers should be 
protected from making mistakes [38]. The e-
commerce system should issue smart validation. 
Customers are asked with a validation notice when 
they check out or delete an item from their shopping 
cart, for example. Additionally, if they try to cancel 
an order during the checkout, a pre-emptive warning 
should be shown to the customers.. Furthermore, to 
verify the input of typing characters, such as 
registration details, and payment details, regular 
expressions may be implemented to validate them. 

Functional suitability: Functional appropriateness 
was the most generally stated quality target in 
software projects, according to 50 participants in a 
poll [31] done in the setting of extremely small firms. 
Functional appropriateness is defined by three sub-
characteristics: functional completeness, functional 
correctness, and functional adequacy, all of which 
are explored further down. 

Functional completeness: Set of functions 
covering all the specified tasks and goals of the user 
[38]. A collection of functions introduced in the e-
commerce system are capable to allow users to 
accomplish their objectives. From the perspective of 
experts of the e-commerce system [50], the key 
features of the e-commerce system include the 
presentation of overviews of products and services, 
product filtering, product analysis, product and 
service search, integration with other applications, 
purchasing of goods and services, and order status 
monitoring. 

Functional correctness: Computational results that 
are accurate and correct [38]. The e-commerce 
system must produce dependable results, and this 
goal is linked to the maturity sub-characteristic of the 
level of reliability goal, which is also addressed in 
this research. An invoice might include the buy 
products, delivery date, product names, unit cost of 
the product, and gross pay for purchase products, for 
example. In addition, to produce an order report for 
the supplier to restock low-quantity items, tracking 
the inventory of each item for the system 
administrator is often important to be reliable. For 
decision-making by the stakeholders, monitoring of 
system performance should also be accurate. 
Furthermore, the goods in the e-commerce system 
should be properly organized and precisely 
according to their categories. 

Functional appropriateness: Facilitate established 
tasks and user objectives [38]. The e-commerce 
system is only required to provide clients with the 
instructions they need to complete specific tasks, 
without adding any unnecessary steps to their time. 
According to a study [45], system interface issues 
such as confused instructions given to customers in 
the e-commerce environment to reach their aims 
would increase information overload and have a 
negative impact on customers' inclinations to utilise 
the e-commerce platform. In another survey [31] 
carried out in the context of very small organizations, 
49 out of 50 respondents indicated that the most 
common sub-characteristic considered in software 
projects was functional appropriateness, which is 
part of the objective of functional suitability. 
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Functional efficiency Time behavior: Degree of 
system throughput rate [38]. The throughput rate is 
similar to performance, precisely the e-commerce 
system’s processing time while executing a function 
to accomplish users’ defined tasks. This system, for 
example, needs less memory and runs rapidly. Terms 
such as memory and speed are categorized as 
efficiency characteristics [48]. 

Capacity: Maximum product limit or system 
parameter of the e-commerce system [38]. The 
higher the capacity limit, the greater the efforts 
required by developers for the implementation of the 
e-commerce infrastructure. For instance, the 
parameters will consist of the number of concurrent 
users, the size of database, transaction throughput, 
and the bandwidth of communication [38]. 
Furthermore, the restricted capacity that may be 
severely influenced by media elements may 
substantially reduce the e-commerce system's ability 
to efficiently generate a list of product offerings 
when the website loading time slows, and this 
problem might impact e-commerce revenues due to 
page abandonment [15]. Time-to-market and 
maintenance costs will suffer if the capacity limit is 
set too high [15]. Importantly, in search results, the 
large page size that causes slow page loading speed 
may have a substantial effect on a website’s ranking 
[51]. 

Reliability Maturity: Under typical conditions, it 
is dependable [38]. Events like issuing invoices for 
customers, order reports for suppliers, and system 
performance monitoring for stakeholders can all be 
done in the normal course of business. A study [52] 
demonstrates the importance of reliability in 
producing highly reliable outcomes. However, the 
correctness of e-commerce transactions producing 
outputs is a difficult task to achieve, as there have 
been many cases where errors in the e-commerce 
system have caused system downtime. However, the 
method of applying logic-based formal specification 
techniques is widely assumed to be capable of 
creating a coherent and effective e-commerce system 
[52]. 

Availability: Accessible and operational when 
necessary [38]. Maturity, recoverability, and fault 
tolerance are part of the availability factor [38]. The 
e-commerce system's design activities, such as 
behavioural, architectural, and interface designs, 
may play a significant role in poor design outcomes, 
such as limited availability [15]. Furthermore, the 
availability aspect must examine the high cohesion 
and low coupling to incorporate modularized designs 
that will aid in future important adjustments to the E-
commerce system [15]. During the upstate process, 

the availability of the e-commerce system will be 
checked, and the system is expected to be in 
continuous service for customers to access and 
purchase products [15]. As this availability attribute 
is aligned with the next sub-characteristic, the fault 
tolerance, a related real use case scenario for e-
commerce is further addressed. 

Fault tolerance: In the event of software or 
hardware failures, the system will continue to 
function as planned [38]. Microservice designs can 
improve the fault tolerance and high availability of 
an e-commerce system [53]. In comparison, one of 
the leading European e-commerce platforms, 
otto.de, and Amazon are presently implementing 
microservice designs, facilitating non-functional 
features such as scalability, dependability, and 
agility of their e-commerce platforms [53].  

Recoverability: In the case of a failure or 
disruption, re-establishment of the ideal state [38]. 
Following the above fault tolerance, it is possible to 
tolerate the failure of individual services in the e-
commerce systems to restore services after faults 
have been detected using the microservices [53]. 
Therefore, in the case of a malfunction, the desired 
state of the e-commerce system can be easily 
restored and improves recoverability. 

Security: It comprises multiple dimensions for the 
security objective of e-commerce systems, including 
safety, repudiation, integrity, authenticity, 
confidentiality, privacy, availability [54]. To ensure 
the success of an e-commerce system, more 
consideration must be paid to usability, privacy, and 
security factors [55] since the security of personal 
information would lead to influencing customer trust 
[13]. As regards the additional resources needed for 
formal specification methods in e-commerce 
transactions, the resources [52][56][57] can be 
referred to by interested practitioners and 
developers. 

Confidentiality: Data can only be accessed by 
authorized users [38]. Upon completion of 
registration, each of the customers can connect to the 
e-commerce system with a dedicated e-mail and 
password. Some features, such as purchasing history 
and account configuration, are only available when 
it is accepted into the e-commerce system. Only the 
system administrator, on the other hand, has access 
to the e-commerce system's inventory in order to 
make necessary adjustments and generate order 
reports and system monitoring reports. According to 
a study [58], the impact of online privacy concerns 
(OPC) on customers' behaviour toward purchasing 
things online would be directly influenced since 
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customers would expect to have more control over 
their personal information. It is also necessary to 
protect the information of the customer in the e-
commerce environment to prevent any personal 
information fabrication, which can lead to the 
reluctance of customers to shop online 

Integrity: Privileges to access or modify a system 
[38]. Unauthorized users are prohibited from 
accessing or changing the e-commerce system in 
terms of programmes or records. Its purpose is to 
prevent any malicious intent from disrupting the e-
commerce infrastructure. For example, transactions 
can be safeguarded to ensure data integrity in the e-
commerce system [15]. 

Non-repudiation: For reassurance, provide proof 
of happenings [38]. Non-repudiation can be defined 
as an indisputable transaction and conduct in e-
commerce transactions from customers, which 
occurs in blockchain [59]. Non-repudiation services' 
objectives are to gather, provide, maintain, and 
verify transaction evidence from the transmitter to 
the receiver [59]. To ensure information non-
repudiation, all information submitted or retrieved 
by all clients is incontrovertible. As a result, in order 
to strengthen confidence between the platform and 
customers, the non-repudiation service will provide 
increased security for e-commerce transactions. As 
evidence, all records are maintained protected. With 
these, the e-commerce system can enforce more 
policies to promote stakeholder confidence, such as 
goods sold are exchangeable but not refundable 
unless they are spoiled products. 

Authenticity: Genuine products and services are 
available [38]. The e-commerce system must 
demonstrate that the commodities displayed in the 
system are genuine in order to exhibit 
professionalism and promote responsibility. The 
rules and regulations must be properly set in order 
for customers to reach mutual agreement and avoid 
potential litigation and misunderstandings. 

Maintainability: In order to keep up with the 
constant evolving needs of consumers and to 
compete with other competitors, the e-commerce 
infrastructure needs to be continually updated and 
maintained. A series of innovative techniques are 
necessary to improve software maintainability, 
adaptability, and scalability [15]. 

Modularity: Modifications have small effects on 
discrete components [38]. The e-commerce system's 
architecture is made up of separate pieces. Any 
changes to the constituent components should have 
the least impact feasible. Modularity can be achieved 
by using Declarative and Component Oriented 

libraries like React.js or Responsive Frameworks 
like Angular.js. Modularity contributes to the 
component-based software engineering paradigm by 
allowing practitioners and developers to be more 
agile by relying on reusable components or source 
codes that may be safely stored for version control 
on GitHub [60]. These practices have important 
benefits, including improving performance and cost-
effective during the software development. 

Analysability: Failure diagnosis and impact 
assessment [38]. To evaluate the system faults, 
mechanisms can be implemented into the e-
commerce system. In addition, prior to any incident 
or malfunction, system report may be produced to 
improve analysability and prevent critical risks, such 
as unexpected system failures. 

Modifiability: Minimal modification impact [38]. 
It is a measure of modifying the e-commerce system 
without degrading the system quality or adding flaws 
to the system. Modularity and analysability can 
influence modifiability when the system requires a 
sequence of actions, including coding, designing. 
documentation, and verification of modifications 
[38]. In addition, modifiability is composed of 
stability and changeability [38]. 

Testability: The establishment of test criteria that 
requires test case verification [38]. To ensure the safe 
and secure functionalities of the e-commerce system, 
the clearly defined test criteria for the e-commerce 
system need to be tested in test cases. Furthermore, 
advanced analysis and design following the 
definition of designs for the e-commerce system to 
cover factors, such as performance, security, 
availability, safety, maintainability, and usability 
requirements are necessary to increase the testability 
[15]. 

4. RESULT 

According to a quantitative review of the 
differences between traditional and agile architecture 
approaches, the agile approach wins out and is 
consistent with e-commerce growth. The simplified 
complexities and benefits of software development 
approaches like as Extreme Programming, Scrum, 
and Kanban highlight the Scrum methodology as the 
best ideal strategy for the creation of an e-commerce 
system. It does not, however, ensure its efficacy 
while using any particular agile methodology. 

After discussing all the recent related works, 
Scrum software development approach has the 
benefits of mitigating technical debt, possible design 
failures, stress, miscommunication, and ambiguity 
and enhancing shared vision, constant feedback for 
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verification, productivity, team cohesion, delivery 
predictability, project visibility, risk reduction, and 
engineering discipline. Regarding the 
implementation of the ISO/IEC 25010 software 
quality model described in the next section, its sub-
characteristics are constructively mapped with the 
main features of the e-commerce system and 
contribute to the overall progress of the modern e-
commerce system development life cycle. 

As a result, the above-mentioned software 
development strategy and software quality model 
should enable practitioners and developers to 
produce usable results and comprehend the 
methodologies discussed. We will discuss the 
adoption of the Scrum software development 
approach, as well as its proper execution in 
accordance with recognised agile practises and 
research findings. Second, we'll go over how to put 
the ISO/IEC 25010 quality model into practise, 
including its quality goals, sub-characteristics, and 
guidelines for the development of modern e-
commerce systems. 

5. THREAT TO VALIDITY 

In this study, because of the complexities, there is 
no quantitative method applied to analyze all the 
decisions or recommendations for the 
implementation phases of e-commerce systems. 
Given the significance of this analysis to the e-
development of commerce systems, its contribution 
will not be overlooked. Isolating software from the 
reality in which it operates, for example, frequently 
leads to deceptive qualitative evaluations, and this is 
a common mistake [61]. 

In addition, during the development of the e-
commerce systems, we did not implement the 
strategies provided to verify the enhancement of the 
implementation feasibility and the confidence of 
practitioners and developers. However, in this study, 
it could be done to assess the above-mentioned 
criteria by creating a prototype e-commerce platform 
following the recommended software development 
methodology and software quality model. 

6. CONCLUSION 

Observing the differences between traditional and 
agile software development approaches. The related 
works and actual use cases of agile software 
development methodologies such as Extreme 
Programming, Scrum, and Kanban in terms of their 
challenges and benefits, and came to the conclusion 
that the Scrum software development methodology 
would be the best fit for developing an e-commerce 
system.  

Furthermore, the beneficial impacts of 
implementing Scrum strategies to improve the 
feasibility and confidence of practitioners and 
developers during the system development process. 
Reviews shows that the related works of the ISO/IEC 
25010 quality model to indicate its usefulness in the 
development of e-commerce systems.  

Consequently, to further enhance feasibility and 
usefulness, the quality goals, sub-characteristics, and 
recommendations of the ISO/IEC 25010 quality 
model need to be mapped for the development of 
modern e-commerce systems. Theoretically, this 
study contributes to the advancement of e-commerce 
systems and tries to encourage the future 
implementation of high-quality e-commerce 
systems. 

7. FUTURE RESEARCH 

The evaluation of the implementation of the 
chosen software development approach and software 
quality model for the development of the e-
commerce system requires further work. Firstly, use 
a quantitative method, considering the complexities, 
to avoid developing e-commerce systems that are 
solely based on intuitive parameters. Secondly, 
design an experiment to consider other variables and 
analyse the variables that have an immediate impact 
on the behaviour of the customer using an e-
commerce prototype system. 
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