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ABSTRACT

The paper highlights the main characteristics of the user, which can be used in the formation of the browser
fingerprint, revealing their features. De-anonymization of the user can be used to create individualized
advertising campaigns that match the interests of the person, to improve systems for recommending content
(for example, articles, videos and music), for secure authentication, collecting statistics about site visitors
and analytics. The article also presents other possible scenarios for applying the technology. The
methodology presents three possible scenarios: cross-browser solution, maximum amount of data and high
accuracy. For each of them, the most appropriate array of user characteristics used to form the fingerprint is
chosen, and examples of the JavaScript script are demonstrated. The disadvantage of the technology is the
fact that when we change the value of one of the analyzed parameters, the entire output data block also
changes. The solution to this problem is to choose the optimal sensitivity threshold. Calculated the optimal
sensitivity threshold depending on the number of analyzed parameters, we give examples of its use to
determine whether to consider the web service user as a repeat visitor or a new user.

Keywords: User de-anonymization, Browser fingerprint, Device fingerprint, Information security,

JavaScript.
1. INTRODUCTION

Browser fingerprinting is a technique used by
online services and sites to identify visitors by
assigning each user a unique identifier (fingerprint),
for example: mhxkbwxa6bmrxpz5g. This identifier
depends on a set of user parameters, which are a
unique array of data, such as a combination of
information about the screen resolution, installed
fonts and model of the device used [1]. The
resulting fingerprint will remain constant even if
the user switches to incognito mode or turns on a
VPN.

The name of this method defines its key feature:
the obtained identifier is unique, just like real
fingerprints. Because of its uniqueness, the
obtained identifier is also called device fingerprint.

The original use of this technology was to
optimize the site for the user, regardless of what
device the user visited the online resource: from
phone, tablet or computer. Without unnecessary

actions, the user will be able to see usual news feed
on topics of interest, even not yet logged in to the
site, will remain the user settings and specified
preferences. The technology has found its
application in advertising. So, the server, having
collected information about the user's behavior
model and his characteristics, can fine-tune a
personal (targeted) advertising campaign. Such
advertising is more accurate than ads based on a
simple analysis of a user's IP-address. Certain
characteristics of a device can also be used: for
instance, a person with a low screen resolution
(1024x768) can become a potential buyer of a new
monitor in an online store, while a person who
visited a store page in the days following a major
release of a new smartphone model he is using can
become interested in upgrading his device.

An important role is given to device fingerprints
when moderating online resources [2]. An intruder
who changed his IP-address and his account will
remain blocked, because in addition to these
characteristics will be analyzed a lot of additional
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ones: his device, browser version, operating system,
etc. This approach will minimize attacker activity
and separate real site visitors from bots logging in
from the same device [3].

Often device fingerprints are also used for
analytical purposes: they can easily gather statistics
on visitors to the site, for example, to know if there
is a significant proportion of users with non-
standard screen resolution, for which it is worth
developing an adaptive version of the site. Browser
fingerprints are also used to track the status of the
session and for user authentication.

The code that calculates the user ID is described
in JavaScript, the language allows linking
functionality with HTML elements (also with Flash
and Silverlight, discontinued support) and using
them as aids.

2. THEORETICAL BASIS

The method of identifying a user on Internet by
device fingerprint has replaced tracking cookies [4].
Cookies are small packets of text files stored on a
user's computer and contain data that can provide
websites with information to improve the user
experience. Such files help the developer and the
user of an online service by, for example, storing
timestamps for a movie watched by remembering
user-specified settings. For the developer, cookies
are a tool to collect statistics, to optimize and to
improve the site.

However, cookies stored on a user's personal
computer can be deleted either through browser
settings or manually, which is problematic when
using them as a unique user identifier. In contrast,
the user's browser fingerprint is stored on the server
and is independent of the user's actions.

A variety of information can be used to form the
browser (device) fingerprint [5]:

e user-agent (line that includes information
about the browser and its version, device
type, language settings, etc.);

e time zone (difference in minutes between
Coordinated Universal Time (UTC) and
local time of the user's device);

e screen resolution and color depth
(additionally, screen resolution can provide
information about whether the device
supports screen rotation);

e installed system fonts (in this case a simple
enumeration by adding to the page an item

with a font from the array of fonts being
checked and checking whether the size of
the characters has changed: if the character
size has changed, it means that the font is
installed in the system);

e installed plug-ins and their versions (despite
the fact that modern browsers do not give
the entire list of installed plug-ins, again a
simple search will suffice: in case a plug-in
from the array of checked plug-ins is
installed on the wuser, the browser will
confirm this request);

e operating system and a lot of other
information, such as the ban on geolocation
detection [6, 7], font anti-aliasing,
connection type [8], etc.

With the development of JavaScript and the
emergence of new browser features, this list
continues to expand. A new approach for shaping
the browser footprint is Canvas [9].

Canvas is HTMLS tag designed to create a
bitmap image using scripts, usually in JavaScript.
WebGL uses HTMLS5 canvas to render 2D and 3D
graphics in the browser. The essence of the
approach is that each computer renders (draws) the
image differently due to the peculiarities of
computer configuration, characteristics of the
operating system and properties of the browser. The
resulting image can be used as a unique
identification code, turning it into a hash.

dataimage/png;base64,iVBORWOKGEOAAAANSUhEUAAAZAAAADICAYAAADGFLfIAAAZAEIEQ
VR4Xu19CZgU1dn1ud0zAzMswebsubAigi|gRKO4RI TkwXy|ZnEhLohLX]KoUWPUaKLGJLhERNw
wav5okk/zKUaNEdx3ECGICLIzrAlyMHvX/52quj3VNdXTVd1VPd09730enWH6Erudw31PvehxyvB
gw+gMAEMD+APYBMAhAXWCSAAXOMF3VALYCQALA3TcA+ATAIgW 1XrexYFRYFRBAgP+NBIAJoB
XAR+UN/r22124aQC2AGUs//fsOAISBLLF+cizWIiRcj2HVANa8|z7dQpicICAJFioDKt3UZMEgUxwP4

KoAjAAwWMelSfAIAkCBEBNx30juy 1XOV2PbiIKNRIeCQ672g WXXEOAE 1 D2Q+8FsDbAFAHBBBOX

SE9FWMqgDEBVieySmoW8e94BTOTrhQ3gV4sMdIl OESOQF180ABZXAJWK4JuWpFGQKLBDAGKA
Z1riTotFRAECDJhEcox 1 dHQNBKKKEA7INITIVFIWIZDAMM-+0024ALgNw+UEjO3Wr7Fxi9rOzuhE
fLAtNSTYZADCBW|XpANJOEMgFAM 1 GIAYMgqCmADgXwHE5WGWYY 1BPNhvAQWCWZ]LACIS6

72vFlaa/XNRE ISANRTIERCIFAR/NAFSFRENHIFMANGTWRIAMAL TRl meanrE7NmheNiNNanakv

Figure 1: Image obtained using Canvas tag and its
corresponding code

In order to change ID obtained with Canvas, it
will not be enough to change the time zone or
change the screen resolution. We will need to
replace the graphics adapter, the graphics adapter
driver, and if there are no graphics adapter and its
driver, the entire processor.
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3. METHODOLOGY

As a part of the experiment, JavaScript script
fingerprint.js was executed, the operation of which
consists in a sequential call of functions that
determine the basic characteristics of the browser
and the user's device. All obtained values are
written to array and then passed through a hash
function [10].

¥ Object
[B) canvas fingerprint: “data: image/png; base64, 1VBORWOKGGOAAAANSUNEUGAAASWAAACWCAYAAABKWT XSAAA
[ Do not track: false
Font smoothing:
[ Hash: 2262135638

[ Is Cookie enabled: true
[ Local storage: true
5 Navigator app version: “5.8 (Macintosh; Intel Mac 05 X 10_15_7) AppleWebKit/605.1.15 (KHTM|
&) Navigator language: " ru-RU"
- Navigator languages: ["ru-RU"]
5 Navigator platform: "MacIntel"
(B Navigator plugins: "PDF, scrpoennsit 8 WebKit"
[ Navigator sub-product: "20030107"
B Navigator user agent: "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/605.1.1
) Navigator vendor: “Apple Computer, Inc."
) Screen color depth: 24
5 Screen resolution: "1680x1050"
[ Session storage: true
[ Time zone offset: 180

Figure 2: Resulting array of values

The further logic of the script is to check if the
database contains a browser fingerprint. If there is a
browser fingerprint, it displays a notification that
the page has already been visited before. If not, it is
added to the database.

Your fingerprint:

2262135638

Maximum amount of data about user
Screen resolution:1680x1050 # Canvas fingerprint:base64 # Is Cookie enabled:true # Local
storage:true # Session storage:true # Navigator platform:Macintel # Navigator sub-
product:20030107 # Navigator user agent:Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7)
AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.0 Safari/605.1.15 # Navigator
vendor:Apple Computer, Inc. # Navigator app version:5.0 (Macintosh; Intel Mac OS X
10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.0 Safari/605.1.15 #
Navigator language:ru-RU # Navigator languages:ru-RU # Navigator plugins:PDF,
BCTPOEHHbIN 8 WebKit # Time zone offset:-180 # Screen color depth:24 # Do not
track:false #

You have visited this page. Note from database:

Screen resolution:1680x1050 # Canvas fingerprint:base64 # Is Cookie enabled:true # Local
storage:true # Session storage:true # Navigator platform:Macintel # Navigator sub-

product:20030107 # Navigator user agent:Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7)

A AppleWedKit/B05.1.15 (KHTML, like Gecko) Version/15.0 Safari/605.1.15 # Navigator vendor:Apple

Computer, Inc. # Navigator app version:5.0 (Macintosh; Intel Mac OS X 10_15_7)
AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.0 Safari/605.1.15 # Navigator language:ru-
RU # Navigator languages:ru-RU # Navigator plugins:PDF, 8cTpoenhuiit 8 WebKit # Time zone
offset:-180 # Screen color depth:24 # Do not track:false #

Figure 3: Checking for entries in the database

The experiment was conducted for three possible
scenarios:
1. Cross-browser solution.
2. Analyzed parameters: screen resolution,
system language, time zone and operating
system.

The script is used to de-anonymize the user
regardless of the browser it uses. The readout
parameters are highly persistent and do not change

over time, for example, they will not be affected by
a browser update. This approach can be used, for
example, to save the user's settings and preferences.

3. Maximum amount of data about the user.
Analyzed parameters: screen resolution, Canvas
fingerprint, whether cookies are enabled, whether
Local Storage is enabled, whether Session Storage
is enabled, operating system, browser version,
browser, browser developer, system language,
plugin list, time zone, color depth, geopositioning
prohibition.

The result of the script in this scenario may
change regularly regardless of the user's actions, for
example, after updating one of the installed plug-
ins. In different browsers the result will also vary,
but this approach can be used for analytical
purposes, for example, in order to determine the
target groups of the site.

4. High accuracy. Analyzed parameters: Canvas
hash.

The result of the script in this scenario is as
stable and accurate as possible, but within a single
browser, changing it may require updating the
graphics adapter or the entire processor. This
approach can be used to control the state of a user's
session or to secure an account. For example, when
used in online banking services, if the user's
browser fingerprint changes, the system may send a
confirmation code to another user's device.

For each scenario, the following steps are
performed in sequence:

1. Web page is opened in normal mode from
Browser Nel, and resulting browser fingerprint
value is fixed;

2. Browser Nel is launched in private mode
(“Incognito” mode), web page is reopened, and
obtained browser fingerprint value is fixed.

3. VPN is turned on, web page is opened in the
normal mode from Browser Nel, and received
browser fingerprint value is fixed. VPN is
disconnected.

4. Web page is opened in normal mode from
Browser Ne2, and resulting browser fingerprint
value is fixed.
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5. Browser Ne2 is launched in private mode
(“Incognito” mode), web page is reopened, and the
received browser fingerprint value is fixed.

6. VPN is turned on, web page is opened in the
normal mode from Browser Ne2, and received
browser fingerprint value is fixed. VPN is
disconnected.

7. Current version of Browser Ne2 is deleted,
previous version of Browser Ne2 is installed, web
page is opened normally from Browser Ne2, and
resulting browser fingerprint value is fixed.

The values of all parameters are combined into
one string, the resulting string is fed into the hash
function MurmurHash3 of the 32-bit version. The
result of the hash function is a browser fingerprint.

The algorithm was run on a MacBook Air 13
laptop (MacOS OS) with Safari and Google
Chrome browsers installed and on an ASUS
R565JA laptop (Windows OS) with Google
Chrome and Mozilla Firefox browsers installed.

Additionally, and OpenVPN VPN client was
installed.
4. RESULTS

During the experiment, the following results

were obtained:

1. with a cross-browser solution, the obtained
hash remained unchanged when VPN was
enabled, incognito mode was enabled, and
when the browser was changed. A similar
result was obtained on MacOS and on
devices with Windows operating system.
After repeating the experiment on a different
browser version, all devices got the same
result;

2. when the maximum amount of data was
collected, the hash changed when the
browser was changed, but remained
unchanged when incognito mode was
enabled, and VPN was turned on. A similar
result was obtained on MacOS and on
devices with Windows operating system.
When repeating the experiment on a
different version of the browser, the result
changed on all devices;

3. when solving with high accuracy, the hash
obtained changed when the browser was
changed, but remained unchanged when
incognito mode was enabled and VPN was
turned on. A similar result was obtained on

MacOS and on devices with the Windows
operating system. After repeating the
experiment on a different browser version,
all devices got the same result (Table 1).

5. DISCUSSION

We consider a vector of weights of user
parameters 717 = [11,72,13 ...N17] (maximum data
scenario, in which 17 different parameters are
analyzed), ny +n, + -+ ny;, = 1.

Of the 17 parameters, 7 string parameters are the
most unique values of canvas n,, browser platforms
Ng, array of languages ng, device platform 7o, list
of plugins n,,, browser version 1n,; and device
manufacturer 17,3). Then we will give these 7
parameters a uniqueness weight of 0.7 and all other
parameters a uniqueness weight of 0.3. The
resulting vector of weights, taking into account
their uniqueness, is the following:

I =10.1,0.03,0.03,0.03,0.03,0.1...0.03]

The acquisition time and informativity of each of
the parameters can be considered the same, then the
weight of each parameter, taking into account its
acquisition time and informativity, is the following:

T =[0.0588,0.0588,0.0588, ... 0.0588]
(Tl + T2 + -+ T17 = 1). (2)

We assume that both of these criteria are
equivalent, then multiply both vectors by the
coefficients of significance of the criteria a =
[0.5,0.5].

Total weight of parameters is the following:
n =[0.07941, 0.04441, ...,0.04441]. 3)

We consider an acceptable error, in which only
one of the least unique parameters has changed (for
example, the parameter "Do not track") 7n,,), then
the similarity vector S =[1,0,1,1,...1], and the
probability of correctly identifying the user is the
following:

P=Sx*n=
=1%0.07941+ 0 = 0.04441 + 1« 0.04441 +
-+ 1%0.04441 = 1 — 0.04441 = 0.95559. (4)
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Then, taking into account possible rounding, we
will take the value of 0.955 as the sensitivity
threshold. We consider two more situations:

1) one of the most unique parameters has
changed (e.g., canvas parameter 1, ):

Similarity vector S = [0,1,1,1, ... 1]. Probability
of correct user identification is the following:

P=Sx*n=
=0%0.07941 + 1 « 0.04441 + 1 % 0.04441 +
4+ 1%0.04441 = 1 - 0.07941 = 0.92059. (5)

The value is less than the sensitivity threshold of
0.955. We consider that the web resource was
visited by a new user;

2) two of the least unique parameters have
changed (for example, "Do not track" parameter 7,
and "Font smoothing" parameter 73):

Similarity vector S = [1,0,0, 1, ... 1]. Probability
of correct user identification is the following:

P=S*1n=1%x0.07941 + 0 * 0.04441 +
+0 % 0.04441 + ---+ 1 * 0.04441 =
=1-0.04441 — 0.04441 = 0.91118. (6)

The value is less than the sensitivity threshold of
0.955. We consider that the web resource was
visited by a new user.

Theoretical values are close to the statistical
values presented by the research resource
Panopticlick, according to which only 1 of 286 777
browsers will give the same fingerprint as the
browser of another user. On average, the accuracy
of identifying a user with a browser fingerprint is
99.24%. Changing one of the browser settings
reduces the accuracy of user identification by only
0.3% [11].

The main variables that determine the reliability
of the proposed study are the type of device used
(smartphone, tablet, laptop, etc.) and its
characteristics, the operating system used (Mac OS,
Windows, Linux, etc.) and its characteristics, as
well as the browser used and its characteristics.
Changing any parameter in the study does not
affect the reliability of the result, since the result is
determined not by a specific parameter, but by a
holistic combination of all analyzed parameters,
and most importantly, by its uniqueness. For
example, a browser can prohibit determining the

user's screen resolution, but the very fact of such a
prohibition will also be a distinguishing feature of
the user, respectively, the resulting fingerprint will
remain unique (with a sufficient number of
analyzed parameters). Over time, the browser
version may change, and then the generated
fingerprint will also change, but the sensitivity
threshold will allow detecting the relation of the
new fingerprint with the user's previous fingerprint
and update it.

The results of the experiment confirmed that this
technology has the flexibility to be configured, and
with the right choice of parameters analyzed, it also
has high accuracy. With increasing parameters the
probability of changing the result increases, so it is
important to choose the optimal sensitivity
threshold, which determines whether to consider a
visitor with a changed parameter as the same user
or to associate it with a new user.

6. CONCLUSIONS

The technology of forming the browser
fingerprint is characterized by its flexibility and,
with a competent approach to the selection of
analyzed parameters, by its high accuracy.
Changing any analyzed parameter changes the final
result (changing at least one bit of the input data
must lead to a change in the value of the entire
output block). To improve the technology we
introduce a "sensitivity threshold" for each of the
parameters, and the greater the uniqueness of the
parameter, the higher its sensitivity (such hashing is
called phasiching or fuzzy hashing). In this case the
value of the sensitivity threshold depends on the
web resource on which it is used. The developer
chooses the optimal value, which is a compromise
between the situation of excessive false positives
and the situation of overreaction of the system.

The accuracy with which the user can be
identified in the analysis of 17 user parameters was
analyzed. There are off-the-shelf open-source
libraries that allow developers to generate and
process user browser fingerprints, guaranteeing
accuracy in excess of 99.5% at no additional
development cost. The use of such libraries can
prevent user account theft and fraud. If the unique
user ID has changed, it would be reasonable not to
block the user, at least to send a confirmation code
to an email or phone number or even to terminate
the current session.
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The question remains how to act if, even with a
sufficient number of parameters, the fingerprint of
two different users is the same and the web
resource makes a false decision that this is the same
user. The threshold of sensitivity in this case is not
able to solve the problem, since the similarity
vector of the characteristics of two users also
coincides. In this case, the technology can be
improved through auxiliary checks, for example,
using the client's repository. When generating a
browser fingerprint, the result can be stored on the
server with an additional tag (for example, the exact
time it was first generated), which is also stored in
user cookies with a long shelf life. During
subsequent visits to the web resource, in addition to
checking for a match between the generated
fingerprint and the fingerprint stored on the server,
we can also check the data contained in the cookie.
If the fingerprint and the timestamp match, we
consider that the user has been identified reliably. If
the fingerprint matches, but the timestamp is
missing or different from the one in the database,
we can assume that data about this user is not yet in
the server database, despite the presence of a
similar browser fingerprint. However, there are
other ways to solve the problem, which are
determined by other technologies.

On the part of developers, in addition to
improving the user interface, the most important
task is to ensure its safety. The technology
described in the article, combined with other tools,
helps to protect user accounts from theft, prevent
bank card fraud and protect copyrights. Any actions
of an intruder using data of the victim user but
possessing a different device fingerprint can be
stopped by the system and then other information
can be requested: for example, the code word
specified during registration on the site. In this
case, a security alert is sent to the original device
with a recommendation to check the activity in the
account and, if necessary, change the password or
contact support. The fingerprint can be used to
assess the likelihood of fraud or other illegal
actions on the part of a particular user.

As any modern technology [12], browser
fingerprints can become a dangerous tool for
attackers. Avoiding or controlling the collection of
browser parameters is almost impossible. The
accuracy with which a browser fingerprint
identifies a user can become a dangerous tool in the
hands of attacker. It is not impossible to further
transfer or sell such fingerprint databases, while the

users have no way to interfere in this process or
influence the use of their data [13].

Identification of users without their knowledge
and consent may violate one of the basic principles:
right to anonymity. It is almost impossible to
exclude the possibility of such parameter collection,
the only reliable way to ward it off is to refuse to
use Internet [14]. Cookies are currently regulated in
a number of countries, and sites must mandatorily
ask for consent to process them [15]. Obtaining a
fingerprint is an entirely new technology, not yet
“touched” by any law in the field of information
security. The next logical step could be the creation
of regulations for the collection and processing of
user characteristics through the formation of
browser fingerprints, adopted at the level of
legislative acts of countries.
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Table 1: Results of the algorithm on various devices in each of the possible scenarios

Scenario
and device

Browser
Nel,
normal
mode

Browser
Nel,
private
mode

Browser
Nel,
normal
mode, VPN

Browser
Ne2,
normal
mode

Browser
Ne2,
private
mode

Browser
Ne2,
normal
mode, VPN

Browser
Ne2,
another
version,
normal
mode

"Cross-
browser
solution",
Macbook
Air 13

1932166024

1932166024

1932166024

1932166024

1932166024

1932166024

1932166024

"Cross-
browser
solution",
ASUS
R565JA

4375241483

4375241483

4375241483

4375241483

4375241483

4375241483

4375241483

"Collecting
the
maximum
amount of
data",
Macbook
Air 13

2262135638

2262135638

2262135638

6132145430

6132145430

6132145430

8462001682

"Collecting
the
maximum
amount of
data",
ASUS
R565JA

5466856785

5466856785

5466856785

6744167049

6744167049

6744167049

4327585695

"High
accuracy",
Macbook
Air 13

1292907387

1292907387

1292907387

6274622209

6274622209

6274622209

6274622209

"High
accuracy",
ASUS
R565JA

7526552456

7526552456

7526552456

5481392048

5481392048

5481392048

5481392048
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