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ABSTRACT

This article described the Advanced Encryption Standard (AES) mixcolumns (MC) and inverse
mixcolumns (IMC) process based on the multiplication of Galois Fields (GF 2%). Multiplied the original
data and Matrix MC will have resulted an Encryption. In decryption, the IMC transformation method was
same as which used during encryption, where the input for decryption was the encryption matrix array data
and IMC matrix. The output which was generated in the decryption was the original matrix array data. The
transformation of MC and IMC was conducted using two methods; they were based on the multiplication of
Galois Field (GF2®) and based on tables L and E. The method in this article had been applied to MATLAB
software and implemented in hardware using Field Programmable Gate Array (FPGA) device. In the
implementation of hardware, it required 28 slice LUT, 28 LUT-FF and 24 bonded IOB with process time
(delay) of 2.236 ns.

Keywords: AES, FPGA, Galois Field, Inverse Mixcolumns/Mixcolumns.

1. INTRODUCTION encrypted, modified in order that it can be only

accessed by authorized person or parties, and

Data security is one of the essentials to cannot be deciphered for the others [2].
maintain the confidentiality of information. Data Cryptography is a process of converting plain
becomes more vulnerable to be breached because text message (or plain text) into encrypted text
the data has been converted into digital form [1]. message (or ciphers) based on algorithm that is
Digital storage and data media transmission data known as a sender and receiver, so that the
are vulnerable to attack from the hacker. If media encrypted message can be returned to its original
containing data has been damaged, the data is form, it is plain text. Encrypted message cannot
vulnerable to be theft, which it can be misused. be read by anyone except the addressee, where
Therefore, data breach has potential to harm the the receiver has the same key as the sender.
certain parties. One of the methods that can be Encryption is the process of converting plain text
used to prevent its damage is cryptography message into cipher text form. Decryption is the
method. process of converting ciphertext into plain text
Cryptography is security method that has been message [3].

existed for centuries. Cryptography method is Each encryption and decryption process has a
implemented in communications from military to key, where the key can be a word or phrase. The
commercial. The development of internet and key is a part of cryptography method which used
electronic commerce makes cryptography method for securing the data. AES is encryption which
as the important part of functioning global adopted as a Federal Information Processing
economy and has become something that millions Standards (FIPS) by National Institute of
of people use every day. Sensitive information Standards and Technology (NIST) in 2001 [4].
such as bank records, credit card statements, AES algorithm has several processes, they are:
passwords, or personal communications, must be Addroundkey, performed bitwise xor of round
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key. Subbytes, performed substitution matrix
array data using S-Box table. Shiftrows, changed
matrix array data. Mixcolumns, performed
randomization matrix array data.

Mix Columns transformation (MC) is part of
encryption process in AES. The Inverse Mix
Columns (IMC) transformation is part of
decryption process in AES algorithm. The
transformation can be used for securing data by
randomizing the original data in state array
column, thus it can obtain new data in each state
array column. MC/IMC transformation consumed
more power and logic thus the optimization is
important [5]. In traditional AES, MC and IMC
are implemented as separate modules, with
exception of some implementation which used
sharing resource between MC/IMC to optimize
power and space [6, 7]. The design which was
proposed in previous studies was based on bytes,
decomposition matrix and minimization equation
using common sub-expression elimination [6].

Architecture of a low-power FPGA is based on
using AES Mix Columns / Inverse Mix Columns
transformation. The implementation used
decomposing techniques, pre-computing, and
powering parallel to reduce a power circuit. The
experimental  result showed that circuit
consumption was reduced compared to the
previous implementation. The reduce circuit
power in the average of 28% was achieved [5].
Instead of using two different modules of mixed
column transformation and inversed, one module
can be applied for both transformations. It
reduced the entire consumption area of AES
algorithm [9].

The previous researcher used memory-less
combinatorial design for SB/ISR implementation
as an alternative to achieve a higher-speeds by
eliminating memory access delay while
maintaining or increasing the efficiency of used
the entire component area. This study is also
explored the use of sub-pipelining to more
increase the speed and throughput of the
suggestion implementation. FPGA architecture
used optimization in both of inverter design and
isomorphic mapping using composite field
arithmetic to reduce the area requirements of the
used components [10].

The transmission of information through
transmission media is insecure and has the
potential to be accessed by unauthorized parties.
The security method that can be applied is to
perform hardware-based information scrambling
(encryption/decryption) bit by bit.

This research is about designing Galois Field
Multiplication process component to be used in
encryption/decryption process rather than using
look table (Table L and E) which will cause the
use of many resources and large delays (latency).

In this paper, we focus on the design of
MC/IMC transformation in AES based on Galois
field multiplication 2® (GF2%) in hardware based
environment to obtain a device/component with
faster of process comparing to other study that in
software environment is slower. This design is
suitable for real time application with minimal
resources of FPGA devices. The experiment was
conducted on hardware Intel Core i7 Generation
8, 8GB ram using Matlab and Xilinx ISE
Software.

2. LITERATURE REVIEW

Cryptography method with mixcolumns
transformation can be developed in software and
hardware. Therefore, some mixcolumns
transformation methods are analyzed in this study
to find easy-to-follow and safe method by

software and suitable for hardware
implementation.
2.1 Mixcolumn Transformation

MixColumns transformation, the column in
state (which is a word) is treated as a polynomial
with the coefficient in GF(2®).

[a3,a2,al,a0] (1)

Word in formula (1) is treated as a polynomial,
thus it becomes as follows:

a3X? +a3x? +a3X' + a0 2)

The addition of a polynomial is conducted
because it is added to polynomial ring. In order
that, the result remains as big as a word, the
multiplication is performed modulo polynomial

gx)=X*+1 3)

g(x)=X* + 1 is the equation of decimal value
17, where X* represents the value 2* and 1

represents 2°. It is easy to indicate that
(4

X mod (X! + 1) = X' mod# )

because -1 = 1 in GF(2®). Since X* + 1 is not
irreducible polynomial in K[X] where K
GF(2%), then K[X]/g(X)K[X] is not a field: not all
polynomial has inverse. However, the polynomial
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a(x) = 03X + 01X + 01X + 02 (5)
has inverse
a’'(x) = 0BX? + 0DX? + 09X + OE (6)

The values of formulas (5) and (6) are
hexadecimal numbers (0B=11, 0D=13 and
0E=14). The MixColumns transform multiplies
(modulo polynomial g(X)) each column in the
state (treated as a polynomial) by the polynomial
a(X). The MixColumns transformation of the
state can be formulated for its effect in each
column c as follows [4]:

so. | [02 03 01 01 s,,
s, | |01 02 03 01s,
s, | |01 01 02 03|s,

s, | |03 01 o1 02]s,

So.cs Si1,¢,52,c, and S; ¢ are the original data. S’
is data change in the first row of column ¢ which
resulted from MC/IMC transformation process
between MC matrix and original data. Afterward
for S’1¢, S’2, and S’ are data change in row 2
to row 4 column c.

MC/IMC operations are used in Advanced
Encryption Standard for the purpose of hardware
implementation in restricted environments. This
study was supported by mathematical analysis of
both  transformations and caused serial
decomposition and efficient parallel [7].

The previous research created a high-efficient
architecture to perform mixed column operations,
which is the main function in AES method. This
study wused prehistoric Vedic Mathematics
techniques which can provide more efficient
results in AES [8].

2.2 Mean Square Error (MSE)

Mean squared error (MSE) is the most widely
used and simplest reference metric that is
calculated by the difference in the intensity of the
squares of the distorted and reference values.
MSE is the most common quality measurement
metric estimator, the squaring part of the function
magnifies the error [11], see eq.8.

MSE="-3(X,~ )’ ®)

i=1

(best value = 0; worst value = +oo, X is first
value ( as reference) and Y is second value to be
compare)

3. PROPOSED METHOD

The method was developed referred to the
calculation of polynomial function GF(2%). The
research was conducted using MATLAB
software. Encryption input was in the form of a
multiplication data and Matrix MixColumns. The
output encryption is in the form of encryption
data. Figure 1 illustrated the MixColumns
transformation encryption process was used in
this study. The first process was the
multiplication of Galois Field between the data
matrix and the MC matrix, if the multiplication
result exceeded 255, it was necessary to do
irreducible to that value. The irreducible process
needed to be applied to values of x® and above.
The next process was to XOR the multiplication
result value to get a new matrix value in the MC
transformation. In decryption, IMC
transformation method was the same as that used
during encryption, where the input to decryption
was encryption matrix array data and IMC matrix.
The output that was generated in decryption was
the original matrix array data.

Matrix MC

Matrix Data ™MC

GF Multiplication
P between data and
mc / imc

!

Y

Irreducible with polynomial
Xt+X3+X+1

!

XOR on the data obtained
from the irreducible results

!

Transformation result mc
imc

Figure 1: MC/IMC Transformation
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3.1 Data

The data applied in this study was digital data
in the form of 16 decimal numbers that was
divided into 4x4 matrixes, for example:

170 2459 &9 159
249 80 183 251
143 80 80 239
60 239 239 a4

3.2 Matrix MC/IMC
MC/IMC is treated as a polynomial with

coefficients in GF28, based on (5) data matrix MC
and data matrix IMC, based on (6).

2311
1231
Mix=1,1 23

3112

14 11 13 9
91411 13
IvMix =1139 14 11
1113 9 14

3.3 Galois Field Multiplication

Galois field multiplication had been conducted
to randomize the original array data.
Multiplication process had been conducted as
follows (see Figure 2):

1. The first column of matrix array data had been
multiplied by the first row of matrix MC, the
result which had obtained is used for restoring
matrix array data in row 1 column 1 (1,1).

. The first column of matrix array data had been
multiplied by the second row of matrix MC,
the results which had obtained is used for
restoring matrix array data in row 2 column 1
(2,1).

3. The first column of matrix array data had been
multiplied by the third row of matrix MC, the
results which had obtained is used for
restoring matrix array data in row 3 column 1
(3,1).

. The first column of matrix array data had been
multiplied by the fourth row of matrix MC,
the results which had obtained is used for
restoring matrix array data in row 4 column 1
(4,1).
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5. The next step, repeated the steps 1 to 4 for the
next column matrix array data.
l
1
3
2

Mnlrip]y

|

170 249 69 159
249 80 183 251
143 80 80 239
60 239 239 64

¥4
2 3
12
i
31

e Ly ——

Figure 2: Galois field multiplication

For example, index (I) data(1,1) had been
multiplied by index MC(1,1):

Index (I) data(1,1) =170 convert to

binary
=10101010?
= 27+25+23+2!
Index (I) MC(1,1) = 2 converted to binary
=00000010?
=21

Idata(1,1) * I MC(1,1) = (27+25+23+21)*(2")
=27+ 4 5+ 4 93+l 4 plH
= 28426424422
=101010100?
=340

3.4Irreducible Polynomial

Based on the example of the previous
subsection Galois field multiplication, irreducible
needed to be applied on x8, x°, and etc. In the
previous discussion, the multiplication result is 2%
+ 20+ 2%+ 22, 50 the result was irreducible.

=28+426+24 422

= (244234214+1)+26+24422
=20+23+22+21+1
=01001111,

=79

Irreducible result of data index(1,1) and MC
index(1,1) was 79 in decimal form. The results
were XORed by multiplying: data index(2,1) with

MC index(1,2), index data(3,1) with MC
index(1,3), and data index(4,1) with MC
index(1,4).
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4. RESULT AND DISCUSSION

The first research experiment had been
conducted using MATLAB software. In this
experiment, two different methods were used:

1. Based on multiplication of Galois field

(GF23).
2. Based on the tables L and E [12].
3. Implementation using FPGA.

4.1 Experiment Based on Multiplication of
Galois Field (GF2?)

Matrix data and matrix MC had been

multiplied using Galois field multiplication
algorithm to produce a change to the previous
matrix data. The result of matrix data changes had
been multiplied by matrix IMC using Galois field
to return the matrix data to its original.

170 249 69 159 2311

Data = 249 80 183 251 Mix = 12 31

143 80 80 239 11 23

60 239 239 64 3112
MC/IMC transformation in the

encryption/decryption process was as followed:

Index(1,1) = (data(1,1) * mix(1,1)) @ (data(2,1) * mix(1,2)) @ (data(3,1) * mix(1,3)) @ (data(4,1) * mix(1,4))
Index(2,1) = (data(1,1) * mix(2,1)) @ (data(2,1) * mix(2,2)) @ (data(3,1) * mix(2,3)) @ (data(4,1) * mix(2,4))
Index(3,1) = (data(1,1) * mix(3,1)) @ (data(2,1) * mix(3,2)) @ (data(3,1) * mix(3,3)) @ (data(4,1) * mix(3,4))
Index(4,1) = (data(1,1) * mix(4,1)) @ (data(2,1) * mix(4,2)) @ (data(3,1) * mix(4,3)) @ (data(4,1) * mix(4,4))

Index(1,2) = (data(1,2) * mix(1,1)) @ (data(2,2) * mix(1,2)) @ (data(3,2) * mix(1,3)) @ (data(4,2) * mix(1,4))
Index(2,2) = (data(1,2) * mix(2,1)) @ (data(2,2) * mix(2,2)) @ (data(3,2) * mix(2,3)) @ (data(4,2) * mix(2,4))
Index(3,2) = (data(1,2) * mix(3,1)) @ (data(2,2) * mix(3,2)) @ (data(3,2) * mix(3,3)) @ (data(4,2) * mix(3,4))
Index(4,2) = (data(1,2) * mix(4,1)) @ (data(2,2) * mix(4,2)) @ (data(3,2) * mix(4,3)) @ (data(4,2) * mix(4,4))

Index(1,3) = (data(1,3) * mix(1,1)) @ (data(2,3) * mix(1,2)) @ (data(3,3) * mix(1,3)) @ (data(4,3) * mix(1,4))
Index(2,3) = (data(1,3) * mix(2,1)) @ (data(2,3) * mix(2,2)) @ (data(3,3) * mix(2,3)) @ (data(4,3) * mix(2,4))
Index(3,3) = (data(1,3) * mix(3,1)) @ (data(2,3) * mix(3,2)) @ (data(3,3) * mix(3,3)) @ (data(4,3) * mix(3,4))
Index(4,3) = (data(1,3) * mix(4,1)) @ (data(2,3) * mix(4,2)) @ (data(3,3) * mix(4,3)) @ (data(4,3) * mix(4,4))

Index(1,4) = (data(1,4) * mix(1,1)) @ (data(2,4) * mix(1,2)) @ (data(3,4) * mix(1,3)) @ (data(4,4) * mix(1,4))
Index(2,4) = (data(1,4) * mix(2,1)) @ (data(2,4) * mix(2,2)) @ (data(3,4) * mix(2,3)) @ (data(4,4) * mix(2,4))
Index(3,4) = (data(1,4) * mix(3,1)) @ (data(2,4) * mix(3,2)) @ (data(3,4) * mix(3,3)) @ (data(4,4) * mix(3,4))
Index(4,4) = (data(1,4) * mix(4,1)) @ (data(2,4) * mix(4,2)) @ (data(3,4) * mix(4,3)) @ (data(4,4) * mix(4,4))

The Galois field multiplication (GF2%) above
had been conducted to produce changed to the
previous matrix data and returned the matrix data
to its original. The multiplication for Index (1,1)
showed that data had been be changed was row 1
column 1 of matrix data and for the other index
multiplication which showed the changed row
and column. Symbol * was the multiplication
between index data and index mix, so a symbol
was XOR process after the multiplication of each
index was conducted.

Based on experiment it was conducted with
Matlab software, Figure 3(A) showed the time
required to perform the MC transformation was
0.005 seconds, where the dec2bin function took
0.004 seconds and the ujicoba4 mix function
took 0.001 seconds. Figure3(B) showed the IMC
transformation process took 0.006 seconds, where
dec2bin function took 0.001 seconds, dec2bin
function took 0.003 seconds, gfmul function took
0.001 seconds and the ujicoba3 function took
0.001 seconds.

Profile Summary

Generated 21-Jun-2021 150821 using cpu i

me
Total Thme  Sell Tima® | Total Time Plat
(dark band = salf time)

D005 s 0001 s E—
0.004 s 0000 s = ]

0.004 5 0.004 5 E—

Os 0000 =

0s 0.000 5

Os 0,000 =
(A)

Profile Summary

Generated 2-Jun-2021 151317 using cpu hime.

nction hama Calls Total Time  Self Tima®  Total Time: Pl
(dark band = salf timg)

wcobad 1 0.006 s 0001 s | S
ghmul? B4 000Ss 0.001s | EE—
ingdec 64 0003 s 0003 s T
dacdbin 192 0001 s 0o0is  mm
sti2num 5 0Os 0000 s
tZnum>proteciad_comversion 256 0 s 000 s

®
Figure 3: Galois Field Multiplication Encryption (4)
and Decryption (B) Time Process
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4.2 Experiment Based on Lookup Table table L and table E to return the matrix data to its
original. The multiplication results based on table

In second experiment, the data that had been L and table E were search results with table L
used in accordance with Figure2. Figure 4(A) was then followed by summing the results, followed
a look up table called table L and E for MC/IMC. by searching with table E. The search results with
Matrix data and matrix MC were multiplied based tables L and E were only performed on matrix
on table L and table E to change the previous indlex MC with values 2 and 3. MC
matrix data. The result of matrix data changed transformation in encryption process was as
had been multiplied by matrix IMC based on followed:

Index (1,1) = (data(1,1)*mix(1,1)) & (data(2,1)*mix(1,2)) & (data(3,1)*mix(1,3)) @ (data(4,1)*mix(1,4))
= E(L(data(1,1)) + L(mix(1,1))) & E(L(data(2,1)) + L(mix(1,2))) @ data(3,1) & data(4,1)

In IMC transformation process, the of the results, followed by a search with table E.
multiplication based on table L and table E was IMC transformation in the decryption process was
the result with table L then followed by the sum as followed:

Index (1,1) = (data(1,1)*mix(1,1)) @ (data(2,1)*mix(1,2)) @ (data(3,1)*mix(1,3)) @ (data(4,1)*mix(1,4))

= E(L(data(1,1)) + L(mix(1,1))) @ E(L(data(2,1)) + L(mix(1,2))) @ E(L(data(3,1)) + L(mix(1,3)))
@ E(L(data(4,1)) + L(mix(1,4)))

Multiplication based on table L and table E  column. Based on experiments which was
(Figure 4) had been conducted to produce changed conducted with Matlab software, Figure 5 indicated
to the previous matrix data and returned the matrix  the time required to perform MC transformation
data to its original. The multiplication for Index was 0.006 seconds and indicated the IMC
(1,1) showed that the data changed was row 1 transformation process took 0.007 seconds.
column 1 of matrix data and for the other index
multiplication which indicate changed the row and

Table L
[ T 2 XS I T I ) I I A ) [ [
D | 0 [ 100|125 | 101 | 150 | 102 | 126 | 43 | 178 | 44 | 127 | 204 | 151 | & | 68 | 103
1| 0 [ 3 193] a7 [ 143 [221 [ 110 | 121 | 88 | 215 | 12 [ 187 [ 178 | 57 | 17 | 74
2 | 25 | 229 | 20 | 138 | 219 | 253 | 72 | 10 | 168 | 117 | 246 | 62 | 135 | 132 | 146 | 237
3| 1 | 14 | i81 | § [ 189 | 48 | 195 | 21 | 80 | 122 | 111 | 00 | 144 | 60 | 217 | 223
4| %0 | 52 [249| 33 | 54 | 191 | 163 | 155 | 244 | 235 | 23 | 251 | 97 | 65 | 35 | 197
§ | 2 [ 191|185 | 15 [208 | 6 | 182 | 159 | 234 | 22 | 196 | 96 | 190 | 16 | 32 | 49
6 | 26 | 129 | 39 | 225 | 206 | 139 | 30 | 94 | 214 | 11 | 73 | 177 | 220 | 109 | 46 | 254
7 | 196 | 239 [ 106 | 36 | 138 | 98 | 66 | 2020 | 116 | 245 | 236 | 134 | 252 | 71 | 137 | 24
B 75 | 76 [ 77 | 18 | 19 | 179 | 58 | 78 | 79 | 89 | 216 | 59 | 188 | 20 | 180 | 13
9 [ 199 | 113 [228 | 240 | 92 | 37 [ 107 [ 212 [ 174 [ 203 | &7 | 82 | 149 | 42 | 124 | 99
A | 27 | 8 [166] 130 [ 210 | 226 | 40 | 172 [ 233 | 95 | 31 | 161 | 207 | 158 | 184 | 140
B | 104 | 200 | 114 | 69 [ 241 [ 152 | 84 | 229 | 213 | 176 | 45 | 108 | 205 | 93 | 38 | 128
C | 51 | 248 | 154 | 53 | 64 | 34 | 250 | 243 | 231 | 156 | 164 | 170 | 55 | 86 | 119 | 192
D | 238 | 105 | 201 | 147 | 70 | 136 | 133 | 115 | 230 | 169 | 118 | 85 | 63 | 242 | 153 | 247
E | 223 | 2% | 0 | 218 | 131 | 1a5 | 61 | 167 | 173 | 61 | 135 | 41 | o1 | 311 | 237 | 112
F | 3 | 193 | 120 | 142 | 56 | 16 | 186 | &7 | 232 | 160 | 18 | 157 | 209 | 171 | 165 | 7
Table E
0 i A A O S 0 RO

® | 1 | 95 | 220 ® | 76 | 131 | 181 | 254 | 251 | 195 | 1%9 | 155 | 252 | @ | 18 | 57
1| 3 | 25| &2 [ 245 | 213 | 158 | 196 | 25 | 22 | o4 | 186 | 182 | 31 | 207 | 54 | 78
2| 5 | % | 92 | 4 | 103 | 185 | & | 43 | 58 | 226 | 213 | 193 | 33 | 74 | 90 | 221
3 | 15 | 72 [ 228 | 12 | 19 | 208 | 249 | 125 | 78 | 61 | 100 | 88 | 99 | 22 | 238 | 124
4 | 17 | 216 | 55 | 20 | 224 | 107 | 16 | 135 | 210 | 71 | 172 | 233 | 165 | 131 | 41 | 132
5 | 51 | 115 | 89 | 60 | 59 | 189 | 48 | 146 | 109 | 201 | 239 | 35 | 244 | 139 | 123 | 151
6 | 8 | 149 | 235 | 68 | 77 | 220 | §0 | 173 | 183 | 64 | 42 [ 101 | 7 | 13 | 11| 162
7 | 255 | 164 | 38 | 204 | 215 | 127 | 240 | 236 | 194 | 192 | 136 | 175 | 9 | 145 | 140 | 253
8 | 26 | 247 | 106 | 79 | 98 | 129 | 11 | 47 | 93 | o1 | 130 | 234 | 27 | 168 | 143 | 28
9 | 46 | 2 | 190 | 209 | 166 | 153 | 3o | 113 | 231 | 237 | 157 | 37 | 45 | 237 | 136 | 36
A | 114 | 6 | 217 | 104 [ 241 | 179 | 39 | 147 | 50 | 44 | 188 | 111 | 119 | 62 | 133 | 108
B | 150 | 10 | 113 | 184 | & | 206 | 108 | 174 | 86 | 116 | 233 | 177 | 153 | 66 | 148 | 180
C | 161 | 30 | 144 | 210 | 24 | 73 | 187 | 233 | 250 | 156 | 122 | 200 | 176 | 198 | 167 | 199
D [248 | 34 [ 171 [ 110 | 40 | 219 | 214 | 32 | 21 [ 191 | 142 | 67 | 203 | ®1 | 242 | s2
E | 10 | 102 | 230 | 178 | 120 | 118 | 67 | 9 | 63 | 218 | 137 | 167 | 70 | 243 | 13 | 246
F | 3 | 170 | 49 | 205 | 136 | 154 | 163 | 160 | 65 | 117 | 128 | & | 202 | 14 | 23 | 1

Figure 4: Table L and Table E [12]
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Figure 5: Encryption and Decryption Time Processing
based on table L and E

4.3 Implementation using FPGA

Based on behavioral algorithm in Matlab, we
proposed the implementation of Galois field
multiplication in hardware environment using
FPGA device and ISE Software for Xilinx. Figure 6
was a concept of implementing the MixColumns
transformation with VHDL programming based on
behavioral algorithms in Matlab.

The input data in the transformation was declared
as “data” with type std_logic_vector(7 downto 0) or
8 bit data. The output of the transformation was
declared as “douts” with type std logic vector(7
downto 0) or 8 bit output data. This transformation
used 3 memories consisting of 1 constant memory
and 2 memories as temporary storage of the
resulting data. Constant memory was used for
MixColumns data of 16 memory cells of type
std_logic_vector(7 downto 0). The second memory
was declared as mem1 with type std_logic_vector(7
downto 0) on ram 1 of 16 memory cells. The third
memory was then declared as mem2 with type
std_logic vector(7 downto 0) of 16 memory cells
which were used to store the results to be output to
“douts”. The Galois field multiplication was
conducted in the MixColumns transformation. The
multiplication result was processed in memory to
produce a new matrix data of MixColumns
transformation which was stored in mem?2. The
pseudo code of Galois Multiplication in hardware
implementation were :

entity GaloisO1 is
Port(a:in STD LOGIC VECTOR (7 downto
0);
b:in STD LOGIC_VECTOR (7 downto

0);

c:out STD LOGIC VECTOR (7 downto
0));
end GaloisO1;

architecture Behavioral of Galois01 is

begin
process(a,b)
variable bobot
variable hasil

: integer range 0 to 15 ;
: std_logic_vector(16 downto 0);

begin
hasil := (others=>'0"); -- 1 +x"2 +x"3 +x™ +
x"8
foriin 0 to 7 loop
for j in 0 to 7 loop
if (a(i) and b(j)) ='0" then
next;
else
bobot:= i+j;
if hasil(bobot)='1" then
hasil(bobot):='0";

else
hasil(bobot):="1";
end if;
end if}
end loop;
end loop;

if hasil(11)="1" then
hasil(7 downto 0):=hasil(7 downto 0) xor
"11011000"; --"11011000" =216 = 8*27
end if;
if hasil(10)="1" then
hasil(7 downto 0):=hasil(7 downto 0) xor
"01101100"; --"01101100" = 108 = 4*27
end if;
if hasil(9)="1" then
hasil(7 downto 0):=hasil(7 downto 0) xor
"00110110"; --"00110110" =54 =2%*27
end if}
if hasil(8)='1" then
hasil(7 downto 0):=hasil(7 downto 0) xor
"00011011";--"00011011" =27
end if}
c¢<= hasil(7 downto 0);
end process ;
end Behavioral,

douts(7-0)

data (7:0)

Galois Field —{MixColumns

Matriks
Mixcolimns

-

Figure 6 :Concept Of Implementing The Mixcolumns
Transformation

The resource that had been wused for
implementing Galois field multiplication in
environment with ISE software for Xilinx based on
behavioral algorithms in Matlab were 28 slices
LUTS, 28 LUT-FF and 24 IOB bonded with

R ————
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process time (delay) of 2.236 ns. Figure 6(A)

proposed method with respect to MSE

showed the simulation results with ISIM simulator. | no | Datal | Data2 Metlh(’d Metzh(’d Pl\rfpgszd
The simulation results of Figure 7(A) indicated that ctho
loi leulati for 12 d1 215. 102 and 1 129 13 215 215 215
Galois calculation for 129 and 13 was 215, 102 an 3 102 11 13 13 13
11 was 183, 4 and 13 was 56, 229 and 9 was 140. 3 4 14 56 56 56
All experimental results in Figure 7(A) were same | 4 229 9 140 140 140
as those in Matlab. All experiments result for 3 | 3 170 2 79 79 79
methods were presented in Table 1. Figure 7(B) g ;‘3‘2 134 1127 11267 11267
showed resources summary for the design and —¢ 245 T 237 237 237
device utilization. 9 18 13 202 202 202
10 235 9 242 242 242
Table 1: Comparison of method 1 and method 2 with
Mame value 10 ns 20 ns i 30 ns a0 ns i 50 ns | l
129 Lod 4 229 W 170 248 ¥ 236 245 X 18 £33 i
== et T e e e ) - |
215 §TWE3 W 56 \T340 ¥ 79 ¥ 16 [ 137 § 237 i 307 FLFI |
i
(A)

Device Utilization Summary

Slice Logic Utilization Used |Available | Utilization
Number of Slice Registers 0 82,000 0%
Number of Slice LUTs 28 41,000 1%
Number used as logic 28 41,000 1%
Number using 06 output only 26
Mumber using O5 output only 0
Number using 05 and 06 2
Number used as ROM 0
Number used as Memory 1] 13,400 0%
Number used exclusively as route-thrus 0
Number of occupied Slices 8 10,250 1%
Number of LUT Flip Flop pairs used 28
Mumber with an unused Flip Flop 28 28 100%
Number with an unused LUT 0 28 0%
Number of fully used LUT-FF pairs 0 28 0%
Number of slice register sites lost 0 82,000 0%
to control set restrictions
Number of bonded I0Bs 24 300 8%

(B)
Figure 7: Galois Field Multiplication Simulation Results With ISIM Simulator For 10 Experiments (A) And Galois
Field Multiplication Device Utilization (B)

Based on the results obtained in table 1, the
MSE result value between Exp. Method 3(based
on hardware implementation using FPGA device)
compare to Exp. Method 1 and 2 (in Matlab
programming, or software platform) for 10 data
experiment are 0, there no difference result from
hardware implementation and software platform,
see in detail below:

MSE = 11—0((215- 215 +(183-183)* +... +(242 - 242)")
=0

The proposed GF2® multiplication has been
implemented by involving the resources of 28
LUTs with a processing time of 2.236 ns. This
GF2? multiplication is really used in a full
MC/IMC circuit in which all processes occupy a
resource of 214 LUTs and have a processing time
of 2.7 ns [13]. Table 2 shows a comparison of the
performance of the proposed method against the
other four methods. The processing time of the
proposed method is faster than the methods in [6,
7, 9], and the LUTs resources used are less than
the method [5].
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Table 2: Comparison Of MC/IMC With Proposed Method With Respect To Area And Processing Time.

N P ¢ Method in | Method in Method in | Method in | Proposed
° arameter [5] [6] [7]2 [9 Method
1 No Of
LUTs 544 43 92 118 28/214
2 | Processing 1.6 5.9 3.68 7.16 2.236/2.7
Time (ns)
4. CONCLUSIONS 8887), 145(10), 24-27.
MC/ IMC transformation using tables L and E Do0i:10.5120/ijca2016910783, 2016.
were slower than GF2® multiplication because, in [4] Elaine Barker, “Guideline for Using

the look-up tables’ process, there were two
conversions employing tables L and E. The MSE
generated between the experimental methods 1, 2
and 3 which have been carried out for 10
experiments was 0.

In hardware implementation using FPGA
device, a component description (IP core) of GF28
Multiplication process is obtained with 28 slices
LUT, 28 LUT-FF, 24 bonded IOB and process
time (delay) of 2.236 ns, faster than in Matlab.
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