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ABSTRACT 

 
Bring Your Own Device (BYOD) allows employees to access the organizational network via their 
devices/technology. This trend is beneficial to the employees in terms of greater flexibility, apart from 
productivity and cost savings for the company. Enabling employees to use their own devices at the workplace 
may lead the company to become vulnerable to information security threats as employees do not possess the 
right understanding of protecting their devices. This study analyzed the factors that determine employees’ 
behavioral intention and their actual protection behavior in protecting their devices in BYOD environment. 
A self-administered questionnaire was conducted with 383 government employees in Oman. The results 
indicated that perceived vulnerability, perceived severity, response cost, subjective norm, perceived 
behavioral control, and knowledge influenced employees’ BYOD intention protection behavior while 
perceived vulnerability, perceived severity, response efficacy, response cost, attitude, subjective norm, and 
perceived behavioral control were found to influence BYOD protection behavior. Contrarily, response 
efficacy, security self-efficacy, attitude, and information security awareness were found to be nonsignificant 
on protection intention. The findings also revealed that the mediator (protection intention) has a considerable 
beneficial impact on the dependent variable (protection behavior). Hence, employers should develop an all-
encompassing approach to improve their employees' BYOD usage protection behavior to secure the 
organization’s assets. 
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1.   INTRODUCTION 
 
 Since the use of smartphones and tablets 
has become more prevalent in the workplace, 
Bring Your Own Devices (BYOD) has become a 
new trend among organizations. Mobile phones, 
smart phones, laptops, and tablets are widely used 
in the BYOD trend as it provides employees more 
flexibility to complete their tasks remotely 
without having to be physically present at offices. 
BYOD co-existed with IT consumerization 
where the devices were incorporated into 
business and government usage from personal 
use [1]. In a BYOD environment, employees use 
their devices to access their organizations’ 
networks and data for work-related purposes [2]. 
They no longer have to carry multiple devices for 
work and personal use, and they no longer have 
to learn to operate various makes and models of 
devices. BYOD trend is becoming more 

prevalent since the emergence of Covid-19 where 
governments and corporates worldwide opted to 
switch to an alternate method of working, work 
from home [3]. Movement restrictions and social 
distancing regulations drove organizations to 
adopt BYOD to continue employee engagement 
at work without disruption. According to the 
global market ideas, BYOD stock was anticipated 
to be worth more than $300 billion by 2020 [4]. 
 
           Although surveys indicated that bringing 
your device to work improves employee job 
performance and productivity, improves 
communication between employees [5], and 
saves operational cost [3], the use of personal 
devices at work poses a greater threat than in a 
traditional IT setting. They are not only at risk of 
losing or misplacing their devices, but they may 
also use apps or infected links that could make 
their devices vulnerable to hackers and cyber 
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security threats such as malicious insiders and 
malware attacks [6, 7, 8, 9]. Hence, such 
vulnerabilities increase the likelihood of data loss 
[10]. Also, with staff working from home during 
the pandemic, there is insufficient organizational 
power over individual personal devices and 
inadequate access control [11], leading to 
security concerns in businesses. Furthermore, the 
lack of employee awareness in protecting their 
devices ([12, 13, 14, 15]  exacerbated the hazards 
associated with employees' lack of knowledge of 
personal device security settings [16, 17, 18]. 
According to a poll conducted by Kaspersky Lab, 
52% of users do not password-protect their 
mobile devices, while only 22% utilize anti-theft 
software [19]. 
 

          Over the last decade, several studies 
focused on information security behavior ([20, 
21, 22, 23]. However, BYOD security research is 
still in its infancy [24], with limited research on 
information security behavior associated with 
home and personal use of information systems 
[25]. According to [25], one of the largest 
difficulties in cybersecurity is employee security 
awareness. Employees’ security behavior in 
managing and securing their devices is crucial in 
an organization's BYOD strategy [26, 27, 28]. It 
is impossible to improve the performance of 
information security policies in enterprises 
without employees’ initiatives and knowledge to 
secure their organizations' IT resources (e.g., 
software, hardware, and data) [29]. Therefore, 
businesses must recognize the necessity of 
safeguarding their assets by ensuring that BYOD 
is used safely. Apart from instilling technical 
measures to ensure BYOD security, non-
technical measures should also be considered. 
Developing an effective policy without 
understanding the elements influencing 
employees' BYOD protection behavior can be 
difficult. 

 
2.    LITERATURE REVIEW  
 

          This study seeks to investigate the 
determinants of employees’ protection intention 
and their protection behavior in using their 
devices in a BYOD environment. This study is 
organized as follows. Firstly, the overview of 
BYOD, BYOD risks, and underlying theories 
used for building the structural model, and 

hypotheses development based on PMT and TPB 
theories were reviewed, followed by research 
methods and the results of the structural model. 
The discussion section revealed the key findings 
and described the theoretical and practical 
implications, limitations, and future work. The 
final section concluded the results. 

 
2.1    BYOD  
 

            BYOD refers to the exercise where 
individuals in an organization or institution use 
their equipment or gadgets to complete their 
work. [30] stated that smartphone users are 
constantly increasing every year and is becoming 
the dominant device to access internet resources. 
In 2021, the number of smartphone users globally 
was projected to be approximately 6.3 billion 
[31] and it was estimated that 5.22 billion users 
use mobile devices for work-related tasks. Nearly 
87% of organizations rely on their employees to 
use their personal devices for work-related tasks 
[32], describing the current trend of BYOD. The 
BYOD strategy is considered a bottom-up 
approach, where users employ and get 
accustomed to new technologies before using 
them at their workplace whereas traditionally, 
employers deploy new technologies for the 
employees to use. The BYOD includes the 
following devices: laptop computers, netbook 
computers, smartphones/handhelds, tablet 
computers, e-book readers, and audio players 
[33]. The survey by [34], indicated that personal 
computers were the most common device 
(96.7%) used in work, followed by smartphones 
(66.0%). Smartphones are becoming increasingly 
popular as work devices, with two-thirds of the 
respondents reported using a smartphone for 
work.  
 
            During the COVID-19 pandemic, many 
employers failed to consider the potential 
security threats that caused mass disruption 
around the world as employees were required to 
work from home, where they were required to 
enter systems through private devices [35]. One 
additional risk of data loss through BYOD usage 
when employees working from home during a 
pandemic like COVID-19 is that in the 
organization, employees may be using secure 
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internal computer systems and updated 
computers, but at home, the same employees 
could be using insecure or outdated devices that 
are more vulnerable to attack [36]. The lack of 
employees security when using BYOD to 
accomplish work remains a major challenge for 
organizations [37]. It's the context case of 
employees' use of BYOD as those devices have 
been used mainly for their own but also to 
accomplish work [38, 39]. The implementation of 
BYOD makes it difficult for organizations to 
control their data which are being accessed by 
their employees using personal devices. 
Although some organizations initiated BYOD 
policies, the policies are generic and do not 
account for other different types of devices, OS 
and mobile software that employees use in a 
workplace [40].  
 
2.2     Risks of BYOD 
 
            Despite the advantages of BYOD 
application, this policy is prone to cyberattacks. 
The issues resolved around BYOD are primarily 
on information safety and privacy [41]. 
Moreover, severe risks arise with getting your 
phone into the office and the secured network. 
According to [42], the types of BYOD hazards 
include robbery or robbed computer, access to 
customer details such as username and password, 
integrated records, private financial data, internet 
addresses, and email addresses. 
 
            Various risks and problems associated 
with the implementation of BYOD among 
employees include data loss and data breaches 
that could incur a huge financial loss and cost the 
organization its reputation [43]. One in five 
organizations (21%) suffer security breaches 
involving mobile devices due to malicious Wi-Fi 
hotspots connections and malware [44]. [45]  
indicated that many organizations are still 
running a BYOD without applying a BYOD 
policy or with BYOD policies only applicable to 
a specific group of employees and devices. This 
practice could lead to a loss of confidential data 
if an employee’s device is stolen or goes missing. 
For instance, the employee might be saving their 
passwords (personal and that of the organization) 
in unsecured note applications, which would be 
easy for hackers to access once they have 
breached the organization’s account [46].  
 

            Organizations need to understand the 
vulnerabilities and security risks introduced 
when BYOD is implemented, apart from the legal 
issues which may arise through disgruntled 
employees. Generally, many companies ignore or 
do not realize the possibilities of such legal 
implications when they readily adopt BYOD. The 
organizations are more focused on perceived 
savings through the adoption of BYOD, which 
overshadows the loss of valuable information or 
lawsuit due to privacy infringement when 
personal and organization data are jeopardized. 
Even though companies adopt BYOD solutions 
to separate organization and personal data, 
privacy regulations need to be considered for data 
such as text messages and photo galleries [47].  
 
2.3     Protection Motivation Theory (PMT) 
And Theory of Planned Behavior (TPB) 
 
             Protection Motivation Theory (PMT) is 
considered powerful in explaining and predicting 
people’s protection attitudes and behaviors [48], 
and has been validated as a suitable model for 
understanding security behavior [49]. PMT has 
been deployed in information system security 
research to understand individual's intentions and 
protection behaviors [50, 51, 26, 27, 52]. Most of 
the previous studies of behavioral IS security 
focused on intentions. For example, PMT 
explained employees' protection intentions and 
behaviors based on adopting antivirus protection 
applications [53], performance of devices-
protection operations [54], and security policies 
compliance [51, 55]. There is still a lack of 
explicit inclusion of actual protection usage [56]. 
This research, therefore, focuses on the actual 
usage of BYOD protection behavior via BYOD 
protection intention. 
 
             In this study, PMT posits that an 
individual’s protective behavior is based on two 
concepts namely threat appraisal and coping 
appraisal. In short, the response towards a risk 
faced by and individual is influenced by threat 
and coping appraisals [57, 58]. Threat appraisals 
depict the level of threat felt by an individual. It 
is based on: (1) how severe the threats would be 
to an individual (perceived severity); and (2) how 
vulnerable an individual is to be exposed to the 
threats (perceived vulnerability) [48, 50]. 
Meanwhile, coping appraisal refers to the 
evaluation of one coping and adapting with the 
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threats, which encompasses three components: 1) 
how effective the coping response is in reducing 
or eliminating the threat (response efficacy); 2) 
whether one can perform coping response (self-
efficacy); and 3) one’s coping responses with 
inconveniences incurred such as monetary, time, 
and efforts [59, 48]. Essentially, the protection 
motivation increases when threat appraisals are 
combined with coping appraisals leading to a 
more adaptive behavior among individuals.  
 
          PMT and TPB were never integrated as one 
conceptual model to study employees’ security 
behavior towards BYOD. According to [23] and 
[24], future studies should focus on factors that 
can significantly affect BYOD protection 
behavior when developing models for employees 
who use personal devices at work. Consequently, 
the present study focuses on five constructs 
(adopted from PMT) in security behavior when 
using BYOD: (1) perceived vulnerability; (2) 
perceived severity; (3) response efficacy; (4) self-
efficacy; and (5) response cost. These five 
antecedents of protection intention lead to 
protection behavior when using BYOD [60, 61, 
62, 63, 64, 65, 66, 67, 68, 23, 69]. Although PMT 
has been used in many behavioral IS securities 
studies, [24] suggested that PMT requires 
extension and integration with other theories in 
future studies to increase its explanatory power.  
 
3.       HYPOTHESES DEVELOPMENT 
 
           Based on the arguments highlighted 
above, the proposed model as depicted in Fig 1 
combined PMT with TPB, a predominant theory 
that has been applied in information security 
research involving social behavioral theories in 
the extant literature [70] and included other 
additional factors: security awareness and 
knowledge. The 10 factors that were included in 
the research model were perceived vulnerability, 
perceived severity, response efficacy, response 
cost, attitude, subjective norm, perceived 
behavioral control, security self-efficacy, 
information security awareness, and knowledge. 
The mediating variable is protection intention, 
while the outcome variable is protection 
behavior. 
 
3.1. Perceived Vulnerability (PV) 
 
           PV is a construct in PMT [71, 72]. PV is 

defined as a person's assessment of their 
likelihood of being confronted with a threat [55]. 
Previous studies revealed that employees' 
behavioral intention towards smartphone-
security compliance was influenced by perceived 
risk vulnerability [69]. In another study, [73] 
investigated the link between PV and response 
costs in terms of information security behavioral 
intention. The authors discovered that 
information security behavior was 
nonsignificantly affected by the vulnerability to 
online information security occurrences. In 
essence, individuals choose protective behaviors 
if they perceive their vulnerability to perceived 
threats. For instance, if users believe that their 
passwords may be hacked, then they are more 
likely to take protective measures. Thus, we 
hypothesized that: 
H1a: Perceived vulnerability has a positive 
influence on BYOD usage protection intention. 
H1b: Perceived vulnerability has a positive 
influence on BYOD usage protection behavior. 
 
3.2 Perceived Severity (PS) 
 
            PS refers to people's perception on the 
outcomes of threat protection when using their 
devices and their view on the harmful 
consequences of non-compliance with protective 
behaviors [48]. The author identified that PS had 
a significant effect on behavioral intention 
towards smartphone safety behavior among 
female employees than male employees. 
Moreover, a study by [73]  hypothesized that 
perceived severity of online information security 
has a harmful association with the information 
security problem behavior of teachers. In this 
study, PS is associated with the employee’s 
assessment of the seriousness of a security threat 
and its associated consequences. If an employee 
perceives a security threat to the organization’s 
resources to be severe, he or she is more likely to 
engage in security measures such as protection 
behavior of BYOD. Conversely, when the 
perceived severity of the risks has diminished, the 
employees will bring down their guard. Hence, 
we hypothesized that: 
H2a: Perceived severity has a positive influence 
on BYOD usage protection intention. 
H2b: Perceived severity has a positive influence 
on BYOD usage protection behavior. 
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3.3. Response Efficacy (RE) 
 
           RE which is part of PMT is a coping 
appraisal factor, where it received less attention 
in research compared to the other factors. RE is 
defined as the right and efficient response or 
protective behavior in the face of a threat, risk, or 
vulnerability to privacy loss [74, 75]. According 
to [76], high perceived response efficacy 
encouraged employees' to follow BYOD 
applicable policies. Additionally, RE was 
determined to be the most consistent predictor 
among the reported PMT factors compared to the 
multicollinearity risk and management 
assessments [77]. It was specifically posited in 
PMT that a person intention to adopt the 
behaviors increases based on the perceived 
efficacy of the behaviors [48]. We hypothesized 
that: 
H3a: Response efficacy has a positive influence 
on BYOD usage protection intention. 
H3b: Response efficacy has a positive influence 
on BYOD usage protection behavior. 
 
3.4. Response Cost (RC) 
 
             RC refers to the employee's cost of 
engaging in a given protective behavior [48]. RC 
does not only include monetary expenses but also 
time, effort or inconvenience that may be 
associated with the protective behavior. Hence, it 
is posited that when perceived response cost is 
high, individuals will be less inclined to engage 
in protective behavior. Conversely, the behavior 
may be adopted if it only incurs a small cost. This 
view was also supported by [65], who discovered 
a substantial negative link between response cost 
and the propensity to adopt security behavior 
among smartphone users. Therefore, we 
hypothesized that: 
H4a: Response cost has a negative influence on 
BYOD usage protection intention. 
H4b: Response cost has a negative influence on 
BYOD usage protection behavior. 
 
3.5. Security Self Efficacy (SSE) 

 
          One of the other components of PMT is 
SSE variable. Previous PMT studies revealed that 
SSE is accepted as a precursor to protective 
behavior. [78] anticipated that individuals with 
high esteem for their self-efficacy are less fearful 
of the perceived risks than those with low regard 

for their abilities to deal with such security issues. 
Other studies have also indicated that self-
efficacy can significantly and positively 
influence information security intentions.  For 
example, [79] stated that when a person believes 
that he or she is capable of performing a coping 
behavior to prevent the loss and theft of mobile 
devices, they are influenced to engage in coping 
action. Meanwhile, [61] documented that BYOD 
users’ perceptions of self-efficacy can positively 
impact their intention to subscribe to anti-
malware software. Similarly, this study also aims 
to confirm that an employee’s protection 
intention and behavior may increase if they 
believe that they can comply with BYOD 
policies.  Nonetheless, this study adopts the 
security self-efficacy that refers to the insiders’ 
protective roles and associated behaviors with 
which they must engage to protect organizational 
information [52]. For individuals to adopt good 
protective behavior, they are expected to believe 
in their protective roles to protect their devices. 
Thus, we include SSE as a determinant of 
protection intention and behavior to hypothesize 
that: 
H5a: Security self-efficacy has a positive 
influence on BYOD usage protection intention. 
H5b: Security self-efficacy has a positive 
influence on BYOD usage protection behavior. 
 
3.6. Attitude (ATT) 
 
              ATT is defined as a person’s overall 
evaluation of performing the actual behavior. An 
individual's positive or negative attitude towards 
engaging in a particular behavior is referred to as 
attitude [80, 60]. The influences on social 
network users' behavior (attitude) include gender, 
age, and career [81]. Meanwhile, [82] established 
an Information Security Culture (ISC) model to 
improve effectively employees' protection 
behavior in an organization with seven newly 
formulated characteristics to investigate its 
impact on workers' Information Security Policy 
(ISP) compliance behavior, which includes 
attitude. They anticipated that ISC can influence 
employees' attitudes regarding ISP compliance, 
whereas their intention to comply with ISP is 
influenced by their attitude towards ISP 
compliance. Similar to TPB’s theory, this study 
is in view that individuals with a positive attitude 
towards protecting their devices will have 
favorable tendencies to comply with BYOD 
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protection policies. Thus, we hypothesized that: 
H6a: Attitude has a positive influence on BYOD 
usage protection intention. 
H6b: Attitude has a positive influence on BYOD 
usage protection behavior. 
 
3.7. Subjective Norms (SN) 
 
             SN refer to the belief that a person or 
group of people in their surroundings could 
influence them to engage in a particular behavior 
[63]. TPB stipulated that powerful figures (such 
as bosses, co-workers, and parents) could have 
some control over an individual's behavior by 
influencing their compliance with a new security 
policy. [83] monitored the Belgian population for 
the effects of subjective norms on their behavior 
intention. They proposed that subjective norm is 
a useful predictor of protective behavior. 
According to [84], information security policies 
can significantly impact the creation of subjective 
norms on information security behavior within 
organizations. Moreover, subjective norms can 
create social pressure on people to perform or 
refrain from performing a given action. In short, 
subjective norms have a positive correlation with 
security intents. Previous studies revealed the 
link between subjective norms and security 
intentions [63, 85]. They agreed that employees 
are more likely to be influenced by their co-
workers (i.e. superiors, peers, and subordinates) 
in their decisions whether to engage in IS security 
compliance. We, thus, hypothesized that: 
H7a: Subjective norm has a positive influence on 
BYOD usage protection intention. 
H7b: Subjective norm has a positive influence on 
BYOD usage protection behavior. 
 
3.8. Perceived Behavioral Control (PBC) 
 
            PBC refers to a person's perceived ease or 
difficulty in performing a behavior. A previous 
study demonstrated a significant and positive 
effect of PCB on people’s intention to receive 
COVID-19 vaccines [86]. Similarly, PBC had a 
significantly direct effect on adherence behavior 
for diabetes [87]. Although PCB has long been 
tested in health behaviors [88], information on 
the effects of PCB on security behaviors is 
limited. Therefore, this study indicated the 
employee’s belief regarding the efficacy needed 
for BYOD protective behavior. PCB affects 
BYOD usage protection intention and thus, 

protection behavior. We hypothesized that: 
H8a: Perceived behavior control has a positive 
influence on BYOD usage protection intention. 
H8b: Perceived behavior control has a positive 
influence on BYOD usage protection behavior. 
 
3.9. Information Security Awareness (ISA) 
 
            ISA is defined as the degree or extent to 
which all employees understand the importance 
of information security policies, rules, and 
regulations, and take responsibility for protecting 
their organization’s information by acting 
accordingly [89, 90]. [91]  divided ISA into two 
categories namely general information security 
awareness (GISA) and information security 
policy awareness (ISPA). ISA plays an important 
role in reducing the risk of security breaches in 
organizations. [92]  predicted that GISA for 
workers in the TPB prediction model can 
improve the intentions to follow information 
security policies. [67]  concluded that 
management can provide basic in-house 
information security awareness workshops and 
training to promote a favorable attitude towards 
information security concerns among their 
employees. Thus, we hypothesized that: 
H9a: Information security awareness positively 
influences BYOD usage protection intention. 
H9b: Information security awareness positively 
influences BYOD usage protection behavior. 
 
3.10. Knowledge (KNOW) 
 
             KNOW attribute is based on the 
knowledge-attitude-behavior (KAB) model [93, 
94]. It is defined as a person's understanding and 
use of information technology, together with their 
comprehension of the process of protecting 
company data using their personal devices [95]. 
Based on the KAB model, an employee’s level of 
knowledge on information security policy, rules, 
and regulations increases and improves their 
attitude towards information security behavior 
[96]. Meanwhile, [97]  mentioned that individual 
KNOW is positively related to information 
security culture in BYOD usage protection 
intention. Additionally, [98] indicated that 
individuals who are aware of information 
security when using BYOD possess a more 
positive attitude as they present protection 
intentions. These studies empirically tested the 
importance of knowledge in influencing a 
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person’s behavior.  Hence, we hypothesized that:  
H10a: Knowledge has a positive influence on 
BYOD usage protection intention. 
H10b: Knowledge has a positive influence on 
BYOD usage protection behavior. 
 
3.11. Protection Intention (PI) 
 
            Several studies concerning security 
behavioral intentions used TPB as an underlying 
theory [92, 99]. According to the theory, behavior 
is determined by the intentions to perform the 
behavior. However, previous studies focused on 
intention as the dependent variable, which is 
determined by other variables. The Protection 
Motivation Theory (PMT) is a breakthrough 
explanatory model for anticipating individuals' 
desire to engage in protective acts [100]. The 
protection intention is described as a protection 
motive that motivates, sustains, directs, and 
activates an individual’s intentions to perform the 
recommended precautionary behavior [101]. 
PMT was incorporated by [54] and [51] in their 
studies to investigate individuals' intentions to 
protect organization resources and data through 
antivirus applications, general PC-security 
operations and adhere to their organization's 
information security policies. [16] demonstrated 
that the relationship between mobile information 
protection intention and mobile information 
protection behavior was positive. We 
hypothesized that: 
H11: BYOD usage protection intention has a 
positive influence on BYOD usage protection 
behavior. 
 
3.12. Protection Behavior (PB) 
 
              The term protection behavior was 
adapted from PMT [48]. Users are engaged in 
protection behaviors when they try to secure their 
organization's data and technical resources from 
information leaks when using BYOD by 
installing antivirus, firewalls, updating the OS 
patches, and being vigilant when opening 
unknown files [102, 103, 104]. For these 
preventive measures to be effective, users should 
be motivated to engage in their protection 
behaviors. Factors that influence their protective 
behaviors should be addressed because 
developing clear information security policies 
and implementing BYOD-related protection 
measures are no longer sufficient to address the 

problem [105]. Since many individuals are 
unaware of the impending threats of cyber-
attacks, it is important to explore ways to engage 
them in preventive behaviors in response to such 
potential threats. BYOD usage protection 
behavior is an actual enactment to implement the 
protection personal devices settings; the 
protection behavior is an actual decision that 
employees could be candid when using BYOD 
[16]. 
 
3.13. Mediating Effect of Protection Intention 
(PI) 
 
           When a third latent determinant is placed 
between two latent determinants, the mediating 
effect is formed to act as an intermediary between 
the two latent determinants [106]. It is important 
to note that the mediator is not the same as the 
moderator. In the mediator-predictor connection, 
the predictor is generally an antecedent of the 
mediator, where the mediator shifts its roles from 
effect to causes [107]. 
 
           Protection intention drives protection 
behavior and the employees’ responses towards a 
situation [92, 16]. Many studies back this up in 
the literature, and major theories including TRA 
[108], TPB [109], DTPB [110] and PMT [110], 
include it as a mediator toward protective 
behavior [48]. Furthermore, Fishbein and Ajzen 
(1975) pointed out that having a purpose to 
perform a specific protective behavior is a 
prerequisite.  
            As a result, many studies have included it 
in their models in the past, and it is a significant 
determinant of behavior in a variety of models 
and frameworks [111, 112, 110, 113, 114, 115]. 
Previous literature supported and emphasized the 
importance of the mediating role of protection 
intention between ATT, SN, PBC and protection 
behavior [116, 108]. Additionally, other studies 
have also identified the mediating influence of 
protection intention between PV, PS, SSE, RE, 
EC, and protection behavior [48, 102]. 
 
           Also, protection intention mediates the 
relationships between information security 
awareness, knowledge, and protective behaviors 
[119; 62, 64, 12]. However, there is a lack of 
research in academia evaluating the mediating 
effects of protection intention (PI) between the 
determinants and protection behavior (PB) [121]. 
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In the current study, the protection intention (PI) 
is evaluated as a mediator between the 10 
determinants and protection behaviors (PB) 
(Figure 1). 
 
             The proposed model as depicted in 

Figure 1, combines two theories, TPB and PMT, 
and additional variables, information security 
awareness and knowledge (KNOW). Protection 
intention is the mediating variable, while 
protection behavior is the dependent variable 
(outcome variable). 

  

 
Figure 1: Conceptual Research model

4.    RESEARCH METHODOLOGY 
 
4.1.    Sampling and Data Collection 

 
  A total of 383 self-administered questionnaires 

were distributed to personnel in the government sector 
in Oman. The participants of this study comprised 
public servants (62 government ministries, agencies, 
and institutions) in Oman who use their personal 
devices to accomplish their daily tasks [121]. The 
questionnaire was drafted in English and Arabic 

languages as these languages are widely used in 
Oman. According to [123]  questionnaire survey is an 
appropriate approach to test hypotheses. This study 
employed a structural equation modelling approach 
(SEM-PLS) to test the relationships among the 
variables adopted in a conceptual model of the present 
study. 
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4.2.    Measurements 
 

  A survey instrument was used in a quantitative 
research approach to explore and evaluate the 
relationships in the postulated model. The items for 
each of the 12 constructs are presented in Table 1. The 
items were adopted from well-established and 
published former works based on the models or 
theories. Also, the instrument adapted, their construct 
validity and internal consistency and reliability (i.e., 
Cronbach’s alpha and construct validity based on 
[138] were tested, validated, and proven its scales. All 
items were scored using a five-point Likert scale 
(Likert, 1932), "1 = strongly disagree" to "5 = strongly 
agree". 

 
4.3.     Measurement Model Assessment 
 

    According to [132], the outer measurement 
model used evaluates the factor analysis to which 
extent the observed variables are loaded on their 
underlying construct. To evaluate the model, 
Cronbach’s α and composite reliability were checked 
for the three stages, namely internal reliability, 
convergent validity, and discriminant validity. Once 
the three stages were achieved, we proceeded to the 
structural model analysis (hypotheses testing). 

 
     The outer model/Confirmatory Factor 

Analytic (CFA) is recommended to confirm the 
underlying relationship between the observed 
variables and the latent factors [123]. The underlying 
latent variable explains the items variance that 
indicates item reliability [124] while  the latent 
construct illustrates the standardized outer loadings 
(absolute correlation), which must be more than 50% 
[132]. The composite reliability was higher than the 
cut-off value of 0.70 [125], while Cronbach’s α was 
higher than the recommended value of 0.7 [126]. The 
Average Variance Extracted (AVE) for every latent 
variable was higher than the recommended value of 
0.5 (50%), indicating that every construct could 
explain more than half of the variance to its measuring 
items on average [127]. The measurement model 
criteria for model fit are summarized in appendix A. 

 
    The discriminant validity results are presented 

in appendix B. The item loading of one determinant 
must be higher than its loading on other determinants. 
The table elucidated that all items load with the 
highest values to their related constructs, at least 0.1 
higher than the cross-loading values. The results 
indicated that the determinant items assessed the 
intended construct [136]. The cross-loading of this 
study method validated the discriminant validity. 

5. DATA ANALYSIS AND RESULTS 
 

     The route coefficient evaluation result 
indicated that 14 hypotheses out of 21 were 
significant. The 14 hypotheses were statistically 
significant at a p-value < 0.05 with anticipated sign 
directions. While the route coefficient values (β) 
ranged between 0.081 to 0.332. According to Figure 
2, 14 direct associations (p-values < 0.05 and t-values 
> 1.96) were found to be significant. 

 
         As for the direct relationships between the 

determinants on the protection intention, the results 
revealed that H1a (PV -> PI, p = .006), H2a (PS -> PI, 
p = .000), H4a (RC -> PI, p = .007), H7a (SN -> PI, p 
= .014), H8a (PBC -> PI, p = .042), and H10a (KNOW 
-> PI, p = .032) were statistically significant. 
Meanwhile, H3a (RE -> PI, p = .726), H5a (SSE -> 
PI, p = .672), H6a (ATT -> PI, p = .593), and H9a 
(ISA -> PI, p = .032) were statistically insignificant. 

While, the direct relationship between the 
determinants of protection behavior indicated that 
H1b (PV -> PB, p = .001), H2b (PS -> PB, p = .000), 
H3b (RE -> PB, p = .033), H4b (RC -> PB, p = .000), 
H6b (ATT -> PB, p = .016), H7b (SN -> PB, p = .011), 
and H8b (PBC -> PB, p = .025) were statistically 
significant.  

 
             The remaining hypotheses, H5b (SSE -> PB, 
p = .685), H9b (ISA -> PB, p = .131), and H10b 
(KNOW -> PB, p = .457) were statistically 
insignificant. The direct relationship between the 
protection intention and the protection behavior, H11 
(PI -> PB, p = .000) was statistically significant. Table 
1 and Figure 2 summarized the findings. 
 
5.1. Path Coefficient Analyses 
 

           The path coefficient of Smart-PLS is 
similar to the standardized in multiple regression 
analysis. Since PLS does not require distribution 
assumptions, the bootstrapping approach was used to 
estimate the t-statistics and confidence intervals 
[137]. To observe the relevant relationships in the 
inner path model, path estimation or hypothetical 
relations was used.  

 
        The regression coefficient (β) was used to 

investigate every hypothetical path in the framework. 
The value was tested using the PLS bootstrap 
technique to determine whether the hypotheses of the 
structural model were accepted [138, 139, 140]. To 
account for a specific effect of relationships in the 
model, the path coefficient value must be at least 0.1 
[141]. 
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Table 1: Path Coefficient Results 

 

Hypotheses Beta/OS T-Value P-Value Decision 

H1a PV -> PI 0.164 2.736 0.006 Significant 

H2a PS -> PI 0.263 3.637 0.000 Significant 

H3a RE -> PI 0.016 0.350 0.726 Not Significant 

H4a RC -> PI 0.138 2.717 0.007 Significant 

H5a SSE -> PI 0.002 0.424 0.672 Not Significant 

H6a ATT -> PI 0.029 0.535 0.593 Not Significant 

H7a SN -> PI 0.015 2.471 0.014 Significant 

H8a PBC -> PI 0.131 2.037 0.042 Significant 

H9a ISA -> PI -0.005 0.995 0.032 Not Significant 

H10a KNOW -> PI 0.121 2.152 0.032 Significant 

H1b PV -> PB 0.141 3.196 0.001 Significant 

H2b PS -> PB 0.332 6.000 0.000 Significant 

H3b RE -> PB 0.074 2.142 0.033 Significant 

H4b RC -> PB 0.121 3.745 0.000 
Significant 

 

H5b SSE -> PB -0.015 0.405 0.685 Not Significant 

H6b ATT -> PB 0.009 2.415 0.016 Significant 

H7b SN -> PB 0.125 2.551 0.011 Significant 

H8b PBC -> PB 0.082 2.251 0.025 Significant 

H9b ISA -> PB -0.056 1.513 0.131 Not Significant 

H10b KNOW -> PB -0.035 0.745 0.457 Not Significant 

H11 PI -> PB 0.234 3.958 0.000 Significant 
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Figure 2:  A Structural Research Model 
 

5.2. Mediation Effect of Protection Intention 
(Indirect) 
 

A bootstrapping approach was conducted to 
analyze the mediation relationships [142] of 
protection intention between perceived vulnerability, 
perceived severity, response efficacy, response cost, 
security self-efficacy, attitude, subjective norms, 
perceived behavior control, information security 
awareness, and knowledge. Table 2 presents the 
mediation analysis results.                                                                                   
The results indicated that five of the 10 

 
 

mediating hypotheses, H1c (PV -> PI-> PB, p =.041), 
H2c (PS -> PI -> PB, p = .012), H4c (RC -> PI -> PB, 
p = .03), H7c (SN -> PI -> PB, p = .044), and H10c 
(KNOW -> PI -> PB, p = .046) were statistically 
significant. Meanwhile, the other five hypotheses, 
namely H3c (RE -> PI -> PB, p = .739), H5c (SSE -> 
PI -> PB, p = .684), H6c (ATT -> PI -> PB, p = .620), 
H8c (PBC -> PI -> PB, p = .098), and H9c (ISA -> PI 
-> PB, p = .353) were statistically insignificant. The 
mediating route is statistically significant when p-
values are less than 0.05, together with positive Lower 
Limit (LL) and Upper Limit (UL) values. 
 

Table 2: Mediation Analysis Result

Hypotheses Beta/OS T-Value P-Value Decision 

H1c PV -> PI -> PB 0.038 2.052 0.041 Significant 

H2c PS -> PI -> PB 0.062 2.526 0.012 Significant 

H3c RE -> PI -> PB 0.004 0.334 0.739 Not Significant 

H4c RC -> PI -> PB 0.032 2.173 0.030 Significant 

H5c SSE -> PI -> PB 0.005 0.407 0.684 Not Significant 

H6c ATT -> PI -> PB 0.007 0.496 0.620 Not Significant 

H7c SN -> PI -> PB 0.035 2.021 0.044 Significant 

H8c PBC -> PI -> PB 0.031 1.659 0.098 Not Significant 

H9c ISA -> PI -> PB 0.012 0.930 0.353 Not Significant 

H10c KNOW -> PI -> PB 0.028 2.001 0.046 Significant 
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6.     DISCUSSION 
 

This study confirmed that both PMT and TPB 
theories can be accepted as a promising theoretical 
framework to understand the factors determining an 
employee’s decision to engage in BYOD protection 
behaviors. Consistent with PMT, perceived 
vulnerability, perceived severity, and response cost 
were determined as significant determinants of the 
intentions to adopt BYOD protection behavior. 
Whereas, subjective norms and perceived behavioral 
control were significant determinants of the intentions 
to adopt BYOD protection behavior, consistent with 
TPB. The results also revealed that knowledge 
affected the protection intention of BYOD. It also 
indicated that the ‘knowledge-attitude-behavior’ 
theory is still accepted while planning strategies for 
employees to engage in BYOD protection behavior. 
Increased protection of BYOD knowledge can change 
a person’s attitude to become more responsible in 
protecting their devices when performing their office 
work. 

 
             The significant effects of perceived 
vulnerability on both protection intention (H1a) and 
protection behavior (H1b) are in line with the findings 
from previous studies [23, 73]. If employees are aware 
that their devices are vulnerable to security threats, 
they are more likely to engage in protection behavior. 
Hence, the organizations should ensure that in a 
BYOD environment, employees are aware of the 
threats that might occur if they do not take cautionary 
actions to secure their devices. Similarly, the effects 
of perceived severity were also significant on both 
protection intention (H2a) and protection behavior 
(H2b). To increase an employee’s engagement in 
protection behavior, an employee needs to be aware 
of the severity of the threats if they choose to not abide 
by the company’s protection policies. [73] asserted 
that employees’ awareness of the security threats or 
attacks their organisations may face as a result of any 
unsafe behavior that does not follow their 
organisations’ security recommendations is an 
important determinant of their BYOD protection 
behavior. Meanwhile, the subjective norms factor 
significantly affected protection intention (H7a) and 
protection behavior (H7b) among the employees, 
reflecting the findings from previous studies [84, 63, 
85]. The employees are influenced by their co-
workers and superior’s decisions on the use of BYOD 
and whether they should follow the organization’s 
BYOD protection policies. Next, the perceived 
behavioral control also significantly influenced 
protection intention (H8a) and protection behavior 
(H8b) [86, 87]. The result indicated that the 

employees trust in their capabilities and skills to 
protect their own devices. 
 

       Based on the results, security self-efficacy 
was insignificant on BYOD protection intention 
(H5a) and protection behaviors (H5b), which 
contradicted our hypotheses. In short, this result 
implies that employees are confident in performing 
the necessary steps required to ensure the protection 
of using their own devices [61, 52]. Whereas, 
information security awareness had no significant 
effects on protection intention (H9a) and protection 
behavior (H9b). This result contradicted our 
hypothesis and findings from previous studies [92, 
67]. This study indicated that employees have a good 
sense of awareness about the potential risks and 
security threats of using their own devices. On the 
other hand, although [65] revealed that response cost 
does not have a significant effect on protection 
intention and protection behavior, our study reported 
that response cost can significantly influence BYOD 
intention (H4a) and protection behaviors (H4b). 
These results revealed that employees are more aware 
of the efforts and time needed to keep their devices 
secure. Meanwhile, response efficacy was 
insignificant on protection intention (H3a) which 
contradicted with previous studies [77, 27, 76]. 
However, response efficacy can significantly 
influence protection behavior (H3b). It indicated that 
employees do perceive the importance of 
organizational protection policies and 
recommendations in their protection behavior towards 
BYOD usage. Similar to H3a, attitude was not 
significant towards protection intention (H6a) and 
protection behavior (H6b). These findings 
contradicted the findings of previous studies, which 
revealed that response efficacy and attitude can 
significantly influence protection intention and 
protection behavior (76; 77, 82]. The response 
efficacy towards protection behavior of BYOD 
implies that it is important for employees to 
understand the efficacy of taking protective actions 
and realizing their responsibility in protecting 
themselves in a BYOD environment. Whereas, the 
insignificant relationship between attitude and BYOD 
protection behaviors implied that the attitude of 
employees is not an important factor when deciding 
whether or not to engage in BYOD protection 
behavior. Regardless of their attitude (positive or 
negative), knowing the consequences of unsafe 
behavior is sufficient to make them engage in BYOD 
protection behavior. Meanwhile, the significance of 
knowledge on protection intention (H10a) and 
protection behavior (H10b) suggested that sufficient 
security-related knowledge such as threats and risks 
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of using BYOD could help instill security concern. 
This piece of knowledge will, in turn, lead to more 
engagement in BYOD protection intention, though it 
may not directly affect their behavior. 

  
     As predicted, intentions to perform protection 

behaviors can significantly influence actual protection 
behavior (H11). Employees who have the intention to 
protect their devices in a BYOD environment are 
more likely to engage in protection behavior. This 
finding also supported the utilisation of TPB as a 
model for the determinants of intention, 
demonstrating that perceived vulnerability, perceived 
severity, response cost, subjective norm, perceived 
behavioral control, and knowledge accounted for 43% 
of the variance in employees’ intentions to protect 
their devices. Furthermore, the determinants of 
behavior (perceived vulnerability, perceived severity, 
response efficacy, response cost, attitude, subjective 
norm, and perceived behavioral control) accounted 
for 68% of the variance in employees’ behavior to 
protect their devices. 

 
       Based on the mediation results, the 

mediation of protection intention yielded a significant 
mediation effect between perceived vulnerability, 
perceived severity, response cost, subjective norms, 
knowledge, and protection behavior. On the other 
hand, the mediation of protection intention between 
response efficacy, security self-efficacy, attitude, 
perceived behavior control, information security 
awareness, and protection behavior indicated no 
significant mediation effect. The results are consistent 
with previous studies [138, 121, 65, 139] which 
implied that intention is a good mediating variable 
between the independent variables and the outcome 
variable. 

 
7.    CONTRIBUTIONS, LIMITATIONS AND 

FUTURE RESEARCH 
 

7.1. Theoretical Contributions 
 

   This study added to the corpus of information 
on the factors influencing the protection intention for 
BYOD usage protection behaviors. The following are 
four key theoretical contributions to this study. 
Firstly, this study was one of the first empirical studies 
to identify factors of BYOD protection intentions that 
influence BYOD protection behaviors. This 
conceptual model could help enterprises to better 
understand and deal with the determinants of BYOD 
protection intentions and their effects on employee 
behavior. Most of the previous studies were centered 
mainly on technological problems related to the 

implementation of BYOD without considering the 
human factor on information security and policies [44, 
64, 145, 146]. According to [146], organizations need 
to understand that technical measures alone are 
insufficient to ensure information security. Secondly, 
this study integrated TPB with PMT as a relatively 
new conceptual model, by suggesting that both 
theories can be used to explain the BYOD usage 
protection behaviors. In this vein, this study lends 
further support to the important roles of these theories 
in understanding human behaviors in various 
contexts. Thirdly, the present study fills the gap in the 
limited information on BYOD protection. Next, the 
research provides primary the results of data 
collection that were not previously available as its 
important contribution as it allowed our conceptual 
model to be tested in a country (Oman) that is ranked 
differently in the middle east of the information 
security index. Therefore, it can be used for future 
comparative studies to address the determinants found 
in this study, namely, perceived vulnerability, 
perceived severity, response efficacy, response cost, 
attitude, subjective norm, perceived behavioral 
control, and security self-efficacy. Finally, this study 
proposed that protection intention mediates the effects 
of other variables adopted in this study on protection 
behaviors. The results from this study enhanced our 
understanding on the mediating role of protection 
intention, which is currently limited and was ignored 
in previous studies [121, 139]. 
 

7.2. Practical Contributions 
 

      By assessing the present condition of their 
employees' security behavior, businesses and 
information security managers can implement 
appropriate processes and procedures to reduce the 
associated risks of BYOD. Contrarily, the next 
generation of employees will support BYOD usage in 
an organization. This study also encourages 
employers and organizations to be more aware of 
adopting BYOD usage because employees see the 
potential benefits and want to exploit them, which 
leads to information leaking and BYOD usage risks. 
Therefore, employers need to develop a more 
responsive plan to avoid any protection issues. This 
study also assisted firms to get insight into strategic 
policy design, protection policy implementation, 
training planning, and an awareness program 
checklist to establish a strong security culture within 
their organizations. Furthermore, additional 
protection measures are needed for the information 
security unit. Employees must be informed of the 
consequences of their actions. Training and policies 
must be instituted before an unprecedented data leak 
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occurs. 
 
         The findings from this study are useful to 

policymakers and strategists since determining the 
causes of BYOD protection behaviors among 
employees could reduce the danger of data leakage, 
both purposefully and accidentally. Employers and 
organizations are responsible for securing the 
company data assets by ensuring BYOD usage 
protection. The BYOD utilization pattern is 
unavoidable, and it is presently not a choice. This 
study also expects to assist decision-makers in 
structuring their goals to install protection behavior 
determinants among personnel within firms. 
Increased BYOD usage security behavior among 
government personnel is required to boost the 
organization's performance. 

 
     The COVID-19 pandemic represents a chance 

for organizations and employers to establish strong 
protection of BYOD used by employees. Employers 
would be able to understand the influences on their 
employees’ BYOD protection intention and behavior 
as the pandemic caused a major rotation direction as 
employees were allowed by their organizations to 
work remotely. 
 

    7.3. Limitations and Future Research 
 

      The study has two limitations that should be 
considered when interpreting the findings. Firstly, in 
addition to the variables used in this study, future 
studies should also include variables from other 
theories previously used in IS security, as they may 
improve the model’s explanatory power of the 
protection behavior. Secondly, this study was 
conducted on an individual level, hence, future studies 
could assess the organizational level to enhance the 
strategies for BYOD protection policy at both 
individual and organizational levels. Thirdly, one of 
the significant recommendations in this study is to 
interpret and capture the rich data because one of the 
limitations of this study has relied only on a 
quantitative approach. It is beneficial that in future 
research, the implications of the impacts found in the 
current research to significant employers of the 
organizations by performing the qualitative approach 
of data collection and analysis could be included in 
future studies to obtain data in different forms. 
  
8.    CONCLUSION 
 

        This study aimed to identify and assess the 
determinants of BYOD use protection intentions, 
which in turn influence BYOD usage protection 

behaviors. The determinants were examined through 
the developed conceptual model for protection 
intentions towards BYOD usage that influences 
BYOD usage protection behavior. PLS-SEM was 
used to test the proposed conceptual model in a cross-
sectional survey. Limitations and recommendations 
for future research were also discussed. Overall, this 
study contributes as one of the first milestones in 
addressing the BYOD security issues among 
employees by understanding the determinants of 
BYOD protection behavior. 
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Appendix A: Measurement Items 
 

Measurement item Loading CA CR AVE 

Attitude [51, 23, 97]   0.9 0.926 0.719 

ATT1: I believe that it is beneficial for an organization to establish clear 
BYOD security policies, practices, and technologies.  

0.909 
    

ATT2: I believe that it is useful for an organization to enforce its BYOD 
security policies, practices, and technologies. 

0.815     

ATT3: I believe that it is a good idea for an organization to establish clear 
BYOD security policies, practices, and technologies. 

0.927     

ATT4: If I am aware of my organization's sensitive nature and systems if 
managed well, BYOD's advantages outweigh the risks in today's modern 
technological era. 

0.922     

ATT5: I believe that personal devices are being optimally managed within 
my organization to maximize their benefits while mitigating information 
security risks. 

0.628     

Information Security Awareness [129, 130, 84]   0.911 0.926 0.61 

ISA1: My organization provides training to help employees improve their 
awareness of personal device information security issues. 

0.758 
    

ISA2: My organization provides employees with education on personal 
device software copyright laws. 

0.783     

ISA3: In my organization, employees are briefed on the consequences of 
modifying BYOD data in an unauthorized way.  

0.839     

ISA4: My organization educates employees on their personal device 
security responsibilities. 

0.788     

ISA5: In my organization, employees are briefed on the consequences of 
accessing BYOD that they are not authorized to use. 

0.82     

ISA6: I have sufficient knowledge about the cost of information security 
breaches when using my personal device. 

0.837     

ISA7: I understand the risk of information security incidents when using my 
personal device. 

0.726     

ISA8: I keep myself updated in terms of information security awareness 
when using my personal device. 

0.697     

Knowledge [64, 128]   
 
 
0.905 

 
 

0.922 

 
 

0.668 
KNOW1: I have sufficient knowledge to protect organization data when 
using my personal device. 

0.903 
    

KNOW2: Using a personal device at work would allow me access to all the 
information I require in order to perform my job satisfactorily. 

0.745     

KNOW3: I have sufficient knowledge to process the protection when using 
my personal device. 

0.933     

KNOW4: I am well informed about how to deal with problems caused by 
the organization's data when using my personal device. 

0.921     

KNOW5: There is a growing demand from employees for the use of 
personal devices in the organization environment to allow unmonitored 
access to information and systems. 

0.752     

KNOW6: Organizations that allow employees to bring their own devices 
are more information security-conscious than those that do not. 

0.591     
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Protection Behavior [23,  63]   0.866 0.909 0.716 

PB1: I comply with personal devices protection recommendations. 0.868     
PB2: I do my best to follow personal devices protection rules and 
procedures strictly. 

0.741     

PB3: I am certain that I will follow organizational, personal device 
protection recommendations (if they exist). 

0.875     

PB4: My personal device is secured by a password. 0.892     

Perceived Behavioral Control [131, 132, 84]   0.901 0.924 0.669 

PBC1: I think it's easy for me to share organizational information by using 
my personal device. 

0.852 
    

PBC2: I am confident that if I want, I can share organizational information 
by using my personal device. 

0.782     

PBC3: I have time, resources and knowledge to share organizational 
information by using my personal device. 

0.867     

PBC4: I believe that information security-conscious care behavior is not a 
problematic practice when using my personal device. 

0.821     

PBC5: I believe that my experiences help me have careful behavior about 
information security when using my personal device. 

0.793     

PBC6: Following information security policies and procedures is easy for 
me when using my personal device. 

0.788     

Protection Intention [133, 134, 16]   0.925 0.941 0.728 

PI1: I will set the protection of personal information to maintain privacy 
during the use of my personal device. 

0.889 
    

PI2: I do not want to disclose personal information when using my personal 
device. 

0.813     

PI3: I will limit the organization-based information I share when using my 
personal device. 

0.909     

PI4: I plan to limit the access applications have to organization-based 
information when using my personal device. 

0.898     

PI5: I will likely enable private browsing when using my personal device. 0.836     
PI6: I will limit the ability of advertisers to track me when using my 
personal device. 

0.763     

Perceived Severity [133, 134, 16]   0.915 0.933 0.701 

PS1: If I break information security rules when using my personal device, 
my organization will discipline me. 

0.862 
    

PS2: If I repeatedly break security rules when using my personal device, my 
organization will terminate me. 

0.842     

PS3: If I were caught violating organization information security policies, I 
would be severely punished. 

0.881     

PS4: I believe that organization information when stored on my personal 
device will be vulnerable to security incidents. 

0.89     

PS5: I believe an organization's productivity and its employees will be 
threatened by security incidents when using a personal device. 

0.791     

PS6: I believe the profitability of organizations is threatened by security 
incidents when using a personal device. 

0.748     

Perceived Vulnerability [135, 23, 60]   0.88 0.909 0.625 

PV1: I could be subjected to an information security threat if I don't comply 
with my own personal device security policy in my organization. 

0.811 
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PV2: If I don't comply with security policy when using my personal device, 
a security problem to my organization's information could occur. 

0.772     

PV3: If I don't comply with the organization's security policy when using 
my personal device, a security problem to my personal data could occur. 

0.791     

PV4: I know my organization could be vulnerable to security breaches if I 
don't adhere to it IS policy when using my personal device. 

0.856     

PV5: I could fall victim to a malicious attack if I fail to comply with my 
organization's IS policy when using my personal device. 

0.795     

PV6: If I don't pay adequate attention to guidelines when using my personal 
device, my organization's data and resources may be compromised. 

0.71     

Response Cost [55, 23]   0.905 0.926 0.676 
RC1: Complying with my personal device security policy interferes with 
my work. 

0.874 
    

RC2: Complying with personal device security policy interferes with the 
personal use of my device. 

0.805     

RC3: There are too many overheads associated with complying with 
personal device security policies. 

0.782     

RC4: Complying with personal device security policy would require a 
considerable investment of effort other than time. 

0.856     

RC5: Complying with personal device security policy would take a 
considerable amount of my working time. 

0.843     

RC6: Complying with a personal device security policy would take a 
considerable amount of my personal time. 

0.768     

Response Efficacy [55, 23]   0.893 0.92 0.699 

RE1: Complying with my personal device security policy reduces the 
security threat to my organizations' information. 

0.808 
    

RE2: Complying with my personal device security policy reduces the 
security threat to my personal data. 

0.782     

RE3: If I comply with my personal device security policy, my 
organization's mobile security problems will be scarce. 

0.861     

RE4: Compliance with my personal device security policy helps to reduce 
IS security problems in my organization. 

0.885     

RE5: Compliance with my personal device security policy helps me reduce 
security problems with my own personal data. 

0.838     

Subjective Norm [23; 51]   0.849 0.891 0.621 

SN1: People who are influential to me think that I should follow the policies 
and procedures and use the security technologies for my personal device. 

0.804 
    

SN2: I should follow the policies and procedures and use the security 
technologies for my personal device as people who are important to me 
think that. 

0.754     

SN3: Top management thinks I should follow organizational IS security 
policies when using my personal device. 

0.828     

SN4: My colleagues think that I should follow organizational IS security 
policies when using my personal device. 

0.775     

SN5: I should follow organizational IS security policies when using my 
personal device as my organization's information security department thinks. 

0.777     

Security Self-Efficacy [52, 54, 84]   0.858 0.892 0.623 
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SSE1: For me, taking information security precautions to protect my 
organization's information and information systems is easy when using my 
personal device. 

0.718 
    

SSE2: I have the expertise to protect my business and private data when 
using my personal device. 

0.798     

SSE3: I have the necessary skills to protect my organizations' information 
and information systems from information security violations when using 
my personal device. 

0.823     

SSE4: My skills required to stop information security violations against my 
organization's information and information systems are adequate when using 
my personal device. 

0.786     

SSE5: I believe that I could learn to perform preventive measures to protect 
my organization's information and information systems effectively when 
using my personal device. 

0.816       

 
 
 

Appendix B: Discriminant Validity 
 

Constructs ATT ISA KNOW PB PBC PI PS PV RC RE SN SSE 

ATT 0.848                       

ISA 0.235 0.781                     

KNOW 0.065 0.164 0.817                   

PB 0.573 0.285 0.155 0.846                 

PBC 0.549 0.152 0.127 0.545 0.818               

PI 0.423 0.257 0.26 0.65 0.451 0.853             

PS 0.499 0.327 0.15 0.707 0.484 0.541 0.837           

PV 0.471 0.355 0.266 0.516 0.353 0.438 0.365 0.79         

RC 0.342 0.218 0.033 0.459 0.289 0.364 0.401 0.268 0.822       

RE 0.433 0.19 0.109 0.499 0.357 0.368 0.429 0.475 0.26 0.836     

SN 0.407 0.487 0.218 0.517 0.414 0.442 0.47 0.36 0.191 0.382 0.788   

SSE 0.145 0.51 0.329 0.248 0.172 0.263 0.255 0.271 0.16 0.256 0.421 0.789 

 


