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ABSTRACT

This paper discusses the crucial elements of developing a resident's security and safety application on the
smartphone. The discussion focuses on identifying and determining the applicable requirement of the apps to
be used by the residents. The collated data and user requirements will comprise security and safety parameters
prevalent in the state and crucial features that residents would like to use when implementing the mobile
application. This paper aims to construct an understanding of mobile apps and discuss the component that
creates a firm foundation for advancing knowledge and facilitating based on the development of the apps.
The method used is a literature survey. The secondary data source of information has been identified to
explore the element in developing the security and safety of the mobile application for the large population.
The information gained from the previous journal nationally and internationally ensures the right components
are discussed. The paper's outcome will significantly contribute to and benefit potential mobile application
developers, the communities, higher learning institutions, the federal government of Malaysia, academicians,
and researchers. It can also contribute to the body of knowledge in the field of information management.
Lastly, the execution of this study will help bolster the government's plan of the National Digital Economy

Initiative (Digital Malaysia) towards strengthening the digital information economy of the nation.
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1. INTRODUCTION

The security concerns that loom around Malaysia
and Selangor particularly calls for consideration. The
rising frequency of security concerns or cyber-
attacks has become a worldwide acknowledged
phenomenon, not only in Malaysia. Malaysia is
especially vulnerable to cyber and internet-related
security concerns due to its high internet penetration.
This can be explained by several events that
transpired over time (Mat et al., 2020). Eventually,
cybercrime emerged as a significant economic worry
in Malaysia. According to the Sophos Security
Threat Report 2013, Malaysia is the sixth most
endangered country in cybercrime. According to a
CSIS analysis, the number of cybercrime in Malaysia
is 0.18 per cent of GDP, or about RM 215 million
each year. Malaysia is thought to have lost RM 179.3
million to cybercrime in 2015. Meanwhile,
Malaysia's number of cybercrime incidents has
climbed by 10,000 each year on average, with online
frauds and hacking being the most common
(CyberSecurity Malaysia, 2019).

Besides that, Malaysia places a premium on the
security of its critical national information
infrastructure, given the country's reliance on ICTs
related to daily country activities, especially in the
aspect of economics (Zahri & Sharifuddin, 2017).
This type of improvement is critical. Currently, the
majority, if not all, national critical infrastructures
are being developed with network systems and
information technology in mind. As a result, all of
these vital assets must be well-protected. Lastly, the
crisis in international politics shows Malaysia is one
of the targets of Cyber-attacks from a geopolitical
and strategic standpoint. Indeed, Southeast Asia is an
area in flux, with significant powers such as the
United States and China present and the potential for
conflict that still exists, primarily in the South China
Sea, making the country vulnerable to cyber attacks.
Malaysia was one of the primary targets of malware
assaults by overseas hackers between January and
June 2015, according to research by FireEye (2015).

As profiting as it is, urbanization has created
numerous social problems. Some of which are
generally increased crime rates and insecurity (Ojo
& Ojewale, 2019). On the one hand, cities are
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developing and thriving, and then, on the other hand,
the growth comes with increased crime rates such as
theft, fraud, kidnapping, robbery and other forms of
terrorism. As an Urban habitation, Malaysia is not an
exception to this dilemma. In fact, from a previous
speech by the Minister of Home Affairs YB Dato'
Seri Hishammuddin Tun Hussein, as stated by Bin &
Soh (2012), "Crime affects all Malaysians,
irrespective of race, religion, gender or income
levels..." his speech signified the prevalence of this
problem in the nation (Bin & Soh, 2012). Therefore,
it is of no doubt that crime, insecurity and terrorism
have begun eating the fabric tip of the nation
gradually. Sadly, this isn't just true of peak urban
cities such as Kuala Lumpur, but Selangor, as an
urban state, is also in the same pot. In a previous
order placed by the Inspector-General of Police
(IGP), Tan Sri Khalid Abu Bakar said that he had
proposed that about 1,000 CCTV cameras be
mounted at strategic hotspot locations that have been
susceptible to crime and terrorism (Malay Mail,
2013).

As a foundation for future development, the study
postulated the following objectives consist of; (1) to
precisely identify the security challenges that beset
Selangor, and (2) to garner and collate the User
requirement, Data requirements and Features that
pertain to the making of a security and safety mobile
Application from Selangor locales. (3) To establish
a groundwork for the potential development of
intelligent security and safety mobile Applications
tailored to function in Selangor. Other than that, this
study also assists the government's plan of the
National Digital Economy Initiative (Digital
Malaysia) towards strengthening the digital
information economy of the nation. The
development of a security and safety mobile
application will be further discussed to make sure the
study's author has discussed the suitable component.
This paper will significantly contribute to the body
of knowledge on the security and safety of mobile
applications that could be used.

2. LITERATURE REVIEW

2.1 Literature Survey

The literature survey has been used to
explore and dig out the information related to
security and safety mobile applications. A literature
survey is defined as a documentation of the
comprehensive published and unpublished work
from the secondary data sources in the specific area
of study of the researcher (Uma Sekaran, 2003).
There are various sources of information that could
be used for literature surveys, such as journal

articles, government documents, newspapers,
magazines, and any relevant sources available on the
internet. These secondary data sources will assist the
researcher in understanding and finding out the
trends of the data based on the topic of the study.
That information will be beneficial to the researcher
in exploring and investigating the issue related to the
current topic.

The secondary data sources represent the
data that has already been collected for another
purpose by the previous scholar but have some
relevance to the current topic (Intellpost, 2020). The
previous journal from various sources of information
such as Google Scholar, Emerald Insight, and
ScienceDirect has been explored and dug out by the
researcher to ensure the correct information has been
investigated based on the topic of study. Other
documentation has been looked up, including
articles on the website, newspapers, conference
proceedings, and other secondary data sources. This
is the most significant way to explore and dig out
more information regarding the topic of study to
ensure the researcher leaves behind no variable.

2.2 Defining Safety

The inverse of risk is widely used to
describe safety: the smaller the risk, the higher the
safety. Although safety as the antonym of risk
captures some of the fundamental aspects of safety,
it does not fully know the notion (Méller, Hansson,
& Peterson, 2006). The product of likelihood and
severity is frequently referred to as risk. Safety is
increased by lowering both possibility and severity,
which is the antonym or opposite of risk. Safety is
nothing more or less than a condition or assessment
of adequate control over hazards and dangers
inherent in what an organization is doing now or
plans to do in the future. The fundamental problem
is controlling the inherent hazards in the business
process, especially those not regulated to an
acceptable level. An uncontrolled threat has the
potential to harm (Montante, 2008).

Physical and/or nonphysical barriers
prevent, regulate, or mitigate unfavourable events or
incidents  (Sklet, 2006). A frequent safety

management method is to work toward having
adequate barriers to prevent an incident or
implementing extra barriers after an incident occurs.
Defence in depth (barriers) is a simple linear system
for evaluating and preventing accidents;
nevertheless, it implies that Dbarriers act
independently of one another. While this may be true
in some cases, it is a limited perspective given the
complicated nature of safety management.
Furthermore, the energy model argues that without
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addressing or enhancing other barriers, for example,
implementing further training after an incident
without reviewing and reinforcing accountability),
one additional barrier will prevent an incident from
occurring.

There have been many different definitions
of safety over the years. By (Reason, 2000)
mentioned that individuals' or organizations' ability
to deal with risks and hazards in order to avoid harm
or losses while still achieving their objectives.
According to (Pierre, 2001), "a situation in which
hazards and conditions that contribute to physical,
psychological, or material harm are regulated to
preserve the health and well-being of individuals and
the community." Besides that, safety controls
unintentional loss, according to Bird, Germain, and
Clark (2003). In 2009, safety was the condition in
which the risks were deemed to be tolerable (NSC,
2009). By (ANSI/ASSE, 2011), it is the freedom
from unacceptable risk. Hollnagel (2014) mentioned
that safety is the situation in which the quantity of
adverse outcomes is kept as low as possible by
attempting to ensure that things do not go wrong by
eliminating or containing the causes of malfunctions
and risks and also a state in which the quantity of
successful outcomes is as great as feasible, the
ability to succeed in a variety of situations by
attempting to ensure that things go right rather than
preventing them from going wrong. In 2015, there
are several definitions, such as the management of
known risks in order to attain an acceptable level of
risk (ASSE, 2015), protection from dangers and
hazards that arise from, are related to, or occur in the
course of employment (CSSE, 2015) and also the
presence of abilities, capacities, and competencies
that allow things to run smoothly (Dekker, 2015).

2.3 Mobile Security

Wireless security and mobile security are
inextricably linked. Simply said, mobile security is
the process of protecting mobile services and devices
from third-party attacks or vulnerabilities. Today's
profit-making and non-profit-making institutions
use a variety of tools and technology, the majority of
which are mobile-based. Hence Mobile Security is a
major problem. (Geneiatakis, 2017). IT security is
divided into several sub-fields, like Web security,
network security, database security, and other new
fields such as these are important. Security in the
cloud, mobile security, and so on. As a result, mobile
security is a component of advanced IT security in
many cases. Different companies apply various
tactics for mobile security, one of which is allowing

clients and employers to use just their respective or
selected smartphones (Paul, 2019).

The fields of Mobile Security and Wireless
Security are inextricably linked. However, the
wireless security concept predates mobile security,
and it is now inextricably linked to cloud security
and mobile computing. (Nkosi, 2010). In today's age
of information technology, mobile security is
critical. With mobile computing, it's extremely
close. In other words, it refers to the security of
mobile devices such as smartphones. Attackers
frequently link mobile security with smartphones,
computers, and other devices. Short message service
(SMS), multimedia messaging service (MMS),
WIFI, Bluetooth, and other features are usually
included. However, a few experts have issued
warnings concerning operating system security,
stating that attackers may leverage various objects
provided by browsers, operating systems, or
malicious Software (Paul,2019).

It's important to note that downloading apps
might sometimes compromise cellphone security.
Privacy and integrity programmes should be
included with any smartphone or electronic device.
According to network experts, the attackers' primary
targets are:

a) Data: Credit card numbers, authentication
indications, audio, visual material, call logs,
and other sensitive or virtual information are all
stored on smartphones or electronic gadgets.
As a result, this is the main target.

b) Identity: The owner of an electronic device can
be easily identified, and cyber attackers can use
this identity for a variety of objectives.

As far as recent threads on mobile security
are concerned, they are concerned with a variety of
items such as:

a) Boot networks

b) Spyware is number two.
¢) A harmful link

d) Peculiar applications

Operating Systems: Operating systems are
at the heart of mobile devices, and there are various
mechanisms in place to ensure and safeguard them
from attack. Because smartphones may
accommodate a variety of applications, there should
be a sufficient process to detect vulnerabilities and
any type of virus, malware, spyware, or other
malicious software. Sandbox is an essential topic in
mobile, and each phone must plan for its own
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Sandbox in this regard. In this sense, a few key

concerns (mostly in Android) are as follows:

The rootkit's penetration is critical, and
hence a proper rootkit detection mechanism is
critical.

a) Process isolation is also highly crucial in
android-based systems, and this should be kept
in mind for proper and scientific security.
Furthermore, once each procedure has begun, it
must be completed before proceeding to the
next program. This method will lessen the risks
of becoming vulnerable.

b) File system permission is a significant
challenge for android-based systems, and the
use of locking memory permission is also a
concern.

¢) Memory protection is an important feature and
function of Android-based or comparable
devices' operating systems.

d) Development in a runtime environment is a
crucial consideration, and it's worth noting that
high-level language-based products are ideal
for this (Donald, 2013).

Hardware systems: In many conditions, the
hardware system is vulnerable. Different sorts of
attacks/vulnerabilities exist:

a) Electromagnetic waveforms constitute a
significant cause of attacks, becoming
more common by the day.

b) Juice jacking is a mobile security issue
that can occur in various situations. This
might be used in public venues such as the
bus, airlines, trains, and other places
where people charge their phones. This
type of incidence can occur in a variety of
locations. In this circumstance, a variety
of malevolent attacks could occur. In this
case, the USB charger is mostly used for
assault victims.

Malicious Software-based Vulnerability:
When it comes to mobile devices, several types of
vulnerabilities can be found in harmful Software.
These days, smartphones are frequently used for
internet purposes, and we are all aware that malware
is a program that harms the system. According to a
study, the virus strain has surged by 54 per cent in
the recent past. In this category, worms and viruses
are essential (Varshney,2000). Malicious assaults
can be classified into three categories:
a) Infection of systems, which can be
characterized as Explicit Permission,
Implied Permission, Common
Interaction, and No Interaction—all of

this malicious Software is necessary to
attack a mobile device.

b) The achievement of its purpose, which
includes harming systems after installing
malicious Software, is done through
monetary damage, data and/or device
damage, and hidden damage.

c) Another critical technique to make
systems vulnerable is spreading malware
to other systems. Wi-Fi, Bluetooth, and
infrared, and remote networks such as
phone calls, SMS, and emails, can be used
to spread information.

2.4 Mobile Application

Mobile applications are defined as
software/sets of programmes that function on a
mobile device and assist users in completing their
daily tasks. Nowadays, mobile applications rapidly
grow, especially with the advancement of
technology within the ICT industry. The criteria of
mobile applications include easy, user-friendly, low
cost and could run on mobile phones. The mobile
application has various components of applications
because of its extensive functionality, including
calling, texting, browsing, chatting, social network
communication, audio, video, and games, among
others (Rashedul, 2010). In the year 2000, mobile
application developers began discussing web-based
mobile applications. People can use those mobile
applications to connect to the internet for their daily
needs. In some world places, such as EUA, the
mobile sector is behind schedule. The mobile
network in that part of the world was not very
advanced. As a result, having high expectations for
the mobile application from that section is a weird
thing. (Rashedul, 2010).

However, if we consider Europe, where the
world's largest mobile companies, such as Nokia,
Ericsson, and others, have their headquarters, mobile
innovation has emerged from that region. The
fundamental issue is that such companies produce
both cell phones and mobile applications for mobile
operators. They may, however, slow things down.
As a result, there was a disconnect between the
developer and the consumer. It created a source of
frustration for the developer, regardless of what they
made, when it would arrive or whether it would ever
arrive (Rashedul, 2010). Consider internet browsing,
voice chat, Facebook, Twitter, and other forms of
communication. Every ordinary cell phone now has
a Facebook application. Users can share with their
friends and family from any location, such as in a car
or train. People can utilize messenger to
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communicate with one another. Using a VoIP
program and the internet, we may make low-cost
calls to any part of the world. Then we can discuss
the GPS. The most common applications for GPS
systems include locating current locations on a map,
road navigation, and vehicle tracking. Google Maps
assists us in finding any location.

We can view products, pick products, and
place orders for products via mobile commerce. The
mobile application Mobile Wallet is used to
complete payments in some restaurants and markets.
People can use mobile applications to do business.
Another feature of the mobile application is mobile
banking and eTicketing. We can sometimes use a
smartphone application with an internet connection
to control a home gadget from a distance. People are
conducting business outside of the office. People can
watch videos and movies directly from YouTube on
their mobile devices. They have the ability to play
both video and audio. Kids can play games on their
phones, a type of mobile application.

The first usually contains malware sent to
users via email attachments. The term "boot net" is a
mix of the words "robot" and "network," and it
usually refers to harmful activities. Here, attackers
from the network can take control of the device and
cause damage to the entire system. Spyware can be
used to highjack a phone, listen in on calls, read text
and content, and track the device's location using
GPS. Backdoors can propagate malicious links on
social networking sites for more excellent
circulation. Malicious apps can be found on a variety
of platforms. It can be used to obtain personal
information or log into a system. The majority of
these assailants are from various communities. Many
of them are unethical hackers, while others are
professionals who work for businesses or the
military. There are numerous tools and defense
mechanisms available for security management;
however, the following are a few of the most
significant:

2.5 Data Requirement

Data requirements consist of several main
processes, including identifying, prioritizing,
precisely formulating, and validating the data
required to meet organization objectives. Data
should be referred to in business terminology when
establishing data requirements, if possible, using
recognized standard business terms. If business
terms for the data in scope have not yet been
standardized and authorized, the data requirements
process provides an opportunity to do so.
Governance should be included in assessing data
requirements for patient demographic data, with

representation from supplying and consuming
business areas throughout the life-cycle to ensure
that their needs are met (Data operation, 2021).

The discovery and decomposition of data
requirements should be made systematically and
sequentially. The logical design of the destination
datastore should be created in parallel with the
business rules for system behaviour; this process is
bi-directional and iterative. Data requirements
should be reflected in the data store's logical design
and should be consistent across projects.

Before populating the new data store with
data that already exists elsewhere and will be
migrated, profiling should be done to ensure that it
fulfil the business expectations and requirements.
This may positively impact the design process by
highlighting the need for new quality rules or
specifications, as well as increasing the proportion of
criteria met and reducing rework for future releases.

Minimizing data complexity over time
requires establishing and implementing solid
processes for specifying data requirements. The
following advantages will result from effectively
applying this process:

a) Ascertains that informed
determine what data is required;

b) Increases the ability to communicate data
within and outside of the organization;

c) Ensures that systems and data repositories
have proactive data quality procedures in
place;

d) Enhances the connection between data
and business processes;

e) Enhances the Dbusiness vocabulary,
generates metadata assets, and establishes
data ownership, governance, and lineage.

people

2.6 User Requirement

User requirements, also known as user
needs, explain how a user interacts with a system,
such as what tasks they must be able to complete.
User needs are typically recorded using narrative
prose in a User Requirements Document (URD).
User requirements are usually signed off by the user
and utilized as the primary source of information for
developing system requirements. Determining what
the user genuinely wants a software product to
achieve is a crucial and challenging phase in the
design process. This is due to the user's inability to
articulate their entire set of needs and desires, as well
as the fact that the information they supply may be
incomplete, erroneous, or contradictory. The
business analyst is in charge of adequately
comprehending what the customer wants.
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This is why user needs and system
requirements are usually considered separately. The
business analyst thoroughly evaluates user
requirements before carefully constructing and
documenting high-quality system requirements that
meet specified quality characteristics. One sort of
stakeholder need is user requirements (Geis, 2018).
They serve as a foundation for system requirements
from the perspective of the interactive system's user
(Parker, 2012). To meet one or more user needs, user
requirements outline what a user should be able to
do and/or experience with the system in each
specific context of use. User requirements were
defined as enabling the design of a system that would
allow users to attain high levels of usability,
accessibility, user experience, and/or avoidance of
harm from use (referred to as human-centred quality
in ISO 9241-220).

Other sorts of criteria were included in the
NIST Specification for Usability Requirements
(NST,2007), in addition to the components of
usability (effectiveness, efficiency, and satisfaction).
These kinds of criteria are now referred to as "user
requirements". Table 1 show the components in
NIST Specification for Usability Requirements:

Table 1: NIST Specification for Usability Requirements

No. Main Sub-Component
Components
1. Design advice a) Design principles
b) Human factors and
ergonomics
c) Style guides
d) Standards
2. Usability features a) Accessibility
b) Understandability
c) Learnability
d) Operabilityity
e) Attractiveness
3. Content and | a) Functionality
functions b) Content
c) Complete, accurate, up-to-
date, style
d) Effectiveness (for learning)
e) Trust
f) Platform independence

2.7 A previous
Application
Miriyala et al. (2016) used the android OS

to develop a mobile security application to protect
women who face social harassment and violence in
India. The system was systematically designed to
function with hardware wearable gadgets such as
wrist bands and spectacles. Although the mobile
application proved to be a success in India, its
success could be traced to the fact that the mobile

study on Mobile Security

application was developed to address the specific
security and safety concern, which is rape and
harassment. Implementing this application in
another society would be a great idea; however, its
success would depend on the prevalence of rape and
sexual harassment.

Yarrabothu & Thota (2015) developed
"Abhaya": An Android App for women’s safety.
This app was developed in Delhi, India. The
application works remotely by enabling users (not
necessarily women) to input four different
emergency contacts that would be reached in
potential danger scenarios. In place of danger or
emergency, the user can turn on the application, and
with a single click, the app will be activated. It would
begin sending emergency alerts to the registered
contacts on the app while simultaneously calling the
first registered number on the application. The
location URL of the victim is sent to the emergency
contacts at an interval of 5 minutes until it is disabled
by the victim; this is to enable emergency contacts to
know the location update of the potential victim in
case of movements. As of its success, the mobile app
did prevail in that society, seeing that the insecurity
targeted towards women was particularly identified
and added as a security parameter in the Mobile
application.

Saigh et al. (2015) developed a Personal
Safety Mobile Notification System to help users in
emergency and dangerous situations. The
application was developed and patented in the
United States with extensions to Canada also, which
means that the application is made available to the
user from the US and Canada only. Like many other
security apps, this personal safety mobile
Notification system uses GPS and SMS alerts to
send emergency alerts to friends and loved ones of
victims. The system does not have any hardware
components. Emergency alerts are only sent when
the victim of a potentially dangerous situation turns
on the app and taps an emergency button.

3 PROPOSED FRAMEWORK OF DATA
AND USER REQUIREMENTS FOR
SAFETY AND SECURITY OF MOBILE
APPLICATION

In assessing the previous study on the data
and user requirements, the proposed framework on
data and user requirements has been identified and
constructed. After careful assessment based on the
Malaysian environment, these data and user
requirements have been taken. Several variables
have been identified in constructing the framework
on data and user requirements consisting of data
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requirements, user requirements, and components of
safety and security for mobile applications.

Data Requirement

Data requirement will contribute to the
creation and validation of core business definition
and term that includes the metadata, data standard,
and business process. The component shows the data
required for the security and safety application for
the smartphone consisting of business terminology,
resident demographic data, consuming business
process, profiling, data repositories, and safety and
security processes. This requirement must be
included in the safety and security mobile
application to ensure the application will collect the
right and appropriate application for the safety and
security of the resident.

The business terminology means the
elements refer to the data elements within your field.
In contrast, resident demographic data refer to the
process of creating the data, such as resident
registration information. At the same time,
consuming business processes related to the
operation or processes that use data (Office of
National Coordinator for Health Information
Technology, n.d). While data repositories will
collect all the resident data and store it in the data
archive. This is important to ensure the location’s
history will be stored within the data archive. While
profiling residents will also be kept in the data
repositories, this application will record any
information and data related to the resident’s
knowledge. It will be held in the data repositories.
The safety and security process will be collected,
particularly on the confidential information
associated with the resident. These components have
been taken from the previous studies discussed
earlier to make sure the component that will be
developed is equivalent to the data requirement
required by the user of this safety and security
mobile application.

User Requirement

In terms of user requirements, NIST
Specification for Usability Requirements has been
adopted in identifying the user requirement for the
resident’s security and safety for the smartphone.
There are three main components of user
requirements consist of design advice, usability
feature and content and function. The first
component that has been mentioned is design advice.
The design advice refers to the design principle,
ergonomic criteria, style guide and standards. The

design principle will follow the user's requirement to
ensure the application is easy to use and valuable
without any complex feature that hinders the user
from wusing that software. Besides that, the
ergonomic feature is important to ensure those
applications will never have a health effect on the
user itself.

In terms of wusability features, those
applications  should be accessible easily,
understandable as well as attractive. The attractive
component in the mobile application will attract the
user’s interest to use it. Last but not least, the
component of wuser requirements in mobile
applications for residents’ safety and security are
content and function. The content and function of the
application should be straightforward; for example,
the emergency button should be designed and placed
on the areas for victims easily click on it to begin
sending emergency alerts to the registered contacts
on the app.

Security and Safety Mobile Application

The mobile application will secure the
resident in terms of security and safety within the
area of their living or workplace. These security and
safety mobile applications should consist of several
components: confidentiality, integrity,
authentication, authorization, availability, and no-
repudiation (Yusop et al., 2014). This security
mobile application aspect is used to ensure the high
quality of the software is developed by the
developer. Besides that, it also secures the
confidential data and information in this application
to make sure the resident’s personal information will
not leak to others.

The first aspect that needs to highlight in
the safety and security mobile application is
confidentiality. Thus, the data requirement that has
been collected consisting of detailed information on
the resident, including their identification card (IC),
address, telephone number and other required
information, should be kept appropriately. The high
security of the mobile application is necessary to
make sure the integrity and authentication of the
application are preserved. This mobile application
requires high security because it requires
authorization from the user when they want to access
it. Besides that, this application is only available to
the user who registers. This application also provides
the feature that will prove the origin, authenticity,
and integrity of data within the application (Awati,
2021).
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Data requirement
q Safety and

Security
Application

User requirement

Figure 1: Proposed Conceptual Framework

The proposed framework of data and user
requirement application for the smartphone will be
assessed and evaluated based on the Malaysian
environment among residents to explore the
perception of Malaysian towards security and safety
mobile applications that existed in this country. The
result will be different based on the type of the safety
and security mobile application that has been
developed like in Bangladesh, where the android
technology is a solution for the safety of women
(Hossain et al., 2019). While, India has developed
the Safetipin mobile application as a personal
location guide for public places using the Global
Positioning System for the safety of females
(Manazir, Govind and Rubina, 2019). While it
contradicts Mata et al. (2016), which has developed
a mobile application for the Mexico city’s residents
to provide safe routes based on crowd-sensed crime
data and this mobile application does not focus on
the women but the whole city’s residents. Thus, the
proposed framework will focus on Malaysia because
based on different country has different kind of
criminal occur; therefore, it is necessary to develop
the safety and security of mobile application based
on the appropriate environment of that country.

4. CONCLUSION

In conclusion, this paper discussed the data
and user requirements on security and safety mobile
applications for safeguarding the community
nowadays. The comprehensive overview purposely
explores the significance of data and user
requirements of the security and safety mobile
application. The supporting evidence from the
previous study has been researched and investigated
to know the actual security and safety of mobile
application situations. Various countries started to
develop this kind of mobile application to protect
women and risk groups of the community from a
crime or other harmful situation in their daily lives.
This kind of mobile application could be a platform
for people to avoid any danger around them. Other
than that, this application should be linked with other
authorities such as police, fireman or any other
agency that could help safeguard the community
from danger.

Malaysia’s government should force
certain agencies to develop the security and safety
mobile application to protect the community from
emergencies and dangerous situations. The security
and safety mobile application required to develop
should follow the data and user requirements from
the user's perspective rather than the developer. The
user-friendly and easy mobile application will assist
the community in overcoming any emergency or
dangerous situation getting worse. The police or
authorities quickly get informed by the apps related
to the emergency reported by the community and
take action more quickly. Thus, this security and
safety mobile application are essential to develop,
mainly to protect the society, either rural or city.
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