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ABSTRACT

Signal processing’s impact on development of digital media technologies have become a hot topic. The
increased of computer network and the growth of the Internet have facilitated the production and
distribution of unauthorized copies of multimedia information (text, image, sound, and video). To ensure
multimedia security, researchers are focusing on digital image watermarking. With this new concept, the
watermark is not just hiding in an image, but it’s marked indelibly. In this paper a robust method of digital
images watermarking based on combination of DCT, IWT and SVD is proposed. At first, Visual
cryptography is used to encrypt the watermark image. Then DCT is applied to it and to the host image. IWT
and SVD are applied on DCT coefficients of both watermark and host images. After that, the watermarking
process is done by embedding singular values of watermark image to the singular values of host image.
Moreover, the obtained watermarked images are subjected to different attacks to improve the robustness of
the proposed scheme. Finally, the extraction process is based on watermarked image and the reverse
method of embedding process to reconstruct the original watermark. The performance is evaluated under
various attacks and experimental results show that our algorithm provides a high level of robustness and
imperceptibility than the state-of-the-art methods.

Keywords: DCT, IWT, SVD, Entropy, Watermarking.

1. INTRODUCTION emergence of the concept of digital watermarking
[81[9]-
Recently, digital image copyright protection is  Today, digital image watermarking has become an
required for Cloud computing, Internet of Things effective multimedia security scheme from
and multimedia  transmission.  Duplicating, illegitimate use over the Internet. Digital image
modifying, reproducing and distributing digital  watermarking is the processing of combined
images has become increasingly easy legally or  jnformation into a digital signal, it is a set of
illegally. For this reason different methods to  techniques and methods to insert a secret message
ensure this protection are implemented [1] [2]. iy an image to identify and characterize the

Firstly, we have steganography that allows hiding j,¢ejjectual property [10] [12]. This insertion should
information [3] [4], then cryptography to secure not disturb the original image (Figure 1). Owner or

and encryj t communication [5.]' This technique distributor must know the inserted message, and it
protects the image being transmitted. But once the . ;
must meet four basic requirements:

image is decrypted, it has no protection. The . i o . .
weakness lies in the lack of robustness. Indeed, it is imperceptibility, robustness, capacity and security.
’ Robustness is measured when the watermarked

easy to remove the inserted message by the | ;
systematic change of the original image. Therefore, ~Ma8&¢ 18 attack'ed. Thereforef th? embedded
watermark can resist several multimedia attacks.

the need for more effective methods to protect the I ;
copyright is essential [6] [7].Hence the recent Imperceptibility is obtained when we have an
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invisibility —perception between original and
watermarked image, then the watermark shouldn’t
degrade the quality of the original image.

Capacity is the acceptable growth of embedded
information in the watermarked image.

Security is one of the main requirements, which is
based on the power and objectives of the person
who wants to modify, copy or delete the watermark.

l/ Key ’_' Detection

Host Watermark Watermarked
image > embedding F»{ image
algorithm

L Watermark L

Figure. 1 Standard Watermarking Scheme

Extraction

Digital watermarking methods are classified into
spatial domain, frequency domain and multi-
resolution domain. Each method has advantages
and disadvantages depending on the requirements
of the application to be used.

Image processing in the spatial domain [13] [14]
allows direct transformation of pixel luminance.
The watermarking methods used in this domain are
computationally inexpensive since they do not
require a prior transformation step, but they are less
imperceptible and robust against various attacks.
Due to the above mentioned limitations of spatial
domain, different researchers are now oriented to
frequency and multi-resolution domain. In the
frequency domain [15] [16], the signal is analyzed
in relation to the frequency. The processing is done
on the transformed image and the watermark image
is embedded in the original image by modifying
these coefficients. Various transformations such as
DCT, DWT and SVD can be used. Finally, to
reorganize the original image an inverse
transformation is applied.

After that, researchers have switched to a more
powerful multi-resolution domain to analyze the
fine details of the image. Multi-resolution domain
[17] [18] is an important area of watermarking. It
consists in applying successive subsampling on the
original image to allow the isolation of the low
frequency components constituting an insertion
space less sensitive than the image itself.

These transformation methods guarantee a best
increased security, better imperceptibility and
robustness against various attacks. But a single

spatial or transformation domain method cannot
simultaneously meet all the basic design
requirements. To solve this problem, the concept of
hybrid methods in the transformation domain has
been developed.

Hybrid domain methods [19] [20] are considered
as combinations of the different presented domains
and are designed to provide greater robustness and
better imperceptibility with high security. Also,
hybrid transform domain methods combine more
than one transformation for improving the
performance of the watermarking system. For
example, DCT converts the image from the spatial
domain to the frequency domain to get the cosine
coefficients. Those coefficients are classified into
low-frequency, middle-frequency, and high-
frequency coefficients. DCT ensures better
imperceptibility and is robust against noise,
filtering, JPEG compression, and geometric attacks.
Besides, IWT ensures high imperceptibility and
robustness against JPEG compression, salt-and-
pepper noise (SPN), Gaussian noise (GN), and
statistical attacks. On the other hand, SVD ensures
robustness against noise, sharpening, cropping,
filtering, and JPEG compression attacks.

Our contributions in this paper consist to present
a hybrid robust method of digital image
watermarking based on combination of DCT, IWT
and SVD using optimal block. This method ensures

improved imperceptibility, robustness, large
capacity and security simultaneously. The
watermark image is encrypted with visual

cryptography to ensuring security. Then, an
invisible watermark is embedded to the host image.
Finally, a blind watermarking system that does not
require the host image is designed to extract the
watermark from the watermarked image. Generally,
this contribution can also be important to protect
images and claim ownership. Without watermarks,
digital images may be vulnerable to theft or
unauthorized use.

The remaining of the paper is organized as
follows. After the introduction of the problem,
Section 2 illustrates the related work in the
literature.  Section 3  presents theoretical
background. In section 4, we describe the proposed
approach for watermarking scheme in detail, and
we clarify experiment results as well as some
discussions in section 5. Section6 presents threats to
the wvalidity of the study. Finally, conclusion is
given with future work.

2. RELATED WORK

Protection of high-quality images transmission
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over the Internet requests new approaches like
hybrid image watermarking to ensure the basic
requirement simultaneously.

In [21], a multipurpose image-watermarking
algorithm is proposed to provide tamper
localization, self-recovery  and  ownership
verification of the host image. This method is based
on wavelet domain using DWT (Discrete Wavelet
Transform) and singular values decomposition. The
robust insertion is also optimized with the help of
ABC (Artificial Bee colony) in such a way that
maximum robustness can be assured corresponding
to user specific threshold of imperceptibility.

In [22], E.Najafi et al presents a robust image
watermarking scheme based on singular value
decomposition (SVD) and sharp frequency
localized contourlet transform (SFLCT). The
robustness of the scheme is improved against all
considered geometrical and image processing
attacks.

In [23], S.Madhavan et al presents a method of
digital image watermarking used in copyright
protection. In this method, the grey image is
divided into four sub-bands using DWT, and the
desired sub-bands are selected. The watermark bits
are embedded in LH, HL sub-bands. The cuckoo
search algorithm is used to recognize optimal
positions in the discrete wavelet transform (DWT)
domain for watermark insertion in the binary
image. The results display the importance of using
this algorithm for the watermarking techniques for
copyright protection. It is established in the present
scheme a superior improvement on imperceptibility.

In [24], M.Radouane et al proposed a robust
method for digital images watermarking. This
method is achieved by searching the optimal block
that can be used to insert the watermark in original
image using SVD and DWT combined with DCT
(Discrete Cosine Transform). The experimental
results show that this imperceptible method
combines the advantage of three transformations to
ensure robustness against most attacks. In this
work, intellectual property of images is protected
by the approach proposed.

In [25] digital watermarking based on joint
DWT-DCT and OMP reconstruction is presented by
(Zhang et al). In this paper various levels of DWT
are applied on the host image, and then DCT is
merged with DWT. Spread transform quantization
index modulation algorithm is introduced to
implement the watermark embedding. On the other
hand, orthogonal matching pursuit compression
reconstruction algorithm is presented for the
watermarking algorithm to optimize the watermark
extraction. This method is not robust again the most

attacks and security is not considered for the
watermark.

In [26] Zheng et al present a hybrid image
watermarking method based on DCT, DWT and
SVD for resisting rotational attacks. In this method
the security is not considered because the
watermark is not encrypted with any encryption
technique. For ensuring security, different methods
are proposed.

In [27] a secure and robust color image
watermarking is developed to achieve high color
watermarking imperceptibility while maintaining a
high resistance to attacks. The proposed scheme
employs the interconnection between the sub-bands
of the primary color components in the wavelet
packet domain. To increase watermark security, a
scribbling watermark is used.

In [28] a hybrid combination of the wavelet
transforms has been discussed for single and

multiple image watermarking. The transforms
combined in this paper, are non-subsampled
contourlet transform (NSCT), discrete cosine

transform (DCT) and multi-resolution singular
value decomposition (MSVD). This method
embeds the same watermark bits to the two
different positions of the host image for ensuring
security. This blind image watermarking method
provides better imperceptibility and improved
robustness against most attacks. Also, the method
has less computational complexity in terms of time.
But, the method does not analyze the watermark
embedding capacity. Hence, the capacity is
improved by Prabha et al [29]. In this paper a new
blind color image watermarking based on the Walsh
Hadamard Transform (WHT) is proposed. At first,
the proposed method subdivides the image into
non-overlapping  blocks, which are then
transformed using WHT. Then, the color 4[4
image watermark is embedded in the third and
fourth-row WHT coefficients. The method has
strong robustness against various image attacks.

The analysis of the methods proposed in this
section allows us to conclude that these approaches
do not ensure simultaneously the design
requirement of the watermarking system such as
imperceptibility, large capacity, robustness and
security.

The main finding of 9 selected papers is:
- PSNR and NC are the most frequently metrics
used to evaluate the performance of the
watermarking technique.
- Most of the studies combined more than two
techniques of watermarking.
- Most of the studies use only two or three design
requirement.

e ——
3509




Journal of Theoretical and Applied Information Technology ~
15% June 2022. Vol.100. No 11 ~J

© 2022 Little Lion Scientific

SMminl

ISSN: 1992-8645

Www.jatit.org

E-ISSN: 1817-3195

- Geometric attacks are the most types of attacks
used in the evaluation of performance.

Due to the limitations presented in these work,
we have designed a hybrid watermarking scheme
that respect the entire requirement for a typical
watermarking system. The proposed scheme is
based on combination of DCT, IWT and SVD
technique using optimal block selection to embed
the watermark. IWT is used in this approach
because it exploits the characteristic of DWT for
increasing the imperceptibility and it’s much faster.
DCT and SVD are applied for increasing robustness
against most attacks.

3. TABLES AND FIGURES

This sub-section present the different
transformation methods used in this paper and the
visual cryptography used to encrypt the watermark.

3.1 DCT (Discrete Cosine Transform):

DCT [30] allows the separation of high, low
and medium frequencies. The low frequencies are
at the top left of the matrix, and the high
frequencies at the bottom right. This transform is
applied to a square matrix. The result is represented
in a matrix of the same dimension.

DCT is an orthogonal matrix transformation; it is
accompanied by a method of inversion to return to
the spatial domain. Thus, after making changes in
the frequency domain, eliminate variations in the
image almost invisible to the human eye, we return
to a representation in the form of pixels.

The Discrete Cosine Transform of an image OI of
dimension MxN is performed using the following
formula:

N-1N-1

DCT(, i) ] B(l B(J Z Z Mix, v cos (7x + U in| cos {(7):2; Ujrr]
Where M(x,y) is the original image

B(w) = [ if (u=10)

1if (u=0)
The inverse DCT is given by
N-1N-1

1 1 2y +1

Mixyl=— B(L B(j) ZDBZ DCT(,{) . cos {( _; ]:'rr] cos {( )2; )jrr]

Where

B(Ll] _[ if (u=10)
1if (w=0)

3.2 DCT (Discrete Cosine Transform):
SVD [31] [32] is a mathematical technique that
provides a safe way to extract algebraic features

from an image. The main properties of the SV
matrix of an image can be exploited in the field of
digital watermarking. This matrix has a good
stability; when a small perturbation occurs in an
image, the variation of its SV can be neglected. By
using this property of the SV matrix of an image,
the watermark can be inserted in this matrix
without a big variation of the watermarked image.
The singular values represent the energy of the
image, i.e. the SVD arranges the maximum energy
of the image into a minimum of singular values.
The singular value decomposition of a matrix I of
size m X n is written as follows:

[=U#S=VT

Where VT is the transpose matrix of V.

3.3 IWT (Integer Wavelet Transform):

Integer wavelet transform (IWT) [33] [34]
maps the original image into integer coefficients. It
can be constructed by using lifting schemes. IWT is
usually used in watermarking process because it has
different advantages in the data decomposition
(reversible, faster and has no rounding errors). IWT
consists of three steps: split, prediction and update
(Figure 2).

Split: The original signal is decomposed into two
samples sets even and odd sets Sp and S..
Prediction: The odd samples are predicted from the
even. Sois predicted from the S..

Update: new even samples S, is generated based on
an updater.

The inverse lifting steps are finished by reversing
lifting steps. Finally, the split is substituted for the
merge.

OO
s 1 ;
>[ Spllt P“’dm Update ] [ Update ][ Predict ][ Merge ]>

scwms

Figure2: Lifting And Inverse Lifting

3.4 Visual Cryptography

In this paper, the watermark is generated with
the help of (2, 2) visual cryptography technique to
encrypt the watermark that will be used in the
watermarking process. For this two shares of
watermark W, and Wy, are generated.
The process of VC consists of two sub-pixels Spi
and Sy, derived from black and white pixel obtained
from the watermark image W(x,y). Hence, an
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attacker looking at single share cannot know
whether the secret pixel is black or white because
both the shares are required to obtain the final
watermark image. If original secret pixel is black,
two black subpixels will appear and if original
secret pixel is white, one white subpixel and one
black pixel will appear. An example of the (2, 2)
VC scheme is shown in Figure 3.

H I
(N N .

Pixel

I
1]

Figure 3. Concept Of (2,2) VC.

4. EQUATIONS

In this section we present the proposed
watermarking ~ scheme.  The  watermarking
embedding algorithm and extraction algorithm are
described in section 4.1 and 4.2 respectively.

4.1 Watermarking embedding algorithm:

Firstly, the watermark image is preprocessed
that consists of securing it by visual cryptography
technique, then applying DCT, IWT and SVD
methods to the scrambled watermark image. One
of the share watermarks is retained with the user to
recover the final watermark image. Then, DCT is
applied to the encrypted watermark to get a new
image ‘wdc’. The ‘wdc’ image is decomposed by 2-
level IWT four sub-bands: LLwde, LHwde, HLwdc,
HHyqc, where LH represents approximate details.
LH emphasizes vertical details. HL gives the
horizontal details and HH provides the diagonal
details. The 2-level IWT consists of the following
equations:

LLwdandemHLwdede‘n = IWT(H‘dC}
LL?.um’m LH‘zwﬂ‘m HL Twrddes HH’.’.uxdn = IWT (LLwn‘r)

SVD is applied on HHayqc to get three matrices:

[Uunsun I‘{"—| = SVD (HHuanj

Where, Sy, is the singular values of SVD.

On the other hand, DCT is applied on the host
image to get I image. Then, 2-level IWT is applied
on I to generate four sub-bands
LLi,LHi,HLi,HHg.

rr  rir yy

LiLilr &

rr Iy Iy Irrs = JIA
] =

F PRSI I o BV P o § UL N & § ¢ L

— FIArT
= i¥¥i i
] TAFT A IFIF 1y
Vi

SVD is applied o HH?,Ft ge three matrices:

[Us, 5., Vi1 = SVD(HH,.)

-

Where, S; is the singular values of SVD.

Si values are devised on different blocks, and then
the entropy value is calculated for each block. The
embedding process is done automatically on blocks
that have a maximum entropy value, which is the
strong point for our method. The watermark can be
inserted in SV matrix without a big variation of the
watermarked image and the embedding in this area
has a good impact on the watermarking algorithm.
The watermark embedding function is based on
singular values of the host image and the
watermark image. Then, a watermark strength alpha
is required to ensuring better imperceptibility. The
final watermark block Scm is obtained by:

Semp = S; +alpha + 8,

Finally, the inverse used methods ISVD, IIWT,
IDCT are applied to obtain the watermarked image.
The proposed watermarking method is presented in
Figure 4. Our method is based on blind
watermarking process and an invisible watermark
image which is extracted from the watermarked
image without using the original image.

The whole process of watermark embedding is
explained bellow:

Stepl: The watermark is encrypted with visual
cryptography technique which explained in section
3.4.

Step2: Apply DCT on the encrypted watermark to
obtain a new image wdc.

Step3: Apply 2-level IWT on wdc image to obtain
four coefficients.

LLwdn:Lden:HLwdeden - !WT(WdC)
LL Fureder LH?MH‘?P.! HL Turder HH’?MH?P = [WT {LLan‘.ﬂ]

Step4: Apply SVD on HH,.,,. ;.. sub-band

(U Sw Voo 1= SVD(HH,,4.)
Step5: Apply DCT to the original image to get Ic
image
Step6: Apply 2-level IWT to I.image
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rr rrr Trr TFIT _ FTATTUST

LLifpy Ldljrp dl Ljpy LLLLe — LAWK L WL )
LIL.. LH__ HI_ _ HH  —=JWT{HH O
Bk Gy B 2 AR e T s b4 ] PV i (dfidfe

Step7: Apply SVD to HH,,. sub-band.

E TR b

1,5, V,] = SVD(HH,

Step8: Apply embedding function

Semp = S; +alpha + 8,
Step9: to back to the spatial domain, we should

inverse our earlier procedure.
Apply SVD on Semp:

[USermi:5Semn VSomn] = SVD(S.)
Step10: Apply ISVD on Semp
W, — Uy * SSamp * Vi
Stepl1: Apply IIWT on Wy,
Wi = HWT(LL o, LHo o, HL o1, HH 1)

W?m - IIWT(M mr LH-[ lr:HL‘llr:HH‘l lf‘)

Stepl2: Apply IDCT on W,,, the

watermarked image WI.

to get

W1 =IDCT(W,,,)

4.2 watermarking extraction algorithm

Stepl: Apply DCT on watermarked image to obtain
DCWI image.
Step2: Apply 2-level IWT on DCWI

LLDC[V]‘;LHD(TIVJ';HL nl"'.'lVleHnl’.'lVI = IWT('DCWH
Lopewn LHzpewn HL 2pcwr HH

2DCWI —
IWT(LL pewr)
Step 3: Apply SVD to the , HH; ey sub-band.
rrr [ w1 _ SN ETET A
I “war~war Ywal E LA LLII AW

Step4: Extract Sy

Semb - SE
aplpha

=

Ste5: Apply inverse SVD
W, =Uy,=*S8, *Vg

Step6: Apply inverse IWT

Wp‘l = IIWT(LLZWJ LH?W:HL?.W:M'{F)

TAT FRTAFT 7 TAT rrr rrr

p— ITIT ™
FWoy — LIFV L | FFaqy LlT gy LT Logyy 1

LTLT pr

Step7: Apply inverse DCT

Wi = IDCT(W,,)
Step8: Decrypt watermark.

5. EXPERIMENTAL RESULTS

In this section, the performance about
imperceptibility, robustness and security is
evaluated under different types of attacks: Salt and
pepper, Gaussian noise, median filtering, resizing,
contrast adjustment, JPEG compression, cropping,
rotation, and Histogram equalization, etc. Then, the
proposed method is compared with existing method
in the literature. The original image considered for
experimentation is Lena cameraman and jetplane
images of size 512 x 512. The watermark image is a
logo of size 32 x 32 (Figure 7).

(a) Original image

(¢) Cameraman () Jetplane

id

(d) Extracted watermark

Id

(e) Watermark image

Figure 4: Test Images
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Original
image

[ Apply DCT

A\ 4

Apply 2 level IWT to non-overlapping

blocks

\ 4

Apply SVD to HH|,

A 4

-
Decompose HH;,. into blocks and

calculate Entropy value for each block

~

Embed SVs of watermark image to SVs of the

original image (into blocks with maximum

entropy value)

A
ISVD
'd A 1\
OWT
'd A 1\
IDCT
A
( N\
Watermarked image

Figure 5: Proposed Watermarking Embedding Process

%

Watermark image

A 4

Visual Cryptography ]

A 4

Encrypted watermark

A 4

Apply DCT ]

A 4

Apply 2 level IWT

A 4
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The visual appearance of the watermarked image
and the watermark are of very good quality. The
metrics used to evaluate the performance of the
proposed algorithm are PSNR and SSIM.

PSNR (peak to signal-to-noise ratio) is defined as

follows:
(2552
ol === 1
\MSE /

nOoRTTY anT

SSIM is utilized to measure the similarity degree
between the original watermark and the extracted.
Its formula is given below:

(2ppy + 1) (20, +€2)

According to the results of table 1, we can see
that our proposed method present the highest value
of PSNR and SSIM. Therefore, the distortion of
original image is small and the inserted watermark
cannot be seen by the human visual system. Hence,
we can say that our approach ensures better
imperceptibility then the existing methods.

SS8IM = 5
(xity? + c) (0,2 + 0,2 + c2)
Table 1. Comparison Of Imperceptibility Of Existing Methods
Method PSNR SSIM Watermark Watermark security
type size
Niu et al 50.31 - Binary 32x32 -
Kazemi et al 48.81 - Binary - Arnold map
Prabha and Sam 49.20 0.9948 Color 90x90 Shuffling
Sunesh and Kishore 47.66 - Binary 32x32 -
Wang et al 45.40 0.9872 Binary 64x64 Arnold map
Al Otum et al 62.37 - Binary - Arnold map
Proposed 66.42 1 5.§ﬁWustne ks anlveis32 Visual
method With-intentional-or—uninten tic(i:ﬂp;[%%@gk}gati on,
. Robustness is the fact that the watermarked image
5.1 Security test . retains the inserted watermark. To evaluate the
To enhance security of the proposed

watermarking scheme, the watermark image is
secured by visual cryptography technique. This
technique allows inserting a scrambled watermark
in the original image; this prevents the detection of
the watermark in clear to remove it or to destroy the
quality of the original image. SSIM between the
watermark image and the decrypted watermark is 1,
which means these two images are identical.
5.2 Imperceptibility anlysis

Imperceptibility represents that the inserted
watermark is imperceptible via the human visual
system. Imperceptibility is measured in our paper
by PSNR and SSIM (Normalized Correlation).
These metrics are calculated after the watermark is
embedded into the original image.
The proposed method is compared with existing
methods in the literature. The results of this
comparison are shown in table 1.

Where p, o, oxy are mean, variance, and
covariance of the images and cl, c2 are the
stabilizing constant. SSIM range is from 0 tol. If
two images are perfectly matched, SSIM=1.

robustness of t he propose approach, several attacks
are selected to be performed on the watermarked
image. The correlation value between the original
watermark and the recovered one is calculated for
evaluating the robustness.

Ly X W) W (x,y)

NC= J

s Tard e Tard s

lsm o 270 o lvm oy S
[Liz1Lj=1 W UJJ’J‘JL;':]_LJ':]_ WL, y)

Where, W (x, y) is the matrix of the original
watermark and W (x, y) is the matrix of the
extracted watermark.

In table 2, we present PSNR and NC
values obtained after applying attacks on Lena,
Cameraman, and Jetplane image. Generally, the
range of NC is from 0 to 1, it means that the
extracted watermark is identical with the original
watermark.
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Table 2. PSNR And NC Comparison After Different Attack

Salt and
Without paper Rotation | Median Contrast Histogram | JPEG | JPEG
attack noise (20°) filter | adjustement | equalization | QF=70 | QF=50
(0.01)
PSNR | 66.4230 54.7673 50.7857 | 54.7017 51.2601 52.1675 50.3387 | 50.3387
Lena
NC 1 1 0.9998 1 1 1 0.9999
PSNR | 65.0983 41.2546 33.2369 | 40.2358 40.7789 42.8733 39.3125 | 38.2368
Cameraman
NC 1 1 0.9999 1 1 1 1
PSNR | 64.2652 40.3269 31.3637 | 40.3187 41.4523 41.8893 38.2548 | 36.3654
Jetplane
NC 1 1 0.9999 1 1 1 1

On the other hand, the minimum value that the
PSNR can have is 30 dB, i.e. the watermarked
image has not deteriorated much in quality and the
watermark still imperceptible via the human visual
system. In our approach, table 2 presents a high
PSNR value for the three test images (between 33
dB and 66 dB).

For Lena image the PSNR value is always
higher than 50 dB, this means the original image
and the watermarked image seem to same from
human visual perspective.

In our approach, we have used an encrypted
watermark to be inserted in the original image. As
shown in table 2, the NC value varies between
0.9998 and 1 for all applied attacks. This indicates
that although these attacks were applied, we were
able to extract our watermark without any
perturbation of its quality. These results show that
our proposed method has strong robustness against
attacks.

(b)
Salt and pepper noise (0.01)

Different results generated after applying attacks
are shown in figure 6.
Table 3 compares the robustness of our proposed
method with the recent state-of-the-art methods for
various attacks by NC.

According to the above comparison results, it is
found that the proposed watermarking scheme
outperforms the other approaches in terms of
invisibility and robustness.

For Cameraman and Jetplane images, we can
notice that the PSNR value is higher than 40 dB.
This value decreases a little for the JPEG attack but
still always higher than 36 dB. For the rotation
attack, the PSNR value decreases to 31 dB but does
not go fewer than 30 dB. This means that our
method still guarantees the imperceptibility
criterion. These results show that our proposed
method guarantees imperceptibility and robustness
against different applied attacks.

Rotation (20°)
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Figure. 6 watermarked image with extracted watermark under different attacks
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Table3. Comparison Of The Robustness Of The Proposed Method With Existing Methods After Attacks By NC

E Najafi et al Rishi Sailnhal et Prats):il and , |
2019 2021 2020 1;0;1;23
[22] [35] [35]

Without attack ) - - 1
Salt and pepper noise (0.01) 0.962 0.994 0.997 1
Salt and pepper noise (0.02) - 0.946 0.993 1

Salt and pepper noise (0.05) 0.953 0.789 - 0.999

Rotation (10°) - - 0.937 0.999

Rotation (20°) 0.990 - 0.892 0.999

Rotation (40°) - - 0.856 0.998

Rotation (50°) 0.990 - - 0.998
Gaussian noise (0.01) 0.956 0.962 - 1
Gaussian noise (0.02) . 0.770 - 1
Gaussian noise (0.05) 0.950 0.438 - 1
Median filtering (2x2) - 0.948 - 1
Median filtering (3x3) 0.991 0.978 0.837 1
Median filtering (5x5) 0.985 - 0.725 1
Median filtering (7x7) 0.977 - 0.690 1
Median filtering (9x9) - - 0.671 1
Contrast adjustement - - 0.930 1
Histogram equalization 0.993 - - 1
JPEG QF=10 0.992 1 - 1

JPEG QF=20 0.993 1 - 0.999

JPEG QF=30 0.993 0.986 - 0.998

JPEG QF=40 0.993 0.944 - 0.997

JPEG QF=70 0.993 - - 0.995
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pepp Median Filter
WEI Najafi etal (2019)  WRishi Sinhal etal (2021) ®El Najafi ctal (2019) = Rishi Sinhal et al (2021)
W Erabhaand Sam (3020) ‘S pmoposcmethod u Prabha and Sam (2020) © propose method
12 12
1 L]
0,8 — 0,8
N 06 = 0,6
S
0,2 — 0
0 Median Median Median Median  Median
Salt and Pepper  Salt and Pepper  Salt and Pepper filtering filtering filtering filtering filtering
noise (0,01) noise (0.02) noise (0.05) (2x2) (3x3) (5x5) (7x7) (9x9)
Figure 7. NC Of Salt And Pepper Attack Figure 10. NC of Median Filter
Rotation
JPEG
EINajafi etal (2019)  MRishi Sinhal et al (2021) = El Najafi ctal (2019) = Rishi Sinhal et al (2021)
® Prabha and Sam (2020) = propose method = Prabha and Sam (2020) = propose method
1.2 1,2
e 1
0.8 . Ne 0.8 |
NC o6 — 06 B
’ 0,4 —
04 B 0.2 =
0.2 — 0
o JPEG JPEG JPEG JPEG
Rotation ~ Rotation  Rotation  Rotation QF=I0 QF=20 QF=30 QF=40
(10°) (209 (30°) (40°)
Figure 8. NC of Rotation Attack Figure 11. NC of JPEG
Gaussian noise From these figures, different attacks are presented
to test the robustness of the watermarking scheme
® Bl Najafi et al (2019) = Rishi Sinhal et al (2021) such as, salt and pepper, rotation, Gaussian noise,
# Prabha and Sam (2020) = propose method median filter and JPEG attacks. We can notice that
the NC values of our proposed method are higher
12 than the existing methods in the literature.
1 Generally, the NC values varies between 0.95 and
NC 08 — 1. Hence, the robustness of extracted watermark
0,6 — without affecting the imperceptibility of original
0,4 — image is improved and therefore, the robustness of
0,2 — this scheme is high.

Rotation (10°)  Rotation (20°)

Figure 9. NC of Gaussian Noise Attack

Rotation (30°)
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6. THREATS OF VALIDITY

This section presents the threats of validity of this
paper with respect to internal, external and
constructs validity.

Internal validity: This paper uses the maximum
entropy like a feature selection that select the
optimal blocks suitable for the watermark process
to have robustness and a good imperceptibility of
the method.

External validity: This study uses some test image
to validate the watermarking process. However, we
can use other different test image to test the
efficacy of our proposed method in a large
database. Also, we can suggest the fusion of other
decomposition techniques to ameliorate the
performance results.

Construct validity: This study focused on the use
of NC, PSNR and SSIM to evaluate the
performance of our method in terms of robustness
and imperceptibility with different attacks. The
main reason behind this choice is that the most of
the studies used them to measure the performance
of their methods.

7. CONCLUSION

By combining 2-level IWT with SVD and DCT, a
multi-scale watermarking is proposed in this study.
We have proposed a robust and efficient
watermarking method for copyright protection. A
watermark embedding and extraction algorithm is
implemented. Different Evaluation of the proposed
method is presented. PSNR, SSIM and NC
parameters are compared to the existing method in
the literature. The experimental results show that
this method is robust against most attacks. We
obtained NC =1; which means that we have a great
similarity with watermark and extracted watermark.
Visual cryptography provides enhanced security to
the proposed method. Thereby we can conclude
that our method ensure the four basic requirement
of watermarking (imperceptibility, robustness,
security and large capacity). Despite these results,
our method knows limitations in terms of execution
time and implementation of a single watermark for
the embedding algorithm instead of several.
Multiple watermark provide better against different
image manipulation. The future work will focus on
digital watermarking based on machine learning
and deep learning model. In addition, this work can
be extended by combining various techniques in

different domains with CNN architectures by
changing grayscale images by color images.
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